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X3 WiFibit TEEZ Of B MTEHEILI TP oo 326
X4 WMM, WME, IEEE802.11€ Of AL O TP 326
X5 IMUILICOST ...ttt ettt et e e st et e s e e st e e e enes 327

DTUSO70 rev K.13



Page 7/ 336

X51 2 QIEHO|ANM HEITHAE ZARTEZOFEBILILE ooooeoeeeeeseeseeseseessess s ess et ss oo 327
X.5.2  Receiver device 7} IGMP HIAM O A HEIFHAE OAFEZ HUHX| RELITh e 327
X6 CISCO HH= ZOIETf Lf SCFOJAE BEJAE FZ O] QHELILY ... 328
X7 FASE FOAIMING 7] & ettt 328
X710 A 20| MBI B A T|ZHS O{EH ELITE? oo 328
X72 X HMA ZOAETE AT AR B 2Y KA RHYULIT oo 328
X8  GRE tunnel ZF GO E/E FAELSFA] QEEFLILF ettt 329
X9 RAMHOJA IPv6 T2 E FIH 27 Sl SLAAC WA LAN & FEBFE BIE oo, 329
XTO  NAT FOULET Z G BF FTPooeoeeoeeeeeeeeeeeeeeeeeee e ssss s sssssase s ssssesasssnsesnsnsns 330
XI BB _SO0T U EEEI .t ssesss s sesassenes 332
XIl EE - 802.11 Radio CHANNEIS ....eueeeeereereeeeireteeeteeeseste e resessesee et esessesens 334
XILL 2B/ (2AGHZ) oottt n st st esen s 334
XIL2  802.11A/N (5 GHEZ) oottt ettt s st s seesens s 335
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| INTRODUCTION

Of 7I0|E= Cr= MZo| HE& UL

1o d

X3

A

RAILBOX, RAILTRACK family, all models
Airlink & Airbox series, all models
AirWan, all models

AirXroad, all models

EmbedAir series, all models

RuggedAir series, all models
WaveNet-Ex series, all models

X3

A

X3

A

X3

%

X3

%

X3

%

X3

%

of 2MoM 58 M=Z2l X 8ol "HE"2 decte 8% *l 50 /U= MZF S olLE

o|ojgfLct.

ME 7|X[0f Zetel wE AlZ 7Ho|=2of eH ME 241, #8 3 ALE, Wi-Fi Z2EZ0

CHst 2Bt M2 E CHE L C}

Of &= 7I0|E0| M= WaveOSs H{THS 23

- HE0 oI H7Ho| ZetE|of e EF
C

CH22E o 5+ ALY

StL|Ct. 4.32.3.1.
QI U E AIO|E O A EHUO AG0IE
f

- HMEBO A HEHO| ZE E YA AIOIEOIM 2FA YHOIES LI2EE &

=

-

5910 B17 RIACKSYS HAOIE0A CHR2E THs)= HYof B [t of i 7|52
AFBE 4 X MBI
M B A, HEIL W AF Ho|2T 2 TE| MAO Cfg 2E W AFe Z

S f
HNEg e 2X| 7t0[=0] 22X =te|of RlgL L.
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Regulatory information / Disclaimers
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I PRODUCTS LINE OVERVIEW

1.1 Products goals

O] ME2 olHUH FX|of wi-Fi 225 MSZLCh 70 et Chet EZZXE o

UAELICE XISt LI Wireless topologies examples & & Z=5tM| Q.

ujn

A
T

1.2 Features common to all products

B2 7|s0| O] ME 22 2& MEF0M SSHYULICE

oo 1d

Networking:
Layer 2 software bridging, VLAN, Tunneling, STP/RSTP, 802.1p and 802.11e QOS.

Layer 3 routing with DSCP retagging, NAT, firewall, Diffserv QOS, Multicast routing
DHCP server or client, DNS relay
Configuration and maintenance:
HTTP and HTTPS Web browser configuration
Acksys WaveManager compatibility

SNMP agent for status and configuration
Events handler, alarms
Browser-based firmware upgrades
Emergency upgrade mode
Performance graph trace
Wi-Fi capabilities:
Radio:
» Dual band (2.4 GHz and 5 GHz)
» Support either 802.11n, 20 or 40 MHz channel width or 802.11ac, 20, 40 or 80
MHz channel width
» Backward compatible with 802.11a, b, g, n, ac, ac wave 2, ax, axe

Wireless Roles:
» Access point, bridging client, 802.11s Mesh, ad-hoc, RogueAP
» Access point: Client isolation, 802.11x authenticator, slow bit rates lockout,
clients MAC filtering
» Client modes: 4 addresses, MAC translation, cloning

Security (depending on the mode):
> WPA2, 802.1x (RADIUS)
» A/B/G compatible security: WEP, WPA, WPA2, WPA3
Long-distance Wi-Fi
WME/WMM configuration support
Miscellaneous: 802.11h, 802.11d, client 802.11r support.

DTUSO70 rev K.13



1.3 Extra features per product mo
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HMZo| wWhE =X 7t0|EE FZoHM K.

Configuration and maintenance:

C-Key configuration backup

LED status

Hardware alarm contactor, digital output and digital input

Wide area radio networks:

2G/3G/4G data communications, 2 SIM slots

Ot |

— -

Multi-constellation satellite positioning (GNSS)

Ethernet capabilities:

10/100/1000/2500 MBPS
Auto-crossing (MDX)

Automatic speed and duplex selection

AUE 7|52 Radio Card §& (802.11n or 802.11ac or 802.11ax)0f| [t} CtSL|LC}.

Radio card type 802.11n 802.11ac 802.11ac 802.11ax
Feature Wave 2
802.11 max modulation rate 450 Mbps 1300 Mbps 1730 Mbps 4083 Mbps
Max remote clients per access point 124 128 128 512
Fast Roaming v
Connect Before Break Roaming v v v
Scanning/roaming cluster v As scanner As scanner
Mesh v
Line Topology Repeater v
Multiple roles per radio v v v 32
(AP, client, repeater, portal)
Dual radio repeater v v v v
VLAN-tagged frames forwarding v v v v
SRCC support? v v v

L SRCC &= 802.11ac, 802.11ax Of| ARt Zh=&tL|C},
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1.4 System design

Page 12 /336

A | SNMP
Services: VI‘:,T.:;ZHTTPS Discover NTP || sysl DHCP agent GPS Configuration Upgrade
C € . row?'er agent yslog DNS Relay server Backup Management
1| Configuration Events & Alarms
t — * 4 4 x—
Layer3 : Routing, Firewall, NAT, Diffserv QOS |
+ 4
I Bridging, Vlan, Tunneling, STP/RSTP SRCC
: 802.1p and 802.11e QOS
g !
§ Layerz:
s 1
z 1
1
1
1
|
Layerl |
\ 4 :
\ A 4 A 4
Kernel : WaveOS$ Bootloader
1
T
! Processor
Hardware : +
1 Cellular card Alarm, Reset
L] [ ] L] L]
1.5 Products settings compatibility
HE 282 8 AHIO[AE S m 2 M ASAHLE C-KEY 0| A A 5= ASLICL O]
AL D= MESTa 2 2HE|X] s o
O] M2 XIS Zto| el S S BOIFLIC,

Backup from

Backup can be loaded in

RailBox/10* RailBox/10*

RailBox/11* RailBox/11*

RailBox/22* RailBox/22*

RailBox/20* RailBox/20*

RailBox/24* RailBox/27*

RailBox/27* RailBox/24*
DTUSO070 rev K.13
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lIl DEVICE INSTALLATION

Olliw&ds 27| WO AHHALES 2H=

2l = UEE X F A WY quick start guide
2tQlI5l F=A[7| BFEfLICH

1.1 Power supply

M

W AR FHO|EE XBO| HOh B2 AHE HMBBLCL 0 22 MY 32 KA
R BoHOF o= H|AZt0 2 Tafofof BLICE =gk Dfofof B 7} A0l Y LICE Ol
MBUE 24 SN 50| HE M NXS QLS 4 s WiFi 202 FHET} metE|of
QUELICE O[3 3t MXI W2 AIZOIA M Bohe T AH(0| TR HY B3 BAI7t
L2 s M2 3 4 ok P2 NE WRY TE oY & ok SHo| waY 4

U5 LILF.

1.2 Antenna types

ChE MA0 M= 7He et o = AFE Rl = FHILE a2 X L& ol CHof 2 B LIC.

Olg{et BH2 A I{HO| LIEIL= AS & ATEIoF 2L CH LHEO0| 02T HA L&
I =

23 E &SN 2. http://www.antenna-theory.com/basics/radPattern.html.
CtS MM EA|El BHAF D EH2 ZF OtH|ILE R39 nqet EME2 O Z Ogie = YEE

O AIZ 2 K=& LT

11.2.1 Omnidirectional antenna (FX| 24 QtE||L})

YAF RS BE ST WHOIA FLSLICL QELE F(EE) o YA HHO|

= |
82 = B AL CLold AT EE

ot

H & Z5HM 8.

O

0] R¥O| SHH|LH= SHEILE 80| 2 FS bt H A ELIC

>

OHE|LE AL Al 22 EHO|| BIX[Z| 0] A=X] =2HISHA K.

Antenna Radiation pattern

- 270 ) ; g
Vertical Honzontal
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111.2.2 Patch antenna

X HEILHS BB WALS DB AIZLICL O[S Soff ol WAMS YH|sHX| &1 Hof
A8 4 AL 0|52 Yury

QHI™ O 2 7dBi 2F 9dBi AFO| 2 T+ &L}

Radiation pattern

ZFD

Vertlcal Horizz?gntal

111.2.3 Yagi antenna

Of7| CtEILIE ot HALE HSAIZLILE 0|52 YRH 22 11dBi ~ 15dBi O I{X|
OFE|Lt 20t =& LIC,

Antenna Radiation pattern

2707

Vertical Horizontal

111.2.4 Dish antenna

Al Ctef|Lt= LAS B X[ 8o HSAIZE

gjo

02 =2 0|5 (>20dB) %S ¥ S & USLICL

Antenna

Radiation pattern

HGS5423D o
120",

‘ 2;’0“
Horizontal
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11.2.5 MIMO antenna

CHHILI NZE=YX= oM dHor ZF OtHILE |9 MIMO HAEZ X1I%§.*thr. MIMO
OtH|L}= 7|28 22 single enclosure O Z& = 02 EF QHHILI MEES 270 E&
3 7’ L Ck

MZALS| OHE|Lt TIOJEf A|EZ & Z&of
XRS5 A| 7| HE2EL|C}

CHE[LtSl AR TE W&E 2olotRS

r

I11.3 Antenna installation

+ SMA, RPSMA, QMA, N-Type & 02| ZF7I Q&L SMA 2F RPSMA = H| =6}
HO|X|Qt ZYo| TO|Lt 20| ARE |0 Y& LICH RPSMA = Wi-Fi 8 2 20 AR EL|C},
GPS = 2 Ed 202 22 &= SMA HHEE AFEELIC

Wi-Fi QHE|LE E X A A & 7HK| L 2{50F & Aletol Q&L Tt
111.3.1 Legacy 802.11a/b/g case
o S 0| 7kX| wi-Fi @35 28 5= UK R 7HX| =7t Ha gL

7171 Ztel AHe|et Hoi=0i et MZL2| EIRP & ZFSHOF SHL|CHEH X 78 He
L Ol A = XI5l OF ). EIRP (Effective Istropically Radiated Power, & 2 = &).

IS M| 7| RSSI = 29| =O0IoF gLt OHX| o™ 2vg Hal(7|2 = Bt E=
7t

FATE) Al @37 B0 2 = [AE L

o 2|1 EF2FE2AHYEHL T A 0|52 AFESHA 8.
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Line of Sight (LOS)

Line of Sight

Near Line Of Sight = YHH 2 [§ L2 QHH|LIE AFESHY M
Of Sight Of| = YEtH O 2 [N B2 L= CHE d= M YOl 3'9-"'5”4 I:|'.

MO = NLOS JEIE E27|= Eoiztl= de, L7, oY, & SO ASLICEH

-,
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111.3.2 802.11n/ac/ax

Olg{st MefS E2tet 802.11n/ac/ax & MIMO(CHES YH CtE £8) 7|22 €81 &

CHEILIE MBS 2ZM 0= F 0| YO =0| ULt StE 2t S410] 7t 8L LY.

OHE|LIEH M E) = MetE| S LICE ot HO|L 7|Ef o =0 FHO[H =47 & 285A17]=
ol d=7h gL,

°

K
d

S

=P o f

E

802.11n/ac = 0|22t HI2AE AFE3L0 Of 2 independent streams(2~4)= &A|0| ELj1
Algoh = U SLCHL =47 = oY THE 2 AFESH0] AbM| 2785t 2t QHH|LIe| & X E 2
E A

O §2& Ar83}0] =417|= O 2EJ 0| Ot FH|L0l| S3t=X| A4t & ULt

O 3% T&E 2EEHY HO & StLto| QHH|LIZE QA0 OF L C o 22| QHE|LE =7t S

AHESH0] LHE =S S2|B2 7hA[MO0] =HE E 229 | E2|AH 0|49

L Of = 2|A0]-30] HI3H §50] BO{ELICL O] EX=
HaE HoE M2 HustA 2WEH o2 = ASLICE "Slant Antennas” = &2 B
Ao|A0 2R &l 2 7Hef HIbE FHILIZ 2FSOf - LICE
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111.3.3 Cellular antennas
CHH[LIE SILIEE AFESt=
"diversity" A4 H = =42
CHO[HHA|E| QtHILIE AMES
7|0l& O] & 2e|&| == A

N

MI?IEHIEP AHEE L E

3
= 4
| 2.
FAMol M2 It =H| !
> QHH|IL

> 25 N0 F2{MO UAX| RS oPEH

> CHO|HA|E| QHE||Lt= H It 0| Q1 M I} 7t U K|SHK| = & HY X[ @FL|C},

S A8 Ao = FX[5t1

.3.4 GNSS antennas

% "main” LHLE HHYEHO AZEZO UK =HRISHA K.

0= el SHHILIOAl X[ 30em Ol BO{MM &5

GNSS = GPS GALILEO 3! SAISE QA QK| 2Ol A|AEIO] 2B O] QFO{ QI L|Ct, GNSS QHE|| L}
= active EE & passive 2| 5 7tX| 0| UELIC} active QHH|LIO|= QHH|ILE A O| 22 Sk

&0l %HEI.': L& TX SZ717F A& LIC

active & & Y E 0] passive QtH|ILIE HZESIH MY S
passive Y= HUEO| active QHILIE AZSHH =40| ST LICE 24 Y= A4
Kool Z2HHE FA Q| CHH|LEE AMESHA| &.

— TT © —

X7t +=380| t=E = AF L
(e]

GNss A== D[fL|CL A 0| =22 75t ot B A 7XISHM 2. GNss 741 FIh==0f Y& =

=]
A =F e RoldS =S 8.

111.4 802.11 radio channel choice

Wi-Fi EE 28 82 F 712 RFOIY 2 AFE S = ASL|CL
- 24GHzO9Y2802.11b/g/n B S 2tE| = A E 2 Z3tstH,
- 5GHz Y2 802.11a/n/ac EZ I} S 2tE|= X 22 ZohetL|Ct
ZHo| dsE flsl FM x2S MEig 0 & J4X| AbehE2 ne{sfiof g L Cf
> M, LR K2 ALES FXISHAL Mot &= = X A &
> BE A SIEQ 00 Qs HiotE = U= 2 MEe TS M
> SUSH LA ASSH= CHE Wi-Fi &K = A QIX|, EMHRY|, 2F8A
A, 7|Ef FHE K| 22 Wi-Fi 7f OFHl X0 M st 24 & K 7td
> A|ARIQ HE UMA ZQAET SUSH K22 AFER [ “hidden station” ST LE
Qlot 5=
O QtE|LEE FO§SH?| Mo 2pRSHE B4 RfE S +x|o+7| e OflH| AMOIE A=
QLU CH IHRSHE 22 50 2 g2 = = ULE= AP 7 HA ExE XHES
A+&dt= A0| F5LICH

Wi-Fi 852 Eot 2M 213 EZ(RsSI 2t = ol w2 A Z2t& L Ct RrSSI 7 £
Me|g2 S 70| H HOE = JASHCL M2 BEH2 HE|, HOlE, E2 85,
X OtH|Lt Biek S0 w2t ZHatd 4= J}ES L CF
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111.4.1 2.4GHz overlapping radio channels

24 Kz

2o o

SfiOF LY,

AN K| FHOl A= X 2[H

CEETRE
YNPS| (0] a3
o =
22 My 7

& Ol

F ME e SHez Qo = FE A M2F0| 58 + gl =2 MotE =+
&L

=

AL B0 54 Fhoto| EAIYLICH BEE K22 20-22MHz e 2 &Y
Wi-Fi 20| 2.4GHz(5GHz A 20| A X|X| L))o M M= 7177t0| JZ I O] F 112
O"X| fo®™ 7Hde= Qs 2™l Hs50| XNStELct o] X|FH2 o

i
Y S AHHote i o I E5| SRELIC

Channel Centre Frequency (GHz)

1 2 3 4 5 6 7 8 9 0 1 12 13 14
2412 2417 2422 2427 2432 2437 24422 447 2.452 2.457 2.462 2.467 2472 2484

22MHz

1, 6,11 2| AA&2 MZFO0| HF 7p7k= M MeHo] AKX 1-6-11 7}O0[=2tQl2
LICE S71 M E0] X2 1, 6 K 11(0l: 1, 4, 7 L 10) 20 O 7P A A= &=

HA= O T

77

77
77

Picture IlI-1: BX|X| &= {22l O A|
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1.5 802.11 regulatory domain rules

wi-Fi 2tC[2 X2 AFES HMO{o7] o o MAXH2=Z 22| AH8El= 3 7HK =82 Al
20| A LICH

- ETSL 8 =m7t8
- FCC:O|= =7t

- MKK/TELEC: OfA|O}

H

7t

Jlrﬂ
0%
=l
é
0R
19
[El
o
1>
lis
ut]
sl
rot
4
fot
=k
o

H I =82 AN F2 1A 7AHuA

A 92 Z4 RF U Y S AH8ots Al S MS e LIL.

L

M

X &S T=ote B wi-Fi 7tEE 28| Ho| HMES 82X =57t MEsHof
L

5.1 Antenna gain and RF output power
10|5 AHLIE AHEE Al=20|2tH, AtEE =710 M 518 &|= EIRP & Z1te 5= ASL L.

0| 42 MBS FM & MHE =322 Z0OF SL|LC} (see Advanced Settings tab in
section VI.1.1.1 Wireless/Radio).

Cts A0 = HE TS =S AEE AHILIO H 83| ?Ie FCC HETSIHAE &E &
U5 LIL,
&0 82l

RF Output power: QHE| Lt 10| ACKSYS £M 7| 7|0 A BEALE| = RF M &

EIRP: QHE|LEZF = ACKSYS 47| 7|0 M &EALE[= RF M &

EIRP = RF OUTPUT POWER + ANTENNA GAIN (dBi)
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111.5.2 FCC rules for 2.4 GHz band

2.4 GHz point to multipoint:

MAX RF Output POWER | MAX Gain MAX EIRP
dBm  (mW) dBi dBm (W)
30  (1000) 6
27 (500) 9
24 (250 12
21 (125) 15 36 (4)
18 (62.5) 18
15 (32) 21
12 (16) 24

0| 50| 6dBi 0] ¢l QHE|LIE ALE

MAX RF Z3 & 1dB £0{ O} &L}

=13

H<2, 6dBi 0|&2| 0|50| 1dBi ¥ wHOFCE

2.4 GHz point to point:

MAX RF Output POWER | MAX Gain MAX EIRP
dBm (mW) (dBi) dBm (W)

30 (1000) 6 36 (4)

29 (800) 9 38 (6.3)

28 (630) 12 40 (10)

27 (500) 15 42 (16)

26 (400) 18 44 (25)

25 (316) 21 46 (39.8)

24 (250) 24 48 (63)

23 (200) 27 50 (100)

22 (160) 30 52 (158)
6dBi 2Lt =2 0|52 7t QtHILIE ALE S I, 6dBi & X 1tSt= 3dBi O| S 0OtCt
MAXRF =2 M3 2 1dB Zt 28} OF ThL|LCt.
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111.5.3 FCC rules for 5 GHz band
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MAX EIRP = special rules

MAX
Freq. . RF output MAX MAX EIRP
BAND (GHz) | Channels | Location | "oower | Gain (dBi) | (dBm/mW)
(dBm/mW)
UNII 5.15-5.25 | 36:40.44, | Indoor& | ., 40 60 22 /160
48 outdoor
UNII-2 5.25.5.35 | 92:96,60, | Indoor& | 54, 54, 6 29/ 800
64 outdoor
100, 104,
108, 112,
5.470- 116, 120, Indoor & )
UNII-2 ext. 2o | e 1o | eS| 237200 6 29/ 800
132, 136,
140
5.725- 1
UNII-3 212 | 14910165 | outdoor | 29/800 60 35/32W
(1) 6dBi O|&2| O0|50| U= CtHILIE AIESt= E$ 6dBi 0|&2| QHH|L} O|5 0] 1dBi
37t Motk MAX  RF £33 POWER 9 1dB  #a7t  EQTLCL
MAX EIRP = special rules
MAX
. RF output | MAX Gain | MAX EIRP
BAND Freq. (GHz) Channels Location POWER (dBi) (dBm/mW)
(dBm/mW)
UNII 515-5.25 | 36,40, 44,48 | Indoor 16/ 40 6 221160
UNII-2 525535 |52 56 60, 64| NdOOr& | 53,000 6 29/ 800
outdoor
100, 104,
108, 112, Indoor &
UNIl-2 ext. | 5.470-5.725 | 116, 120, 23 /200 6 29/ 800
outdoor
124, 128,
132, 136, 140
UNII-3 | 5.725-5.825 | 14910165 | outdoor | 30/1W 23@ | 53/200W

(2) 23dBi 0|4+2| 0| 50|
=7}t M OFCH MAX RF =2 POWER 2| 1dB 24247}

SCRELTES

DFS Xlo_lol J.LI_Q_ol'L_lEI- AlIAj *IZIF

U= AHILIE AHESHE

Py

8% 23dBi 0|2 2tH|Lt 0] 50| 1dBi

2egtLCt

“Radars detection overview (DFS)”.
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111.5.4 ETSI rules for 2.4 GHz band

2.4 GHz point to multipoint:

MAX
. RF output MAX MAX EIRP
BAND Freq. (GHz) Channels Location POWER | Gain (dBi) | (dBm/mW)
(dBm/mW)
ISM 2.4-2.483 11013 Indoor/ NA NA 20 /100
outdoor

111.5.5 ETSI rules for 5GHz band

5 GHz point to multipoint:

MAX
BAND Freq. (GHz) Channels Location IE:O‘\)/UE;’[ Gal?::%Bi) I(\ggﬁ/il,svlz;
dBm (mW)
UNII 5.15-5.25 36, 40, 44, 48 Indoor NA NA 23 /200
If TPC
23 /200
UNII-2 5.25-5.35 52, 56, 60, 64 Indoor NA NA Else
20/100
100, 104, If TPC
108, 112,
UNIl-2 ext. | 5470-5725 | 116, 120, 'gg%%rof‘ NA NA 30/11000
124, 128, Else
132, 136, 140 27 / 500
UNII-3 5.725-5.825 149 to 165 Forbidden NA NA NA
TPC = 34 M= MO E QO|gtL|Ct SAMZ A&SH= 2 7o X |= MZ QX = US
OrE ZhZto| M3 O] X|CHet R =& B M= M7 L E Y LICH
U2 R H0f| = DFS X| /0| 2 QBtL|Ct MM XX “Radars detection overview (DFS)”.
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111.5.6 Radars detection overview (DFS)
AL XA A= M FH| 7} 5GHz THYO| S Hl0|E AIAHS Woorx| x|

LS T

A0l S UL O|H7t X =H FH HE/AE As22 20|H A|l2H-S

He MNPz Faeuch ot HAE I MBS dHAMSts A= DFS(EH
AR S L B

ol #X|= Ok2H ZXAp, HAl L£E, Ad-ho)0fZ ERTLCE =02

b

fot

oL |
-|>i=°.=*r2
£l o ot
4 Arr

TX|(22A0IQE) o FL OIE LK WRSA UX|B WAL +5 AUS ABof
SLICHUEAN He o $40), £5 A7 £747 ssip of 43t AZS 5 eixl
GEUCHSE A70| BRE), A HE ZeA0|EE &74F ssip Ap & AZoi] 91
m 25 (|2 A70E 2 UoF ST

20l BRI 22l of2 U J1Ef HHo] ol 24 L0t R + 7] w20 HEEX

of
2ds YLCL FH o= o F4 M= S Ea{ 2 0|H i E ot BlugtL|CL O] HHUS
%’é"ﬁ.EE—?— PR Ao = HIiE 5= UASLIL

- =50 A 2|olH I E S ZRISHA| R gL,

- BE 74 U=t A5 20|H H=ef FAlet Z2OHE HM 7| 20| EX 5K
= glolH I B ZRIYLICE 0| & RE X[ 2t LTt

= (|

i BXI7l= ol2{gh E‘é% Hlst7| f/2tolX[2F 100% =t BAE 28 += AsUCLL
J2ld HHE BE2 100% BX|Ste AS @76t fSL L O|2 Qls ZRE ZX|7t
Ll ZR0| et of 7| K| @2 A E Heto] 2de = A5 LCH

ACKSYS M E2 M8 7ttt 2 E 29| HO|EHH 0| A FX|SIH, Z+ xH'E2 "Radar Free",
"Radar detected”, "No radar detection"@ 2 HA|E L|C}. H|E2 "Radar free" EE= "No radar
detection"@ 2 HA| =l X DOt MENSH 4= QI L|CF

MERSEXH E0fl DFS HAHLIZ0| 2R3t B2 ME2 cAc(KHE 7+8-d =2 7|7+S Al =gt Ct,
O| 712t S ME22 MEo 2folHrt g=X 2el5t7| W20 wi-Fi MHIAE ALEE
ASL C cAc 7|2t SO ol 7t XL H T X 22 "Radar detected"2 2 HA|L|1
HNE2CHE MES MEfStL|Ct

MEASE X 20| "radar free"Q@l H2 XM|Z0| &t
A& Hez 2L EHZSH E1|O||:‘| EHE 4
SXStaCtE IS MEdStL|CE

So 4+ UELL BE 5 HES AYEHS
AEHLICE 20|C{7F ZRIE|B Wik AHIAE

0|C ZHX| = XL2 NOP(HE 31T 7|Zh S92t "Radar detected’©.2 EAIFLITE 0] 7|2t
SOt HZEL 0| 'S Meye

N - o .
< ;
g .
£ CAC Traffic NOP
J =
(&}
3
j .
S CAC Traffic
<
\ (@]
A v
P ET <2 Qe s<ges 08
5TE28°RY’ N <
F3-38s85%4
O c Eu‘:ggumm
S BoxSex e §2 ,870
C-ws o0oES, 85 ST L O
52 5828835 SeT g
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ETSI & FCC =0 [f2t & 74X &
UHEM Ol 20| ot 2 Cr3ut &2

- Pulse Width

HFA O] o
— —

el g
CHOFsH O 7j B

—

- Number of pulses per radar burst

o
ﬁ%ﬁ FAUN

|SHOF StL|Ct 7|2 e 2

- Time between pulses (Pulse Repetition Frequency or Pulse Repetition Interval)

- Number of bursts

DFS 7t Zeot Xi'E

22
- T

rlo

Cr=af 25U

Channels BAND CAC period NOP period
36, 40, 44, 48 UNII DFS is not required
52, 56, 60, 64 UNII-2 1 min 30 min
100, 104, 108, 112, 116, 120, : ,
124, 128, 132, 136, 140 UNII-2 ext. 1 min 30 min
149 to 165 UNII-3 DFS is not required
Channels BAND CAC period NOP period
36, 40, 44, 48 UNII DFS is not required
52, 56, 60, 64 UNII-2 1 min 30 min
100, 104, 108, 112 1 min 30 min
116,120, 124, 128 UNII-2 ext. 10 min 30 min
132, 136, 140 1 min 30 min
CAC X NOP 7|2+ Z| &gt Lt

1. Slave device(Client)7} 20| ZX|E X|JASHK| A= B EIRP =

& LIC.

23dBm S =
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111.5.7 Specific DFS features for ACKSYS products range
ACKSYS X1I%% P, Al =& 3! AD-HOC 2| M| 7}X| BtAH Fe= K| AL Tt AP K
|CE mEkM & 7H9| CHE OtAH Ig(MA| =&, ad-hoc)= H| DFS *i

r -

|2 ZEO0|AM ACKSYS HZE2

LUSHX| L X|2EDFS QT AtetS SETHL L EIRP = &4 23dBm 2 CF SOFOf Bt L CT,
M 116 O CHSH ETSI 2EQ| CAC 7|72 10 222 ZXN Lkl BHH XA HE
1mn YLICt O|E &3l XHE 116/120 O] U= HT40 H X§'E 116/120/124/128 O]
HT80 = X| &g == U SL|C}

ACKSYS M| = 0| X[ 20| Ity 552 L3t Z 5 LIC

= Of
=

T 2UW RES AESH| H=o ol &#Xx[E
s

- ETSIEN 301893 E&F. X| %= E2|A= ME2| DFSHAE 21 A /CE M0 AZ &0

UELICHL 2= BT {22 20| & BATFFIHE L,

- FCCL}IE 156} TtE E. X[ A &= E2|A = DFS HAE EX0 MO Aa =0 QL& LI
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IV ADMINISTRATION OVERVIEW
IV.1 Web interface

HEs2 2485 o YH
reference & & &=,

HEZ0| HMASHHE HA p FAE AHSHOF GLC O] X2 Acksys Wave Manager
software & AF&3t0] TAd| = ELIC

Microsoft Internet Explorer 11 = X|

rlo
[
|T
L)
o
Rl
ro
m
H
o
|>
=2
x

TIMEIL|CE Web Interface

IV.2 Reset pushbutton
RESET FAHEZ M 7HX| 8= 2 AL E L T
- BA<2 ) FEHH SO HELE L CH X FEO| £[H M Z0| X5 [{7HX| DIAG LED
Th ezt o = AL AL O,

- HMEO|AAEl= S EAH FEH ST 27|32 A G E LICH DIAG LED 7+ ZtMo 2
HHE M7HX] T2 HES =20 UL E LT

- AEE I Z2A FEHEYS Z WL S 2= 0l) "Emergency upgrade” EE7t
M otE L CHL 227} 243t ™ DIAG LED 7t 2 A 2 L|Ct O] 2 =& Acksys
WaveManager £ HY| 0| & CtA| 2EESIAHLE E£4| HES CHA| 22 ST X27(2t=

M2 = UASLICH(RI HZE)

IV.3 Acksys WaveManager

k>
M

Acksys WaveManager & Acksys M|&2 EAMStD, 4844sS &0l = A2l p F
Mg == JAELICE 3 SSID, WiFi Fot= &8 7ts
Acksys WaveManager & X|& 0| “"Emergency upgrade” 2= [ HLO{E CtA| EESH= A

7t gL L.

IV.4 Emergency upgrade
ZAHES Soff g YagolE" REZ SO{ZLCE F27[Hel "o 20l S0
(@)

o
ME o RO AXAHLE M Z0| 2713| X SOHA| fh= HEf Sl 22 =72 =+ A LICH

"Emergency upgrade" 2 E= B EH 0| XtM|S| 2 H &[0 [} LIt Vil Firmware Upgrade

IV.5 SNMP agent
M| Z0ll= Acksys WaveManager, HP OpenView™ EE= net-snmp & &1t
oA 4 S RLIHE 2 5 85t= SNMP agent 7} 2|0 J}SL|LCH,
SNMP Of|O|HE =3l Zof| RtM|S] 2HEO AUSL L.

Z+to
E —

SNMP manager
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V TECHNICAL REFERENCE

V.1 Networking components

V.1.1 OSI model

HEXZ 7|0 CHet =2|= 0SI(Open Systems Interconnection) 2 &= & Z&SFL|Ct 1SO Of A
HEEDIRE S84 AAHRIS] JEX AFAUALICEL =71 AHZ et O @3 E EXISHAM L.

http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html|

Application

Presentation

Session

Transport

Network

Data link

Physical

Medium

Picture V-1: The OSI layers

Ol ALEXAL 7H0|E= 2HO| M 74X 5% AZQl 22[&, Ho|lH &3 X HERIo 582
=L
V.1.2 TCP/IP model
TCP/IP = QI Ul CHE 2| QIERIHIOM AL S= ZEE S ABQIL|CH
TCP/IP U E A0 FHASt= HX|0= 4 72| 2AZEQ|O A B 0| AE LTt Application layer,

Transport layer (TCP EE= UDP), Network layer (IP), LAN layer (Ethernet, Wi-Fi, point-to-point
&). TCP/IP 22 oSl ECt Qe =(JAX[TH os1 2] ZH F StLEO|7| MO A 2tatA 7t

A& L Lk
TCP/IP model OSl model
Application
Application Presentation
Session
Transport (TCP, UDP) Transport
Network (IP) Network
Data link
LAN
Physical
Medium

Picture V-2: TCP/IP 2 &1} OS| 2 Eo| H|m

A AS= 2ret SH O T2 XE MAZHUAS L EL

LAN layer address = 529t LAN Of & E CE X2 HO|HE EY = 2
a2{L 2t RS Sl CHE LAN O A2 & X0 £ LAN & YEI SE5H| el
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|O

Network (IP) address = 2t28 0| € & A= F25 F25t 0] ZXHE A LIt
a4 FAeb oY X7t €9 LAN O UK @2 EBR a2 A= U
LR E(AIOIE/CIZI R 22 HO|HE B - ASLICL 2t2H0= CHE A O|EQ0|E
Sl e X2 HOIHE TEE = U= 2+ H OIS0 A H

Transport layer address, "port"2t = o CH& ZX| WHEONA 2HE S8 Z=21#
Z2 M 20 MOl E ™E o= Ol AFE &l LCH.

o2l HEGSHK| Y0 MAC FA0] et & S2|& &3 7t T2l S 0|52 5= JUSLICE Ol &
bridging === switching O|2t11 SfL|CL 1P FA0f 2t CHAS MEHSHOY LAN 7H0] IiZlS
Olae &= USLILE O|E routing O|2td UL} 2tRE2 1P FAE 7[ESHAHL 2tREH2
MEIM O 2 H| 2Hd3tet = A= 7tsdat 22 71 7| 52 MSELICE 0| 24 0] &zt I L|CF,

V.1.3 LAN layer: network interfaces

TCP/IP HE 2| Mo A HEXA CIELO0|A = CHE HFE QL EASHE & QL|LCT O]
B2 O|C{ul LAN 0t Z2 SI=Q0f 8l AZEQ|0 E2I0|H EE& & AFEHS| cOM ZEE
HASH= oF Mo| mEo| 2 %= Q& L|CH PABX, Wi-Fi QI =2} tLE= 0| 5312 Q8| A2 0| R =

Ol At Z2 TH| ot A|LE Y = ASLIC

o
WaveOS O A HIERA QHHO| A= S ZES T Eotol=s 2T EQ O 7HM| 2 S g LTt
Ch=ot 22 AL0|2] S4l& M= L.

o -=
-IP I EQIZ ABOILL E2|X|Qt 22 42 AZEQ O AF,
- 22X 0|C|0], E{ 2, Wi-Fi "roles" EE= HE2|X|Q} Z4 &

S3|R| oA S JH5e YEYS QIEHOAS 188 & ¢ molEL
Qb o 2 0[G4l LAN Tt 22| X| /0] Wi-Fi 22}0| I E0j Ch# O|Ci &l WM AS HBEHLICH
IPEREZS 23|X|7} 9 =g 0] AX|Q HKE HB|XS T p FAE JHH CHY
OlE|m0| AR BL|Ct,

HES3 QEHO|A0 1P F2E FO5HH 1P AS0 FZAELICH

SEEEZMES
LA MBS

V.1.4 Physical interface
=c|d CIHL|O|A&= O|EYl FEELL wiFi &4 FIEQL €2 SHEQO FX|0 2|ESH=
AT EQO A LT,
0 HHHT+E PEFsr20=, Save E 28 FTHQ HZ2[0f 7|ZERLICE 0] 2% A
A2 SA| MEE[X| Y0, THA|ZH £ E= Save & Apply 0T &8 E LI

L

Save & Apply € FE2/| =B X|g7tX| 2= HO[X|0f|M et Z= 74 BHE At

H&otA gLICt.

0Ot
mjo

Reset (A& 7tst 8F) & =2 L4l HIO[HE O gh(OHX|S XME save & BEA|IL|=
)22 E=ELUC

Physical interfaces ot9| Ol 7= 2| & U HL|O|AE Fd LT,

DTUSO70 rev K.13



Page 30/ 336

V.1.5 Network segment

HERA MAHE= F Of oj¢e| HARHE &= HE5IL =2|H "signals"E werd
UAE= St= =0 =2 R LT (Of: RJ45 A0S, 55 O|HU &= o|HUH 3=
A A=l Rj45 A 0] &).

oYl =& HELINM HESRI MAHES| H'E2 "collision domain"dt FAFL|CH.
e Zags & sUsts X[t O|T| o0 HM 27| 26 57[=t5l{0f of= EXI&
LHEFE L T,

i 4>

HEXI £22(X= ZE Atolo] Zo|gls EHPSH| W0 HWERKIE o2 MJOATHE
L HHZ AN HESRR sl2s ZE 20| S50| 24 + 2z Y
MAHES SRote RE ZES[HYS RAILH O

V.1.6 Virtual interface
7tet QIE O] A= H|O|H =g Yo LSt E+ 58 X2 & #2i5t Z2|™ QIHIo|A Es
CHE 7t QIH I O| At HAL| = AZ EQO] 7H A &L L,

‘te HRle Lo 2 HE g2 W E5t7LE VLAN 2 AFE3L0] StLte| OHAIE Sall 22 Sl=
02 =52 LiS=ots Ol AFEE LIL
Cellular 52| Ul 7= 7t AHI|O[|AE F-d gL Lt

V.1.7 VLAN
VLAN(7H LAN) 7HE 2 2} 319 =0 Q10 VLAN Al #5 VLANID & 2222 M 0| E
SAASAEZEINAE E0Ql5 o2 il ot = Ie =2 2 2 & A "L

VLAN O = O3] 7tX| HHO| /UL BER2EINAE =g el € éi% ofel =Oele=z
0|1 ot S2[X HEHIE S7otEHM 2E fle =24
SEN PN

ID%7| POEEfE 7(-||:|-7:| S HF_'EI IEEOH_||:|-

|m O
rulru
E
el
=2
|
L]
Ral
N
<
=
>
zZ

AN
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>
4

v

=
=

e

IO o °

PC3

PC1 on VIANL Bridge PC2 on VLAN2

(g
N

PC3 on VLANL

XX

Picture V-3: AR/ El= S22 VIAN Of U= HAFHOMZ 4L Ch
V.1.7.1 Frame tagging
HEAI MAHET} 0f2{ vLAN Of Lot Ze| S HEoOF ot= &9 Z2| o= ol
VLAN_ID 7} Ef 12 X| g & LTt

ofl

V.1.7.2 Vlan interface

VLAN QIE{HO|AL 22| QIEHO|ANA $=4 E2JEO| VLANID & ZEZ
VLAN_ID £ N 750 Ej 1 E S X|St= 7te QIH IO A QI L|CH St 2 VLAN QI E{ I
RE L7t ERfEH2 VLAN_ID 2 Efa7F X|°g &l L C,

o |'O|'
[>
1o go

VLAN QI E{{| 0| A& &} 9| H|4+2| VIRTUAL INTERFACES/802.1Q TAGS 2 T &l L|C},

EX:v1.1.2.1 802.1qg Tagging
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V.1.8 Bridge

|X|l= 270 O|A&2| 802.1 =8 HERI MIAHEE HZAS

Mest= XYL 22|32 os1 2&9| 0|0 2(H0|H &3 Ei|0|01)01|)\1 T E
Eﬂﬂ%% 2t 2Eet E2| Ip TA7) ofHl o|EHul =AE 7|dto 2 MEELICHL ME2 g0]0

O|R0{X|7] 20 2= 20]0 3 ZR2EZ2 HI|X[§ Sof FYsH OlsE =+

HE|Xl= g 4 HESRI MAHENM AHE S MAC F20| UF 555 gLt
oo s Y I 22X = HOIS0M dS Hot T4 A= ZE2 T HEHP L OO
Fa7F HOISOAM 2AHEX BB Z2 0| SH L0 Jef ZES Moot ZE ZEO|A
M= E L.

HE|X|= "switch"2t= 72| SL=QOI = LIELE 5= JUFLICH & 2t EH = 2|00 3 0| A
T3 e 0[] 2 QAEH 0| A2 K2 ZEE AFS}SHE "software bridge"E ZEE
UAE LI

LICICIC ] IEIIEIIEIIEI/

Picture V-4: An 8-ports switch

Application Application
| T
Presenraliun Presentation

Session Sgpssion
Transpot Trpnsport
Metwork BRIDGE Metwaork

. Data Link Data Link
Data Lin Layer Layer Data Link
. Physical Physical )
Physical Layer Layer PHysical
—> D S
Network Segment 1 Network Segment 2
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V.1.8.1 Bridge upper layer interface

2k E 0

ESIE| AT

=2 & Eo Ee[X|o= HERZ &% A
HEXI MIAHE=R 2tREotALE 22[X] XHE +d8
UASLICL O] EEoHZE
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£ upper layer interface 2} gL|C},

WaveOS product

Upper O3Sl layers

Network layer

=
[S)
A
e

M

AN =

H|A7F HIO|HE 7[&
-

Mg ZLEJ} Lt

Upper layer T

interfaces -\ﬁ—)vtupper port

software bridge

Other network

Picture V-5: £ EQ|0] H2|X|2| &% AT AE T 0|2

interfaces
port 1 iport 2 port 3 iport N
tunnel
(virtual) Other network
Ethernet wireless || interfaces
(physical) (physical)
network
network ((V)) segment N
segment 1 network
segment 3
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V.1.8.2 Vlan bridging
WaveOS 0| = 2 7tX| 2| E2[X|7F A& L L,
> Transparent Bridge: VLAN 2 N 2|5IX| &= E2|X].
> Bridge-VLAN: VLAN & X 2|3}l= E2[X],
Transparent bridges = 2 4 35tX|Tt 285t7| &S LICt HoHE HELQ| VLAN

— -
MESHEE =8E & AsH L

e
I
oM
o

a. Transparent Bridge

Transparent bridge & Z2{| 10| A{ VLAN EE= VLAN Ef 18 1 2{5HX| QIO Z2f @2
Cief =20 et 25 E2|X| 2EZ FMEELCH =4 =20 VLAN Ef 17} 2S[O

QOB BZE|X| Q0 SAIELICE

et E2[X| ZE& HMH L= BV AP el Z2| Yt B A7 X SEX| B2 =2 s

D& =8 5 AgLCh ol E2[X|of FEE 2| 75t 2 F 22X = A2l & VLAN B2
E= A7 XX B2 22 s EH AL St ot = & AS5HA 2788l oF 2 L Ct.

Ch= 28-S E=05HM 2.

WLAN Tagged
Frames

s [

Picture V-6: Transparent bridge forwards tagged frames unmodified
J2{Lt VLAN QIHEO|AE M5t (9] &x) BEE[X| ZEO| AdY &= ASL|CH O|HA
St Ef 1 AR O] Al E| 10 B VLAN 0| A CFHE VLAN 2 2 Hetet = QIE LT}

Transp arent Bridge

Transp arent Bridge

WLAN Tagged

e T e e T e T e e T e e P e I Frames
|

|
Y
Wlan wirtual
interface

Untagged
Frames

Picture V-7: VLAN tag conversion using a virtual interface
VLAN QI I| 0| A= Ef A7F A[THE|X| FUAAL EX E A7 X HE =4 =2 S
ARt Ch B2l X2 MESH7| Mol HESHA Ej A7t X E =4 =2 el A E
SHA|eLICH CHE ®eto M= S41 E 2 Zof Ef2E X gL T
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b. Bridge-VLAN

Bridge-VLAN Of| A Z} QIE{IH| O
VLAN 2 0| 2IHH[ 0|~ & S5

|>

|= 522 VLAN =£0| /J&L[CL O] Z=£0 gl=
15t = QIS LT}

rx

==

EN17F XA E|X| &2 44l ER

— T = —

7tsst 7|2 VLANID 2 Ej3E
SA EfH 0| Ef ASkA L B O & 5= JSLICH

=

o

i

o (XA MLEX $D AFHELICL A R
ME 4 oDz HaX|iA MY & YLt

T Mg

Regular Bridge with VLAN 1 virtual interface
A

h 4

i
i
I

Y

Regular Bridge

Switch that doesn't allow VLAN 1

- I -

NG
gress

Vlan filter:
WVLAN 2 allowed

Egress

Vlan filter
WLAN 1, Del‘ault VID allowed

Tag untagged: Untag Egress: Tag untagged: Untag Egress:
Default VID Default VID NO NO
Ingress

o

Insress .

Y Y

Regular Bridge

Regular Bridge

L

A
0
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Bridge-VLAN 2 BRIDGING / VLAN MANAGEMENT M & Ed| 8 7t58tL|Ct

AFX: Vlan Management

V.1.8.3 Spanning Tree Protocols (STP, RSTP)

a. Spanning Tree overview

Incentive
LAN Of| A CtSE AQX| EX[QF MAC EE|X|E 4= HE r 1IE°JEL SO e
= L SL|CL o & So0{(oteff O3 &=x) 3 7H°I IjEI7<I B, C 7 R, A 2t B ALO[Of|

HEOIEY == wi-Fi) ¥Z0| A2, B 2F ¢ ALO|0f| Er_ 0_472" I °'I'_, C 2F A AtO| 0|
Ct2 AZ0| QUCty 7pgeL|CE O O A O HZE X7 EZEEFHAEE HLfH
AOA Bt CE2 CHA| EWT, B= C2 CHA| HEU|T, ¢ = A2 CHA| EWL|CH
HEE?HAE o2 loop 7t dHE0 B2 OY9=0| ARE= "BEEEI|AE

= (broadcast storm)"2 Z2f g} L Ct.

%': G | Ethernet Link }%'. ey |

iz = ‘
e $5S
L * e

Radio Link Radio Link

StX|Zhloop = B A7t BAS WHYZRE U= H REE & ASLHCL

At X: Point-to-point redundancy with dual band

Topology model and related terms

STP/RSTP EZEX|= E2[X|2 &= HAE 2|8 HERA A0 #=& LT T
T+ X+ Bridged LAN O|2t11 BfL|C} E2|X|Q| |2 & OIHH' A QK| 22| 75Tt A% K]
A HEBO ZehEl AZEQO He[X|7} JESL[CH

StLtol E2|H HEHA A= 2] end stations I {2 EE2|X|E &4 HEE =+
UL, O|2et @32 0= legacy Coaxial Ethernet, Twisted Pair Ethernet hub £+
S dMA ZRAEQLICHL 3z "= 2 el EZX7t HAEY U= 740
STP/RSTP & 0| A "point-to-point"2f 1 B L|Ct. Point-to-point = F 71| EE[X| 2|0
SEHAHOIME HAY = JASLCH
se[X|et 22|H HESRA 23
ZEVIACH FR 7|52 ¢
=

e
52X E LAN OA O|F 22 RSt Yol & JHX|7H AL X}, Halx|ols
ZE QR WXoY| Aol SUs B2|H YEYI Y20 WAL o2 BET} Y2 4
UELICE SM, B2IX| 1L HalX| Ho42 WXey| 9ok FL(H4)E HAT +

o o=
A& LIt

Atole] QBT 0| A F port 2t R LICE E2[X|0& O
EOMLCIE ZEZ Z2f| IS HEot= AYLIL
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Operation
84 AAE oy Ee[X|0M gtz ™ of X|HoM CHE X|He =
=Y ES MESts Arot B20| S23H7| {5 EEE netgl
x2 MY ES ZYE0] REE
A Ol A
T AN

=
se|X|= Eg YX|ot1 o] Egl= A7 BOX[H

Aoz MeEES
STP &= LAN S0 &05t= ZE EZ[X|0|M 23|00 SL|CL OjN Z2EE
RSTP = 50| 2 ZFO{ T 230 O =A BtS5t0 B0 Zl @3 S 7t53t5t=
STP O| I|2|.E| J_LEEE OI|_| |:|.

A =2|X|of 2M QIE{H| 0| AT} Zetel AL STP/RSTP 2| M A 7|52 8517 Qs &
7tX| 9| & 7|2 04 Of 2L T,

.I.L

> PMOIEH O| AT} Access Point @1 A: Access Point O HZAZ= Z2I0|AHE 9|

24
=1 2 K|tz 0fof g LCt,

> 24 QlHmo|AYt Z2tO|HEQl B HE|H EE&= “4 address format
(WDS)”0| O OF B L|CHARPNAT 2 non-IP STP Z2{| S XM2|& 4= 22). O|HL
29 7|50| Connect before break ZEZ HYE A0 Tt STP/RSTP 2
S 2hElL T

b. RSTP overview

RSTP & EHE[X|E LAN(EM QEHLO|AE et WDS AFE)U|A] loop-free EZEX|E
TeMSt= EFE802.1d O o=l HERA Z=ZEZYUL|CH £t HEYI EEZX|0 CHA|
7
o

{2 QI T EZ 5t 4= QIAL|CH RSTP = GAS 2 A 271810 =g &48
X|AazetL|Ct BPDU 2t1 St Izl E2[X| Ztel rRSTP €& 8 EEZEZX| HAQ
AHE EL|CE,

Protocol outlines

Root election
RSTP = HIE®3 EZEX|E Spanning Tree (an inverted tree)= FOo|StL|CH X
Ethernet/Wireless 7t CtE AQ{X|E AZASH=E 220 A| Root bridge & ME4SIL|CH FE
BE|X|7t MEEl = Y ERIZS| MZ CHE E2|X|=2 7HA| R @3 E &L
> Upperlinks: FE E2[X|2 AL =23
> Lower links: 2 E H2|X|2 HAZALX| &= &3
O ohg ZF E2[X|7F QI 2t E et Hlmdsto St 30| HZEE EE(Designated
ports)?f &% A0 HZE ZEE X|FL|CL O|ZA SiAM StLtel ZETE Root
port 2 MENEL|CH,
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Port roles

soX|of o2 ZEO &2 37t ACHH B F X|SH7| 28 RSTP = O[22t ZES
F 7t S oLtz R G LICH RE ZEQF ST YA SHots 80 = WY2 =2,
CHE X0 e dR0= M ZEZ X[7FELICh o] HY2 ZE d= Ltet0|Ho

(2 =2 & LI CF.

FE W AE ZED ozl 0| HEE U N X HY ZEE FTHO| 3{EL[X|
HEELCh RE ZEO| Fo{7t TSt ZF RSTP £ CHM E= MY ZES RE ZEZ
AR LICY.

> Root

» Designated

» Alternate

» Backup

» Disabled (no link).
Port states
RSTP ZE 93t Jo| T FZE WX|¢t7| ol ZE= E2jE 2 MESAHL MAC FAE
g 4 QBLITH B2 LS S TEL MACTAS 32 4 UX|BHofF EF TS H
St e YEUHLL A ZE= WY JEjZ2 HetE LT
RSTP 0| M ZE =3 7HX| &Ef7} A& LT

> Discarding: E2f{E2 M = gl&L|Ct

> Learning: E2i TS MY = X0t MAC FAE FE = USLICH
> Forwarding: EZ{EZ M = 10, MAC FAE FE = ASLICL
Topology change propagation
RSTP O|A RE £ XTE ZEJ QY HE|Z O|5stH EZEX| BZO|
SEEL L 2= E2[X|[(FE X H|FE E2[X[)=BPDU & S EESZX| HE YES
2 S

i
MAMSHE HEQAo| A 4l &t 232 Matst &~ ooz RSTP 7f STP E L} 2
a7t 7bs gL

Performance Improvements

Convergence speed

HE JEHZo Mt K25 50| 7[SHLA HIEKIE 47| RIS RSTP & & 7HA| &
0470 =5 g 2l gL C,

T =

or

The Edge port type: CIE E2[X| 7} HAE|X| @2 LAN Off A= ZEQL|CH RSTP &
OX| = EE M MEf = XY MetehL|Ct,
The Point-to-Point link type: &+ EZ2[X|E & AZA(H{EQ} &2 S7F ZH|B0]).

o
O ol H X gel ZEZ HE JEf= [ Ea| g LT,

g
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The forward delay: FEQI X|J = ZEE TE HEf=2 TS0 d2|= A|ZHY LI CH
Failure recovery speed

25 Oietd| B = 22l X Zoj7 2dst EF &

]

30| 575l = £ 20| S-S FLICL

m\l

o

Hello period: ZI E2|X[= X|EE ZEO|A BPDU & “Hello time” (7|24t = 2s),
RSTP 2 &K RFEE FH EHe|X|o| ELCH 59 23 E2X|= 37
BPDU(7|2X 2 & 3x2s = 65)E AKX U2 2 &9 @3 HZHO| BT A=
{hEghL o

o Io
9
B>

Hello A|ZtS E0[H 22| X| HOf A| =7 £=7F EetX| X[ 2 BPDU Off B B2 B H=0|
AHEE L

Best path enforcement

2E HaXQ AHE M2 ST SZo| Chet KO F22 00fF £ 3
[[F2fA RTSP 7F L2 Tl X[ 2| BEE AIESIEE M =R E 48 = US|
Bridge priority: X 22|X| M #=2|E H|Wsl0 FE 22|X|E MEisID T HY
MAC =AZ HA|X|SHL|CH AFR A Y8l 2E = =3|%|
29| 2 MYt YT Ao YREHBY 4
Port path cost and Port priority: E2|X[0] 02| 7| &% A7 U= BF O
D7 =5 S| E2| K| EE ZEQIN ZE

Backward compatibility with STP:

RSTP = STP BPDU 2| 2| HA| H{FO| ST ZEO|AM ZX| [ QIE{H O] A0 A 2| HA|
STP £ E[ZOtZfLCh O|2 ¢8| ds0| Mot £ U LICh et LAN o] 2=
EZ|X|= RSTP & AFEd0f SIX|ZH LAN 2 O{H3| sSTP & AME3I0 E W=7
=g

V.1.9 Tunneling

HEZ2 HolH =S Ha=lolo] T 540 22E[X] HAHL Z2EZ0| 2 2L
B UHE/NIE S = A=E ot= G- YLICH

Generic Routing Encapsulation (GRE) tunnels < unicast/multicast E2iEHZ &2t 5=

A= HE YL

GRE = o 49| EF(UEHZ TA) ¢tof L HES BT 22 XFE2 IjAS
Yooty WeolE diMe o X|He= 2|C|A M5 E= GREHE2 7H X[ ¢ 23 =
s ch a2 8 o4 X|E2 GRE HE2| ¥F0| U= GRE 7t QAHHO|IAE Sl
TdE LTt 2 GRE QI HI| 0| A0 = B g QO EHO| 1P AT Z & E|O] S L CE

Heotklof EF X = HMHEOOF St= DfZl(payload packets)= GRE IHZ2=
=31k, GRE I 22 CHE T 2 E Z(delivery protocol) £ &%t =l & ML T,

HO|ZE IjZlo| T2 EE S 2 ETHER TYPES & StLt7t € £ Q&LICH (&= RFC1700).
WaveOS = delivery protocol ZM IPV4 & X| &l gtL|C,
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[ | E o ) o
ANEZQEE Tz = YUSLICH
WaveOS = =2|8 QIHHO|AE GRE HE
HdE 32 x| |t

GRE interface:
Lecal TP 10.101.4.1

Romoto [P

1010142

BRIDGE

=

PC1 192.168.1.1

Layer 2 tunneling over GRE = VIRTUAL INTERFACES/L2 TUNNELS £ +4¢&

E1:VI1.1.2.4 L2 Tunnels

_ N L o
A=ZQIEQ AZY =+ gl 82 a2

I 0| AQF HZSIO] GRE & STt layer 2

GRE interface:
Local IP: 10101 .4. 2
Remole 1P 10,101.4,1

Network 10.101.4.X

BRIDGE

=

PC2 192.168.1.2

7 ASLICL
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V.1.10 Unicast Routing in IP networks

22 ElS mZl0| O|EOF SR Sl PALY

ML
SAEJIME EATHA QAE% eFL|
a

RZ HERZO UAX E2

2t EE

Ails S8HE SHX| s A =
L X S2XNMA2 IHZS Matst A2 E MENSH|CF A2 MEHS S S| 9
XS0z Tk ABAT 2EY

2t &2 0SI 2| layer 3 Of| M = & L|C},

IP = ZAFH T2

2R ElS Bashs

TZEZL Zt Y EQA QEHO|AS HEO| LAN S 2 FL|Ct Z} LAN Of& "192.168.1.2"2}
2 1P F271 AO0{0F 1P Of| A Ar%%* T AELICL et HES S A 0[AE= SHLC|
HESI R SIES0] QIEHO|AE &0t 2T EY O R YLICL
IP stack with network interface and software bridge
Configuration and monitoring tools
IP routing
IP address 1 IP address 2
IP interface IP interface IP interface
e.g.software bridge
e.g. e.g.
Ethernet1 Wi-Fi client
Network Network Network
interface interface interface
e.g. e.g. e.g.Wi-Fi
Ethernet2 Ethernet3 access point
Picture V-8: Example of combined routing/bridging setup
2IRHE Sl & S4E = Y= 2 E LAN A2 "internetwork" & L|CF QIE{Sl XtA| 7t
dejet JiEe| oF o YLCt 2tRE XM= o2 HESE HZH0| FEEY U0 EHY
i 7S 2t ot= O AHE &= AR LIC
CtE22 2 702 2t HE SatSt= O[] TiZl0| F|it=2= 2 UL|CE Z 2t 8 Z A E0| A
HBEl= MAC FALEHE| AASIIIY P FAE TS S0 HEE|X| &L O
Data flow for routed packets
Computer 1 Computer 2
Application Application
4 A
Tragsport Trans!mrt
Igver Router 1 Router 2 layey
IP fouting IP an IP wng IP routing
H IPin ce IP i

TCP/IP AE{O| LR RALICE oF HFH LHOA 1P
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WaveOS 0| A 2t2E2 o MIE%E QIHHO| AT L HEAUS W =M E LICH ROUTING/

FIREWALL MEH| 70 A XtA| LHES =t0lg o= UG LICH &= Routing / Firewall

V.1.11 Addressing in the Data Link Layer (OSI layer 2)

V.1.11.1Ethernet Address

Ol St SEFIO £ Ei uAC FLAHDE G NG A HoOISE SO
NZEYME AESLCHO: ACKSYS ME2| 8% Hex 00:09:90). OtX|2 3 HIO|E= 2
XﬂEOﬂH HAELICE O] FAE STOM ST HZESHH QHEl LT,
O|HHl LAN 2 58, A%X|, Ee[X|2 /42 &= USLICEL 0| =2 HZ 8l0| L|O|H Tz =
MHESSLICL S{EEs Ehest M7 SF7|2 44 = 4, AKX EHEY SE=E
MZgt = JASL|CH 1P 2t H et E 58 AM &= QHE LI CL
Ethernet LAN example
No MAC address
E| No MAC address ’
Ethernet hub
|7_-<||§||§| [ ) e
chaining
MAC: 00: 0‘1 :02:af:19:01
H[g/(i;;e;d pair Ethernet
IP address 3 MAC: 00:01:02:af:19:01
V.1.11.2 Wi-Fi MAC Address
Wi-Fi Z2EEZ2 O|OUY FA& HAZ AIESIY 24 FIEE Al st FtEQ
CtYot 7|52 AL O|2st A= &M 7IE MM OA STO|M SESHALE
Sxo2 AMELCE V) SYs TM IS o A ZOIE 7|52 e FHE
2
Wi-Fi MAC A= Wi-Fi 7|20t AFESIY gy Igt = A= AHO|ME &S
AHEXIQl BSSID 22 AME S 5= UG LICE Of: TCP/IP EE= O EIO| Of il HA|A ZQOIE

V.1.12 Addressing in the IP layer (OSI layer 3)

V.1.12.1IP addresses

O| MM 0f| A= IPv4 addresses 0| 572 = L|C.
IP o= U ERZL Zf X0 274

o ALSRLICLIP FAL YEHHO2 Mo 2 LRE 4 0| E 2420l 10 T4 go2
HA|E LT

IPFAE HEYIHSAES £ BEOZ LU0 22 F2 X2 212 Y
ZENAZ BO5H St HALICH HIEST 222 RSt HE TP HEYI

BO| E (& 32 B £) £XH2 SAETH SIS
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DA 2 AHEL|CE 0| 2 §0], OFA 3 255.255.255.0 2 FAO| 49| 24 HEZ
HEQI FTAZ MEHS D SIQ SHEE SAE =A 2 MEWSHL|LC},

|

I

H'DMELE X|Hot=ECIEYHS O DRI IR SQSICHD 7HE S I 1’9 H| E
£ BFA|ISH= ZAQUL|CEH Ol E £0,192.168.1.0/24 O A /24 £ 22| 2|0]= netmask
255.255.255.0 &/ L|C},

Example: Class C network address and netmask

1/1/0/0/0(0|0|1/1|0|1/0|21/0/0|0|O|0O|0O|O|0O|0O|O|21{1/1{0{0|2|0|O0

193 168 1 200

1/1/1/1{2/1/2/12/1y2;1/1{2/1/21{2/1y1{1(1/1/1/1/{1/0/0|0{0|0|0|O0

255 255 255 0

A A0 ME Class AHEQAE 1.x.xx/8 ~127.x.x.x/8 HIER A, Class B HEYAE
128.0.x.x/16 ~ 191.255.x.x/16 LI ER 3, Class C HHEQ A E 192.0.0.x/24 ~
223.255.255.x/24 Y EQ A2t HE&L|CL.

AN H

REHEV ] B MHE SAEHEO HECIIAE FA0|0], "RE HX0f Cf3S
ﬂmaquEMEWOOE;3%§ﬁE$$%ﬂE%HEW%EﬁiW%ﬂ$%

2h=).224.0.0.0 O| Q| FA = HE[FHA X780l AHEE L .
V.1.12.2IP addresses IPv6
WaveOs 4.18.0.1 IPv6 2| £ AM7|=5

o
e "Stateless Address Autoconfiguration"(SLAAC)2 St 2AE X5 +4
o SLAACE &3 EXl= DHCP MH 80| AtH| IP FAE dde + UASLILH
o N2 FA-TAE JIHINATE AEY A 83

IPv4 QF OHXIZIX| 2 LB |pye =4
Q& LICE Ofgf E= IPve AR &

_|_

ot aﬂqxwwr-wq%mwaaﬂéﬂm%%ﬁuq

0

IPv6 =4 EMY

Prefix T PvaSt S5 ] T
Eted
of HOf M=l o 2o ol2{st FAE
AHESH= HEYA &9X= HXAEZ|
2000::/3 Sr"‘l’c':as't S5 Y 22 a5 RiRO| Whois AHE AFRSIO] &S &
= QuzLict

2| X|: https://www.iana.org/assignments/ipv6-

unicast-address-assighments/ipv6-unicast-address-
assignments.xhtml
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IPve =2 EFY

. = A

Prefix T IPvalt ESH
Ete)

. Link-Local  169.254.0.0/16
fe80::/10 |\ idresses | (RFC3927)
ff00::/8 Multicast | 224.0.0.0/4

Uniaue Private,

Logal or RFC1918 address
fc00::/7 Addresses slp;z;ciéloobo/.féo/S

(ULAs) N

192.168.0.0/16

V.1.12.31Pv6 Autoconfiguration
IPv6 === SLAAC E ArE3tCt
o P T
e 7|2 AHo[EY0]

o (ME4 Argh) DNS 2|EH]

o
ot
s}
n

o

v o
o 4

om >

m

e
r = Hrr

o[> o<

o

=

> SN Ho |m rlo &

0
il
-

E |
2t
o
o |
|
]
4r
=2
x

='|==I
nl_om-?-l'jgrur_?_l'

n T

0

rr g

FI'F B n

=2
o
U o
Hu
[
-
>
N
H
oot
rm
oY
0

|.
I
)

il
-0
m
rir
o
<
B © ox }
rr =\'ﬁl
— %N
2 o
(@)
=R
un
Ot
Ral
ne)
o
o
ot
-
I

1
o

&

[fef22 LtEE
U322 FAIE
izl S TESHA| ROFOf gfLLY.

e

!

0
ooy
oy
4o
o]
4o
m
rl
%
<
(@)}

0] FAE HEHAE IES At b
AFSEILICE SHAIR| FA7} obel ThY
S

Z2 20 ALBHYOF Bt

olgfet Faes 78 A 7| &80 24
ArE2 fIo o|2E[0] el S8 F4A 40|
Ot LICE O|2{et TA= NFSHA| RS2 +
Aen A =4 50| glgLth a2 £
O HEO ofgfet =AT7F = A2 &
CIH IO 2t E5H7| 9 Z0] ofL 2l 7| Y
= % oM 2t 85| @[ot ALt
XtMst LH2 2 RFC41932 &ESHM

SLAAC= 23 2Z HE[F|AE Z2I2H FLURAE USE5ts 2RO AM XL L}

RA HA|X[Of = Ct=

o
=
o MZ/FT F=YO| = On-link prefix(es)

ZSHSH & Ol XM e U} ISHE L|C}-

= T M- O

=]
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o Y3 AT BB TRIMTU); LEHE O O|HH FP 1500

e DHCPv62| 7}
DHCPv6 Al 7

M HA; M = 4B XZ DHCPv6 AHE 75, O = &Ef HIXZ
5
o A-flag; A =1

o
—
T3oH| ESS

SLAACE F4& 71gE Q0| LICH A = 02 SLAACEZ 25
o|ojgtL .

o (MEH At DNS 2|EH
(MEEAtRH DNS 2|EH E 2 (RFC 8106)

V.1.12.4 Public and private addresses

AL JHO EE B8Y 4+ ULLICEL B FA|E AU 22 B8 HEYIE S
H|O|E{ & &3l OF Sh= EX|Of of| 2F 2| Of RUZLICH YEMH o2 =2 ISP Of| A T USHALE
2 CHE L CF.

O|MF R MOl 2 FAIE B4 BH SN 4 U
SHLCH AT BZOIME (Rl X
bN|

J x|
ZFO| A CHE ZX 02 FRELICHL £ 71X 74

REH| 1P =28 7HX| 2 QL0f OF
e SYHoR Heaz B
S = O ==0[ gLt

LHEXHo= X2 10.0.0.0/8,172.16.0.0/12, 192.168.0.0/16 HE{ 2| 74Ol FAE
A& L.
- M FGLE QIS ARO| Q| 2t EH = LR VIRl FAE AN AEHU S8 FA2

HetSLo] H MAZt =4l RE HRE B[22 5 ERSIA U= BRE=S T

CHE2 Ol 2t F g L|Ct O] 122 NAT(Network Addresses Translation, I E 93
F2 Heho|2ta gLt

V.1.12.5Routers (a.k.a. gateways)
StRHE Sl 4dts 4 HESHA FXl= 7t 72 AO|ES0|2] 1P =
UXO{0F EL|C} Of AO|EQIO|E AMESHO HIO|HE O ™ LAN 22 MEeLCh ZX| 7t
AOIEQIOIE E2= 4% HOIHE =4I == AKXt SES &

O £ =01, PING 80| X2 ML= PING O 8E3t= AS FX

DDDDDDDD’

7

% —33' 10.#1&12.1

Gateway

192.168.1.25

Y
Device #2 must know about address
192.168.1.25, to send to device #1

Device #1 must know about address
10.1.2.1 to send to device #2

CHQL LAN Ol Af O12f TfO| 2tRE{S AHSSH0! CHYsh 27 LAN Of AN AT = A B9

e R | M OT,
LAN o| HERA FX|l= &4 2t2HO XM FA2t 2t2EH7I 5t 4 HERZR

40 CHof ofop ghLct YutHo=z ZtRH F StLi= "default"2 X|FE[L CHE
2P E= 0] 7| = Z =0 tigh o 2l = M| gLt
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Default

gateway <—'_>

10.1.2.1
TN

;//192.168.1.25

1
\ Main LAN (Wi-Fi)
‘,~_ 10.x.X.x/24

Subsidiary
gateway

' \ ' ‘ L
1 ‘ ‘ |_—
\':(\x:/ N \l/ /
\ \ =
S =”’\ /
\\_’,

»

I
\

Subsidiary’s LAN

~c 192.168.1.x/8
Seao3

S

”

HEQ3A XK= DHCP ZE2EEZES AIR%0 [P TAE 7FHSLCH DHCP M= 224

2tREe FAE SAO

X-I _T'_o|-

AMAESEE{ ™ MM v.1.10.1 DHCP A H

V.1.13 Multicast routing
HE|F|AE E2f L2 Y
|:|| |_-_|2 HiAs
Ct=)7t As
HEFHAE 2%
AS BEZ BLCLO| 2HE

O & mHZl

e A2 5|8

S(EUE AR B W A

oz Meisl
=hdote{ ™

A
™
=

=

g ofaf 44
|:|._|_) |:|:l— O_|7:| 2|O|(E|_HL A'.EI- |:|-
f%gﬂ-l Ct.

=13
=]

UqASLICt Acksys MEZ DHCP ZEi0|PE=
SECI (=R

LIXHOIA| B =5k O AHEELICL OIS =

LICH ZEPPHAE ESfH2 Y2 ypp U Z2ES

AR ElojE S22

H ChSat 20| ohM| 2.

22 A
=

e A

HELCI|AESH=

> H2|X|= 2Z M7 JAALL Ip 2tREH7F ZQ3 HEQ3 MIHEZO
HE|IFHAE g )2 ©EsHof g L Tt

> 1P EtREH= EZ =4M7(7F YZALL Ip 2tRH7F 225t HESA oAt
HE|IFHAE THZ 2 TS ofF g LT,

> 1P 2tRHE= HO|H ©EXON ZE 47|29 X|Xo| ZEE MEASHOF TFL|CH,
HEXZLSl & ZAE 0| H|sf =AlXte| =7} B2 Zi 2 2N A2 o,
HEIFHAE EZfE2 HEYXI FAO Z2H =stA EXg = JASLICH ol
"dense mode"= CHEHSHX|DE RE2 HEQF 2[4aA7F st =3 7Hs5HA
ESLCHL gutdo=z =AMY[9] =& HTte[0 U2, O|F "sparse mode"EZf1d
SHL|CH Ef =S H|stste{™ &= T7HK| 7| SO0| =S|},

> A= A = K| E Ye{of gL Cf.

> SUetRHE 35|751°| =t EB|E F=5l0F gLtk o E S0, F 7He| =41 7|7} OfH
S5t LAN &2 2H2E0f IOl 2| SAE SHLEEE jq-“EI_l StLte| 2tRE THO|
StLEC| —r017‘| LAN O HE|FHAE S EZ FHigL|C},

V.1.13.1 Multicast addresses

TEPHAE Fas EEHAHCEZ HEQA L9

“group”O|2f 11 g L|Ct.

a. Ethernet Data link layer

O =2t HEYI(Wi-Fi ZeHOM 28 F
SYELCHEY /M BEE= A B HE

= AL

E|7HAE0]7| & ST

E X
=1 O

A
t
E Ol
=]

AXIE

7t2| 7| K|

27 M=o

R WA BrO|E 0| 2819 HIETL 1 2
LICh. ol2{st ojojojq BREHAE
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b. Network layer
[Pv4 = HE|FHIAEE 8l O|Zl "1110"2C 2 A|EHSl= R E 32 HHE FAE 0f|2ekL|C}
0 7|0 = 18 ¥H2| 224.0.0.0 ~ 239.255.255 7} LSH=!L|C},

224.0.0.0 ~ 224.0.0.255 H|o] IE2 LAN MEE2o=Z A0 A2l LAN &

2t e = YE U

c. Conversion between layers
o5l HERHIOA 1p HE|FHAETI TS KW O|FHUUO| 2| S HEIFHAESH| 26
IP1E0| Ol HE[FHAE FAE HSHEIL|LCL,

[Pv4 1EL JE0°|"01:00:5E:" + 23 59| H|E 2 HSt=IL|C}
[Pv6 128 120°|"33:33:" + 32 6}Q| H{EZ HBIE|L|C},

et XM= = 712l M2 CHE A5 otLigh 4g = JASLICEL =4 HESRIR
ASOI 07X 2 1ES EEHESHOF Lt

V.1.13.2 PIM-SM
WaveOS = PIM-SM(Protocol Independent Multicast - Sparse Mode)= % 5
HEIFHAE EfHof HRtt et HO|ES dETLICE PIM 2 GO AAQ =417]
Atole| B = S7F 2fRE O M A X0 OF & L|C}. PIM-SM 2| =2 7|5 YL|Ct
- XHEE HEFHAE S E0f tfet 5L HiZ X[E QI “rendezvous point (2O X&)~
(RP) 2t E{E 22|t L|C},

= -
. RHYEJIAE AAE MY

=
H
u
Il
C
il

- HHEXE == Mg

- 2R H 52 MalgUCt

a. Routers redundancy

2Z HEKAINM o2 HEFIAE 2tREHI ME JisE W, 152 X522
oot o HERIAO et ZEIFHAEE MZ|Z "Designated Router”(DR)S
ettt g715Ql HAIXIE S3i DR AT E X5t Af MEHS E2|AY =
UL E

b. Local sources management
HEIFHAE A= "HEPPHAE H{EZE E2|AHSt= Z2EZ0| EQSHK| YUASLICH
42 CX| AHIZ9| HIO|HE E-L|CH AKX A BEE|X|= HE[FHAE EgfHE 2
EZXNN EG 47|22 2t H 250 MEEL|CE

c. Local receivers management
M0, 2t2H= 2Z2 =417|7 "IGMP join" HA|X|E ER2EIJAESIO XtAS Zog
7kX] 22 HEIOA HEIFHAE EcjEH S MEYSIA| LASLICH O|HA StH Q&
SIA0M ZEZ HEHIAZ @HE HE|FHAE S EO| 228 0| E2|HE LY,
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7tset =47 7St IcMP =Y &= 2o {6 REIFHAE EIRH:=
ZF7|M o2 "IGMP global query"S M&610 2Z HE|IFHAE $AT|0f TSt YEE
MZ DE L

2Z HEQAS 57t AQX|2} HE|X|&= "IGMP snooping"S AFE3I0] 24 HE|FHAE
Egjgs HHald # UELICE O|E 28 "IGMP global query"S AT Wit =

UG UL} O] HA|X| = 2t B 2] HA[X| 2 & ZHXA| HO| M CHE LT
- AA P FAE 0000 YU CH
- O] FAF 7[Htez 310], =4 EE[X|= EURE ZEPPHLE 2IRE =2 ZHF51X|
Booz HEFHAE HO|HE O FLZ EE 5K °*$'—I Ct.
2= 2ZE U717 2500 tiet Helo SESHA| Re B 22 E = LAN O|A O] &
ZRES AL
d. Rendezvous points functions
HEFHAE S EO| CHsl 7ts¢et 4 222 HERAS 4 22HE #d5t= A=

ojst7| 2lol, 2 HEIZHAE AF0= 0] 2E2| "rendezvous point"2 2247l 5tLE2)
HEIFHAE 2t E7F S ELIL

HE[FHAE AAQ9| HO|H = Weztklof 24 2tH(SAIXI2| DR)O| 2|5
FLIZHAE 9| rendezvous point 22 ™S E|L|C}
F=M7|19l @2 HE|FHAE 2tHO| olsf EHE XE22 et & & LTt
7] M HAE F, ZHEXE2 dEE &[He510 HE|FHAE E|HEHO| A0 A
Aoz 2H s2E2 & 4 YL

e. Rendezvous points selection
B= BHEFHAE 2tRH= FE Ad0 od 289 HE XNEe=zE XHE =+
U[UELICEH O 2, CHE 2t HE ChE & StLE Sdl O EXE €A & LICL

- CHE BREQ BN T4

- BSR (Bootstrap router)t2| & A

s53d= ¢l o8] ZHF XI"*OI sgot 50 MEAE MsE + AgU . f4
=PE HEY = UA2H, 24 =97 €S 2 L12E2 Z= 2HRHOA
SE ZHF K-S AED PE% HESLCE

f. BSR election
ZOE X0 sHez2 HAFEEH FEEAEYM ZIRHBSR)ZL XM =2d HOEFE
X|He| HOo|l22 F7|HeE HEEIIAESIE R X[FE L|CE

g8 #80 s 2= BEFHAE 2tRHE HESIS BSRZ A& + UsL L
TEdS fl8ll 02| BSR & Lot 2U&=f2 Zolgd = UAELICE O] 42 OrAH
BSRO| Ats2 = IEHE L|C

g. Multicast route selection
FUIHAEE 228 I 2tRHes HAS 461 Oy FAE S5 OO0
et ML Ch o2, FEFHAEE 2R EY W, 2tREHe &2 FAEOF XH
S StLhE HetEl 50 et 288 AL CH 2RHe 288 fEl s oot
AQetet =22 TESoF LC OlF ot d=2 FHRPRO|2tD LD 2F

=
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B20| e 2RHE HEFHAE HIO|E 7} it Heto 2 O|SSt=E HE HO|=
28t

o

X|EE LAN Ol&= o 2t*E7F EX = JASLICH LAN O] st OE0 CHsH
S= Ij2l2 LS| $EE DR(Designated Router)O| MEHEIL|CH ESE PIM 2
2t H 72te| 55 Z=2E =olsta FalgL

V.1.13.3 Multicast pitfalls and solutions

B2 ME 2 o HEFIAE Ejs HEY I 27| F2 #4490 dUiEg +
AL 7= 7te LEHHQ 22X E 2ot o2 S-S MAlgLCh

a. Router misconfiguration

HEFIAE BHRES RPF U SSM HEE AAMSID CHE 2tQE0] 7HAsH7| ©
22 QUIAE 2128 Hlo|22 ATs BRYLICH et SLIHHAE HES 2

- =20 dJd -

IP HIO| =1 B2 & SHIEA 27800F gL|Ct,

Solution: TA| =H2 = Zt Bt2H RLINAE HES 2o SH2A FEE A=A
gholghL ot

b. Sender misconfiguration
SMIZL FLIFHAE 252 /o SHEA F/d=|0{0oF SrL|CE A,

SURS &4 P ERE 9, 22 DRO| EE[FHAE

EEI_Hu.|o Aal--5|.x| OI-¢|_| |:|..

Jd2jLt QB E|X| g2 UDP EfEHO|EE S4IX= HEFHAE E{E S LHE-LICH
=M,

Iy rr

Solution: S4XL 1P FAE DR IF SYst MBI MEst, &
HERI QIELo[A AASIAHLE 7|2 FUHAE 2tREHTL or L =3l
DR= #& & Fo|E 7|2 QLICL

c. Small TTL
HEIFHAE EfHo= A 7tsd2 Aetot?| /o HEKIE 222+ 7|s0|
UgLICE

HEZ2| E&F HE|FNIAE MEX= 7|2 TTL 12 AP

| = £39| Videolan VLC, IPERF 3 JPERF 2t Z0] HEQA &Y % HAEOQ
UuIHOo 2 AMEElE AZEQ09 E2L|Ct

= | o T H

P ZEEZO0| a2t TTL Of7f £ i3l Satet = U= 2Z HERFS =&
HotetL|Ch et TTL= "1"2 "2Z4 ®E02 e|O|ghL|Ct

Solution: Ll & TTL 2 ALESIEE & AZEQ|OE FHeL( O

X AZH2 RPE St LE AT Stste AAQF JHE M CfA AtO|Q] X|Tt HZRE

1 2q4sfof gLt
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Z2XxEl #ES 2380 HE ZERE Ot =8 2H2HO 28 mZo| Hs2=z
=2 gL

d. MTU and DON’T FRAGMENT option
O|A2 ZEIFHAEN T IoH|X| AX|TH UDP 7t YHINO=Z AtEL|7| HE0
FEELICH mzlo] HiZ F=20 A= o HERZASl MTU ECt 2™ 2tH
2t E 7t T2l 2 THEStsofF 2L Tt S| gL,

229 &A= 7|2X 22 IP Don't Fragment 221 AHE

£9| Linux #HZ2 ZR0|H, ZAH2Z Linux OAM HddX= 2=
2|AHOIE 2ZEQ 07} o] IP 22 MEZY = U= +HE MISH| =

0 29
o rultl pa
© ™ rlo
-
im|

==

Zl 37|82 MEBSIH gutX o= HjxZ ZZ2E W2t £ 2t2HO| Qs mi2lo|
OS2 &AMELICH RPO| CHTH ECfEHES &2 MTUE Z0{0F 57| IfZ0
S EN |.o| DR O| EI|_||:|-

== MEXte
Solution: THHZ}I} “'ROPXI e 0 =g 27|E M E5tes s8x=20H
TESALL CHESLE SHA| Y= B8 X[REE MEXAE PO

e. Wireless slow multicast traffic
802.11 omar SEE BANOZ UTIUN AL, YA E9IE E A B[] M0
HOIHE H&e W o] AHO|MOf| Mt 0| £=8 ALE
HE|FHAEO| M 20| 2 AHO[MoE MEe If, 802.11
7|=g ot

B>l
I 0|'|-| El

o

AP = 7tsot 7t 2 55 AE00 HENAES TS

2M ol et 1 Mbps =& 6 Mbps 2 LICt.

AHO|MO0| HEFHAE ZUS AP 2 HEY [f, 240 ME £ E ALESHX[T
T US CHE AHOIMOM ALY = UEF 57| 5 AP = FA| 71 2 TS
L2 T YS LA BER2EINAESLCE

JERET:
. EMo= YE|FjAE Ejmo| 1L =
. Ct2 Edmo| g o= Y|t 2
Solution: E{20] Zi&slEl AEHOIM YEFHAE Edjmo| 2 YAZ EnEE
StLIC 02 S0f O] 8=2 TS GRE BYY 4& U1, SAXS| DR It RP
Aole] BESE BB 2 YUl 22 RPIL HES PuGE AT F22

f. Wireless transmitting traffic permanently
2tC| X 22 sletot RHAQYLICH CHE SHHe 2=,

HEIFNAE S4 K= = 20| DR 2 S

a2/ Of DR 2 A RP 2 USYLCH=AXAZE §E I RP 7t €Al SEHS
25 A2 ).
INPN

2} DR AFO|Q| AZ2T} B

Solution: 21X M = LICH &4
A2 2M LAN € S148iA = ©oF |7(| t, O] R?L Atet2 9 AT

RP AtO| 9|
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&9l 3= = 47 HHo A[2E2 S4UARIRP S 749 LAN 2
2ot Z0f F1 GRE HES A8t ZEFIAE HO|HE LCHE ZE2=2

g. Wireless transmitting unwanted multicast traffic
Ol NOAHEO HAZE MMA ZOE= J|FHCZ O|F S £t
AEO|MO 2 SRS CH

O|HUIO|A AP Off =2ot= AA| Bi= BEPHAEE Of R S8l S22
AH|O|MO| MEE0 HHFS JH

WaveOS Ol Al AP 7} CH2 QI IO| A2t &7 E2[X|0f F7HE 4 0]2{g s40

=] SE A A
2dg = gLt

Solution: €& ZE|FHAE F0| 20 s FM A&
ZHE 450 L7t HEFHAE EYEHZ =X = U5
filter

h. Access points and multicast routers
HE|FHAE 2R H 7t A ZEH AR 7ts3t HES A QIHL|O|AE EAHSL| L,

ZEFHAE 2tRH S oLt HMA ZQIEQI F2, O] AP 7t XiE2S HM3}

o
=0l Ob%f AIZFE[X| B2 AY = ASLICL 0] 9 EEPPHAE 2t2HE
dds Y + 8oy, o HERZA 2HH oA R FAIELCH

— - O L=

CHM|A EOIEE= ACS S DFS Of ofsf X

Solution: AP & TH=2=2 AM| EH2Z|X|[0f HIX[LICE EFHAE 2RHE AP
SEHO ZHA GOl E2|X| XN7t ME 7Hseh A2 2 ZhEiL b

i. Long delays at startup
Al F0 HEIFHAE 2t2HE CHYSH O|HIEQ HMA[o BHESgtL|Ch 2Lt
AEXH= WaveOS 7t A|ZE|H O &2 2 X|AHZ AA &L Ch

ojgigh ¢ &2 Lialt €2 Z20 L/

24 i
- Oy Z2EE (IGMP, DR M, BSR MEH4 Rp MEH4 RPF &%),

- SAO AlE,

- ZHZo) 9 E,

- MA|E EfO|H

PIM(5 Z£)0f| AFEEl EFO|T{O| Bois2 O] 21E S-A| L C

Solution: 07| M= 2ot 20t M3 = JASLICE DLt XM= AIEF Alof 2t

—
Aottt As HU8iFA|7| BHELC

StHo=zt Cfest EFO|H(IGMP 2|0, HELLO % RD-Candidate O A|X]),
HEIO| 7tehX|= =7t 23} 8 & BEIFHAE 2tREHQte| sehyd, O2|1 O
StHoz== X RP & YU FIt 22| BE AO[OAM #HE |X[SHOF gL Tt

—_ -

jo Associating VRRP and PIM

VRRP Z}2EHE HE|ZHAE 2IRHEZE AI2Y If VRRP & OFAE £ &
HENO| 2t PIM 2R EE MINSHALE EA| SEHRLICEH O] &2 VRRP 2F 5 Yot
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IE{H 0| A0 A PIM 2 AHESIHK| %= B VRRP configuration page Ol Al VRRP &
HEIFHAE 2t 20| HZE5I0] e = U
=

| A
=
et 192 tE M= R 7HX AteE G500 F0{0F gLt

1) BEPH2E 2fRHE REF Es= QSYUN 7#d8E 2= AHHOAES
25D Z2SHALy, SA[StD T2[SHA] EsLCH HERZR AHE 0|29
2USIF VRRP 2 20| 9i= 4% VRRP 7 #Y HEjZ TetE Ojf o2t
I O] ~= el || gL LY.

(=]

<

2) VRRP B 0| OfAE MEjZ MZBHE|™ PIM O] CHA| A|ZHEIL|CE O]= H|0| A2 H
X|H0| AlZn sLsictE A2 90|stH, Ol {LIFHAE EefHEC}
HEIFNAE EjE0o| N O ACte AS2 2o|0|gtL| Lt

V.1.14Firewall
Network PIHEO|AE S & 22| QM2 SHSH7| 2o 7HEHSZ "zones"2 2 1 EZHE
= A& LICE Firewall
H

et 2 24 Ao HEEe #AHs 2800 1A

o

HEEA XX 2™

1

WaveOS 0| A= 3+ H52 ROUTING/FIREWALL/NETWORK ZONES O A HisiH 7|58

Y & UASLIL

o
ELX: Firewall
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V.1.15Zones and Network Address Translation (NAT)
2tREOAM HEXZ QHEO|A 7ol EgfHlES MEEMO = XEHSIALE S{860F &

=
UG LICEL FF2 LetH el =7+ M2|E Xgot7| ?lsf o2 1P HH 0| AE &3tst
22| 7§ Lo,
e Firewall %
o IPZF2 BT A& (NAT 79)

rir >

V.1.15.1 NAT/PAT (Network/Port Addresses Translation) routers

=229 HEYJIA7 =T He|ArF 2F5t g4 HZE oy HEYIA=Z FHE 8%
Stol WEYA Lol SYst 1P F27t YL 4 YBLICL HS YuHoz o2
2lALel QI HESRAE AESte S dES Ste AHUNM & = JASHLL Ol=
ot 519 HEYIE BOo| ddstn FE R0 HEGOF & R0z AEE =
Ol L|C},

AN H

ofgiet EF2 2J0M Zt 59l HESRI0E ofl HEHKIZ 01 Wtes
AOIER0|Q 2t7E7F ASLICE 2t*HE HEO| 2o &= FZAEL P T2t
S5 AS YAot7| fldll 2tREH= ot HERI IP FAE M2 1P FAE
H2HSH0] "NAT" 2t O|E& AFSRLIL

common server
10.200.11.22

“public” backbone
10.0.0.0/8

10.100.0.1

NAT router ‘a- NAT router [~ ™

~ -
,“ Private gubnet 1 )\ (;-
\_

i 192.168.1.0/24 ~, 7 /
- .._s’\
o
Same address

Q space

NAT/PAT 2t B2 B2 HERI= F 12| "zones'22 B EL|CL 5, W20 o5
Toikl= HEE 90 Y 220 "public” IP FAE Mot HEE I
#e|xt7h 2|59l 1P T4 =
Yooz FEELICL

’—-"

O3 OFE NAT/PAT 2tRBHe Ee ZA(ZZH0/80M HEEL2) IPp Ho|HA™S
HESH0 ~A Z2to|Hl P FAE IR HEE IP FAE QIS LCH Eot 2HREQ|
S8 FAQ iy FAE i HESRA Us 27 FX|el ©E IP FAE MY
FMSESENM MELE) IP HO[HAME HASLICE HEE JFHOM & If 2 F&
SUE AE M3sH7| fIsl NAT/PAT EtRHE ZE HZE P FTAQ| EUXR
ArESL|CH [M2tM NAT/PAT 2 F2 UDP U TCP 2 &4 Zhs3st b |ICMP
et E S Malg = glen (o) Stitel 7Hel X =8 25t

NAT/PAT 2tSE =

=2 et HOolES

o A IEOIM dEiSH Y ZEO JHQ oY 1P & 2Ests 74 7tse
HO] =& LICt.
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_—

o LIZH= GO IR0| Chel O ZE(NE P, BE EE) BHEYER
L gt Efjol 2 @lLict,

rir

O|QF BHHEI CHASH X 2|2 QI8 NAT/PAT EtREQ Ms5e Adt 2tREOo| MSHCLC}
2o, 0|l Gtedt AZEQN E2|X|9 dsECt HELC)

V.1.15.2NAT 1:1

111 NAT 2| 8%, Bigt2 ojTHs| M2 CHE F9Y 19| 2t Es Sof 3L X|2 § Ol
zZctolsl 8 H=8 FH0| it /g0l SlsLth X¥E Y2 9)nt AZ =
td MERS dd5ta olgfst kY MEUHOM CE SHOE el 2H

o —
Meuoz getg $usts AYLCL Mty 1Re IP F4 T& HA MEUS
E%E’_" _Jlk_ OI¢|_||:|..

Cle  OXMoME  AMEul 128.100.0/16 O A2 YHEQ3ZE Y1 Az
192.168.0.0/24 Of| CHA W ER ATt /ASLIC.

AA HEQANA CHA HEKXZS MEUY 192.168.0.0 O] 3t T4 64 7H(192.168.0.0
~ 192.168.0.63)0| MM ASt2{0 SFL|C},

O|E Qdlf, 22l X HEE S 22 HE/JINM FolE Fd9 AL I
7t MEUlS BHELCE O2{H WaveOS MZ0{AM 0] 7t& MEUS A HEQ A9
=08 FAZ HISE A2 MoIg = USLICE MEUIS HE 64 7| FTAZE HEES

1 =
Hgtste{™ ZFA 1P o) MEUY OpAZJF 255255255192(EE= /26 CIDR H7|)0{Of
St

WaveOS Product
Source Network [ Destination Network

| SUBNET 128.100.0/16 | | SUBNET 192.168.0.0/ 24 |

route 10.10.0.0/26 =>128.10.0.22 LR LEESIC OO
192.168.0.0 / 26

Default Gateway => 192.168.0.250

10.10.0.0 / 26

O|M HH| 192.168.1.0 MEUIO| CHgt MM A
S

FA0| AT E TN FAS F7tn HE

a2t 84 g2 E= 7| AOIEXOIE Sl tet 228 g = AT Uy
I M O] A0 M 2t MEUof Cigh MZ2| 1P =4 HES TS 0{0F ZLICE
WaveOS Product
s — )
E=2 Destination Network
t= 192.168.0.250 / 24 ’ ,
=
Source Network [ SUBNET 192.168.0.0/ 24 |
Default Gateway =>192.168.0.250
| SUBNET 128.10.0.0 /16 | = [ SUBNET 192.168.1.0/ 24 |

10.10.0.0 / 26

10.10.1.0 /24

VIRTUAL IP

10.10.2.30 / 32

192.168.0.0 / 26
192.168.1.0/ 24
192.168.2.8 / 32

Default Gateway => 192.168.1.250

Default Gateway=>128.10.0.22

| SUBNET 192.168.2.0/ 24 |
route 128.10.0.0/24 => 192.168.2.250

L 7

s
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V.1.15.3NAT 66

NAT66 7|2 IPv6 HIA[X|2| IPve & HEALE CHE IPve T2 HFAHEEE AL
Aty = Hetdts O AF8El= IPve HIER R 7|8 F4 #Hst 7= 2l WaveOs 0f A
Arge = AL

Ve e HEfE NATee A= F 712 HERR 30| AEEH, O F Stite
T 2he| =Oel el 2l HE IO AAE "R HEXYA 0|1 CHE Lt
AZO| A= "R HERIYULCL =228 AHULZ R HESRIAS B ZAEE
22 2R YE T HFAL] FAE ALESID 1P I 210| NATe6 HAIE Soted Of
e Fas MY 2tRE 7tstt GFAR FAZ/0M FAz HetE L O

V.2 Wireless concepts in 802.11

V.2.1 Wireless architectures
F4 LAN(WLAN)Z Wi-Fi X[@ AHO[Ee| AFLCH 0|2 FOT of7[H Ao X|HE
&S a2t M2 SAlSHLCE
159 ﬁEIOIA‘lOﬂ WLAN 2 AHstE 24
802.11 T+ Wi-Fi 2H|0|M Ztoj| %tl

HES3 0|0 SH2Z UASLIC}. IEEE

ol oc =
F21 12+ Ml 7HX] OFZ || E g o|gtL|Ct.
e Infrastructure (AP 7t 2= EZffZ= 2 0|st= S2t0|AUE/MH)
e Ad-hoc (L|0{ & IO HE[ZQIE S, 'Eﬂol =)
e Mesh network (2& AH|O|MO| E2fjd g oo 2d)

Of

V.2.1.1 Infrastructure Mode
ezl HER A= F 71X FF2| FX|(2HO[H0|2t eh)7t ALt

e Access Points
e LCHE Wi-Fi &X| EE&= LAN ZX[0f HMASHZ| IS AN A X[-O| HZSH= Client
Wi-Fi ZX[(2 20| E AH|O|M)

. Other Wi-FI device

A gigs
/._...--"
— {/  Obstacles
yd ™~ k. or large distance
|
e Ethernet Equipment
.-"r | L]
/[ B Wireless III : mm
[ FrTrro coverage area b
— 3= ( o ol
Local Network \ pp—— o L
—14 - II'-._..ACCESS Point %4.'4_"-:“; |_,
— AN L / Wifi Station
— \ / / - -
AN A~ Automation equipments

M&EAB CE AL ME S 7ts
MEB=A2CO HOIHE SA
M= B = LAN IF XZ A2C ALO|O M HIOIEHE S
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[ 2E= WLAN ZCi0|gE Y 2 XF= HSotH AP = 0lF &4
g sk ASLICE S4oH7| Ho| S240|AUEE BtLte| MM A XF S
oISotr 2822 M WLAN(FH LAN)O| & {5 OF LTt

AP Sl 2t ZEI0|PEE= AP Of 28 X522 F#=E MAC 49| HEfZ BSSID 2
AMEEE[= BSS(Z|2 MH|A ME)E FMeLICH O B2 AP & WLAN Of F7tstd
olZato| =& HR[E 2|1 Yolo =9 FM Z20|HEE XYY 5= ASLICH HA
WLAN 2 1~32 bytes =A@ = & UE Q= A0l 812 &= U= HIAESSD 2
AlElL|CH SYUSH WLAN O Qe ZE 2M AEIOI*W AP = &
AHESHEE F435{OF SHLCt,

WLAN o] AP = 24 S2I0|AHETI O E =0 QHU HZO|L} ZEIFHO MMATY 5
AEE ZE QM LAN O AHO|lEZ ®ZAE L|LCT

Ad-hoc M HEYAO H|8H infrastructure mode HEQAL XM = ZSA
HOob 22| B shatEl T EF H22tE O|™E ML Lt

142 HHE 0|2 HAY= AP 7| E2I0|UE 79| SMES Kot = QU= "clients
isolation" 7|2 o LICt O] A2 ME A= XE B X "local network"2t 418t =

ne =
rot |
n
%
o
i

UX|ZH HE C ot= ST = Sl&LIChot2y :LEl XX CHES L3 pHED "2
L1IE°JE"RP gk = AR A MFLeE Y + lsU o] AME 22
SCIO|AE FH0| A= AML K- gl °”A1| A8 S5 20 L

Without client With client
separation separation

Local Network Local Network

;i . i % o
Access Point Access Point
%‘f_h_w__'.'l::-‘_:: L b % ft‘ﬁ;—'_‘.':
Bridge Infrastructure Bridge Infrastructure Bridge Infrastructure Bridge Infrastructure

Infrastructure 2E JHEO|A ZS2tO|HEE= tHY {FHO|OjOF gL|Ch 2Lt FXM
EC0|¢EE o o]l ZX|E AP ZOZ BSS 2 E2|X& 4 2, MAC FTAE
ZA| HE5L0 M S| StLte| HX|2 LIEFEL|CH (BHE: V.2.6 Wired to wireless bridging
in infrastructure mode).
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V.2.1.2 Ad-hoc Mode

4 AFH HERKAOAM ad-hoc EE= B4 X7t M2 HE S4lot= SR QULICH
ad-hoc REOM ZSSIH Y AUMA XFHEUY F4 2f2HO| L E AM A X|H
Zgh 0] ME He| Lo /= ZE M X[t MEE EL OO F Ojo HAC =2
sSie = &Lt

ad-hoc HERQIZE H7EstHH 2t 24 OHEE infrastructure 2E=7} Ot ad-hoc
RE=Z F/d5}{oF gL Ch

St ad-hoc HEHAL ZE F4 OHEHE= Y% SSID 2 5¢€st E HE
At&3loF 2L CF.

Ad-hoc HE®II= 0% 7Pt &80 Ues =S AEE A5 §EH2
ZHX| 0 e, BE SA FXe a9 A2 IFOHoF gL d2iM o] HESRA
StdoiM= J40 Aes SXES AESH7| fiot LR0| glsL T

HOotZ AMBSHA| 2™, Ad-hoc 2 802.11abgn/ac ZEZE ZrEgtL|Ct,
2 AH83HH, Ad-Hoc 2 802.11abg ZE 2 AHE2L|C},

Ad-Hoc 2 E = WPA/WPA2 E0H2 X|I8IX| Q&L L,

. o -
il ™ | : | 2

Local Network

=
ME B CAMz S = AFLICL
ME B D YH=2 Qo Mz S =+
HE A BUF BOM Mz S &
MEC=ADOAMBE B2 & Bl&
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V.2.1.3 Mesh (802.11s) Mode
802.11s M+ HIERAO= 3 7tX| /2 X7t JA&LIC Ol52 Z5F izl 20|
T2 N A0 AOjEHL|Ct

e mesh station 0| = XtH[HQl 7| 50| ASL|CHY : HE AFEH).

[ |
e mesh access point = "O¢|" & "7|2 AMA ZQIE" J|58 2ZF KNS5O
DI A[Z} Ol Wi-Fi X E HIA| HERZO| HZgL ot
e mesh portal & ALESIH CHE HERA FH2 Oi¢ HEYIO E2Xg =
UELICEL OE S0, ZE2 O|HU S Wi-Fi HA|O] HZZLICH
ACKSYS HE2 oxf "ago|M" X "ZE" 7|52 FHstD JSLCE F 7Hel F4
FIEZF SEE HEE HA| BHA ZRAEZ ALY = UASLICL

—

y s
\ f\ﬂim%“}
Mesh network (802.11s) / r E E st

P S

[/ MESH |

; “NETWORK;
Role 1:MESH il

Rolo 2 : Access. Rolnt

X o gt
Remote PC . B : 4

R le 1: MESH
Rﬁle 2 : Access Point

g 3 e
Role 1: MESH %' i

Role 2 : Access Point | 4
/h ;

Role MESH

- A’

o - o
Ethernet Equipment

HEZ A ZRH HIH| M2 S4g = ASLICL

MZ A B D,EG= Ot 28 7|52 M3 L Ch

HNE C F HE gl AP 7|52 MSTLCt
Routing protocols
£ Al XF Aol M ARE ZHAW 29Y ZRES0| HEYIES EM0}
StLICt 802.11s & HWMP & Z== u§E+E Folstn CHE EtAt 2R E ZEEES

HASL7| @3t =H|E BHL|CH ACKSYS & HWMP & F3stL|C,

Security protocols

802.11s HEHI= E0| QUIHLt V.257 Mesh Secure Authentication of Equals (SAE)
MMOA HHE WPA3-PSK (SAE-Personnal) EOt2 At == QUSLICE O] EQt2
infrastructure WPA/PSK 2 S AtgtL|CT,
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V.2.1.4 Wireless Network Name

SSID = 4 HE/IOM HEXt s Lt
=]

SSID = AEX7F dMASHE EH 80211 M LAN 2 AHESE 0 A& s
O|ZYLICt E2H0|HE FX|z= He We ZE dUNA EQAEZHEH EZEI|AE
HAIX|E =415t0] XpAIQ| SSID & 2|1, H| LH2| SSID =52 BAISH = ALEXH0| 7
SSID E MESIEE QN HAS SSID & MEiE = JUSL|CE

Wi-Fi S410] &0i5ls &A= 25 SLst SSID & AFE6|{OF B L|CE A8 7hstt M
HESIZE AAME I O] 0|50 =&0f LIEFEL|CE 2ot2 o 02| +dE HEHA
O|E& HZEst= A0l E&LICH

802.11s O+ ZEO|M ALEE|= SSID E " ID"2t 2L|CE Infrastructure SSID 2F
ot HAlS FSHK|TH SOl O47f H=QIL|Ct Infrastructure SSID 2F H{A| ID O
42 F 749l CHE WLAN 22 ZHEE Lt
V.2.1.5 Virtual AP (multi-SSID) and multifunction cards
Ol M2 the &4 FIEOM o 7t 7Io(°|E1ﬂ|0I*) Tog = ASLCH o E

=0, otLtel 74 ZAIE AHEDI0] 02712 SSID & EZENATESI StLES| OjjA|
Aok 2H o] 28 AP & SAIOf AlZ2 0|8 = °'*'—|Ef

siLtel 2M FtEJ EA| T4 QIEBO[AS XYUte A mE SU Kuz
MHBOF SLICKIIEIA S2L0|9IE ZAMS Meist U2 KSHE|ofOf 310 CHE A
29 2Ip53Lh, Y Y=L e ol Ho|A0A 2L

i R

CHs A2 & QM 0|AC| "Setup / Physical interfaces Overview" I O|X|Of|
HA|E LT

V.2.1.6 Wireless repeater

UM A EQIE AP X QF BM AH|O|M STA X AFO|Q] AHE|7F 2 Zol ™ AT £
o= 22 EM A 7|2 AHESHO] S ML Ct
EM ZAZ|= 2 7HX| 942 gL Ct

> WAMA EZQI X O GO|H & MYSl= S20|HE gt

> ZM AHO|M STA X Of| HIO|E{E MESE WMA ZOIE At
O] &= gt st AQX[O|AM 2 EE|X|EL|Ct [atA, 2| e o CHs of2 7K
TM0| 7ttt
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Access Point Wireless Client
AP_X Repeater STA_X

Public Area

Possible Network Loop
if Access point and Client
wifi association

—

Internal LAN

Role : Clien

W%int
) y/

==

Internal Bridge

2TEE FHE I Se0|QE FLET ML EIE BTEl ALK U=
/I\ | 2t Folsor eiLickssiD 7 S2st 29), 1 HE=gia 220t 4

ox N
o
-
_l:

HERZ F=E &X/ols F 71X &2

> S20|HE Agut 2|mlEel HMA EQIE ATto|M ST SSID & AFSHX| Tt
S20|HE 0| APX 2| BSSID o HAZZE ZNELICE S20|HE A9
"multiple SSID" 7|2 AtE3t0] BSSID 742l a2 SiM gLt
II-X—I-
MH|A QM. A 7|7t S Y3t SSID 2 3| YEYAS SHESHLICE M2t XF
AMEXHE BE HERA /X|0M L3t SSID & |X& = A& LI
cHE:

AP_X 7t WM | 2B Z20[UE FZ0| A BSSID 0|2 HEE| =X
Mg 3 oF & LT,
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Access Point Wireless Client
AP_X Repeater STA_X
MAC_ADDRESS_X
i1i|1.ll L} 1 3113 iIll|||
ssID1 v 'E

Role : Client Role : Access Point
SSID1 , ,
Enforce association SsID1
with MAG_ADDRESS X

Internal Bridge

> S20|AUE Htit 2|I|Eo| HNA ZOE Ao M CHE SSID & &G &L

AP X E HEME B[LHE Mg ER7 SlaLICh

CHA:
SIALEl HEQI0| CF2 SSID 7F Q02 AF2XH= OoF] SSID £ AFEd||ot
EHT0| dH S| T}

Access Point Wireless Client
AP_X Repeater STA_X

SSID1

Role : Client Role : Access Point

wso1 P
| SSID2

Internal Bridge
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Al gt ojX= FE:

I He= StLte| R4 FIES AFE5tY Z20[AE+ BN A HQIEZ= & JHA|
qats sdstD AP X oM 2lojH=z, J2|1 2[T|E0A STAX Z(fEeh I ghof)
MEE2 AL LCH 2O 7HET SHLITE Ql= E|OH e SAI0f =40t HE2 & +=
17| 20| M2|ZF0| 50% O &F ZATHL|CE,
Access Point Wireless Client
AP_X Repeater STA_X

Channel A

_ Radio A Radio A
Role : Client Role : Access Point |_

-

Internal Bridge

o
He|S 2dA717] fl6, 7Y &M SAH7 = 4 &4 7IEQ| CHE XES AHE5H
AP dtS 2[5l StLIS| EIC|RE ALESt SZI0|YHE ez 28] CE ZiCE
MBS = Qo8 E A0 S = S LT
Access Point Wireless Client
AP_X Repeater STA_X
B
Channel A R Channel B i-
Radio B
Raole : Access Point
H’—{l—
INTSE
o O. _ - o L
AME 7tsetOE9E2 F HIE S22 £ EX & sfZSLCt
ChA .
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V.2.2 Hardware
SO M3t QIHLO|AE= JLH M3te| HO|H MH|ARL 7|sHMo 2 SUTLICH EX Wi-Fi
QEHO|AE CHX|SILICE StLt == & JHe| QtHILEZE EeetLch & #HEf CHHILIE
AHSSHR SA1 EH0| FAELIC

|IOI-

MR CHEILE AR ZE QIS 2d K] X§ol| AHEELICHGNSS of et Chs A

=

rx

Atol Aol ZRetLCE of AE2 ME0 2X[E siM 7t=2] HEfYL|Ct 2 7§2] SIM
FIEE 2R = ALBZ 271 T 1712 SMALE UEiE 4= ASL T

X
el

258 HEOAE &8 ZHE HEAIN FZEFLICL O[FA o HES &8
LA

V.2.3 Modulation and coding

571X 24 & A2 A2 5= JELICE 802.11b, 802.11g, 802.11a, 802.11n X
802.11ac.

V.2.3.1 802.11b

802.11b £ O FX[ete| =2td= #loi X AE L 802.11b & A2|&0| 7| =0
802.11b & ArEotH 74 e = FX[0f tigh X2|Fo] E0{SLICt

Op. Frequency Typical throughput Bit Rate (Max)

2.4 GHz 4.5 Mbit/s 11 Mbit/s
’é.*_T'_: 'Xﬂ KNelg Sl HIE MEE2 £H0[E 2o AHE|, eHHL 52 W 74 =d0| maf
|
of z|tf HIolH ™ME HZ== 11 Mbit/s O|H #EO| Fol& AN LES

IEf 802.11b FX|l= 24GHz CHHOM %HSot= ChE MZ2l ZHds e
z HRlOAM ESots SXol= ALK, ERFL A 8 2eiE 74 HeS0|

rU

<
N
l.u

.2 802.11g
HEZ 24GHz O1%(802.11b 2F Z0[)0|A ZF53HX|ZH =[O 54Mbit/s 2| G O] E
= 2 20Mbit/s 2| Bx M2|Ho=E EHSL|CE 802.11g SH=LI0i= 802.11b
ot 20| 7tsgL k.

Op. Frequency  Typical throughput Bit Rate (Max)

2.4 GHz 20 Mbit/s 54 Mbit/s

Il

O AN M2|E S HIE BEE2 AH0|M 2te| AH2|, StE|LE FE W F4 =40 )
C

ot OHEHZHX| 2 802.11g &K= 24GHz CHEO|A A&Sste CHE MEQ 7HME2
2.4GHz HR0|M A SSt= X0 MR QX EFFA X A 22fE F4M
O Zgt&LCt,

M
— v
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V.2.3.3 802.11a

802.11a = 5GHz CHY O M &f&5t, Z|CH H|O|H &&=+ 54Mbit/s O/, 20Mbit/s

-1 O
SHto| s Mol o Me|FS s

Op. Frequency  Typical throughput Bit Rate (Max)

5 GHz 20Mbit/s 54Mbit/s

I AN XMelF R HE MEE2 AHOIM 7o AHe|, QL & R 4 A0
et SapR Lot

2AGHz T2 Eot MEfQI Z27F H7| 20 MdUXo = AFREIXI Ot 5GHZz LY S
AHESHH 802.11a Of &t O[Ol JUEFL|CH 2Lt O 2 Fhtss= Lt €2
of7tol THEE RUAZLICE 802.11a 2| HAH 7= #HP= 802.11b/g ECt F7 RH&LCH
802.11a Az &= 9 S J[EF HO=20 28 O A S=E7] WEO 802.11b EC}
SAAH2| 7} BE LT

V.2.3.4 802.11n

r
J

r

0

o
=
A
]
0E
do

802.11n 2 24GHz & 5GHz M S - ASLCHL HES &
9:' I:LHE E§|‘EO" EHol- 0|O| bNan| Al'-éc->|'5 4% |

EESE 802.11n Ol M= 20MHz EE= 40MHz Q| KijE Z& AR50 S
T UAGLICL "HT20"2 BEE T M2 FHss ol0/stH, "HT40"2

AESS oojgL Ly,

802.11n StEQIO= & 71 o|&Ql Lol AEE ('S AEENZ A0 dE&E =+
USLICE AEE0 ME ZHHESHX| el M Mz7h FO|=0| CHo{ CHAsH
dotoz E7HOF ShAHLE QHE|LIZF HEE[OOF SLICH & 3% B5 M3 =42 Qg
HR7t FX[P HE =7 wapE L ot

S AEEO| o QtHLI =& =55tH QoF EL|CH ESH OHHLE BE = 4
ME2Y = USLICL MELA 802.11n &M AtLOl= SA7| &= F=47| 5= S AEE
2= Ol A M 7HX| = Xt7t Zet|O{OF ShL|C},

S8 U0 At522 M| B 802.11n & 2EE £ WX, XE E S CHYT
ME Of7f BH==E A LICE Zif ME YA2 MCS(Modulation and Coding

o
Scheme)2td TrL|CH ACKSYS ME2 ZREO M2t 1~3 7He] AEZEZ N2 Ct.

che2 1M, 278 X370 AEROR THY 4 9 22N HE HSEYULIT

Mo 7
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Maximum bit rate (Mbps)

Channel width ‘ 20 MHz 40 MHz
1 stream
MCS 0 7.2 15
MCS 1 14.4 30
MCS 2 21.7 45
MCS 3 28.9 60
MCS 4 43.3 90
MCS 5 57.8 120
MCS 6 65.0 135
MCS 7 72.2 150
2 streams
MCS 8 = 2xMSCO0 14.4 30
MCS 9 = 2xMCS1 28.9 60
MCS 10 = 2xMCS2 43.3 90
MCS 11 = 2xMCS3 57.8 120
MCS 12 = 2xMCS4 86.7 180
MCS 13 = 2xMCS5 115.6 240
MCS 14 = 2xMCS6 130.0 270
MCS 15 = 2xMCS7 144 .4 300
3 streams
MCS 16 = 3xMCSO0 21.7 45
MCS 17 = 3xMCS1 43.3 90
MCS 18 = 3xMCS2 65.00 135
MCS 19 = 3xMCS3 86.7 180
MCS 20 = 3xMCS4 130 270
MCS 21 = 3xMCS5 173.3 360
MCS 22 = 3xMCS6 195 405
MCS 23 = 3xMCS7 216.7 450
11 1: Peer station O] &2 guard interval 2 Nl = gl E% HE
HEEO| of 10% L2 LICE Guard interval 2 802.11n 7| 522 H& &
78 Al HEY = JASUHCL
B 20 ?lel BOM FEY = UAXO0| HE FSE2S 2EF 0
Hl 2|8t L|Ct 3 streams 42 £[CH 450Mbps 7HX| M&E 5= USL|CE
&1 3 HH HE @SEN M2|E2 AHOME 7H A, QHHL FE R
2 AbEfol et ZapEiL o,
MCS, HE & £k, 2|t ME ™ o 47| Z=0of| Cigh XpA|
Z HIE2| 2 2AELE J[0|E& HZSHMR
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V.2.3.5 802.11ac

802.11n 14 H| W3St 802.11ac &
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80MHz Mg A7|(-? ME St &

HEX(AEZE 2719 M2 MCS)E F715t10 5GHz CH 2k X[ it Er.

Ctee 1,2 3 AE

), 256-QAM

Yo= YNE 4+ Yt 22N HE WEEYLLL
Maximum bit rate (Mbps)
Channel width 20MHz |  40MHz |  80MHz
1 stream
MCS 0 7.2 15 325
MCS 1 14.4 30 65
MCS 2 21.7 45 97.5
MCS 3 28.9 60 130
MCS 4 43.3 90 195
MCS 5 57.8 120 260
MCS 6 65 135 292.5
MCS 7 72.2 150 325
MCS 8 86.7 180 390
MCS 9 n/a 200 433.3
2 streams
MCS 0 14.4 30 65
MCS 1 28.9 60 130
MCS 2 43.3 90 195
MCS 3 57.8 120 260
MCS 4 86.7 180 390
MCS 5 115.6 240 520
MCS 6 130.3 270 585
MCS 7 144.4 300 650
MCS 8 173.3 360 780
MCS 9 n/a 400 866.7
3 streams
MCS 0 21.7 45 97.5
MCS 1 43.3 90 195
MCS 2 65 135 292.5
MCS 3 86.7 180 390
MCS 4 130 270 585
MCS 5 173.3 360 780
MCS 6 195 405 n/a
MCS 7 216.7 450 975
MCS 8 260 540 1170
MCS 9 288.9 600 1300
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V.2.4 Radio channels and national regulation rules

F4 UHESA= 24GHz == 5GHz 2tC| AHE-HO| 54 x2S AHE5t0 AHO[M
7o Al Me|LC siE X|Fo| LF KoM CHE MR} FX|Q| 70| HMlE
AELICE EM HESAS dsut HE HYE XHst= O E20| &= 7HE Y=ot
x2S MEdSEL|CE

Region/country

2= =7t A8 Zhstt R4 Fo=E HMO{Sta Moo i ALEE|
802.11 24GHz ¥ 5GHz T Ct2 24 ZX|@O0|H, 7|4 HX|)Q 2RE 4
= Metgdth Mss 232 =7t 230t Ow0M Hetshe *E
=7t0M At T = U= ME2 HSHE LT

"AP" AOAM HE2 802.11d ZEREZOM 27%= EHE =7t nHE HZ0

x 39 =
Jm oo
ot d rjr

ARASILICE "SEI0|YE" TN HEZ 802.11d EZEEEZS A5l AP OA
M3ste =7F &2 ArESL Tt

BM 3H 90| st XpM|SH LH8 -2 802.11 requlatory domain rules, Appendix — 802.11
Radio channels O] £ &2 &15IM Q.

Automatic channel selection

BN ZPIE HEQ M= HB0| 55 T £= g =7H0AM ArE
ZO|M 7FRF XSS AjH S MEASH 2
I.

= 7t E
dEfeh = ASLICE AIE A[(Ol= o HEF Zdeh AP &
Sl LOo|=et 7hseh 24 ME HRE0 tet XA x2S HEgtL(C} o] =o|=

=
| &7t AlZtE X HAZLLICE

—

=X
— —
=42 =M "I 4 05= S A

[y Ry

i
|0

AP Ol2lo| Ste o] g A SLICH 2ITE, oAl 2 oj=S Sgel B
Agg sfLinh Mop BLICL Satolols oEto] Fe M 2Y REE MY
Z2E RIS A8 TH5 B RE Kigo] AMFLIC

DTUSO70 rev K.13



Page 68 / 336

V.2.5 Wireless security

24 HEQT M2 WUX|5H| Qs A2 = U= B2 7|=0| UX|T HX HIjHSZ
Ot B2 QIS LICH JHE £2 M2 08 2ot X E Zedst= AYLICt
BEM HEQ A 2or2 Q5 tHA|
1. BE M LAN &KX & 23S 8|0f eFL|C}
2. M HEQZS 2E AFEXE BN HEQ T EQt0| Ciet wS= BHOFOF SHL|Ct,
3. RE M HEQAE MIXo=2 DL HZ &0 FA™ g9l 2t o{EE =0l 0}
St

A8 7tset 24 Hot ED
SSID E EEEIAE SIX| UAZ (UMAEQ
WEP encryption
Enhanced Open (WPA3-OWE)

WPA, WPA2 or WPA3 — PSK (Pre-Shared Key)

WPA, WPA2 or WPA3 - Enterprise, 802.1x == RADIUS 2t = &
OSEN

WEP encryption vs. WPA and WPA2 encryption

A2ot= FM EEZX 0 M2} CHELCH OlEZ ZEOAE= WPA 7t =23t 7[&
257 s =QIE & ZQIE A7 RS HE0| WEP 223t AL8S
UQELCEH et HEOME= 2t AHo|dd) 2EHEl AMA ZOIE ALO[O ZQIE F
ZOIE 237} 9O, WEP EE= WPA/WPA2 £ AR E 4= Q& LT

V.2.5.1 WEP encryption

WEP = F4 S4l& #I5i OOHE &=sste HHEOH FM HESRIAA s

&0 Jiel EE M5’ flet AYLIDL AL Y=t 7z HHEe=z 2l

WEP = O 0|4 QHMSIX| 2fo, 802.11N/AC R EQ} & A& £ Qi&L|Ct WEP

HERIZO AMASHHE 7|8 L0 AO0OF LICL 7= AFEXIL W= YT

TXPO'LIEF WEP & AtEY [HE Aol =F2 ZFHOF L A2 A et
. ol0f= 64 HIE Y=otECt 71 7|71 Hagh ot

7| = HEX(16 Tl - 0-9, A-F Xt
c

o1h ®ACZ XA Yol Yol

J|987] 48 EXEe ABY £ UZE ASCH HA0| HSELCH ASCI 2xpLL
HEQIOIM AHRE 4 UZZ 16 U4E WHELCH 7|2 2A €Y + A==
47H0] 712 Holg 4 ULt HEYIN A8 7|2 7|7 MetgL|ct
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V.2.5.2 WEP authentication

WEP A2 Open System authentication 3t Shared Key authentication 5 7tX| Q15

YES ALY = UAs L

Open System authentication 915 ZHRO|AM WLAN SEI0|PEE= 15 F0| UM
ZOEO x4 ZHZ M3 BRIt glEUCCh Mt EE 220 E= WEP 7|0
1SSt HAS A=Y = JASLICH AHAY Q150

A QO] HHA ZOIEZ XpAE O
7

Ydotx| EsUo 28 W HZ

WEP = OO Zs ==t 5t7| ?I5H
=HHE 7|8 ZHX[ L QUO{OF gL},
M

r|r ot

=
AMEE o AL oI FEH0[QE
H

I
=2

Shared Key authentication Q1% &
response handshake 7} AR & L|C}.

1) S2H0|HEE HNA ZQIEZ Q1T ¥ HHL|Ct

WEP & 9I50f AF2E LICt 4 &% challenge-

2) WM& ZQIE = clear-text challenge E CHA| EHL|CE

3) 220|AEE= A=l WEP 7| & AFESIO] challenge text & =315l CHE 015 @Fo 2
CEA| & 5H{OF bt

4) BMA ZQAEE HEE =50 HY clear-text 2F H|WBHL|CE O] H|w Zutof k2t
WNA ZRAEE ZE Es= BF SHES et 25 % 32 = WEP & AHESHY
CiO|H =22 g=ated = JASLIC

A= HH IR/ 7| QIS0| 7y AAR QISELCH O tFSE AME B = ASL|CH

Ol &% 9| o150 A Q5S HMISHA 7] MY LICH OPX|':.'_}, aAAQZ

e | LICE S5 7] 2150IA 4702 HEMO[A =2|dS AKX SIY EE WEP 7|&

CEY = UESLICH M2t WEP B0 = 37 7|1 AT ELC e A|IAH” 2152

AESHE A0| £EELICE F 215 BE HHLUEF0| Fsto] Sxll= ALEE|X| &L}

V.2.5.3 Enhanced Open (WPA3-OWE)

Wi-Fi Enhanced Open 2 OWE(Opportunistic Wireless Encryption)& 7|gt22 3}
28 YEYIo MEL HO BXEQLICH AHIg, S Al 9l I 59| JyutE

ro ri rjr

HYs 235 HEQIE Sl ¢33 9 740 HEE X1I—'—°H—IEL Enhanced Open
215= MSotA| 5L

V.2.5.4 WPA/WPA2/WPA3 encryption

WPA/WPA2/WPA3 = 7|Z % D|2ie| Wi-Fi HERANAM F4M HO|EH Ez G AMA
Mol =Fg AA F&AIZLUCH 80211 BEFES| |ef 7|2 22t HFHLIE 2 WEP(Wired
Equivalent Privacy)?| €% 2 & 4HEE s A LTt

WPA/WPA2/WP3 = WEP 2| FAUTZ S ZAst7| s &=t HO|H ¥=3E N3
ot oruar WEP 0| A A FEE|/}E ALEA}L OIS tetL|Ct. WPA2 = 802.11b,
802.11a & 802.11g, CtE CfY % Ot REZE =Zolot BE HEO| 802.11 TX|E
H35I: %AﬂﬁlElAAuL—“—-I’

ot o
=
d

WPA £ Y23 7|52 RHo = Qs O o4 ATSHX| 22 2eiE #EYL|CL

WPA2 = O Z&3t |EEE 802.11i EQF &S ELC} %20 £3st Zd Lt
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WPA3 = HELCf ZEst ¢z 7|8 252 HISH 7HE ALEXOA O L2 E2E
H&ste XA FAHYLICE O] 7|52 WPA2-Personal 2| PSK(Pre-shared Key)S
CHA|SH= SAE(Simultaneous Authentication of Equals)E ol g-d 2t LT}

WPA3 0= EQt Fofgde=z Q5] M2 22X = M 7HA] HEO| USLICE

WaveOS = 2019 H 8 & O|F z|4 HHS AERLICEL

22 FA2 OOl S48 EZdt= O AH8El= Y= Ei2|F YL

TKIP (Temporal Key Integrity Protocol) = WEP & 7|Hto = M7l 7| M2 K|S Cf.

AES (Advanced Encryption Standard) = Of 2 QNS E8 7
o

Ctg M 7HAl 2ot 54 S0 defet = ASLICHWPA & BE K] EELI.

WPA Mode Cipher Type Security solution
WPA RC4 RC4-TKIP
WPA2 AES AES-CCMP

WPA3 AES AES-GCMP-256

a. Pre-shared key mode (PSK)
PSK(Pre-Shared Key Mode, personal mode Eti1T THOJA Zb HpA ZQIE
SEO|AE= HESRIO| AML5I2HE P2 E HIHOF eLCh 2= 8~63 A2
Ol 7tseh ASCll At == AU tEE2 23 MAHMAM= CiHA| f5g 27t
Qs A2 E NYFY = USUCHL £t A= Wi-Fi HMA X[ZHO| MEE HEf=z
A =[O OF 2FL|Ch.

Wi-Fi 22| ZE Wi-Fi &%= &%t Pre-Shared Key & 7HX|11 QO{OF BfL|CE.

b. Enterprise mode (802.1x, RADIUS)

WPA/WPA2-Enterprise £ 802.1x £ WM A X|HES S| ME HEXZO
AZSIALE AM 2 X|HE LAN 2|20 Cich A[O|ES0|2 &8st LY, 210
Hie 32 i HX0M HMAE KHEHSHE = TR0 Q15 S MS=LIC

n

0

X0 2|O)E HAA 7HE ™ 2O EHES 802.1X AMHO| M25t7| QI8 7FE 71t
2O =0 o|EsH7| 20, 0] Eot2 Z|m|E ZEOMes Ar2Y = Q&LICH
WPA/WPA2-PSK = At8% &= QUSL|CE

r-|o

oI5 Z2MAE CHE0t 22 08 Oo|HERZ gLt

- supplicant =& Wireless Node (WN)2tL & St A XY,

- Wireless access point or authenticator,

- Authentication server, & RADIUS (Remote Authentication Dial-In User Service)
server,

- Authentication &4/,
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\N \(e"l_'a §5..N5‘_r Work

. .. +  Authentication Server
-° .. (RADIUS)

W

Authenticator

Internet or other
LAN resources

Wireless node(WN)7t LAN Z|AA0] CHet HUNAE ¥e I X HW SHA=
S2I0|HEQM WM A XM 7Zto| E2|X HZAZ, O|2H} "access port"(ZES| 1 HHE
HolgtLct,

Access point(AP)= WN 2| ID & 28etL|Ct & Chs WN I 215 MH ALO|O| ZQIE
£ ZQIE pAP HEZ 28U CHERES 2 ). WN O] ?J%EE' M7LX[ ("2 E"7L B
M7EX[) EAP O[2|e| CHE EefEH2 HEEA| ESLCH AS5E WM7tX| Z20|¢UE=
LAN Off HMAg 4= QlsLCt

25 MEIE ASKOIA WN O] TEUSE FelB LAN 229 EsfH0|
HEELCHAE Ll 3 /). "port"7t G2 USLICE DX FE2H "port"/t B2l HEI=
FXIE Lt

. 802.1x & SHS Y=ot FAGS =HQst=s O AH8E 7| ngols

Al A E-II O X-”_n_ol-l_l |:|-

Authentication modus operandi
802.1x = EAP(Extensible Authentication Protocol) &¥ & SILtE ALl 7
LN o = AL A2 O3t 5L

- EAP-PEAP
- EAP-TLS
- EAP-TTLS
AFE Il = EAP HHE2 AHM|A X|™HO| CHolf 7] & LICt BtH E2|X|QF 22 M A
HQE ZE0|MEE Q5 HHE 2 QOojof TLCt HHE MEiEE [
MH/Z2I0|EQ| 7|51t st EOF =& 112{8}j0F BfL|Ct
& 50 F=2= 10 20| EE= C}SS 5 2L|C}
- 2900t &S (MSCHAP V2 Bf 22|=)2 A3 PEAP 1S

- ASAM ALE.

Preauthentication
S20|eIEE €AY AZE AP S B3| MR AP 2 AT [ AT 2SS
HTILICH 802.1x ZEEES| & RHS|IEE XMHoH7| MZ0| S2t0[AETL

QB
Q5t
—

'c'>'F

=

AF OI=E Ap 2 2A3}7 |2 A
SEFO[QIETL ALH Q152 ALEE
2 LICH Ol2{e ME2| 2Ef0|¢UE
ARggtL .

oI AZHS BHESLE 22 2R LT
ol
—

i
+ SLES S12( AP Ol AT
ozte A
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Rl
o

M QoZ2 Ze0|AEV EA 7| & 2QsH7| Mo MESIE=E oL Lt
802.1x ZE2EES CHA| AAlsIX| AT S APOIM CHE APE 2SS
oo 7|2 0|2 22tgt = JASLCH
SE0|UEN A 7= =HO| 74 7ts%t 7HA| EH|O| =0 E2HE L|C}.

V.2.5.5 Protected management frame (802.11w)
O 7|52 37 DoS(MHE|A HE) SHAL2RE A& 23 LIL

2to|
&

ot 1o
2 |m

l2dez el 2 Y2 ESL[X| gLt &L 220|UE E= AP O

DEAUTH Z=2{|gs 2 = ASL|CH

o| YL A= Wi-Fi 2LITHE AF8SI AP HEE Tt L AP MAC F27}

D
e Aok g AP 2to| A BELICH

—

o

802. 11w £ Zo|Yof| DEE FII5tY =8| MEXE o158t .

Wi-Fi &H|7} SHIEX| 2ot BEA22H 22| 2|2 +=45HH sie

| 7| & LT

WPA3 O M= E3 =l 22| Z2f| 0| eti = dote|0 QO{OF StLC}.

WPA2/WP3 2%t B EE MEISH WaveOS
2 A

enabled/optlonal
| S gLt

V.2.5.6 OSU Server-Only Authenticated L2 Encryption Network (OSEN)
O] 29t R E &= Hotspot 2.0 r2 58O 2 AL E|L|C}

V.2.5.7 Mesh Secure Authentication of Equals (SAE)
802.11s 4| ZEOIAE SEsh Al ool gl o4

Sl =
Hoo A SUSH Ho 2 ZHFEEIL|ICH SAE S A8t 42 ZE LE0f AtE AHYE
& 7|71 QO0F TL|CH LE7F Lo HQ CHE =0 =g mjorct oo
L7t 7|18 €0 QX 2OIBtLIC dZotes WPA2 Z2EE NEZ(AES/CCMP)S

AL CE

&z 7|= 8~63 At QUM 7tsTh ASCl 2AHE = USLICHL ST

O3 =20 M= A0OF LT,

-

EAUTH T2 Q2 27Al 22H0|1E0| HEE & ASLCH 22to|EL O

:12
==

=BT Bl BE BT
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V.2.6 Wired to wireless bridging in infrastructure mode

V.2.6.1 The problem

]
F2E 71 B XKoo Lt AP = SEI0|YE E&= /R4 FKZ HOHE
7S
—

SefLICE O HOlA AP = O|EH Ul ARX[QF AR LICY.

o~ "

_,-'"'
Client stationm with - 3— ~.
embedded functionality Access Foint

a Wireless d
g coverage area = . oa Backbone
\ | LAN
-.‘\Hﬂ ..'I f—
— ___.‘__-
e AL S
Chl BM S2I0|MER o Xl HA

AP 7t HIOIHE HEY = U=
CHef MAC O] &b Lt

Jfu

Z- Do AN MAC E

In all frames thisidentifies the AP

—

N SoUrce destination
Wifi header|BSSID MAC address IMAC address data payload
In frames from client to AP t In frames from AP to client:
This identifies the client's This identifies the client's
radio card radio card
This identifies the backbone This identifies the backbone
server's Ethernet card server's Ethernet card

HEF infrastructure HIO|E =i} (3 addresses)

ZE20|QIE AHOIME ALESI0 {4 HERIE AP O EEX[E Mes &%

CHEL|CEH AP Of THY MAC FAEM 7IE FE

o fM FXE &7|= A0, 2 FX|= 1/ MAC FAE 7HX 1D UELICH AP
S A Z2MA0 EOISHK| 1 QAFSHA| AR I{EON AP = MAC F

Zotdte ZE e aAaE ZOLSO0|X| REL|CH SEO0|AET AA MAC FAE

MAC FAZ HZESH CH2 2|7t LIEFLICH OF2f 1S HESHAIL.

I

aal
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MAC1 - - T MAG =y
b ——m . 4 ™
o Mj Client bridge Access point Backbone
k- k [ LAN
Automation LAN - j - E
: & :
- 5 0
= =
oo -._ > ' — B \
B | 2 ~— -

L -
source | dest data w | source | dest data
MACT | MACA | payloac I macz | macd | payloac

In the dient bridge

i dest data
— —MAC2ismyself do ] SOUE
not forwarxlt:l frame MAC4 | MAC2 | payloac

the 74 SC0|AES AHESI0] O EXIE HESts =X OilAl

The device never
receives frames

V.2.6.2 The solutions
ol2{3t stA 2 I=eln 22

ol L|C}.

A H

bl

_

O|HE Fof A

AX

rir

HAE B[ 5 U= 471K -0

0

e Routing. E2I0|HE F2o| M LAN 2 IP 52| HESYIAZ stn ZE0|UEE
EtRE E= NAT 2 LCH O|AZ2 0% 7Rt £FMHO|X|Tt 59 HERZAE
Ztelsfop gL ct HES| ZotH, O|A2 E|d(layer 2 networking)O| OfL|z2f

2t &l (layer 3 networking) & L|C}.

e Masquerading. 2EI0|AET} |4 FX|2| MAC F&F AtH| MAC 42 "Level
2.5 NAT" EE£ "ARPNAT'Z HZAT == QUYL E BILIC}E “client (infrastructure)”

Beo| 7|2 SEYLICH XiAeH L2 ot MMM Masquerading (ARPNAT)
A st
=20-d .

e Cloning. E20|HETIl §M TXQ] MAC FAE AESIEE TL|CE O|A=2
StLie| &M EX[= K ohE L CF
o HCOF Mudst mp|d HAS Z3SHE “client (infrastructure)” 3 "4 addresses
format" EX3 REE AFETILICE 802.11 BEE2 O|2st BF9| 22X E siZs}H|
?I5ll "4-addresses” Y YWAIS KNSSHA|TH HHE| FHAISHK|= ASLICH
m2tA O EE= SZIO|HERf CHE SZYHM 2l AP Zt0| &4 Zotr= A2
ObLLICt. ACKSYS MEZE2 22 02 Linux 7|2t 22t0|HE Sl AP O|A = Ofzf
MM p o A= O ZEE X[ LT
o4 ZEQRIZ2t ZET} ofE)E HElES 38T
a. Masquerading (ARPNAT)
2d 20| CHet of &FMo|A Z2t0|¢E
(@]

H H
TAER BSSIALL P FA0M HESHE HO[ES FAIRL L

of

MESE D oM ESIX|= X AA MAC FAE XY MAC F2AE
mbs|kel; o o] MAC/IP CHEE 7| gL Ct.

Z Q0| AP OA EO0t2 [ CHA MAC FTAL
TZH UM IP FAE A1 T HX| MAC TAE %
M LAN Z0f MEshL|ct

L_LO Hd

kl
1=

O] ER M2 BE M7l S20|AE FOo|A O|FOX|7| =0 2= EfAL AP 2F
SehgEl L O2Lf ChZat 22 S8t A5S 7EooF 2LIL.

— —
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1) B3 HO|E22 MAC/IP BZtEt H2|gtL|Ct. &, TCP/IP Z2EE N EF(TCP, UDP,
IP, ICMP, ARP, DHCP &)2+ E&IX|& &= JU&LLCY.

HO[22 LAN O|A Wwi-Fi 2 ZEHZ20t AHo|EELCL HOHE
7] Ho| EREEIHAE ARP 2F/SH u2H0| O|F0|XMOf StEZ O|=
o2 EX7F E|X| §&LICH O2fLt 20| E ESIX|ol MRAO| HEl E2
| 74& [ ARP W 2HO| BHE = ZX|0f oo MA|ZE E2+= gL CHL O
HEIX[7t AP 22H HOH Zy S =4l5tH B2t HO|E0| H[O
20| MEEX| RELICH O] B EEIX| XiA7t =2 o AZ= CHY 1P
| CHet ARP £ A|ZSI LAN XM HO|E5Z YOIO|ES= SEHE2
Stof Chs =g o] MEE + AFLICH

-

2)

ra rE

rE ofy riot
ot

q
|

M1 o
-

{0l 10
glo

(g ¥

=
b
2 o

rh
reblo N
ox o

= HMZ0l Alo|[Egojoln thy AMEUNO| HFof 2fs] %H 2L
& Helstn S2H0|AE LAN F0f| 2IXIet IP A O|EO|(EtLE L=
NAT)E A8 &+ BIELICL 1 O|F& APOA s=Aloh =2 QIe| tie 1P a7t
AOIEQO|2] F&7F OfL|2} AO[EQO[=L) & ZZ| U= FHIC| F20/7|
MZ YL 22 E€Rot MAC Fa& AO|EQ0|e] FAYLL Mt =4
Heto| 27Hs =L Ch

od

3)

N IE
r

ol

4) DHCP = IP FAE d4ddl= O AEEHe Z=2EZYULE 4 X MAC
FAE DHCP =Y o #Th otL2l HIO|Y HO|ZEME ™MEELICH FA
Mooz QIS DHCP MHOIA FAJF YX[SHA| RELICE DHCP MH Q@+
NS BF6H7| s ESX|& XA2 DHCP Eo] Oo|MER SX|H]
22X E sATL|Ct O|HA 3t2{H AP Z0f| /X|st DHCP MH7} SLIHAE
IP 2 S BIXE MEL = QojoF FLICE =, 23X Fof A= FXof Ip

FAE MS8H7| Mo E2IX[0f DHCP MHO|A AT 5= Q= IP FATF JLO{OF

L Cf,

5 ARP £ MAC 25 AMots O AEEl= Z2EZYLICE ARP =8| Y2 of E et
HOlH EF0 MAC FAE ZogLCh olzfst Z s HetsH7| 2
BEXM S Ne|7t =~ E L o
CISCO % 7|El M[E2 AP Of "proxy ARP server'S H&% £ UG
Kb 7t B2 ZH|E CHASH0] P FAE MAC AR HSsiCH= 42 2|o|gtL|Ct
EEIX|El LAN 8] ZE FX|7F MAC FABEIX| M 7IE F oIL
FATF CHE AN EO|7] MEN ZEA ARP AMHII =52 = JASLICL
SHAME2 AP HO|M ZEA ARP AMHE H|E/d3ls=
HZ0| M= O|Z "passive client mode"2td BHL|C},

6) 2Lt YHYoz HWE Z0|M JdHEDH MAC 20| 2[ESHN K& M Ed=
S ZROYW Es Z2EE2 0| ZENAM EX7F AL Chls| =, 2ot

2ZEQ 0= Aol A EX| EEL

b. Infrastructure client using 4 addresses format (WDS)
SE0|AETL 4719] FA A BEEIF REQI B2 Wi-Fi & LAN MAC F47F 2%
HAE= E Ty ¢ SHE ArETLICE O|E "4-addresses frame format"O|2t1
StLCHL M D A0A S2t0|HE MAC T M X MACS 5 HESTHOZEMN
20| E= Wi-Fi Z2| S LAN 22 ZHIEA 2tfET = A2l AP = QSEH
SCO|QEN Elf= AS € &= AL L
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MAC of the WiFi destination (either AP or client)
W-—-MAC of the WiFi transmitter (either AP or client)

final dest. |origin source

Wifi header| RA | TA MAC addrezz|MAC address

data payload

This is always the Ethernet address This is always the Ethernet
of the final destination device address of the originating device

4-addresses frame format

s N0 it o EFM0|AM S20|HE EEIX|Q} AP = O|O[E{ 2} O] U MAC
FAE BF Wi-Fi nEﬂo'Oﬂ M=o15t0] AP 2t 22I0|UE Wi-Fi MAC =28 EF
ZIbSHLCEH M2t = Y0| wi-Fi CHANY| =ge £ ooz wi-Fi T4}
HNAHE D el =g o] HADX| %2 MEjE AMELICE F 7HX| o= S U
T2 MATL =S E LY

O]l &2 M2 layer 3 IP T2t ZEMYL|C}
1) Ol RE&= TCP/IP 0|22 Z2EES BEAX|E = USLICH
2) DHCP % ARP =S HASGHK| Y10 MESH0] TEA| ARP EE= DHCP AE{Qt
22 AP £0| LHE 20| T ENE &g Ct
3) AP & £ EEIX| Z0|A IP HOIERO|E AMEY £ U2, O Z0jN
WM AT = ASL|CH
o

:LEM O] &2ML X|FE|X| AL 802.11 7|50 o|=stnz S ASH =i
HRO| ME 7t £= AP 2t E2I0|HET} 2tk = AT EQNE ALESH=E AS
M'L B0 2 AFESH{OF SHL| L},

ne R
Elrr

4-addresses Z2f| g @Al2 2 7|51 8L X| Q&L

C
==

1. 4-addresses T HAZS WDS(wireless distribution system, £
A2EhEtD 227\ gLCH 0] 2ol Ciet ez A8Y = Us
HdAlS X|™ELICE EH Wi-Fi OF7|ElX(infrastructure EE= mesh)E X
L

Ot ™ A
oo

ox |H

IN

Configuration

MMA ZQIE AT AP)2 Tef EFE ARPNAT I 4-Addresses E2I0|HEE SA|0f
X|@gtL|Ct. 2EI0|HE E3IX|&= ARPNAT &= 4-addresses EAIlo2 MHEH £
ULt

AN H

_|

C. Cloning
ARPNAT £FM2 g2 FM oHEo|A0 EHaFE I M ZX0A MAC
T ’SEE E=MBILICH CHEES HX|E layer 3 9 IP ZZEZS AE%ID
ARPNAT O IP F=AE XN2|5H7| I{Z0| MAC =2 CHA|Of| 420 @& L.

gL} L& &K= layer 3 (Profinet & H|, LAN H|C|2 ZtHElF S)0A] IP & AHESHA]
PO MAC Z=AL AHH|Z SHIZ A Aldist 2 oJ= 712 |p Q/L|C}.

X5 7|2 Soll a2 F4M4 QAELO|AS] AA MAC FAE G4 FH|[S| MAC
TAE MET = USGLICH BNE A= ¢4, 905 U OO Wetn 22 2=
M EHAMMO AFEE LICH M FHEQ| fl2f MAC A= FA|E LICE
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40

M MAC F=AE 48517 2o HE2 MY & A B =4 =Y E&= F+4 =
A MAC FAE SHSL|Ct W2t HMEZEQ| LAN off HZEl ZHX| 7} SfLtak Qlojof $hLCt,
P 7t 2= FXE ErE P K| et
SHMt=E MEOl AT = 1P 7t gl &
ShL|CH. PROFINET EH|OA O] 2XHE H*Xlorﬁm "PROFINET clonl ng"E AH8S
SHL|CE O] 29 A MM PROFINET Z2f| AAC] MAC =27t S0 AHEE L|CH

'r o
ot
_O'_l-
rr
o
10
nT
o

o
[
r||'|J
z
>
(@)

My
o
ﬂ]lﬂ]

> ot
ﬁ
_\,J_
ot
re
= N}
= fl
e
9
0
A
o>
Ot
|.|-|
L s
=]

V.2.7 Fast roaming features
=7 O|S3t= A0 S2t0|E MFO0| X% s I HERA FZ= 7XI5H

—
el LE 74 07 BB =HY = JSLICE fast roaming 7|62 4-addresses &A1t
SR X| Ao D2 STP/RSTP oF S 2HE|X| k& L|CH

V.2.7.1 Mono-channel vs. multichannel roaming
S210|QIE T o ALOIMTE AP S R7ILE Ol2] K22 AT 4 AFLICH 24zt

— 1= =
W= ZEEO| AL T

Mono-channel

2= Ap= 4 DIC[0j§ 51 BYStEZ 2= S2f0|AERL AP Of CHEH ARE 7F

Y =0| S0{5LICH 2Lt SefO0|UEE Sof AP 9| EXt HEIE €1 UL

AT AP o E4IT = UASLICH EBH AP & SHLEF MEISE RO 7Hd AN 2K O
gL Ch

UASH 2= AP E CHE ME = Teolof

Multi-channel
MNE BM HL0| U= AP 7L A2 Ct
=

=HSHA| ORM[ 2.

SC0|UEE MEist 2t X ES K HE ATHSHOF 2L|CE O] 32 X HZE AP 9
He2 [[1'4 B2 *l?i &¢t "off-channel"2 HZtsioF gtLICH O] AlZH &S2to=
It O oOF HolHe §73 Aotof 2t g Lt
O|1E Q| GO|E X2|Z0| ZE0{& L}

Ll
o
_r.'l
1}
k|
g
e
4
m go
o
L

O otH &

ru

Configuration
Proactive roaming 7|2 &/d%tct & ZS2I0[HEN M HMot X2 552 ZF5H0f
SLICE Lt Of4t0] K2 MEfE 4 ULt

Proactive roaming 20| ZHd3tE|X| A2 Z
Mz a2 AX|SI= AP E HEZ Jtsd2

= ELC

8% =7I0M S8E= 2= XMEO|
Z|CH=t = X2 IOl H 7&*6 Sk=

V.2.7.2 Proactive roaming vs. reactive roaming

Reactive

S0 ETL O 0| AP 2 S4T = @IS I reactive roaming O & Z*L—l Ct 2ol 7t
L2 BO| st 220|AE= HXH AP 01|A1 AZ2 B MAPE 3F7|
A|ZtStL|C} O] B2 ;LMoF gr=0| Y282 reactive roaming O] 7| & EE |L|Ct. O]
PEOME= HOlH & S0 xiE A7H(ZY "foreground scan"0|2t1 = ghO|

TAEX| ez E1I0||51 &0 A8 = A= HWYEO| 2F FXA|LX|T, =Y
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TEMAs 2|0 (A0l 2 W7HX] 7|Cr2{oF &) O] A[Zt Z2t0|= HIOIHE HEY
o Gl&LICt 220|AETL AP O HAY == 812 M OICt reactive roaming 2

NESEEHE

Proactive

Proactive roaming 2 412 2|20| H&F ROt B2 F7 Ldg = A7 ©o
SCIO|AETL CHE AP & AMSt D MEISE D Fotoitt= A4S 20|ttt HAEgH o7\
H-E MEASIEH O|O|E Xe[Zo Feks O|X|7| Fo| ot AP O|M CHE AP 2 HZEO
O|FO{X|T{, | AP 7} SE%H F4 He{0of AW IHHA T2 M A7t e L Ct M2t
Z=4E|= HOolH= Ao gl

Proactive roaming 2 gd3tste{ Z2l0|AE= 0|0l HZE YT HMYHOZ
HO[EE wn2tst= s AP & ZMSHOF TLICh O Z=ZMAF "background
scan"O|2t2 St OOl XN2|gs Cta S LICH

Configuration

23 FEO| MEF 2F Ao =
TS OF B,

of
A
Ot
n
k1
I
a2k
H
rr

24 AT Y YAz

o

agjLp F4M Mz =4 =52 ePEE 0l =730| O L|C O|=dtXA| ot B2 Of7|
H0ls 24, 5= &)0 wel 2ty AP M= A | Z7tE [, SHA X
oXNE ICH U0 & = JASLICE olgst 1HHA 7|7t sQ0|= HIO[HE &L =+
ple8= APO|M AP E HF XtF HSSHA| Qi= A0l S5LLCH 0| dE5HY| 23,
SHAE HOo™ "required level boost"(default: 6dB)2t1 dBf= O] H(hysteresis)O|
Mg Lt

rlo

OIX|Ste =, AAZES ZAStEHELE M2 M 7|7t O EX| 42 AP 2 CHA| AZASIE =
A2 OfLX|2H oI HAEY UAes 2N 7|71 oot AP E 8= Ax ASHA| QL
"required level boost" T8 Oi7f Bl MAZS A|ZSH7| fIof LOFL; JHHE A
AP £ #St=X| X|Eg Lt

of Jg0|= tteet mjetd|E ol 21p7F Lot UASLILY.

A
Radio signal

Roaming not needed

thre h“:)‘;: — ~ Threshold Hysteresis
(configurable) = \ (x2dB, configurable

Scan results considered

Minimum
signal level
(configurable)

Level boost
configurable)

Next AP ignored

v

time
—— Current AP roaming roaming takes
—— Next AP requested place

Et30: Threshold Hysteresis = H{ZX 2.2.7 O|&40|A 8T o UAESLICE
O|™ EHO{0| M= "leave threshold"E "minimum level"O|2t 1 BFL|C}.
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V.2.7.3 What happens when the current AP fails

w4 LAN 1t 22| Wi-Fi OIE[0& =, I8 = Joi=0 Met=lX| s LT TakA
A W =H ols, 7l Hah AP THA AEH S2= Q5) WX HZAE AP Ut
20| EQ| "sight"O|A] ZHAZ| AftE 4= ASLICEH

= LI

$0

SCH0[QE= AP & AEE =+ U=A| =l5t= Ul 7HX| &0
e APE BE HIZ0| M7|Xo2 £AED QX &Qlstn
e GIOIHE =45t A=A,
o ZTSE CIOIEO CHaY =2l
o TSE AZOf CHEH

o

o
Rl 22f XHE(X] FH HO|H7} MHESEL 7
gt 2, M2 £ HO[H ACK 7t 2350t §le™ AHZAO LICt. ofdof EX|&

sie AP 2 Tehetn, OFX| o™

S 20| E= reactive roaming = A|ZILICE Long-lived &Oi2t short-lived EOHE
MES| L&25H7| ol o] Z2EMAE 70| el proactive roaming ECF § =24
B3 LCH
Configuration
SCH0[QE 0N 2T Z2MAE EC[ASte F+EE HE2S =8 748Y =
X2 AP Of #d& HIE Fob=0f et F2tal = 9|
SoHel= 427t i 251N, =2 & HE = 3 0|5t2 27g5A

7|48k A|7| HhEfL .

AP F0M HIZ HH2 HEY =+ UASUCLL HF0] X=+E Hois § A
HAIE X2 B[22 A& 7 = L =

(@]
2 HYSS 28RO

V.2.7.4 Scanning
271 d2 S2H0[YE AHO|M0| AP & ofLtet AHASHY| S TR AP & &= O

L|ICt. O] SSID € XM&aeg = U=
AP 7} SEStL|Ct 8EHO0| sAMEE AT EX2 XM AP £ MEHSE O AFREL|CL
A7HSE ROl SXY AP Q| k0| of A

7 ? S20|HE = "off-channel'Z2 7tFE[H Of
Azt &¢F HIo|HE T&ESHAHY =g &=
=

1L Ch HolHe HEE L AP Of
RIZ ME=Z 7t7| Ol AP O "power save

Q mu

= U3
= €2|7] ?lsl 220
mode" EA|S TE5I0 AP 7t O S Zf s HEHIY 5+ JA=F LCE R B2
AM x2S FIoHH ME|F0o| EEEAL HolE7 &2 E LT HEHEE HOo[K7t
dX7] S2¢t AME S &ot7| /o) = A4 7[ZF Aole] X|HE F8Y & UFLICH

T

Configuration

F ZHA| &7 oiEfojHE AW K E SE0 AW 28 (AL ZAgLCH o] X|H2
A FI|7) OfL|2f, A7 F7|7F SO{ELICE #I2k2E A O Al FZ=(C Thtd]H).
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&1 S2O|AET}L AP Of AZEO] UK Y2 FAZ2A0IVE MAIZ 3 T 3|
AP 7t URFY| ARl A, mHE GlO[E{7} Qo8 2 Tf7| AlZE"R'0| 0 22 EHEE |0
A7 7|7} 942+ wapE L C

I Scan Request l : 1" Channel I I Scan Request I
: 2" Channel |

3" Channel

Breathe time for

i ¢ ¢ ¢ ¢ data transfer
A4 4
R|B R |[B R |
N

AlB C A
*r*+r 2+ 2 2 1
Scan Period
A: Initialization = a few ms B: Channel scan = 56ms
C: Padding = configurable by steps of 4 ms R: Breathe time = 200ms

(C £ & SHIo|A0M = 7o HEE AM =7| AtO]2] X|H)

Reactive (foreground) A7H AtO[Z20||A 'R* X| 0| HAHL[Z2 Z2t0[AET}L AP O] HAE|0] AX| A Z2to]

XA A|7Ho| THEE L CE

DB A A2 B 243 O|MONM 8T = USLICH CHS MM 2 HXSHM Q.
AN KK YUMo 2 BX A SHMELCH Mo gHo| Yz I =7 N[22
O M "scan threshold"® T&E =+ USL|CH O] Hf2id|H= 20| EQTHK|
UCtD FHSIE Mz YHZ HHTLICE "scan threshold"sS 0 22 HAX™SIH O]
7| 0| HZM3E LICHZ|28h.

rir

28 42, 27U AU2 X AP oM Aot M= M 7|eb BIWELCE MM 7|7t
BAZEL 3 ChS M 7|20 M Z2MA7F SXEUE. saE =M 2(7t

HAULL HOB A T2 MATF CRA] A[RHE LT

FAE[= M2MZ[= Q5] A FHOM WEH Hast= s 20HE WX|5H| £|5|
hysteresis (O|2)7t LS ELICL O] gt "leave threshold"0f| AFEE|= S|AHZ|A|ALQL
St Ct,

A
Radio
signal
Scan /‘\ Threshold
threshold \ |~ Hysteresis
(configu- ‘/i { (configurable)
rable) ! :
! :
Scgnning ! i
nforced i i Scanning /
: : enforced
: Leave J
: threshold ! / \
| : i
: . — .,
''scanning scanning time
stobs restarts roaming !
takes place I

—— Current AP signal level

EFX: Scan threshold = H7H 2.2.7 O| &0 A 3+ 7hs8HL|CH
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V.2.7.5 Advanced Roaming settings
712 24 HHO| TESHK %2 427t O'Q'—IEf of7l0= Xlgd CHHILE X2,

BT oT A H

A= HalE O = 8 A70)| AFE &= tHE S D|M| =F0| ZeE L Ch

OEJ
El

a. Directional AP handling
Wi-Fi S2tO|HEZL EXtof LI E[O A0 X|gd CHHILEZE XS0 1™E[0 Aes
A2AE HX), Mz HHO| 9 AP 7t & X|eFM QtHILES| CHE Z 0| {X|SHA|

EBE2 4 20| K2 CHE AP 2 2S00 2 Al7| LT

Good signal area

Train

M2t L2otHEte EA7) Ol Fot7| E0] = oA AP 2f HZ0| B7|A & LIL.
Of 32 AP 7I &2 4= o2&z BAE [ S20|YE= O & = 20 &S
olg A olA||C}
g =2 T AMHd .

Excessive signal detection threshold ItZ0/E &= 2f|'80| HE =2 If A AP E
SHOE MLIEE ZTL|CL. Maximum signal level Tt2t0|EH = CHE A2 S HZ2
== M= EE 71T AP o EF HMAHE wEYLICL dAls 4 27 =20

=]
P8 d0| 28 Ch3 metn|Hof R 74X] A efo] mEL tt.
7:

e T HIZIOHE 2F AIEY 42 YA o2 X0 HHECH RAEHSHK]
&43) A8l oF gLt

o O|2SH LiZIOIEHE =2 MT B AP £ £2|5t= £ CHE 2 Q1 Current AP
scan threshold 2} S 2HE|X| &L T

o MIE3t AHZL2 Threshold hysteresis O 7 H== AR&TtL|CEH
o A T A B A7 Fo|= Wa AZE A AP HZAO| FOX|IX| @A

ot7| RoiA Z|oh 2R S =Helohk| Ga Lt
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Configuration

Maximum signal
level

Excessive signal
detection threshold

Current AP leave
threshold

Minimum signal
level

AP eliminated from candidate list

A7 Z2MAT ELE NEO| 22 AP & METLICH T2 AP = 2Y0| 28
AL 2 Ap Y L|LCt.

OFX|8f AZ O|= Minimum roaming interval O] Z1tst7| Hoj& ZY0| LI
ASLICH NS EXH0| Hol sLs o4 AP 7 =AEE YA O] Oi7f Blxe
orZtol Mz HEo =2 Qlot &2 2YZ WX|S= o =30| ELCh

No-return delay 7t Zd1t5t7| Fo| =20 74T AP M= =YO| HHSIK]
USLICL O] Of7f B A H2AR Qs O|F AP 7t YAH ez o MzIt
LIEFLIE 2L AP o] =Xt el 28 HE5t= O =20| &Lt

Smoothing factor (RSSI decay rate)
Ctot mteti| = O|HEE E2|AHSH7| ¢t A ¥ L|CE

—_—=

e scan threshold

e leave threshold

e excessive signal detection threshold
AAZ X A=S QI8l, o] 2= TEt0|H= 2AXH AP 2| RSSI 2f H| w & LT},
X AP 2| RSSI = WX AP 28 H A& 74 =29 B|Z0f s ALzl X[+
Ols B2 Fo|EL|C} et Sxf 4l 2f|#Oo| OfL| 2t Hadf H| wE LTt H|Z
Mz g2 PEX QI HIE HEEM o7 ER HSED sgot 4 HER
FAEE2 HZE A2 222 AL E L
AAbEl RSSI H# 2| O H|ZO| B3 =2 HIZS O M=2517| 2[3l 0|5 =2

X A8 2™ 5= AELLL 0] 221F "RSSI smoothing factor"0|2t1 HL|C}.
ALto M ZHE Z[Z2 9| HIZ0| HAZE WEESS LIEFHLCH
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Smoothing factor = 1/16% £HA2| 0 1

1 AtOle] ZXLICE ol E =01 3/16 @2 O
HZ2| M= A7] 2| 20| ChZ2t Z0] AHEE

|S ol0jgfL .

[}

3 .
o 7t 2T HIE, —=1875% ofthesignal value,
= HER| H| 2 RV = 9
e T ! H ||_, 16X16 15/),
o Ml EW HZ, S xExZ =12y,
16 16 16
o AlE T,

Configuration

HElRA QHHO|AOAM 012 OrX|ah H|Z20 HZE HWEEE HA|ELCH
SHAEQl 2 100% (EE& 16/161) E AFESICH= A2 7HE x[Z2| 4l H[ WO
AMEEICHE A2 olO|gL C}.

c. Off-channel configuration
Off-channel =22 QX/2E A|REAQ X|& A7t ot = QUELICH"scan
period" AtZIQ| 'B' Lt2t0O|H). O|F &l CiE2 C|0|H =E0| AP o ISt a AKX
CHE XME2 A7 F0[7| IfZ0 S20|HEN MEE = ¢l AP O HIEHZI 2=t
M2 slde = JUSEUCE B XH2 B1) et XHOE HE) B2 7|zt
NAE=EZL xEel CHE 47| F=5HK| $AEE EF), (B3) Z=2E 2F
MEME 7tset 2N £ =), (B4) 85 Ch7| X[H| A LILCE

o =35
= g
k=)

Lok A= SX MEz SOMHR| B Mg o e &+ AU ok

JEME 5 712l MES AZMSHOF LI StLte| A7 AR BTS¢ Ht2t0lH

"Maximum time off-channel" = SX| AP H|Z 7tH0| D5 A2 E W7tX| GO|H
ME=2 SOI7HA| & X[ H(B2)-(B3)-(B4)O| Ht=EILICH O] &2 ™= X[H(BH)Q

[« R TN
Uss Horstm 24l Kalagrg slusto B2 Melge gaAldu
(Scan Request] 1" Channel (Scan Request]
2" Channel
3" Channel
4" Channel
/ / { 5" Channel |
Breathe time for
v + + + + + + data transfer ¥
Al B R| B R|[B R C A |
N N N N
Scan Period N
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Configuration

2= (B2)2 "Off channel adaptation delay"Z, (B4)= "Per channel probe response
delay"2 #48g = A2, "Maximum time off-channel" Lt2t0|HZ StLEC| 'B' A7H
AEL0 FH = xHE X|& AlZtE Folg = /USUCLE o 2= m20|H&=
+4ms 2 “J | L|C}.

Default values

7|2 meto|HOoAM = D80 BEAIE AXE A AZAS 2710 K22 =2t
ASLICEH 7|2 "maximum time off-channel"2 125ms O|X|2F CHEEO| AP

100ms 2| H|Z F7|& 7K }7| IF0 O] mt2t0jH & o't.’_*&.'gi 100ms 2 A}
UAELICE CI2 £ 7|2 O2i0/He= 30ms & AF™EX|OF MXYHZE= 28ms

L = El L]t

1=

b ofn rir >

MY SE0| DFS Af20| ZEst=l A2, "Maximum Time off-channel"0f] EA|=l X2
DFS Q| 4@ "xig@¥ =25 & X|AH"Q| X|AgHE2 12{6{Of SFL|Ct

For example, if we scan channel 36 (not DFS) and 52 (DFS):
"Maximum time off-channel'® "Offchannel adaptation delay" +108 O|AH0|0{Of

2tL|Ct O m2tOleE H|f & H{Zo| 125 7 EA[Z/X|TF 125 + " Offchannel
adaptation delay"2 £ Xt& Z=HELICE

"Off channel adaptation delay" = 3028 £ LH&!), "Per channel probe response" =
3028 2 L Z), "Maximum time off-channel" = 150 2| A%, 4M F7|= Kid 36(
56ms)0f| Al &5 X '2(200ms), XH'E 52(Z 138ms)E =0tZF CF= "Delay between two
successive scan cycles"2 =2 CHA| A|ZfgL|CE Z[Cf XA A[ZHQI 150ms &= Z Y
Ot e = ABEX| e, 2|0 ME|A SEF AZHZ 138ms & LT

138 ELOt =5 2 #= 2485tH Z22Ee| CPU AHES ZIUXZ 20 =
ASLICL & =0 ZEHXE 2tfE, Y=3tE VPN 5= SAI0 _I_-é-oH_é_I'
AL2YULICEH MM Z O] oo X|CH 138 + 56 + (56-4) = 246ms THX| A70 7|7t
St

ir +>

270 XEES ALK 2 AFHSIE{H "Offchannel adaptation delay” = 3028 2 LH &),
"Per channel probe response delay" = 3028 2 L &l), "Maximum time off-channel"
= 200(%, 138 + 56 + 6ms OtZhZ AL = 9;'\*l—|':f A 37| CtEa 25 Lo
X2 36(2f 56ms) Ch= 2T XH'E 52(2F 138ms) "Delay between two successive scan
cycles"E HEA|SEI CHA| A|ZFSHL|CE
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V.2.7.6 Authentication speed up

AZ YA AP} SEO0IPUEE 02 Zo|YS u2tsfof g
=0 el S7HefH e

i
Inl
Kl

ofl & 2ot

als
rir

WPA ZZEZ0|A PMK(Pairwise Master Key)= HIO|E{E 2T3st= O AFEE QA
7|18 d8%t= o AFgE L L

- WPA/WPA2-PSK: PMK = Pre-Shared Key O| A I8 & L|C},
- WPA/WPA2-EAP: PMK £ Radius server Of| 2|5} Hj & E|L|C},

2ot =20 e = =

Security policy Number of frame

Open (without security) 4 frames
- 4 Authentication frames
4 frames
WEP
- 4 Authentication frames
8 frames
WPA/WPAZ-PSK - 4 Authentication frames
= 4 Key exchange frames
. . > 8 frames
WPA/WPA2-EAP (with radius 7 Authenticat
- uthentication frames
serve r) - Several radius authentication frames
- 4 key exchange frames

"4 Authentication frames"2 802.11 T2 E Z0f o|5}| & L|C},
AA| 7| & W&tst2{™ "4 Key exchange frames”0| ZR3tL|C}.

Wi-Fi 22}0|AHEE Radius AIHHE 2155I2{™ “several radius authentication frames”
O| HQotL|Ct =Y =& CIZHHO| W2t CHE L L.
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a. Pre-authentication / PMK caching
O] 7|52 Ar85HH PSK ZEXNE WPA/WPA2-EAP HME ALE%H 2150|
8 Ue 2 E0|=LLCL

AP H|Z2 AT AS/PMK NS 7ls& MEgL L 242 XA E 7|52
HEHSHY] ArEe = AS L L

B5F Xt 20| ZdstE B2 AS2 = ArER L CH

ME2 + 7HX 7IsS
IS Z2M20 3 HAE EXEL L

—

ot 282 At

Step 3

AP1 AP2

Backbone

Radius server
Step 1: Wi-Fi 22t0|AEJ} HZ22 AP1 It GHZAELICE O] THAO|A S20|HEE=
A 152 =Y LIC Radius M= PMK & AP1 IF Wi-Fi 22I0[HE
D50 M&TLICE AP1 % Wi-Fi 22t0|MEE PMK & ZZ  FHA|0
X EetLCt,

O TtAIZI ZLIEH Wi-Fi 22t0|AHET AP1 Off HAZE LICE.

Step 2: Wi-Fi S22I0|HE= A T2 NAZ AP2 & HMTEL|CH AP1 2| 2Ot I E
AESHO AP2 O AN CI1FE X 2|gtL Tt O EHAIO|AM Radius A= PMK &
AP2 % Wi-Fi 220|¢UEZ HETLICL. & CF PMK & ZZ JHA0f
MEetL|Ct.

O] TtAIZL ZLIH Wi-Fi 22I0|AE = AP1 0Of| AlS AZAE L|CL

Step 3: Wi-Fi S2t0|AET}L A2 2 E-USFL|CH AP2 2F Wi-Fi 22I0|YHE & 24
FHAle] PMK 7t SHIEX| =HOISHL| T
PMK 7t SHIE™M AP2 = Wi-Fi 220/ EQF WPA HEN| 0|3 E A|ZtStL| L},
PMK 7} 2HIE2X| %O ™ AP 7} Radius 212 A|&tsHL|C}

O| CHAZ7} ELHH Wi-Fi 20| E 7L AP2 Off HZEL|Ct
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b. Fast Transition Support (802.11r)

O] 7|s= AFE8StH 2= WPA/WPA2 ZH0| Tt 2150] 4 2o =
SO SLHEHRE =2t Z0]).

802.11r Ol M= YA| 7|7} BiE(back bone)S E3l A|Z CtE AP 7H0|| EAHEIL|CT,
HE2 20| E T EO AR 802.11r & K| HELICH.
ofzf 122 802.11r 1= A E HO&LCH

Step 2

AP1

AP2

: Backbone

Radius server

Step 1: Wi-Fi E2I0[HEE= AP1 £ T QISS FAHLLICE APT 2 PMK B A
7|2 XZEELICE o] A o5 Z2MA= Wi-Fi 2210|YHETJL L2 CHAZE <8

Mg HolHE ddgH Lt

Step 2: Wi-Fi 22I0|HEE AP2 & 2SI 215 QHO|A O™ THAOM XEE
CIOIEE AtE%LICE O] HO|HE Sdi AP2 = O] Wi-Fi S20|HETL AP1T 2
dSHCE QFERYUSE & = USLICL A P2 = (back bone AF2) APT OA QA
7|8 AT Q-eLCh AP1 0| AP2 Off ER273t B E 7[E XN SoFH Wi-Fi 22I0|HE=
AP2 29| A ZEMAE g £ Mﬁ L|C}. CtE AR0= Wi-Fi 22H0|AET}
AP2 2 ™A Q152 A|&fgrL|Ct
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V.2.7.7 Connect before break

UM MHE Hiel 20|, 2Y THAE T | BM FEE ABSHE ZROE Wi
SEIO|AET ChE AP O CHA| S8 5= 7| o & Sx AP oM Z2|He=
AAE B=lte A2 Q0L Ch Ol S2f0|AET HELIOA 2FS| HZEO
37|= AlZHO| BrEAl E=XfetS o[0|stH, o] 7|zt ¢t izl &S SX[5H7] fI5k
AAE HAHLSS o2l £40| S 205 282 =+ glaLth

HEQRH & Iigl =40 523t EF ojE2|AH0|Me @FE SF5H7| s Acksys =
"Connect Before Break"2t1l o= EX 2 T EZE J|UMESLICH O] REE AI2SIH
of7l =4 EZ 27|02 &Y = U2 OOy N2 MY &Y = JUSLICH

o

Connect Before Break 2| Z& & 2|= 'ghost' WiFi SEI0|YE AFEZ 7|He &2 50
FH MNA ZQEE AKX (271)Ste 7ls8 FHYLLCE O 'ghost’ WiFi
SE0|HE = HO|H WetZ St= Al S Yot AMA ZQIEO AASHO] LEE0| HAE
MM A ZQIEQ} WEHE XF5l= A4ME 2iAHel SE0|HESl S 2 LICE MEtA
AM=X| 2HotH s & el ZEI0|AUETL UAFLICL Stht= AP 2 EfEH S
MNS3t= active client 0|11 CHE SiLt= Zotr|= AMA ZQAEE AMSI0 2HE S
=2 ML= passive client & LICt.

AN AP Q| Az 2ol 2Y AAZE of2HE HO{X|H, passive client 7t EY 7|ES
SE5t= MER AP E AX|Sts SAl, s AP £ [{L} O] {22 AP Of Ot AA
TZMAE A|EELCE O AlZE 59 active client = TA| AP Of HZA= MEHE
F XISt ol mHZES AL wetst &= UELICE passive client 7t {22 AP 2t2]
A4S =EdS M, TH HEK/IO HEkH 2Fst =, ARP netE &3, 12|10
Sl AP 2F active client 2| HI{7} H|O| U=X| 2olst 20Tt HXf AP 2F AHZAO|
ZOo{ T LILCt,

active client 2| HZ0| HOX|H F Z2I0|UET} AgtZ HHEL|C} passive client 7t
active client 7} £/ 1 BtCHO| A= OFXFZEX| L Lt

MEZ0| NAT 2tREHZ FHEX| &
f (WDS)0| EL3otL|C} O|HE2 HZO|

= ASS 20t

A

F

r

=
Of

b

2 42 Connect Before Break 0= 4 addresses format
AEE = U= WML Z2AETE WaveOS Acksys MZFEH 2

LESH Connect Before Break 2 THY 2IC|L FIEOAM A5 4= UKD O] AL LI
2ot At &= JESLICH

Connect before Break 7+¢1 A| {Z2|H0|M = E APNUS0016 Connect Before Break &
SESIY (KN
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V.2.7.8 Connect Before Break with Predictive Linear Handover

Predictive Linear Handover (PLH)= Connect Before Break 22| EH Zt=E
SEQYLICEH PLH ¥12[E2 ZHY FH|7F M22 AP 20A HEEOl Moo=z
O| 5ot 420 MEsteE HAE[}ELICEH CtEat 22 Z20 Mgt C)
o ¥ BEE 0|55tz A (TR, 7|K, Y& HA M)
o BEO YHot ZtACE HYX|E WUMA ZOIE
o O AP & FEQ} 7t & AH 1HSHK] = 8% (E5 FHE &=
HAQ| ZL = HESHA| s
o QE|LIC| HIEZ2 of &2 Mz (akdo| AALE XtEo| of datoz MIE
ghsfeh
2H= OHH|LZF o gskg 7tE|7|= "back lobes"E I|St= ZAQILICH PLH = Y #H9
AP QE||LIO|| BXt ™25t AL EX HO{X|[= S-S flIsh D= AS LTt

U D2 F0 CHE KA LIS
M 7HR| 712 A
1. A% o] AV Mol El Helmin, maxi] YT E7t E= LA B HS APE
"SECHS HER AS)YLITH
2. BIO|E| Y (active AP)OIl AL EI AP £ APR ROIEl AT HSIS HOjLt )
ol S2 AP 7} QL 22012 AR E L ch

3. Active AP 7} APE FoEl "Zle" A4k DIE ez X[ S 2 AP 7t Ql= B
HI & SEfZF Sl L CHE, d2lsioF g

-

WiFi SEI0[QE((PLH & =2dote)E Al &F0 HiXlot=%] HAZF0| BiX[SH=X]0f

[tef 2 7bX) 8274 UG LI
N

FRONT PLH

of 82= U= &0 #25t= AP S 71—?'—5% AYLICE OAAS2 Ko <[]
KLEZEA =[O e Ut o g2s| Eot
A= 2 HO[ O g & StLIEL; R2 A

7
Lot U277 &2 AP = 0% 72430 @E{EO0| YE;Ch= 7Hd otof AR & LICE
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Rear PLH (REAR)

SCt0|QES| 2HHLIZE O|s2 gt #ers Zt2[7|1 AP 7t Ol ¥es 7i2[7|1

QUEt 78R L e i
N

V7
b7
V7
b7

1 ZE MBI BUKHE AP S ARSHe HYLICH O Y| LS, PLH £ AP T}
A% B0 3 AIZ Mt 90| A7t OH 2t 5 ottt 2 AP S AR ELCt

w3 ASTE LR 2 APE OIS JH2D BYHOE ofNe| W 2H0f UChs T4
shofl 7 ELict

"Emergency" 2 Ef
CtE2 HY JEIE U35t HAE SSRLCL

o &g UHLO|A7t OFE GlaL Lt

— HAH

i
0x

o I H o[ A7t HEE|O] K| RS LIL.

0x

I EO|A~0 Mo d|RO| Y PALULL RS LICH

¢
[l

o 4 ZH ME{0| UESLICE. FRONT= 24 AP O] Ho| =&ALt ROSHE&L|C
REAR= Zd AP 7t C7ti JEL|CH (ZeHdo =z O|z2lst 4% CHE FMe =
Metgio{of StL|CH O™X| F2 A2, CHE 2tC|9o| HZAO0| A=SIHK| A& LICt)

H| & 4 Eij= SNMP OID statusRoamingUrgent & A3 &xE = UEL|CH
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V.2.8 WLAN Association Controller
WAC(WLAN Association Controller) 7| s2 ML ZQIEOAM ZE MY, HHE AE0EH
A Z20[HE =29 H O F HESt= WaveOS 2= L L.
V.2.8.1 Load balancing
2L HHYES ALESIH F 7 0|2 AP 2F WLAN LHOA 7}
SHA AZAste BHA O 2 WiFi Stations === STA €42 Hojg
BOIEL 20| AP QIX| RS BEISIT, H|Ho| AP QI ZQ Z2E 2Y0
o A4 2FS F==HLCHL AP 7F X429 AP 7 Ofd E2 Z2E 230
IR @0 A4 2FS AR L CL

o OH
or
ro

oo olo 1y ok
12
P
>

WAC = RSSI @t &t CUR(Channel Usage Rate) EA|7|E AtE35l0] X9 AP E
MEASFL|CE AP 2] CUR= AP T & 8&|= Z|0f STA ==0f Ot 23 STA £=2| HIES
LIEFHL|CE h2fM ZH AP = CUR 2F RSSI £ 7|Hlo 2 STA of Ot oA HE
HAELICE AP = STA & 3 STA =2 RSSI & u@stl, M2 STA E ed}{of
St= AP E 24t 27|00l M AF gL T}

=0OH-d
PZ2E Q8 Al AP Q| WAC HZ2 HEIFHAE "Z2H IX|" HAIXE HEIIHAE
=0 &t AP =2 EHLLCH 28 ZXAZ= AP 2| MAC F&, HZE STAS|
| STA Q| RSSI 7} ZEotElL|CH Z2 8 ZX| =41 A|, =4l AP & Cf& CHO|O{ 1 1p 20|
£73 STA Off it X[42| AP E OOl ERL|CE

Opx|gtez, AHO|M2 7Y =2 H+2 AP O HZAEF LT

T OT

_|\I

¥ |

APl ArL
CUR=30% CUR =T70%
RS5I=-38 dBm prob annoncement RSSI=-38 dBm

=
-

V.2.8.2 Band steering
Band steering = &9i
(@)

= 8ol 7Y CHYO| 7ts STA = AP 2| B =%ot Ytz
5GHz)2 =2 0|5E + U&

L CF.

Wi-Fi &X|2| "Dual-band"?| HHe=, O|N EAX|= 24GHz =& 5GHz  Wi-Fi
EQS0] A & USLICE D2fLt ChR 20| MK} 2A2E U B2 AN XY
IS If S2H0|QIE FAT AZY CfHS ZYHLICL F2A0|AE A} AAE|=2
5|83101 24GHz WiFi HEYZ U SGHz CHAUN Wi-Fi &7t e 2

=4ohE = g
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e AE|0 S 2detstH 7Y BHE FX|7F 5GHz WiFi HIERI 30| HZELICH 5GHz
XN HXE o o9 Asez2 M2 F Yo MutEQel dd FEEHZ
S0 Mg AL CE
Wr L= (O 7 e %
Disable Band Steering , . =25« Enable Band Steering = S5
l@ - i~ @) lo - . - A >
. - s 14 s
& 2 & ¥
2.4GHz 5GHz 2.4GHz 5GHz
S
I S — (@
By D' = t D'
€ — k5 & 5
—™» B
- fff': ¢ f

V.2.8.3 Roaming control

2L HHM g HiE AE|O{2 QO ACKSYS AP = AHOMYE RSSI £
DLIHESES Fde = JSFLCH 2 XM Ooj= RSSI7H 58 A g 0jRtez HojH
4% AHOoM AAZS ofHdt= A2 FdE UL M2t o] YAUEL 2
RSSI Qo] A 82 HEEL|CH 2Lt YAS ZEE AIRSHX| U= ot SUst
SoHO|ES| = ¥ ¢4 @2 FxH erE LT}

e

G
ol
=
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V.2.9 Hotspot 2.0
WaveOS & Passpoint 2 L%l Hotspot 2.0 2 X|FLICt O|H2 S& Wi-Fi AT
O g0 otEsSHA a8 = JAEE A ME22 F4 2EQiLCh

Hotspot 20 WEYAS =He Wi-Fi HEHIE ot AEY |2l "roaming"=
MSot= AYLLCE ® MAE ol W X7t AL 7tset 3 AT XAse=
FHSHA AZ gL o7|0= & 7t o|FO| UEL|CH.

o 5& UATH0| Cfot WM A 0 dLf B9
o UERA S5Xite o
o X LS ZL Wi-Fi UMA X|HO| | U1 OHMBIX

|
Hotspot 2.0 HEQ|Z 0= ANEHZ2H0| =5 WPA2 2=} 7|50

Q_I-
=
|
i
ot
Ot
k1
inl
i
ok o

WiFi 22I0|HEE Acksys UM A ZQIEQ| D, A X HERA |0 CHgt LetXQl
HBEE =g = USUCLE EDt ZE0[HEE HEHYIANM AL 7tsh IP F4
F8(Pv4 E= IPve), ARkl E2Y DEL 3 Q1F 20| COfst HEE WM
ZOEZREH QN0 WMA ZOIE HE Q40N 0| HEE 22 = JASFLICL

V.2.9.1 Generic Advertisement Service (GAS) Queries
Ol(Organization Identifier)& A{H|A SZXt7t IEEE &5 7|&0| S5 I 22&=
N7 AEXYLCE Acksys HMA ZOIEE MH[A ZEXQ| O & H|Z0| Z&stn
SO EQ| EHE ZALE = UESL|CEH S2I0|AETL AP 2| OI E 212

MH|A SGAtet 2EE 20 X4 SHS AMEoHY 0] AP o HZS A|=gfLCt

SCIO|AETH AP 2] OI E QAAISHXA| ZSHH S 20| AE Tt AP 0 GAS(Generic
Advertisement Service) 282 ME5I0 AZ Hof| HE 0| Cist 7t HEE @8

7 ASLICL

V.2.9.2 Access Network Query Protocol (ANQP) elements

ANQP HE R4 (E)= AP O|M S2I0|UERZ FESHH AP HIESRIR 8 MH|A SEXE

g = Uqe F7F OO YLICE S2t0|ET GAS 882 Sl 0| SEE F5HH

PAP = 25 IEO Oiet X3S LtEtLi= ANQP 7|5 555 GAS =7| =8|

LICt. S2t0|ETZL EF IE O Cigt @ o=z SHSIH AP = 8=l ANQP IE

ZotEl GAS 8 =S dSeL T
=.

0

od rx sob >
HC of |> nE
S

g2 0

O

1 280|£ O|E IE= 280/~ OF A E80|2 RS FolgH Lt

o Domain Name: O| IE = AP 2| =09l O|2& X|HEL|LCt,

o HERA 2T FY: HEXA0| ASRA(Additional Step Required for Access)?t %=
4% 0| Z2OUE AT HERIM A= 215 RS Folg Ut

o U HANYH BE: 2Y AMAYO| IEO& UEYAL} MHA SSXHE A=
HEI 2otk|o len, HEot X4 SFE ALE510] 0 @45 TESt= AP &
oI5 = UASLICL

o IPFA& 7t84: 0] [E= S2t0|UE0 AP StAT N HAE = 0|2{pt E2t0|HEQ
e = A= HE L IP Fa FHO oot 2 E HSELCL
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o NAI 99: AP 2| NAI €9 202 AP E AFR310] AZAE = Q= NAI(Network

Access Identifier) =0 QlaF NAI =0 Q0| Q150
AL T}

o 3GPP AE2 HESRA HO|H: HE2 2Kt 2 HAE = AHAHZ et
SMCH MER DtELHA Z2HEBGPP) HE A st HEE Ho|gtL|Ct.

o YA IS IEANQPE BEH StAt T2EZS QI TE 7|52 Mo|gtL|C}

o & A 0| Z2EZ AIESIY StARO| 25 = = MLES oLt

o QX O|E: ALMXE AHSID X0 Uot HEE NI = U Aty HAE
Dol

o WAN HE&: gtASH 20| E0| &3 MEH, QIELI0 et WAN &3 9| 82 4

V.2.9.3 Passpoint Profile Types

SNES A 7MY + UEE 1MS drz HEED
SYMLCH 7He o3 Jjo EnY TN Zzmuz
m2ngol M2 Ut 252 QUi

74 QlHI o]t A2
T35, 4 S 48

Passpoint 18 Z2H2 F 7HX| 22 Q9% & USLICH HS20 Z20Y T} ANQP
o

T2OrUQAL|CH HS20 EZ=ote
ANQP 802.11u 7| & T8t C}.

Ciot 4 Z20jof st 282 Setup(E278) Ml MM
OlM &2 &= JASZLICE Olgst M2 OHE 2 EHE 25}
SEAZE MS6oF gL Cf.
Profil Description
HS20 Operator Friendly Name Ol Z=EES M8 E
FolgtL|ct.
HS20 Connection Capability Ol Z2mS AHESHO

7lsE R 8gLet

HS20 WAN Metrics Ol Z=ntdZ AHESHY
HEZZ X|dgLct
HS20 Operating Class Ol Z2LE ARESIO &
X’ ggtc
HS20 OSU Provider, Passpoint Icon O] Z2I}YZ AHESIY
ANQP Venue GAS 28 &
A2 X ¥tz o] =
ANQP Roaming Consortium EY HLAHO| IE 0=
A H 5=
At85to] O] 248 ME
UAELILCE

o}
AAH 20 7lsE TESHD ANQP ZEIiY2

(Passpoint Config Profiles).
= O 2€8% E= MH[A

KoM EL= Ol F=

BAR ZREZ Y ZE

OSU S=XHE MolgtL|Ct.

EOIA IEANQPO| 2 21X O& % X

ZES AELIL

HEQA} AHA

oK

BAE
=

S ot ZYEO| U0, Hol XY FYS

b~ . = =& A
St= AP E 215E =
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ANQP Network Authentication Type

ANQP IP Address Availability

ANQP Domain Name

ANQP 3GPP Cell Net

ANQP NAI Realm

ANQP Override Element

L E2/30| ASRA(Additional Step Required for
Access)?t A= EF 0| ZE2EE2 AT HEYI0AN

MEdtes AT RES ol

BMA ZOIE HESINM A8 5= i
IPv6 =& QHS X|Yot2{H o] Z2ES AreL|Ct,
L3 0

O Z=IY =S AHESHY
INESRIE

2

20 2 A

ol Z2tAS ALSt0l ME 2 2Rt 2T BAS
HEl M A ZQIET AFRSH= 3 A|CH THE LA
ZZHME(GPP) MERY HEYA0 izt M =2
YHE dFL UL

AP Q| NAI COQl Z2OtY2 AP E AMESHY] ANAT
2 A= NAI(Network Access Identifier) =91 S

5P-T‘- A HSIH NAI =0 210 2150 AtEdt=

O A

0L 1>
i mE

=

w2 7IT =7 ANQP 4= HYE2 0|2
16 Tl+=2 X|Hsto] FHo|gd = ﬂgucr olg{st gt
T4 Of7H M=ol &2 ABZoAM XHE 5= A= ANQP
29| L{8S MF gL ot

oo
5 10
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V.3 Cellular interface option

V.3.1 Networking model

SastE 29 WEY QAETo|AS MG SIM o XIHE B0 AL R AZELCH
Sorts HE SIHOIAN P S48 BEUOF B ek, WEe QIE{Ho|AL
SX 1P 4, VIANS, 3l0j0f 2 B2|X[0| E&, 2N MY N, 2N ZRES SIt 22
23 A5 M2 Ao E MY THE & Q&L
AF T MBS YR Y HEYIO| UMAS CHS FFH P HEYIE CHA|
2H EgL|Ct
- YUY Ol AFE ALY O ®F P YEYIL SIEUULICH SIEY kAL
UutM oz SAUKITL Ba|ste NAT AO|EQ0IS S¢ HBLoz MBS 4sa

CIEHO|AE HA LEOM Y =58 = Yl LIL

= HAE
= DA XGRS AEE AFEE I 2BA= ME 3 = VPN 2 Sl 2AS| H0|H
AE] A0 Ciot BMAE ZF 2tREY = ASLICH

Dedicated
router N
=
Data Center

2ED SME A8 M= L F 7t 8%t 7Is= M2[sof gLt

= iR SR 2= M i HOolH ME Zte]l S42 A B A0 S22 7HH 2
el 82 E2)E Sof d2[d & B A= AHU (A OlF)E S
O|FOIHLILE 5 & “tstet el SEE H2H MZut Moy HE 70 g==
VPN = 278%t= A0| EGLICH2BA7L B=2o| R0 712 SEE MSots
7=|00"5

_—

rl

. 27RO ChE AN A FB: HEO| LAN O U THE BRIT HES Qe £
0| ME{O] Ch3t 2tREIR ALZSL2{ SBXIS F2t NAT Off CHSsHOF BHLICH,
AN 2 2B NAT 2 2 AA0N A3 22 FX| FAS 2ot YHS
Ux| LELCE 0 EXIE hZotY MBS ME(S8) AEWOIA0 NAT 2
M7 oF FLIC,
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V.3.2 Configuration
X Al 2otZ Zelstr| 28 2E2 QHLO|IAE 7[2H2E HIZERE Y B2

A — —
HtEA| 2436l OF SfL|C CHE 22| 22 g #+42 SIM 2=0|M XS LICt.

1 20 NAT EE= VPN & A ™o|{of St=X| Z27gsl{of gFL|LCt.

VPN O| Qio™ oYl = Wi-Fi @39 X7t AIHUUO HAMAZ = U E S17] (|
NAT O] Zegt = QJYELICH VPN 2 AIESt= 42 NATO| Y&=X| OfF= VPN ol 2ZZ
1t f14 8 RRO|M AHESHE T4 X|E HhAlof et ZafR L C

X1 wele Hg MF| Sls| ME EHOIAE HEYUA Fool HKT &
JEIE

Ugtsio= o170 MHEY ME CIEHOAT} 7|2 Z2J &7 THE DN MHE
SYRTH B MHZ HHELICE 0243 XS YUHOR WATO|XT ALBK
UEE Y + gL

V.4 Satellite positioning (GNSS) option

AE QHIo|A BH MIElE GNSS #+4d f4+& GPS(OIE), ZEIHLURD)
GLONASS(2{A|Oh), H|O]F=(E=)2| Ul 7tX| 7|& /g A2'-E AHs22 Arg gL

=

AKX E S5 LZOHE 2258 F2 40| ERYLCL GNSS 2HE|LIE Bt 0]
Bl ot=2 ol =5 UOIOF BLICE CHAl A[RSHALL /(K& &2 & X2 4 712] 2|80
GNSS 2HHLIE = = e 87 TXE =7ot= Ol of 30 =7 Z-LIC,

Chg Ul 7HX SRz Xl /XIS ZME + ASLIC

o ¢l 0IE11L1|0|* "Device Information" H|O| X|Off EA|g}L|Ct,
e Acksys SNMP MiB(service Status AM)0f|A 2= S LICH 91Xl HIO|H= 2 Z=0tCt
AFE22 ME IXX|H positionValid EE& gnssAllPositions & OH—P% o= O *HE
DR ELICEH GNSS &K= X ot HOt X[ E 2 S51B2 O &2 FulsoAM 442
27t &Lk
E._ 8% '—H’”EI "gpsd" *1H'|01| %7"°”-|':f AMEE Z2EEZO| CHBE XA
AR http://www.catb.org/qpsd/gpsd json.html.

i R

o0 0x 0Xx mlo
_*9_* ot

[ ]
uiot ot mo

—
==
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[ L

O
M2 SEYLILL O =AME €2 e €39 U2 FIE L

= AR DF ‘gnssAllPositions’ SNMP OID £ Sdff @2 2Xtge

Valid flag | X7t Eelx|X| %2 B2 1, L& HIOIH7F R&%
872

Dimension | 9/ =/ZAtEH el Zf 2, 17 {23t 8% 3,
FIXIE L +=l=8R0EET

Date ORX|S =7 IRt
YYMMDD(H, &, ¥) &= RIS %2 4% H|
oo
AN O

Time OpX| 9 =73 A[ZE A|ZtO] 7hs3t 82
HHMMSS.ddd (hour, minute, second, dot,
milliseconds).
ANZtE AL EE = 8l 8%
MZ0| 227l ssssssssss (1/1/1970 O|= X[CH A|Zh).
shAb 1000000 EECF &

Latitude | XXZO0|A +DD.dddddd degrees, 2H 6 X2,
Opo|HA 7|=2= e HEZ2 20|

Longitude | Greenwich O|A| +DD.dddddd degrees, &% 6 Xtg|,
OO A 7|= &= Greenwich A{ZZ 2|0]

Altitude | HHH.hhhhhh #[2| =0|= O[H HHR|IZ2 HA|FE ZfHS
o|O|

Speed kkkvwwwww =8 HQ| £ (Km/h), 238 6 Xt2

Direction | True north Of|A] DDD.dddddd degrees, &% 6 At2|,
DDD #¢|= 0~359

? HE2 B0 F=7t5t0 =HEE 5+ USLICH

o:

2:2:180131:095959.000:48.817204:2.007647:0.000000:0.000000
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V.5 High availability features

V.5.1 Router redundancy with VRRP

Wi—Fi d3E APR*F@ 7il“l'f S4Iok EEH%IOI

on
=

A
M oy

= o hu omy

o
O
rir
i

HE0l IP 2t*H ZEOM ALl 49 EX HE0| #Y 2t dE2 otk
7 ULELICL O] 7|52 VRRP ZZEE2 AN X|FE A|Zto] E2fgZ 2
2GSt Tt dEPM O 2 "master"(BE& "primary") 2HEZF AFEE|H O
gt A2 "slave"(EE= "backup", £ "secondary”) 2t E{ 7t AL E L|CE

HXOM= HOIEYO| F=A7t SLtt @FE LT 7480l et 0 AHO|EQO]

o
= OlAH & S00|E 2t2HE T4 X-eLCH A58 &4 "virtual router"2td
= EHAHE dMdTLCt

Ho 4
|> om mx
m ok oA
o me

£ o
ru|o

Mr Y 44 o> =
b re

n
A

el AOIEROl T4 A 2 B Of siEdt= & 7H2| 7t 2tREE 281
£ AQl OAE=Z X|F5ta ol oz X|Fot £ LtE 2t2HE B2 OfAH
D AS HAoz MYSIH 178 load-sharing 2 & & ASLICt
X

0z 4o rot
4n

oF m

goflof= ol #Ho|= #X|, O HE HOR, 74 7IE Fof, &4 HA|
X

Mooy mx &}

IOf(220|ME ZE) W OtAEO| MY Fo{7t ZetgLch & f4 & 7t

o
3 A0 HIZ0) ZHEMoZ HAE £ YA AQIX|)0| ZX|TK| ¥ooE Li]
A& FEg0{of gk,

| ol e Bt E S T3t Zo| BECH

I

m |m e >~

Lo &
40 40 |m

of

N
Rl
i

r
rl

o 7|E HZS Ol0jEEL Lt

o IPZO|ERO[2] MAC =271 HAERSS &4 C|HO[A0| SE LT

H1 re 1o rjo

IP

-
s

=2

2

9|

N

OrAE O A 7| 22400] DFEO A2B 7| =440 CHAl AJAE|0f 8 22 EHOIM 2RSS

ChAl 7bA & LI EF.

HYLHE X|5H7| fIsi M ZHX] MH[ATF @EHSELICH VRRP £ LFE ZX|StD =4
X8 ettt 92 M2 F 2t2HQt WY 2t2H 2t TCP HZ 2 57|2tg L L}
O|HIE ZE|Al= @22 11 gqq
V.5.1.1 VRRP
VRRP AMH|AE= SHEQO Fof ZX U Zd= M2 Mz|eL|ct 2zt #Eo=
RFC3768 2 TogL|Ct. VRRP Z2EZ2 ZIEHSIL|Ct VRRP OFAE{E VRRP S
AXSt= F7|Hol L TS E'E*EI?HﬁEgt L|C} HHole ofal AAlS x|l
ARP E AtE3t HERZO AHO|EQIO| IP FA9 A HX|E %*EILIEL a3 ok

MER "master"2M FI|H 22 "advertisement” Z2| 2 S = ®LIC}

ORAEZF =75 23 Z4s Sof HMgl o5t 24 bkaE7% 22 E s
CRAl 714 & LI L.

o

DTUSO70 rev K.13



Page 100 / 336

tefAl OpAE 22 E O VRRP AfH|A
OrAEQ Ef= ZL B L .

= SL=YOf ol

£ X5t 0|20 =

HH 2 DfﬁE1°| ZEME BHXZ = UKX| T OAHE HZY 8ol EXE BXE £
SELLCH UERZR SIEO7t HEDH AF5te= 7:'-<|3-(01|: OrAEQl oY d3a+&
=2 **|°‘ 2 UX|T MET = Q) A|AH0 LT FA0 F e &Y
2tR2EHE 7t = U7| ME2O(OFAE 0N 7| 2440] itAlElxl U0 OAEZREEH LS
FASHA| oo 2 HHAO| EdstE) 1R Z2TLCL O|of CHeH SjZAM2 QUAEA
AE2ALCL
Wi Q1 A I{Qt HIO|2 2 ALO|Q| 7|Zt2 ChS 1t 242 o2 O{7f B0 et Zhats L ct
o Time to detect the failure (O|G4l &3 CtRo AL 1~2 =, Wi-Fi &0je| AL

Z U O§7f #H==0f et CHE)
o Advertisement interval. Bi 2 QA ET| MO X[CH 4 BH2| ZtZA 2 Z|CHEIL|CE

WA BES CHA| ZEStE AlZH (= ms) > LICE

ALKt SAETE AOIEQO] IP A0 HZE M MAC A2 & = Y=
"gratuitous ARP" Z QS HEYA0 EEEIHAES A|ZHL|CH
o EfiHE Fot HESRA EzfEo| Ho@ HOALH £HEIF dX5 =4HEH
UL o,
VRRP Instances
VRRP QIAHEHALE= SILIO| ZIREOA SILES| AHOIERIO0] Ip FAE 225t
=E M YL|CE otLte| MEUIG| BEQIE |0 UGS LIC.
O] Ho|o =M VRRP QIAEHAE CHE0F €2 £42 ZHE L
e ID OfAE Sl HA 385 7t Ao AY B QIL|CH
Pt HZE ID= AMEYUNA 1{8H0F SHL|CHVRRP &
AMESHE D78t AOEQO|7F o2 72l H2).
e Virtual IP address QAAEHAOM 22[St= FAYULICEH CIHO|AG ZEHE=
A Ch2 1P (M L DHCP K2)9 Sabof ShC.
- o Netmask JhAFIP 40| TS 2t El e QL C,
e Network interface b4 IP AT HIQIGE 22|H™HO|H4Yl.) B
=2 H(EEX].) MEUL|CE.

)
S8 IB0E M =9U(HY NE), OFAH
x7| MEfQL 22 R 71X $40| ¥HELITH

HEQIT QIETO|AL oz Ip FA0| BIQITE & UsLITH YsHo=
oD 2 BH(ERIPEHE THD BUEHYSE H)2R ABED 2
SAENN IS CHE MEHUSER 2AeUsts O AgEHE
FaQiUct

O|AEAT} &

L
-

7t A0l
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VRRP Groups
P 2I2H= o A1'='L*' (LANs)E &= ¢ "E.“—IEr AAE 2= MEUHO A
SAETL BIREH MBS FASHESE ST of MEUHOl TFofE CHE MEHIN T
HNS|oF StL|CE O|E 28l VRRP MH|AE ASO|EXMO MEUl O&F& Zt2|8fL L},
A=0AM BtLre] MEulo] HujfjstH 2= MEUO| et AXNEH X5t 53t
= MEUOM SES XL L

A7 RABL7| s Y AABA £H2 18 SFON HOIFLLE

—r—— T

e Name AOIEQO] Mg EAE2 WA AMEE= SLot
5 Ol BHE = AUASLILE gLt ALEAF 2F=E
O|0jX|B2= LHE OI%E MESHA| He A0l E5LICH

LS o

e Initial state AH|IA AE Al BE QAEHAO| MEFE S| £7| AFEf
Ote ol 7 Wat A L|CH YEHEM O 2 OtAH = N30
OfAEO|n HA2 X Z0 =HAO|X|TH T A2

Ot L Ct.

e Advertisement period O] VRRP Of7f W= 1&E2| VRRP QIAEHAQ
NS gLt

= old
Qg0| YOl QIAHAY

e VRRP instances list
e Connectiontracking  2FE7F NAT/PAT ¢l ?:".—?— Hi Q0| =HdatE Of

VRRP 7} H1ZZ S7[2s{ofF g L|CH A =& MH|AE
AMESteE dF5tn EE 2 SfjOF ghL|Ct,

0.*..—

a5 £92 7| JEIE M elot OpAEet #AA S fooF LTt

i

RFC changes
RFC3768 Ol = Ct3at 22 M| 7HXA| &b El 7|50 =7t A& L Tt

e EIO|H{E= seconds 7t Ot centiseconds G2, O] 7|52 VRRP
V3(RFC5798)0f| Al 7+ 2 A ILICE

e MEZ “faut' MEIS Sof 22HQ SSlof Fo4E FNE + YsLiCh
2ot VRRP Z2EZ2 2F ot 2t S=0F X2 L T

o OFAH BtREQt WY 2tREC| MAC FA7F MZ CHELULCH &, 7t MAC
Fas KJHEX| Lo.:.'-IEf M2t 7ty 2t EE AMEStes EXle TR =
OfLICG{ZtE IP Y EQR &K CHEEQ ARP Z2E 22 XN2|3l0F SLCt.
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V.5.1.2 Connection tracking

"connection tracking" MH|A= 23[2{ "connection tracking and replication”
MB|AQLICH 22 E{7F NAT/PAT REQ O, AZ =X MH|A &= OrAHeF S8|0[2
ol AZA EE S7|2eLCh HE 2= 7ttt o "] OFAEOM S20|E2
PEEULHERY] =M= =4 E2[XZO0[X[2 X =KX= HF & HERZ 20 e}
CHELICH. SO A0 @l AZ0| Y 2t2HZ MEEX| B 7tsdo| ot
UASULCE ALEAS] S8 T2 2T EQ|0{7t 0|F &H|ot AZS ChA| Al =5} 0f
sHL|C}

(=] .

U8 HER/I Z3E AH8510] B2 HO[H (O &7 MBAM ME 7Isth 2=

OIHH)E H&EY & UASLILE

TCP HZAS 2E3StALL s MY WOtEt 2= UDP SE0| Qg ot WOt M| AT}

2 dtE LT ALEALS| Of Z2[ 7|0 0] it} O]2{et O|HMIETL Bi0| Zdgh o= AASLICEH
Oj2{et U2 27 d&=tx|of UuDP HEPHAE TjZlez A8 555 SHot=s U
AM2Eloz MEELCH A8ss B2 P20 AUs Il HERIS LHERRS
YRISHR| 2 SHof efztel XS =2 gL Ct.

V.5.1.3 Failures reporting

2t RE7 JEfE BHESHH UWE OHIETL WER[0, YL "alarms/events” MH|AZ

Cifol Ztge dEot== O|MES 248 &= ASHCH X|FE AAEHA = OF0|

XNEE SEl2 SO7tALL LtZ T HYS E2|AY = UASLICL OHME 8 S
S0l

AN
AZg I SNMP A HIsteH 43 M 2R5Iths AS 7[AdOF gL Lt

A

d

V.5.1.4 Force routing via the BACKUP
ol S0 OtAHE SA| X780 St= dRNE =X =2 MASTER O A BI o =
Hetdts A0 8 = JUSLICEL O/ s A& M =% =FT0M i =
AELICE 72X 22 MASTER &2 24 &=%/= 23022 1H¥E|L BACKUP 1&2)
M =9= 20022 n7YELCE SNMP HEE ALESHH LA|H2E MASTER 2| 24
=fI1E 0 22 30 A=z H#WHZ tidler = USLICH O|HA Stz Alter VRRP
action (HZEX MM Alarms/events)2 AtESI0 O[HIE Eg2|H SNMP Trigger =
ZZO2iAsoF StH, 94+ZA MASTER &9 O|Em M =2 o HEgT
M 7|22 E KAt B2 -230)= X|HsHOF 2FL|Cf,
OID adminEventEnable & SNMP £ T&SIH E2[A O|§= Q=2 X[F5I0 FolE
QIMES MASTER AE2| &M =20 M8 = UASLICHO: 230-230=0). 1HTH ZA|
BACKUP S 29| M2l0| EE|AHLEZ &M =27t =& L|C}
O2{H OID adminEventDisable & HLUH QIZAMO| FAL|D ANHMOZ MASTER
B2 M =28 S¥Y = A2 B Z MASTER 7t CHA| 0|02tz Lt
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V.5.1.5 Miscellaneous questions
a. Access points configuration

b. Throughput
EE IR0AME HOo|ALH = 2= G|O|E 7t StLES| 2 E{Of 2|5 ATt
2R E = AL 7tsdS D2o{oF SHL|Ct W2t ol2{gt - doA = Ke| &S
5|8 XN2|2ko| Huto 2 H|stst= Z40| &L LT
AlZH 20HE SO[H A|AEIO| O Ha| BHSSHX| 2 CPU 2F HIEH IO =7+ 2517t
d2|7] 20 f&8%t XNe|F0| =0 sL|LCt

c. Wi-Fi bandwidth occupation

VRRP & A& F=H2 MULTICAST =& 0f| o|=TL|Ct 57| CHYZE0f O/X|=
doks 1 2qs|{of 2L Ct.

1. EE VRRP = 2L Z7|2 S8} 33| ML EL|CE Master(Wi-Fi 22t0|QE) —
AP Histo 2 & B MAEIL|CH UNICAST OlA AP 2 3 8 ML E|0] AP Q| CIE
A S2O|AE (KMHIE S 2) MM SELICH

2. AP — Backup (Wi-Fi 22I0|HE) &&o s H2 HE MNEERE ot H
HZEIAE EL|C
3. AP HE||AE/HREIAE TS AL JHs3H T4A ug ES

£ T (24GHz Y0 A 1Mbps =& 5GHz CH 0| A 6Mbps)2 M&SE LICH 7HE
L_I-O |:||E JHAEO H|2M-|2} |.o:| EélEl;HAE E=CE =0l A 0|*L|E|-(—|'?_—k|

— o= —— ] = T =2 T AMd
ESES)
4. M Mact Hiet 20 A2 =X 8l X0 240[Lto| S AESHA| e Ao
ZSLLCL iY== O|E Iot= E LhE Ol ¥4

=]
VRRP 7|710| B E2+E CHHEE0| O BO| ERE+-E FET HIO|H wztof AHEY
= A= HY=E0| E0{sL|LC
d. Influence of Wi-Fi handover (roaming) on VRRP takeover delay

"SEOIAE" Wi-Fi 7SO 2 RETVH 2EStEH £ K| SR H2 T

—

&l
STHO| LU BELICE O|2{st B A|ZH2 VRRP "Advertisement periods"s Td& [
BtEAl D2{E|ofof stO, matA 1Fo| ot =Y X|gez Qlsf X 8
HO| 217} & ySHX| Qf&L ot

C}s K A7HO 2 QI8 STt
EH |
[=]

o
o
|

=
[

"advanced roaming” Maximum time off-channel, Offchannel adaptation
delay, Per channel probe response delay O|2t= Al 7}X| mzt0|E{E AtE3}0]
UE HMoh oM 8 &= AFLICL BE AP 2t 7|2 MEt0|Eel 3%, St
65ms & Z=1HOHA| GEELICY.

2. SHAPO|M CHE AP o HEQHZ Qlot ST
o g2 St 7|72 2¢F Oj7) #H=0| TF, AP 5 H AP *'ﬁ”"f €2
R 0l0f et FabE L o CHet 2 1o et 7[Z7h2 14ms(2.2F 8lS, fast

aE
rlo

DTUSO70 rev K.13



Page 104 / 336

AP)Ol A 300ms(WPA, RADIUS dialog, 2! A X[0f, slow AP S)7HX| ChFgt ==

=

HEQH ZEMN2E VRRP MH[ 200 2ot wi-Fi 22 B2 A& SAE L
CHE AP & WHE 20| A8 4 A= 42, CHE AP Of| Chigh AZO0| W=7
O|{ZICt= 7H8 ool 22 B X7t HjZ-d=tE L Ch WE T HZ0| LofjstH
EfO|H 7t 2FZX[1 VRRP 7t HEAS XME[ot=F LT S AP 2| £=21f VRRP
HYH 278 At0|Q] [T A[ZHS LIEfLH= EfO|H= Cig1ar 20| ALt LT
A7 FT) 712H0] 2 22D 2 F
Timer = (scan interval parameter) + 2s.

7

- Z_jEEEf 7£|F o—?—i

rlo

Timer = 2 x (scan interval parameter)

e. Influence of the priority field on VRRP takeover delay

VRRP = & O| 2| B2 KNSt T A EASLICE “priority” EE= HAHEL=E
Ot HHRY 7Ho| @M Q& ZHTLICE OtAKHS| @ FE EHX|SH= EfO|HE Of
M =2 220 et HetELICHL 24 =97t 225 H 0|2 LB (2157t O
HiFE LI CH 2L @4 =9 S&0AM 2HEd O|F = VRRP QIAEHAO[ ZF ZHX|Of
Set=l 2 ZHE, OtAEQ W Zho= 2 2tE 2 AL85t= A0 E&L T
OrAE Q| "advertisement” & CHZ| A7t CrZ4F 20| A AbEIL|CH

Timeout (in ms) = ((256 — priority) / 256) x 1000 + 3 x AdvertisementPeriod

OE =0, ME2l =£7| 90| "backup”0|11, Advertisement period = 100
ms O| ™ default timeout 2 CHS1t ZH&L|Ct,

(256 — 200)/256 x 1000 + 3 x 100 = 519 ms (+4 ms)

f. Takeover caused by a Ethernet link loss

MNEEE 2ZEL O A SHERO 74 249 Hetez Qs o|EHU &3 245
Aok ol =t 2 =7t 22 =+ A LICL £89| 0| 8% el== XA T

O|FNE & |l

g. Packets are not routed from wireless to wired interfaces! What is wrong?
Advanced settings/bridging mode setting = ARPNAT ZEZ {FX|&|YEL|Ct MM
V26220 28E 2 BEe|X[EX| i2 F4 AHL|O|AD =4l HO|HZ
et e = ASLCHL FM QAHI0|AE |/FX|St= "network”E non-bridging 2 2
MM 7Lt 2210|QE 22|% @ EJ} 4-addresses Of OF BtL|LCt.

h. SNMP
VRRP -4 0] CHs SNMP OIDs 7t O ™Oo|x|X| UL LICH [2tA SNMP &
AMESIG VRRP £ S &= Q&L T

J2{Lf SNMP ERH2 Ho|E|0f Yl 7+ X HEY & UGS L

V.5.1.6 Link layer redundancy with RSTP
WaveOS = STP &L RSTP ZEEZ S X|JLLCL A AT ZEEZE EE|X|
THQA0M M| ULt &= V.7.83 Spanning Tree Protocols (STP, RSTP)
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V.6 SNMP agent and ACKSYS MIB
SNMP Z2EE2 22| AHO|Mu} SNMP OO|ME 7to| EAl LHEE HO|TtL|Ct. SNMP
OIOIME= 2t Zt2|Zl= A|AHIOA AIMED SNMP £ Soff 22| AlAHO HEE
HBL T
SNMP & &3l Ot &e) =

o HX| HEf =
o MEQS A™ BHZA

o O[HIE Ztz

V.6.1 SNMP security

V.6.1.1 SNMP V1 and V2c
SNMP V1 IF V2c O A, 292 Community String O OiZEl P 7|t HAA K| O{of
HELICE S2to|MEQ| Q152 community string & AMESH0] +&E|H, IHAQIE
HAlo| Yt HAERZ MEEHLCL
SNMP V1/V2c R LIE|[= SNMP AGENT 3}%| O&FO0IM FAHT 4= &Lt Fhao:
SNMP Agent

V.6.1.2 SNMP V3

SNMP v3 Z2EZ2 SNMP vl % SNMP v2c ECF O Hust HOF OFL]
MSeLLCE SNMP v3 £ O0|MEQL oY Z2|Xt 7Hof| & 2™¥Z oF5
Aotstn AMEXL 7|8 WMA KHOE XMISt= USMALEXL 7|8 HOob D HE)
T Lt

SNMP V3 = EOQtZ2 015/t 9l Hot 20{o| £ BEEO =2 LisL|LC}

ol

mo %2 mjo

a. The User based Security Model (USM):

usmM 2 2 8 7|2 JE Ezx@=23) 7lss MSSHH HAX] +=Z0AM
A SLCE

USM Ol A RHa|Xte CHS AFBRL 222

> 2 AKX A= oY E=2tE 2ot 0| (Security Name), 215 & (NONE,
MD5 = SHA) 2 7091 ME T2 EZ(NONE, DES = AES)O| Q&L LT,
|

WAVEQS = AES128 € AES &332 K| &
USM O CHot XEMISH LHE2 "RFC 3415"E &
SNMP V3 AF2XH= SNMP AGENT 32| Ol =9

2

£ 4 AL,

o=

-
[s)

L CF.

AXSHM 2.

>
-1
0x
ot
>
30
o>
-
il

L3 SNMP Agent
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b. The View based Access Control Model (VACM):

VACM 2 AtEXH7F EH 7ls2 dst7| s MIB 7HA0| AMAZ 5= UEX]
oEE %ou PDU =0 M 25 8FLC.

VACM O M Zt2[Xt= CEE s &= ASLICH
> ZH AF2 X} (EE= SNMPv1/v2c communities)d] 2 OHR & SEk
“ V1 HRLUE 7|8t 20t 2 &
% V2c 7R/L|E| 7|8t =20t B2 &
< USM
12|31 “Security Model, Security Name”2| Z 0] 1§ 0|52 &Y etLCt

> MIB St® EZ|E EISHALE FHelgt = A= MIB K et ZEoshs
"Views"S HO|gtL|LC},
> 2t QS0 Chet A H2 MY X|™”El 27(0f gt A7[/227] Mt

< Zf “Group Name, Context Name, Security Model, Security Level”2

X EEl 2200 Chet §7|/227] dots 2ee == UASLILh
% Security Level:
e No authentication.
e Authentication and no privacy (data encryption).
e Authentication and privacy (data encryption).
A HotmHE v1 and V2c¢c = security level 2 “No authentication”2 2 gL|C},
© WAVEOS OM A8l HEIAE O[22 A ul Xl 7|2 AHHAE
O|EL|Ct (SNMP HEIAEOf CHSH XpA|SH LIRS RFC 5343 & X),
VACM Of Lo XpA[SH LfE 2 “RFC 3415"8 HZ0HM Q.
SNMP AGENT 52| O 7O Al AFEXFS| M2 2

&= SNMP Agent
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V.6.2 Access methods
SNMP O O] HEOf LTt 282 WAVOS off T+d & SNMP 2ot #&[0f 2t SNMP V1, Vac
e v3S AIRS & O'A'—lEf
SNMP V1 & V2C o] &% "public® ARUE[= 7[2H2=2 7|/M7|2 FEEH &
OIET0|AS E8) HRLIEIZ Ba|g 4 USLICH
Recommended tools
o Net-SNMP £t AtO| E: hz‘z‘p//wwwnez‘ snmp.org/
o lIreasoning™ MIB browser &1 ALO|E: Attp.//ireasoning.com/mibbrowser.shtm/
(JAVA 2 Q)

V.6.3 Using the Acksys MIB

Obtaining the MIB

Acksys MIB = www.acksys.com 2| CHREE MMO|AN HIEs HYO YHOIE
of7| X0 ZEE|0f UFLICH ACKSYS MIB L2 XM 2AM 3t/ UAESLICE OID
HBEYME 1 2{H HAE I HEY| L= MIB E2IR XN E AHESHM Q.
Relevant OIDs

Acksys MIB = Ctgeot EX|E X[JLCL M2t 2= OID & WaveOS 2F 2 &0
ASLICE 2E OID d30= O OD 2 Z#E HROE AldHst= HAO Ef7E
ZEE|0f AUSLICE "WaveOS HRIO| HT™ 2.80.1"1F 0| East HAY FA XA
HO[ Ej0f =g LCt.

ofzfiof @Y= ZE OIDs & Acksys MIB root 2 £t210| A& L|CH
o .1.3.6.1.4.1.28097

o iso.org.dod.internet.private.enterprises.acksys

CS OID & WaveOS O f&8¢L|Ct 2 o500 et =X| OID #tat A&l dFH2
MIB £ **x SHM| 8.

acksysProductID HNE 29 AdH A

acksysProductSerialNumber HZo 22E 17 A8t
network-product.administration 24! 2tz 7| s
adminReset, adminSave, adminApply, adminResetFactory
c-key-management C-KEY OlM T84S XL NE/FR5tD STH22 C-KEY 2f 2EY
LED £ off A|7|04, C-KEY 2] 2@8E FAlstE 7|5, Acksys MZOf CHol
Oefel HAE REEE|l XS,

networkStatus oITf HAEQ HEYI MEf, BFX: V64
networkConfiguration 120 FHEE MEL HESA oietoly, &E: V65
serviceStatus ST AAS QI MH[A A EY

servicesConfiguration olZof & ME2 MElA 7Y, &=E: V66
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Changing the configuration

networkConfiguration S+ servicesConfiguration 2| 50|
H 220 MK &E&LICE adminSave OID & o™ E%—

BEH #HE UWE0 S+
SUKHEEX E2) BHE

A0 UK & = ASLLCL saveNotRequwed {AHE| K| S HZA AtE0| 9l
o|0|gtL|C}. saveRequired = E&F B HZA A0 S o|0|&L|CH adminSave Of

12 HO g7 HE22of ME™ QIQLIEF.

adminResetFactory & "1I'2 2EIH M o0 2A 810| O[T F-€0| AH =2 XFO
MEEEoz ST 2822 MaZEELU T 2L HYYo HE2 HALX| 2 JE=
X E Lt

Applying the configuration

X MEE HE LHES2 HME3E{E adminApply £ 'enable'MIE2 MHEETIX|
2222 HHESAL adminReset 2 "1'(HE2 MEEehE 482 + JASL/CH o
HE UESRZ o2l AL"O| SX[Z[ACHZE CHA| AR E[QA7] 20 HERR 7+d HE
AretES HESHH OO|HENAN SHE EX XY = USLICE SNMP SE0|AEN A
FZE M HEHIN AZEY = gl B2 OOIMENAN 3EHES &S = Sl&LCh

O A2 LFZ UFEX| s LT,

V.6.4 Understanding network status tables
M= oX| HESA &Ell= oteiof] 29F%0] UELICH.

o statuslfWlanTable: & ¢l F4 QI O|A ZEN(C: BSSID, Xig, 2ot H&, AA
HEf, M2 =& 5)8 LI L L
statusifWlanChanne/ OID & F41 QIHI|O|AM AL E|= WX X 2 HA[GLICL
A 2 K2 ME m2 AV DY SYEZ LEHR LG statusiWlanFrequency
OID o| Fmt==2t 0(MHz)2 &Y &LICt,
J|2M2 2 status/fWlanPreSharedKey OID 7t SNMP V3 2| EZE Hi=
admin_acksys_group 2F ZtE & = JASLCL. &2 SNMP AGENT ot Of| =0 A
TdE Y + ASUCh BE: SNMP Agent

o statusPhyWifiTable: 2tC|2 7t= 2(0|5, gdal/H|&dst &, S22 BE S1f
22 20| 7HEo| X &EfE HA|RL T

e statusPhyWifiScanTable: Acksys MIB = statusPhyWifiScanTableStart OID O '1'2
g3stof B M MH[AE MSEUCL  dMEZ AES
statusPhyWifiScanUpdateTh/ OID & 910 HX{| ZHAMO| AEE|JY=A] =l
Q& LIt inprogress = OFAl ZAMO| A= E|X| U/UZS 2|0|5tH, available
AMO| FXIE|RXSS ol0|st, statusPhyWifiScanTable O|A ZAIME =olg
AL L},
StatusPhyWifiScanTable & M4 ZQIE, MA| ZQIE L& OfEZ AHO[MED 22
2= F4 xHEHM AR TtsT B M HXE g |
BSSID, 41= #=&F, FhI(MHz), Bt 1t 22 {8%t §EE #

i
i=)

A rlo 4> o

StatusPhyWifiScanSignal OID & Z2H 8l H|2 Z| 0N 7t Mz BEE dBm

CHRI2 BEAISHH, O Mz 2HE2 ALE 7ttt 2 £E=2 MEELCH dHtoz

Ol2{ot e dof s LHE Mz +=F2 OOl =g e Mz =FELC 5L 0
e statusSpanningTreeTable: MZO0| STP/RSTP 7t Zd3tEl EZ|X|7l U= 8%

STP/RSTP E2|X|2| Wi LEHE HEAIGLICE
e statusSpanningTreePortTable:

O] HO0j= AEH SpanningTreeTable It AI{jd E2| ZTEO| CHSt F7t HEIF Tt Of
ol |C}
AN H .
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V.6.5 Managing network configuration tables

HESQZ 79 2t2l= oSl 22| 3 AHE Q! IP AlS(tcp/ip), HIOIE &3 H S (netif) X =2
A S (netphy)2 LIEILHE 3 7tX| RESZ FTMELICH 2t AS0AM 2H oD & ¥
UELICE.

o] 7|52 && il #M+E 7tT AP 2t STAZEI0|2E)S| ZTO|EZ "repeater”
E}

flojge gLt
TR B0 5 SHI0| WS AYStAD BHS A0 o) MOIBHE owStatus' HES
createAndGo'2 MO BILICE #S THSHB AFE YAl ‘owStatus' 22

'destroy'St= & A3l OF BfL|Ct,

CAVEATS:

e SNMP % & QIHHO|ALL SAO| FEE HPSIK| @f= A0 FELICL 0|2
AL o

o —
MHE|A & oStLIOM CHE MH[AZ HY EUEAY ==
A& LIt

A 4n

e SNMP OO|HEE ¢ QHHO|AZ BHE Z|HH
ozl off M off Lteb A= LILY.

e WEB QIEHO|AE AP €8 WPA/WPA2 PSK 23S M 2|5t WPA ZTHWPA/WPA2
28ha K 4SHX| YEL|CH Est WPA &3 EE tkip, aes EE+£ tkip+aes & X| 5|
‘B:QI-IEL SNMP E &3l O|2{et RE & StLHE F45tH WEB 2B I O[A0 "No
encryption"O| EA| & I—| Ct.

e AP 7|2 WPA 23+ WPA2-PSK X WPA2-EAP 2 EO| A2 AES 0|11 WPA-PSK
2 WPA-EAP ZEQ9| AL TKIP+AES L|CL. ZZI0|YEQS| ZHL 7|2 UTE
WPA/WPA2-EAP-TLS 2 EQ| A% AESO|1 CtE ZEQO| AL TKIP+AES ¥L|Ct CHE
WPA &2 E #8e =& %W“J WEB QI E{IH| O] A.0f %BIOHOF L Cf,

ujn
ro
1=
el
Pal
-
il
Ll
[N

HIEH ©
[ — e

V.6.6 OIDs relevant to IP layer

IP AS1 #EE OD = 1P 2%, 28 & oty Ze(of Ei AYLICE ofzf 2FE
OID HIO|E0|M AL Xt= SNMPV2c BALE ALE5H0] A & USHALE AHE &= ASL T
e configlpSubnetTable: IP A0 9it T4 7ttt HERA °|E1ﬂ| |AE Lt Cf,

2oz HESRA QHLO|AE  configlpSubnetinterface & AHEot0 FM
CIE{I| O], O|E Ul QIHI|O[A, 7het QIHM|O|A E&= L2 tunnel GRE 2IHI|O|A &
StLEO| QIE I O| AT X8 = USL T

HEL IO CtE AHHO|AE F715t2{H configlpSubnetBridgeEnable OID Off '2'E
Ho| UERKIAE EZIXI2 HAF™3H L2 configinterfaceTable & 22[5H0
OIE{H|O|AE F7t8{iOF TLICH (BtX  configinterfaceDepends in section OIDs
relevant to Data Link Kayer).

e configlpZonesTable: AFEXt HO| network zones 2| Lt HHIL|CE O] BN
NAT/PAT(IP Masquerading)E 2428t = configlpNatlpForwardTable 2 0|&3}t0
F7t 8 Y == JASLCL

e configlpNatlpForwardTable: configlpZoneNAT O| ZM3t=l AL 3t FYo| =
E2= 3 private zone 2| X2 2|C|HMg = UGLICEH

o configlpFirewallTable: X[l S0 S Lot &2 242|5t= O AHEE LT
HiotH 2 MEfS oM CHE CHO|A s FYez Y™ E2f=Z drop, reject
= forward & = UASLICH
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configlpRoutesTable: dX d=2 FEYLIC. ™ d== 58 IAE Es

HEZO A& &= A= QAHIo|A X HO|EQO|E LIEFHL|CH.
configlpZoneForwardTable: < 7t AE & SEQLICt o FYa =
e dMz 48 = JELICE O] HO|E2 IP Masquerading = H|Zd35t=
B0 2 AHEE LI

configlpDscpTaggingTable: &0 2= 2t =0 HEE DSCP Ef1 &
SEYLCL o HolZ2| 2 &3t XStz =4 2 DSCP EfI10f Ef7t
XEELLCH ot 1P HEYIOAM CHE 1P HEYIZE MEYE 2= =y Yot
Ef 22 XY = A& L

o
M
0Q

Q

U |y
>
_|:|_
n

synfloodprotection: SYN-flood protection &4 3}/H| g3}
dropinvalidpacket: & HZA0| @l= X & =22 AH/+5

V.6.7 OIDs relevant to Data Link layer

24

20| AELICE configinterfaceTable & X 2|8t Ct

IHEHO|£, 7t QIHTO|A & He|X[of tiet 79 M5 EE= HolH 83 ASat
= 2Y& OID HOIS0A AHEAE

nx

SNMPV2c EAE AFESHO] S & USHALE 4 HE & ASLIL

configFilterGroupTable: A5 2 E2[X| 2 1&8 222 = ASLICH AHAT
A HE = configFilterGroupRuleTable & & X5 2.

e
In

configFilterGroupRuleTable: 2= EH g2 TH &Z gLt 2 ZH
20l StLt o4 o] EE A0 ZatE 5= USLICL StLt O]l &1t LX[SHe=

=2 40| AAE LT

configinterfaceTable: 2= =2 HLO|AZ} O HO|Z0| LIEELCH 2 Ct
HO| M2t Oo|MES 2l DHELICE ABXE S MYSHALE MHT =
& LICt  configinterfaceDepends OID & AtESH0] 0|2t QIE{HO|A  ZHo
HERZ ZHAE &e2lgd = ASLCHL HEYHI A= StLtel Ee[X| QI oA}
StLt ool H| EZ|X| QEmO0[A 7to| FXHGRLICL configinterfaceDepends
OID oM 7 SIEHE O], O|HH KT O], 12 HE GRE 2K I O|A E= VLIAN
CIEHO| At 22 StLt O|¢el HIESX] 7 QAHmO|A oo E2[X|E X|FE
&= QUGLICtE O] A EFSHA| Y2 SNMP OO|MEZL @F HAIXIE ELY
AL AL S AR L

LESE  configinterfaceFilterGroupindex 2t configinterfaceFilterGroupDir OID &
25 ZF QIHIO|A0M BY AFE 78Y = ASLH L

configinterfaceTable Off LtEE 2= QEMO|A= ChE #OAM MIELUCHL F7t
TE2 07|0M ol &= s Lt

configlffMeshTable: 74 7tsot M| ZQIE FFRL|CE AXf HA| ZAE= EOt
DE 2 SAE B K| AgLC

configlfBridgeTable: MAC EH2z|X| HEI ZFEYLICt STP/RSTP 7t EHM3tE
= 2[X|of CHs{ STP/RSTP & Fde = AUSLICH

configlfVlanTable: 74 7t&3%t VLAN QL O|A FEYL|CH,

configlfStaTable: QIZ2} Z2t0|HE ZEL|CL O] #O|AM S2t0|AEQ| U Fd

o o
2ot 29 Ay Hd= A= + UsHCLh

gjo

2t 2ot BEols M8 FH0| ULLCH Bt BES Hog mf o NS
MYOHOF BIOY CH2 WOt BEO| TS PASHOF BLICL CHSS XIHE HoH

T30 Chet fof L.
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WEP configifStaWepKey1 - 4 HEX (characters 0-9, A-F) or ASCIl &4
=AFE 2 FHO|El WEP KEY #1- #4

configlfStaWepKey 4 7§2| WEP keys & S1X| MEHEl 7|

WPA(2)-PSK configlfStaKey AMH 33719 Z0|= 8 to 63 At. Z0|7t
64 AtQl B 16 XF HACE ALEE

configlfStaFastBSSTransitionActivated Fast transition support (802.11r)

WPA(2)-EAP configlfStaKey Password

TLS mode: &0t 7§Ql 7|0 HZE 2=

configlfStaEapType EAP method: TLS, PEAP, LEAP

configlfStaFastBSSTransitionActivated Fast transition support (802.11r)

configlfStaldentity LEAP/PEAP mode Off CHSHA{BF Al &l

configlfStaPrivateKey SNMP-SET O A{ 7¢I 7| meo| L &=
PEM YA(TLS REOAMTHoZ PZE
ts

Zit= SNMP-GET 22 HA|:
0 : key not set
1: key is uploaded

configlfStaCACert SNMP-SET £ 53 CA-Certificate T+ 2|
HES PEM HA(TLS ZEQAMTHo =
PEE Jts

Zit= SNMP-GET 22 HA|:
0 : key not set
1 : key is uploaded

configlfStaUserCert HEETH ALEAL QISA O LHES
SNMP-SET Ol Af PEM & A!(TLS
DEoMEho R 92E Jts

A= SNMP-GET 22 HA|:
0 : key not set
1 : key is uploaded

configlfStaAuthentication PEAP ZEO A{TF CHA 2 Of CHt QIF

o =
1T°o4

configlfStaWpaKeyCacheLifeTime ZC|0|MET} o|0] ASE AP 2
2ot F2 915717t fxlEl

AlZHE)
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|:|-% O|Di EDI o I—l_g —T—LMOE
4 UELICH SB0|QET 2US AR

configlfStaRoamingEnable

) £ 7t #¢5t= o =280 2
[ r|

=
2t B0 2 ol & Lt

mlu
ru
o
re

Sot0|gE 2 BE 243}

[OtEfSl BE OIp £ 2’2 HTE F-R0Pt f5HE LIt ]

configlfStaRoamingEnableDBM

SIXi AP 2| RSSI 7} O] ZHdBm) OF2H2 EO{X|H S2I0|HE= S| AP S [HLt
CHE AP 2 2US A|ZSL|CE

configlfStaRoamingRequiredBoost

2Y2 HMH AP M27t wR AP Off O] gt Eot gi(dBm) O]l F<0T

configlfStaRoamingScanPeriod

5 Bo| AL AM FTI] AtO]Q] XA AZH (millisecond)

configlfStaRoamingRssiSmoothingFactor

ST AP Q| RSSI & =4IE OpX|8F 5 79| H|Z0f CHal Al4telct O |2t
Hlmstof Ok H| 22| SR T & MEHBILICEH RSSI BE A== 11} 16 A0
W2 = 1716 | THAE LIEHRLICE(O]: 3/16, 5/16, 16/16).

9

WEB CIE/I O] A O A= Y22 SEZ HAl: 6%(1), 13%(2), 19%(3), 25%(4),
319%(5), 38%(6), 44%(7), 50%(8), 56%(9), 63%(10), 69%(11), 75%(12), 81%(13),
88%(14), 94%(15), 100%(16)

Default:19%(3)

configlfStaRoamingBeaconTimeout

configlfStaRoamingCurrentApScanThreshold

configlfStaRoamingMaxSignallevel I} 2 2tE/X] <

configlfStaRoamingMinimumStalLevel AP Q| Al = O] =& (dBm)ELt Ho 2Q SH L= OfL|X|gt &HX| AP EE= O
L2 AP 7t gl BR0IE AFZELUCE O] +EE ALBSHA| =& H7se{H
0

configlfStaRoamingAbovelevelThreshold S| AP O] QIAEl AT =30 0| HghdBm)S Z=1tstH E210|QIEE CHE

=
AP 2 2YZ AZBHL|C O] 785 ABOHA| S EF3EH 0

o

configlfStaRoamingMaxSignalLevel

Of +F(dBm)ECH £ AP = 2T T+ AP B MEY 1 SN 2917
weLct

configlfStaRoamingMinRoamDelay

Otx| et A2 0|2 X[ A|Zk(ms)O| F1ts5t7| o= 20| +HEX| @& LCH

configlfStaRoamingNoReturnDelay

20l © AP = 2Y0| LHSHK| fEF LI (ms, Z|TH 180000ms)

configlfStaRoamingThresholdHysteresis

Of 2k(dBm)2 3liE AL S|AHEZIAX S 2Fo17| A5 2 YA
A7} 9l ZEAEIL| T

(=]

configlfStaRoamingOffChanMaxDelay

configlfStaRoamingOffChanProbeDelay

configlfStaRoamingPerChanProbeDelay

AP 2| &S 7ICtE| = AlZH(ms)
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o configlfAPTable: 7/ 7%t UM A X|E == QILICH 8t AP 27, 22 MAC EH
X = ZEO Chet 2= T2 EOAM =olg = JASL|CH
configlfStaTable O|AQf OpXtZEX|Z2 2t Hotols X|-E 40| JUELICH MERSH
Hot 0| =2FE X0 OhE Hot 1H 2 FARL L

SECURITY SPECIFIED CONFIGURATION DESCRIPTION
WEP configlfAPWepKey1 - 4 HEX (2X} 0-9, A-F) EE= ASCI €Al 2X1g =2

X O|=l WEP KEY #1- #4

configlfAPWepAuthentication WEP type: open, share

configifAPWepKey AKX AFEE|= WEP 7|, 4 7H2| WEP 7| & SILIE

MEASHO] LIEFL &= 1 2 4 AMO|Q| gf
WPA(2)-PSK configlfAPKey M S5 71(8~63 AH) LT Z0[7t 64 X}QI B2

16 M= YL 2 NF MEE

configlfAPPreAuthentication 802.11w HOt7| s & d3t

configIfAPWpaGroupRekey GTK(EREINAE/HE|I|AE X3 7|) 7|
TS 9B AlZH ZHH(E)

configlf APWpaPairRekey PTK(SLIZHAE A3t 7|) 7| MAHES It A2t
HA(X)

configIfAPWpaMasterRekey GMK(GTK & ‘4-g35t7| s RHo 2 ALEE=
oA 7l)el 7| HAHS SI8H AIZE ZHEE)

WPA(2)-EAP configlfAPKey 8~63 At 20| 37 &=

configlfAPPreAuthentication 802.11w HEOt7| & 2/d3}

configIfAPWpaGroupRekey GTK(EZEIHAE/HE|FHAE 253} F) 7|
RMAES 9ABH AT ZHAE)

configlfAPWpaPairRekey PTK(SLIZHAE 23t 7|) 7| MAHES It A2t
HA(X)

configlfAPWpaMasterRekey GMK(GTK & ‘4-d35t7| s WRHo = ALEE=
OLAE| 7))0) 7| WA SIS AIZH )

configlfAPRadiusIndex configRadiusTable &=2| MEAEl QIEA

o configRadiusTable: AP 20t 7142 2[sf FH|El Radius AH2| S
42| Radius MHE ZEgd = UELICL AP & Radius AHE Lt MEHS =+
XS L L},
AP O CH3t Radius MH{ Q| MEAZ A QIE{L{|O| AL SNMP O|O|ME Ztof CHELICH &
MH[A EZF0|AM Radius MHE #HZSHH & QIHIO|AT 24TL|CE SNMP Of
olg d™E Radius 42 S7ot{H A ¥ QAHLOIAE AMESIO AP E H]
Radius ZEZ HZABIL|LC}

e configDetailsNasld: Radius AE{2| NAS && AYXIL|CE WPA-EAP ZEO|A
AP Of AtEE LT}
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V.6.7.1 OIDs relevant to Physical layer

configPhyWifiTable 41 7tE0]| CHot 2= S22 D7 H+E =T LICH AFE Xt
A HUSHAL AHE = ASHCE E == MEB0| EX[E 2tC[ 7HE0| et
CHEL T

configPhyWifiChannel 2| '0'2 2tC[2 7tE7F O8] M E = Ats A2 MELO| T
THEASS LIEFALICEH XM X' M E = configPhyWifiChannellist & & X5t 2.
configPhyWifiChannelList = S# 2 2 &l St} O|¢e| MES 2 &= USLICH
configPhyWifiChannelList 2| 'auto’ ==& '0'2 Ats A'E MEHZ LIEFEL|CE

BM 7tE7t 220|9E 2/ B EZ YL I configPhyWifiChannel &

configPhyWifiChannelList 7} FA|kl= 2% L4l configlfStaScanChannels &
EXSIM L.

V.6.8 Integrity check management

FZ2E A MB|A= SNMP Of|AM A" = ASLICE MIB Ol = O #Iet & 71X 247t
ZotE 0] ASLILH.

serviceConfiguration/configMD5SUMstatus

OID configMD5SUMstatus &2 ME2 TFdste 2 Lo Ofs F24 AMS
EZ|AYLCL get 2 Acksys OlAl Mot R2f| OHO|S 23 EQf HIWSHO XA
88 ot 5 gret Lt 88 IH2 552 configMD5SUMfiles OID & A&t

T o1 I_|_=l

= + AgHCh

serviceConfiguration/configMD5SUMfiles

OID confiMD5SUM I} 2 Acksys Ol A X et @2l 00| 2 =23 EQf H| S0 =&l
ool &3 Hretstn =JE o2 MOl ZEL2 FE2E L

O|: /usr/bin/ls;/usr/bin/cat/usr/bin/ssh

Address: |10.10.1.150 ~ Advanced... | OID: |.1.3.6.1.4.1,.28097.10,12.2.0 ~ | Operations: | Get ~ ﬁ Go

SNMP MIBs Result Table I
sc-passpoint ~
#- | scasync-sysuparade Name/OID Value Type TP:Port o
sc-mdSsum configMD 55 LUMstatus. 0 4 Integer 10.10.1.150:161
@ configMD55UMstatus configMD55UMfiles. 0 .fetcfmodules. dfathsk;. fetc/configfwacd;. fetc/config/dhep; . fetcfconfigfsystem OctetString 10.10.1.150:161 Gd‘i
- | notification B
¥} acksysProductSerialNumber v .
> »

V.6.9 Managing service configuration tables

MHA M 22|l= 3 AMH, DHCP A{H, DNS =00 CHst AMH[A O47f H+E
F=ZgtL|Ct.

Web server: O] ItEO| A= HTTP & HTTPS AIHHE 2td3tstn e 4= ALSL| L

DHCP: DHCP MH|AE HEQIYZE U2 NIELCH 2 ERZA ¢ O| A0f CHaH

| E{
Mol Y FH|7t B StLte| DHCP A7t OHAE|Of JQELICE HH 2|A =
ALESIH SE0|AE MAC F=40f el gt sk o2 FolE Ip 48 28 =
QI L|C},

A H

DNS relay: DNS 23 42| 2dstof 2ot AL Tt

DTUSO70 rev K.13



Page 115 /336

V.6.10 Using SNMP notifications (traps)

HZ2 SNMP V2c EZE

Acksys MIB = A& 7t5% SNMP ER S

Lt E et LT

Eds Ar8ot3H

X| &L T} (notifications O| 2t 1 = g,

OID .1.3.6.1.4.1.28097.11 (notification) Of2f 0

O|#iES] E3 MM™Z JpM{oF T CH (Y

"Alarms/events’ &)

Offf &Of= O[HELRL ERY Zro| DfF O] Liet Rlg LY.

OIE{ 1| 0] A9

Event name Notification name oID

LAN link linkAlarm .1.3.6.1.4.1.28097.11.1
Wireless link linkAlarm .1.3.6.1.4.1.28097.11.1
Input power powerAlarm .1.3.6.1.4.1.28097.11.3
Digital input digitallnput .1.3.6.1.4.1.28097.11.4
Temperature limit tempExceededAlarm .1.3.6.1.4.1.28097.11.5
Wireless client assoc. clientLinkAlarm .1.3.6.1.4.1.28097.11.6

VRRP state change vrrpAlarm

.1.3.6.1.4.1.28097.11.7

£=E o
==
Z

2t O[HIEO

AL

=

=
—

O nt rg

CHol  AHE Zhset

O[HIEQ Cioh Mt S2E MSdH7| <o &Eo seld=

H=7F MIB O LtEEL|CE

D.1.3.6.1.4.1.28097.11.255(notificationBindings) Ol A| &2 = A& L|C}.

= AL

O] 2{ gt

dq
o
i

[=13

o
A
T

rir mjo
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V.6.11 Examples
Ol4et O] A3 ZEE SNMP-SET(Linux net-snmp IH7|X|0] X3SE)E ArETLICt
AHES 220N MM =2 o] YsLch CF2 74$o1| ot X[ o2 AR SHA 8.
Of A3 EE= ME IP F2E BHE5IL HE LHES HEYLICL
# define a shell macro for snmpset
alias CFGSET="snmpset -m ACKSYS-WLG-MIB -c public -v2c"
# configure it with a new address and netmask
CFGSET 192.168.1.253 configIpSubnetIPv4Addr.\"lan\" a 10.0.1.2
CFGSET 192.168.1.253 configIpSubnetIPv4Mask.\"lan\" a 255.0.0.0
# save and apply without rebooting
CFGSET 192.168.1.253 adminSave.0 i 1
CFGSET 192.168.1.253 adminApply.0 1 2
CHS A3 EE= 24 A Q| factory-defined AP QIE{I|O|AE LHE E2[X|0f HZAE= Wi-Fi

S2}0|HEZ N8t WPA-PSK 7|2 HH™eHL|C}

# define a shell macro for snmpset

alias CFGSET="snmpset -m ACKSYS-WLG-MIB -c public -v2c"

# delete existing AP interface

CFGSET 192.168.1.253 configIfAPRowStatus.\"radioOw0\"™ i 6

# add a client interface

CFGSET 192.168.1.253 configIfStaRowStatus.\"radioOwO\" i 4

# configure it with WPA/WPA2-PSK

CFGSET 192.168.1.253 configIfStaSsid.\"radioOw0O\" s myNewSsid
CFGSET 192.168.1.253 configIfStaSecurityMode.\"radioOwO\" 1 3
CFGSET 192.168.1.253 configIfStaWpaVersion.\"radioOwO\" i 1
CFGSET 192.168.1.253 configIfStaWpaCipher.\"radioOwO\" i aestkip
CFGSET 192.168.1.253 configIfStaKey.\"radioOw0\" s "shared psk key"
# set bridge type to L25NAT (therefore, not WDS)

CFGSET 192.168.1.253 configIfStaWds.\"radioOwO\" i disable

# save and apply without rebooting

CFGSET 192.168.1.253 adminSave.0 i 1

CFGSET 192.168.1.253 adminApply.0 i enable

1
1
1
1

CHZ 2 factory-defined AP 2 A|ZtStE Z|H|E QL 553 A MMEL Ct

# define a shell macro for snmpset

alias CFGSET="snmpset -m ACKSYS-WLG-MIB -c public -v2c"

# configure the existing AP interface

CFGSET 192.168.1.253 configIfStaWds.\"radioOwO\" i enable

# add a client interface

CFGSET 192.168.1.253 configIfStaRowStatus.\"radioOwl\" i 4

# configure it

CFGSET 192.168.1.253 configIfStaSsid.\"radioOwl\" s "acksys"
CFGSET 192.168.1.253 configIfStaSecurityMode.\"radioOwl\" i none
CFGSET 192.168.1.253 configIfStaWds.\"radioOwl\" i enable

# set MAC address of next AP

CFGSET 192.168.1.253 configIfStaBssid.\"radioOwl\" x 90a4de214£85
# save and apply without rebooting

CFGSET 192.168.1.253 adminSave.0 1 1

CFGSET 192.168.1.253 adminApply.0 i enable
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V.7 C-KEY handling

HE ztelel €2 NEo= C-KEY 7h Z=tgE = & L|C}
Warning: “WLg" HM& Al2|=et 2| CKEY & Xs22 MNEEZ|ALL O0|EX|X|
L

V.7.1 Factory settings

O] ¥Efj(E11 Al &EN)OM= C-KEY LED 7t 7HX|11 C-KEY O At = = OlO|E 7t
2|0 AL L

C-KEY 7} £7|3tEl 20|& O] AEfZ C-KEY £ E=3 Y] O] & LCh

V.7.2 Understanding configurations and their signature
C-Key 0| & cr%m ZotE L

- HE 2E AER
Do Mot 7 ool Bt
- Ot7to|E0f CHSt A H(C-Key AH, MD5 sum).

HES CKkey 2 HAHSH ME{OIME XSE %
QAFLICH LE AR MYUE ME)e
Q60| = EL|c}

- MZO| factory 2822 MEFYEH HFESot7| Hof| LHFE MBO| A M g LICH

- AEAE R FES CKey of SASHH LIE MO Mz HdE C-Key AYnt
S Lot & CRAl A4t LI

- 28 Al C-Key MO LHE MBI OGE 42 C-Key 7+ & offd MOl LHF
T8e 2 SAELCHE QHIO[A EE= SNMP & AFESHO] O AR S H|igdaete
A Ol
T N\l:l)

O] AXtofl= & 7kX| A7t A& LT

. ED A M¥OE WY HYUS WS 3 HE0| HEUL D CKey L8O R
4% UWE FE22 =AE[0f SA| AFEELULCE Of d2&= HME0| C-Key T+dE
ARSI T YEX| OISt BB AR LT

74
o
- LR PME HAESHE AR UE MEO| HMARX| Yoo 2 O}S IHHEL C-Key Ol A
2L X QSLCH O HEE FEE AASELCE O] 22 @ IHHo|A0 Bt
A BA|E LG AYA HAEN 7

- C-Key & LCIE T(M2tM CHE MB)0| Zael O E Fd2=2 uNStH Lk H
L s

s Z 0 E 780 XX WAELCE O]FH0 C-Key 7Iss HEZEI=
BR0= ol2fet X7t 2dSHA| EEL Tt

|1H'I

V.7.3 Not using the C-Key

C-Key 2 AM23IX| UCZE 812 C-Key £ H|Q F0{0f & IEf("erase" -4 7ls). A2E
C-Key LED 7t rztAMo 2 Z{EL|Ct O| LED E H|Z 35t E +8e += JASLICH
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V.7.4 Replacing a product on the field
2X &[0 A S MEZ2t siE 80| C-Key Off B RAE[0f RAUCED 7S =37
OlMl MZ0| &&= ux7t ERsicia 7bgEs) 2SO g2 &dE ME
'DP'OIA M HIE NP'E BHE HasHE BAQYLIC

27 Abeh C-Key & 2[5t LA 25 & Ues 28 2T R EL0[H.
ot

1) NP 2| C-Key(RU= BF)E HA =g Ct
2) DPO| M2 11 #HO|=2 228t & X|X|CHO| M LIALE S L|CH

3) DP OlA C-Key E £2|8tL|LCt.
4) C-Key E NP Of| =11 LIALE ZQL|C}

5 NP & olild ?IX[0f &5t A0S BHA| HZR LT
NP 7t O|H0f AFEE HO| A 90| C-Key & H|gdstsl=4%| O|FE 2e &
ol 7HO.
AT ST,

6) NP M@ 2 7{11 "Diag" LED 7t Mo = HHE W7HX| 7|Ch&iL|Ct

7) "Diag" LED 7} #7tMo = HHE W7hX| 4 3 & 52 &8 HES AlS ==L
J8® HEO 21 Al 24822 MWEHEEUCLE "Diag" % "C-Key“ LED 7} 2F
=Mo =z HHE m7hXA| 7|CHE L o

V.7.5 Working with the C-Key in the lab
HE0 M= R FHO0|Lt C-Key LHES S| €X| X += JUSLICL

C-Key & =Lt =A| &2 SEHOA] 7HI%% A8 = AFLCE C-Key & HASIAHL
=o|ot7| Hol 2 MEFe s DHAL.

Ctefot T2 HIAEOF._ S0t C-Key E H|2d2l5t O E HEfZ F= A0| E5L(CH
TH0| BHEAYRE C-Key O HHE 4 USLICL "C-Key disable” Z2j1 XHH|& C-

Key Off X & | X| ?JQ'—| Ef
E0 A BYO=Z NHEHSH "C-Key disable” Z2f2 7t K|/ & L|C},

T SYNE S XIP7)B CKey LHES WRBILICE

V.7.6 Programming a set of identical C-Keys
HE HZS Ar83%t0f 1S TH|ot C-Key & Z= Y LICE

1) 20| AT MZOAM C-Key & MAHELILE

2) MEESID B0 et HEFS LT

3) "Tools/Set config/C-Key management"0|A{ "Ignore C-Key settings" % "save
option"& A EHSILICE

4) Save A power off

5) C-Key & 2X|5t2 MAS ALUC FITH LED 7F =M 2 HHE W{7HX] Z|CHEL T
e = HE2 M IPFAE AMSEILICH

6) " Tools/Set config/C-Key management " M w0 A "copy"E 2 2|gtLILCt.

7) MEe MRS N =20 UE C-Key E MAHS = 5 A Z S0tZL
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V.8 QOS Traffic Class Management

V.8.1 Traffic Classification

Egiy 2R= HER/Z ASH o EHs o2 Ediy 2z EFst= Ao
siEetLICh Zt2fel A Efy FAs ARSAOA FAIEl= ME|AE FEDH7]| 218
Ch2A Meld = As U

HME2 58 Z2E=2 MA gHe €7 WEO 7[=35t0 Efiy ~AEF IjZls Tz
=8 JHOM M2 LE R4S 4= 22E /g S8 R2 Z2/sls HESRR
2AEY ggs 2 AYLCH

Ol MZ2 o|HYl AZHXM E= IEEE 802.1p(Vlan @M £=2))0f| Mol=l Ezfjm] AL, IP
HZO0| M DiffServ & I IEEE 802.11e EZT2| WMM O| A |EEE 802.11 YW E LI (WLAN)O
CHal 22| 2tL| Ct.

V.8.2 802.1p traffic classes

IEEE 802.1p HFE2 IEEE 802.1Q EZTO|A F2oloh CZ VLAN Ef Z2gls AtEE O
ojful = &I LHS| PCP(Priority Code Point)2k= 3 HIE ZEZ MHA
ZH2(CoS)E ZolgL Lt QoS HA0M EefEE FEHS= O MEY &= A= 0 ot 7

AO|o] &M &=%f 2ES XIFLICL
PCP Traffic Types Product Internal Traffic classes
0 Best Effort Diffs?g\/rao:ll g;_f)[f%
1 Background 1
2 Spare 2
3 Excellent Effort 3
4 Controlled Load 4
5 Video 5
6 Voice 6
7 Network Control 7

oro

Lo =

O] HlZ= IEEE 802.1p &M =% > 72 HE E2lH classes 1 — 7 0f| Dj EHSEL|LC},
OAN A0

IEEE 802.1p &M =% 02 M4 =7} 4HE[X| Aoz ZvFEE[D, Diffserv 4
=27t CH& AFEE L CL
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V.8.3 DiffServ traffic classes

DiffServ = {2l &7 SX2Z IP 82| 8 H E Differentiated Services Field (DS & E&)0f|
U= 6 H|E Differentiated Services Code Point (DSCP)E AFETL|Ct DS ZEQ ECN
o= Q2% IPv4 TOS ZEE CHAR L C

X &2 DiffServ 2| Class Selector & LIEILHE DS EE°| XZ 3 HIEDH AHE310 LiE
Egfg S22 0 » 70 ofEBL|CH

IEEE 802.1p &M =% > 00| U= A2 Diffserv M =& AFELX| §&L|CH

CDI: ::;:Iector V;Iausis Product Internal Traffic classes
000XXXXX CSO 0
001 XXXXX Cs1 1
010XXXXX CS2 2
01 IXXXXX CS3 3
TOOXXXXX CS4 4
1O0IXXXXX CS5 5
110XXXXX CS6 6
11 IXXXXX CSs7 7

V.8.4 WMM Traffic Classes

WMM 2 QoS H|0|E E2fj®Z XN2|5t7| 28l 802.11 HIEXZ(WLAN)O| CHSH 4 742
HNA HFE HO|BIL|CEH 4709 @M 2= 053 00| 7 =2 M =%, 30| 7t%t
|__|-o O A AO|)O||_|[:|.

oM
WMM Access Categories Priority
AC_BK (background) 3
AC_BE (best effort) 2
AC_VI (video) 1
AC_VO (voice) 0
ESE WMM 2 LAN 2| AZE 2(802.1d) A{H|A Z2fA2F WLAN 2] WMM UM A B 719

of 8-S X8t

802.1p PCP WMM Access Categories
WMM Access Categories Priority
AC_BE (best effort) 2
BK (background)
BK (background)
AC_BE (best effort)
AC_VI (video)
AC_VI (video)
AC_VO (voice)
AC_VO (voice)

Nou~hhWINIFLIO
O|IOR|IFLRINIW W
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O] HZ2 LAN 9| Layer 3 Diffserv ZEQF WLAN 2] WMM UM A 3 Atolof CtE
O E S =7k L Ct o OjE-2 802.1p @4 =% =0 € M, 22|11 VLAN 2 8IX[2t Diffserv

EE7L AS W AHEE LIL

Diffserv Class WMM Access Categories
WMM Access Categories Priority
CSo AC_BE (best effort) 2
Cs1 BK (background) 3
CS2 BK (background) 3
CS3 AC_BE (best effort) 2
CS4 AC_VI (video) 1
CS5 AC_VI (video) 1
CS6 AC_VO (voice) 0
CS7 AC_VO (voice) 0

V.8.5 Traffic Class to Queue Mapping

V.8.5.1 Queue definition

HERA 2AZ2= B SNz 28 L& & gle I2le 2R/stee & I i
mjZlE 7| g0 =Lt

MZ2l 2t QEHo|A0)= mjZl0] MEE7] Mo MEEl= ti7[E0] AL

7t Of7| e A SA SHOIM DR M 29|S FHELICL

M #907H B &2 29| 20| BX MSELIC

—

40

<

.8.5.2 Queues of Ethernet Interfaces

O QHMHOo|AE 872l RE EEZ H2lgH 7/ 0-7(*M =% 0-7)2 00] 7t
=11 70| 7t8 HgL o

i

V.8.5.3 Queues of Wireless interfaces
FM QAHIO|AE 4 JHe Tf7|EE HE= ae[gLCh tf7|g 0-3 2 M =7t 0-
301,02 %M =%7t 7t &1 3 2 7t& 5L L

V.8.5.4 Queue mapping

7 o0HE2 Egy Sajat F M =9 e HZES Fo LI

—

718 24 =% ol HEHR 27&2= I
UL E

»

O HEXHIAZ HEEH= =ME E =

Egig SAE 7 080 HEHLICE 7€ M

e 3y
29/0f sretLict,

4 HI 0| A2 2 WMM
A

=2
== WMM Hh A 3 24
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V.8.6 Queue Management

SE 70l A= ANMEY oz Efy

Mol M2 Che 2 AEg Fh

=
T, SUH 7
2|7t wastct,

—I> 1B

g S0 o
= Melor| lst

:IO

o= et 72| Edg s Nlst= Sy st

The product offers 2 types of queue management
> FIFO Queue: IZl2 [HYEZ 3R

A= swet 2 G0] B =AMt SE
L& L Et.

> FAIR Queue: 7 WEHEQ EZfZio] 02 SE0=2
CHSH S™&SHA X 2| &= L Ct.
V.8.7 GRE Tunnels
O| M&=2 GRE EHE20f 2ol ===
GRE EZ0| VLAN € VLAN 24 #=L/(PCP)7} 0 ECLC}
HME3tEl VLAN M =2/ 1P 120

El

h2ol E2hT S~

Al Hezlste 42
CHSt DiffServ 2efA =2 BHatstL|Ct

VLAN 24 +=2|(PCP) = 0 O| AL} P&3t= TfZI0| VLAN O OfLl AL ZH

TCE AESHL|CEH
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V.9 Train Communication Network (TCN)

Train communication network (TCN, €xt E4 HEI)= EXt W CX|E EAMNS
AMT HEQIE FGo|etL Lt

A1 O] HMO0JA ‘coach’S} “carriage”Bl= EFO{9) O/O)= & 2 gtL/L}.

10
rot

V.9.1 Train backbone
it 4 HERI=s 4" EEEXE HEE 2EHO LEAYANE HEE= EXt #HE
HEHIZ G LCh

2t 29K L E= 9| HIERI A (Consist HIERIA)E SAF #20 dFeLCh

Consist Metwor! SISt Netw

End

End
Dluic- D!‘Hm DMM

End
let:ll |Dﬂviﬂt

Device

Switch Switch Switch
Mode Node Hode

o—ofto—olto—o0

Train Backbone Network

V.9.2 Link failure in linear topology
M EZEZX| 0N 23 ZOof7F LAlsHH FXto| Z ALO|o| S410| FO{ - L|C},

Switch )_ Switch >< Switch Switch
MNode Node M Nada Mode

o—0 lo—o'to—0o!lo—0
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V.9.3 Ring topology
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2 EZZXE ALESIE 23 Hoj Al M| =& M5t 55 HERAE #+=5¢ =
UAE L L}
i i i i i i
o I e I > Stk e e e
'l' | l
e | i e e > e

V.9.4 Carriage coupling
HEIX| HEZ =2 GAH Y B

AtgE Aot WAL S YL

/

£3) kR8sl B0 BoiRE AU
Of7| OH20f WiFi =
MR RAXA YAESY

HFAL E7tse 8%7
"".;."OEN 7|.x+ _9_ =S| o_|

f

Olef w4 XHYY Al 2
S, M2l %1
gL,

V.9.5 Wireless carriage coupling

FU MR ASES B K oF THeX[ete] dEE V|#e R TS EL
A <= A
N '

2 0]
st
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V.9.6 Neighbor discovery

7 EREIAEZ Q% =28 oI HERA ot =EHME =2 0|
M=o 74 MEs s A HERR gM2 74 oiNe EREHAE S22 Qo
Of 2 % &L Ct.

A A
Y

A J._*

Y »

Bad .
Coupling S
- | ) ),
€\ r
< Bad >
PN <z (PN ... S80I > (P
N Good N N
Coupling

ist Network

I.,Ef:.l veva I.,i:.:ﬂl

Mo ﬂi- ~ Moda Node .___(

URE ABYS YSIAR 2 AQIX =CIt IR IR QBB ASIX wCofARt
MBS +MBH=R| Sholsfof LTt
Ch $ES ALBSIO 9l FAS B4 & sl

. ABHe A0l YALE BBAIZI7] Yo KA GHELIE AFSBILICE

- 7H5% XO|S QtE|LE i RF 4217]2 ALSELICH

. @t Aolo| B LI

- Y3 HH AAUS ABCHO USR] U A9IK| EF FQIFLICHSRCC Y 4

H),

Ozt DE WS ARG 2 HEY 2HE AT 4 ASUCH IHIE 275D
Axto] ROl CHYSET| LR0| HAo| ZIE ¥7| AHME AAH 2YS +ustn

T =
ob AXte| AXEl HAEEE LASHHH B= A%(X| =7 FH2[X[e] R LELt9
E + R

HM
i
Hu
Ral
|
o
1>
SOt
(@]
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V.9.7 Topology discovery
EZZX AM2 Jie[X]e] CHE B WR =Eo &4 20| oot HAlz Fd&0 2AF
T E AM HARCE MAE|OfOf LT,

V.9.8 ACKSYS’s Smart Redundant Carriage Coupling (SRCC)

SRCC(Smart Redundant Carry Coupling)= EOHEl wi-Fi €2 % O|Hul 23S A235|0]
S5  link-lager WEES 257 s AdF JHEX|e] FM AHEYEZ ASHUSte
MH[A LT}

= e ) - O =) - O E =)

-O—O -O—~(O- O—C-

Picture V-9: SRCC 2 T/d =l 0|52} O|{Ull BiZ 0| OfA|

SRCC 78 &=&: SRCC configuration

V.9.9 Operating mode

SRCC & Z 7HE|X|e] W& EZSEXE dMste A= Al%et Cha & B EHAOAM 21
HE|X|E AMTtLCH FHOl BE HMH TX| S0M HEZ Mot MEHE XAts22
MEASEL|CE

MrEH7} MEE[M SRCC = & AKX R HERIZE HZEG
YA E K522 2L}

= K| Atolof =et

r|r

LIS 0f| X7 22| 2 AS SRCC = RF 32| EES XSt AF0A FIE S0 2K
T2 MNAZ CPA| A|RFSHL|C}

QIZIBH X} ZH0f 27§l R YAt FH5B AL, SRCC & St SA8OZ, THE Lt
HOIgO R MHSL0] 2Kt 70| = YIS LA

Link used
far communication

© e w ) < O e K

Coach 1

=

Coach 2

c:,i LY Switch Switch rd }‘ﬁ- ______ f; LY Switch Sweitch ry
4 Hode N “ A I, Mode Hode *\

Backup link

=
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V.9.10 Redundant mixed mode
0| REL & CH2 17| Yk OFFIMYULICE Of B 2%t Zto| oG AZS AIgE
UELICL o] o|full &3 &= 2M @32 B EL|CL

((%ﬂ;::::“ll ls.:::rehll——@*--»@——llsmsz?ll Iafzhll——@‘---'@)——llsx;::“l |

O——C -O——0 O—C0

— Wi-Fi
—— Ethernet

Picture V-10: SRCC 0|53} =3 2 E
7t
I_

olF=t=s 3 EEZXTF 7I5 XX X, 7i2|X|
SESAHEIE

JEREY

o

poes

st 0] OfF|EXE AQX wEJ} O|HHl HO|A J|5S WRY 1 S8 ZauLc
Ol B3 AQIX| = FHO§7t LA OF| X7} FTHe|X| Lt
OFX © |_|.||=| O||:—|I_-1I EIE_OIL“:'. ol Elﬂ‘— AlAE-IIOl II-OHO-" E|-E=|I-19§ [Hx-|'5|.7| _C|3_|'('5H |:|H_C|>_

ohE e
e ojgg a2 gLt

V.9.10.1Prerequisites

SRCC 7} SHEA A35t2{dH R 7HX| AR 40| EaeULh 7282z AM8Xt=
BEX|E =2 oyl CQIHMO|AE FItsior gLt FF EEEX Es
EEZZX[0M= o] E2|X|oj CHsl RSTP & E/d3loliof e Ct.

o Provided by SRCC

'SRCC SRCC-managed ' .
LWireless interface Provided by the user
| 3 Added by SRCC
l : Added by the user
Bridge
Lan Lan2

MEZO| & 702l F4 7t SAE B2, & WM g2 AR GZAP E= SE0[RE)S
Toloh OHE 0|52 WE0| HZSH| fIsf 22X Fote &= AT
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0|2 S¢ 0|2 SOf SRCC SEO| A Wi 24 SR 2 M0 A
A oA EOIEVIAN EE ae 22)E 488~ BBl ol
foloj 1R ol2fet 54 g R

; p . ' | Provided by SRCC
'SRCC SRCC-managed H )
‘Radio Wireless interface . Provided by the user
' ——— | ——» Added by SRCC

TrTTTTT ' Added by the user

¥
Bridge
Access points
Radio2 K !
e - i Lan1 Lan2

Picture V-12: HHV\ AP 7} Q&= LHE =&

V.9.10.2 Topology discovery

AMZEF Al ZF 22K =E0| /= SRCC MH[A= 74 7ttt 7|72t S AX LHR Q| CHE
22X 20| Ot EEEX| dME AT 28{® ZF SRCC MEO| 44X LxE
IASHA & LICH ZX45HR] EALE Z2e0] U= HX[= O THA A H X[ & LICt.

M3l A TS +Wel7| s SRCC & A PME 2K A= SHE(O|: End A X
End B)S AFBSI0] 2 Mol 29X wCU KIHE HAte] SUs X0 YK RS
solguct

A0 e Eof | & 30| ZOoF ot1, 2ol HiThHO| UL £

—_ = —
= F X|= A4x
(e}

U Hxte
A= AXte] & 70| HCHOOF LTt

|
Coach Or | Coach ‘

2 28 DCo| AL A S SES TRO| YELICH O] LEOA, FH2IX| ZHOjH Y
3L KO BE TAIS 3 HO| ZAU 4+ QU WS HBYLICH EZ2X| ZMo|
BUE 2t M EOlE YXto| RE T 220 BAIELICH XY Txto| HES Lo
SRCC= 2N Y32 MAS 0 LELR| e HEE, OH2 gXtol HE)2S Mg 4
LI

2xto| BE HES SAI0| M| HMOF FLICH DX % AL, 220 MA0| AT
U HES DIEO) ofs) EXBIX| #s HoZ UFY + YL EF Hl 77|
ANBEAE 28817| Sfs) EZ2X] ZM T 7|2t2 0Lt AR & ULt

O] TH|0fl A& SRCC BHE BC|Q FHE0f 241 QIE{H 0] A7 MM EHLE 3| R E|X
etLch
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Terminal product

Ol EZZX AM ZzMN2s AXtol COHE £ E0|M OH—f oj¢fe] ME=s #
Aoz Oyt d8A o™ XF%EE EXtel Orx|g AXiof 2X[E A2
U ELLE Ol 12 2t /M0 X7 EXtel 24 20 522 2X|[0f /M
el SRCC MZO| Axtel Z2 £0f 10| TdY B¢ F7MH2 S=d= M2

= =
A& LICE

+> 4N Hu mlo

_—

V.9.10.3 Neighbor discovery

EZ2X| ZMo| 2F&|M SRCC 7} BM EX| Z2MAE A|RtgtL|C} EX|7} tF E|H
2E RS A TtEH S0|M 25 THEHIF = E LT

nedH= X8 7|33 238 712 ol 3¢ Mz &0 X|FE AU ERA 23
LA ZHELCH ot 42 fa%t Ao=2 7ZhFE L L

Link establishement
threshold

Partner
marked
as valid

Link establishement
duration

Signal level

Time

Picture V-13: Partner validation process
L Zto] ME2 TR 2= AHO| M FX| & 2t s =+
0|2 7| =5t= A2 OFH).

off

MHA

O — T AN— -
=0 A= MZO0| Bzl MEfE 7Hs80[ &OHE LI EHEHE
FX| A 2l).
=2X 44 S0 22X 30 Aeo] A= B
2EOHA| EELIL.

A
H T

T2 2 REo R EEEX 7“”01| oo @8 =50 ME0| A2H "boost" A7+
E

S HME|X| o

rlo

A BAED

SHX|DH 0|42 MAXOIX LICh Wtk EEZX HA FO| O AHzlxe] HBO|
2t QOIS RF Al X0 F2opy| MEo| YxtojM o Ta| HXE OHE HELC
MeEfEl 2N TELTHE 4 A&UCH
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V.9.10.4 Link establishment

RE DET} AEEE 2 29X LSO RN ATHAN2 ZOlE FE Falo|eiE)0|
SEHEILICE ol2fet &#X|= 71¢ e B E s 1xet SSID o Z&stn uxst 7|8
Argsto] x| 2 7He] &M AP-Client 235 M detL|Ct.
APRXP'— 7tset 2t 30| Cfsh StLpy & Jfel RE (A HM 3 M2 W F K 23
HE)S MSsHOF LT SRCC oM ol =ME AFESILICE &3 2t X E €2 o5
T 812'31 SRCC 9| L& A4t ZpiL|Ct,
A Eth B Wireless B Eth A
Second link
channel
Eth CoaCh Eth Eth CoaCh Eth
A Eth B Wirele B Eth A
Firstlink
channel
Or
....... B Eth -
Coach Eth Coach Eth
A il g L wWieless || g Eth -

" Second link
channel

Picture V-14: Example of channel allocation among wireless links

gA RN £ 3= olHU HEAIAt AZEEG oF AX0AM CHE AX=Z
HOHE &Y &+ X

gX= d37t =25 ol SEHS RAIRLICHOR &=x). ZX7F 0o REZ
wAlEl= o @37t 851 Ho[H7t AXE Sol =5 =+ AgHH
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V.9.10.5 Summary: initialization outline
SRCC 7|3} AIBA0IM Dol A2, AFo| eHYEo|n Mejo| Yuist Z2 Ka)e
Ct2at Z&LCt otz EhAl= A|AR 270)| LiEtLE THE M IF O AT L T}

oM 239 £ HZ@@ AXo| LS XM M HEYIS HASIY AxtolM
oELE *+AL| CHA THA).

= X d
a8 s & ME 25 74 HES EREH2ES0 74 HESIE HE AXte
M=ol LELICHSo EHAD. 4 HE2 Ef% Xt oo 74 MZnt OpAEH (A A ZOIE)
L= S O0[E(22H0|AE) WoMo Gt shaRtLIC,.

OtAEE &£80|29 QIS 7|CtEl CHS A& IAIXI HYLCKST SHA). O3 .2
=201 BTt A|ZHE W77HX| Z|CHRl Z(S3 EHA|), AP EEh(S5 CHANO|A XFS 22 A|RFE L|CE,

_l_

0[0] £2)0|E= OIAHZEEH A HAIX|E 7|Ct2|= AS =eIetLChs4
=o0[2= S2HO0|AE AN AA2 ARSI EHSS EHA).

roro
e
%)
o

2
H1
2 o

of
otH

of A=, mof 2EX E= Al _’Eﬂf(s X se THANZE 28l O =7|et ZRMAS
thots Ciet Olw7h UASLICE Ol2fet d9 Z=7|=t= SO L& S1 THAOA CHA|
N
x|

> o 12

Wired discovery
A —120s — Ethernet discover scan duration

Wireless discovery
SO — 60s — link establishment duration

Wait for slave Ack Wait for loss of master
S1-120s S4 — no limiting delay
Peer acknowledge timeout _
Wait for slave ready Wait for startup
S3 —200s S4 —120s
Peer reconfiguration timeout “

Wireless link ready
S5 — no limiting delay

Legend State purpose
State number — default timeout
Configuration parameter name

V-1 smooth X£7| 7 &
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V.9.10.6 Partner loss

EX7E ZElEH X M2 ZOXBEN FF Aol U=t BOX|[A gLICh SRCC &
o = RS FHoiH XZ= 7|ZhSHE 3 7[7h old s X g& LAUGS =
23 AL otz BoX|EH 3Vt SEHE A=z ZFE U oF CHo|o a2 0
ttAE EOolEL .

Broken link threshold
Broken link duration

Signal level

Broken link duration

Link marked
as broken

Time

Picture V-15: &4 &3 7F Kjd = 0| A|

= =

A7 BOE A2 2 HAE = SA| HX|= UG M BHAE CHAl AIXSt ZRE QL M
LtEHE CfAl Z28{1 gL Ct,
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V.10 Security Management
HE0| oot HEXHI HMATF QHESHA| 2HoIsHY sH7H 2| 2L
OlF <%lsf M=o oiet HMAE HESI MIAHE Es
Moot & HE2 T-dsioF 2L ot

V.10.1HTTP/HTTPS server
Y& AHE5H0] @ QIEH 0|20 Ciet HMASE BEog 4 AGL L
» Username: root
> Password: 7| 2H o= ¥ 7t P[0 UKX| L L
MEQto| H|O|E W2to] A2 ot =5 HTTPS MHE Edated =& 2
ot #=F0| H2 XA ME ASME MHSISHK| W 7|2 AH ME SAMIL
A& E LTt
XM ABME YRESH= A0 SSULHASMe Y=otE(X| @2 e 717t 25
ZotE PEM I 0|OfOF ).
ME o Al ZH=: Web Server

S LIL

V.10.2 Bridge mode
HE|X| ZEOAM E2|X| VLAN 22|E AFE5I0] X Z0f it BHAE MY 5= AEL T

QIS E AMEAZE ZehEl HESA MOAHENM HMEL| 74 #2[0] VLAN 2 ArEgL| o}
Ol HEXA MAHEO AZAE ZEQ} B2[X| &% AES QEHHO[A0AMEL O] VLAN S
518 o},

ME 74 Al &= VLAN description:

VLAN o) Tt dHO[Lt 0|2 Y& TL|Ct

VLAN ID:
VLAN ID £ =gt}

Default VLAN ID:
Ol EMZ X|AsHH EfT} XI"*EIXI o
L ECSHLEO| VLAN 2F 7| 27/0| & £ /JASY| Er.

Default priority:

SN #9|2 MEYBILICL O] ML 7| VLAN ID 7 MeiEl ZQo|nt A E 4

A& LIt
Egress untagged:
O EMS MASHH Q| E 47| Hof| VLAN Ef27F = oM & A& L Ct.

Interface:
VIAN 282 H8% ZEZ MEgiLCh
TS VIAN 2 M, 52|X|9| BE QIE{H 0| A0 RAE 0fof STt

Enable the Bridging VLAN
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V.10.3 Router mode
ctH ZEOM CHES
EZ MH[A0| CHot ==

CHoi M= AME 2 &tz 4

[

MYULICE ASE AEXZE ZRHE[X] @2

~
o
golloF gfL|Ct.

EEERELER RN

o

AtEHohs Lot /LT

HEZ 4 Al &=: Routing/FireWall

V.10.4 SNMP access

72O Z SNMP OO|MEO|AM ZMH3lE
D389 7H8I OIDs Off N AT 4= ASLICE

A&t MEZof tiet HMAE HMojg = ASLIC
HEXI 90

HOte Qo BE SNMP vi/fv2c AHEX}ZL

SNMP HMHAE HSEEHEH 0E S0 "view" A7|/A7| A2 EX OIDs 2 H 381
Jal= .

SNMP %ﬂﬁ ?
SNMP v3 EOt ALEXLE MM =& USL|CH

ME 74 Al T=: SNMP Agent

HZoOF LT
AH
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V.11 Rogue AP detector

V.11.1Rogue Access Point concept

O AMA ZOIE= Mool RIRO| FIIEIE Ao|XQl SAXIZL FII6IE 24 HER R
22| Xt HAIA Aot 9io] EoF HERZO AX[E &4 HMA ZOIEQL|LC
oFfd MM A EQIEQL T S2I0|HEE= 22 X|Yo| D E ALEX £ S2I0|YUETL
HESZO FLo2 HNAT = JEE SHESHH 7| HERIAS EotZ &AL
CEoh ofd MA ZQEE= 7| HEYAS A& Wolgr = U&SLICH
OFd MiMA EZQIEE= CH2at 22 giHo 2 2M HERAY EE2 = = JASLICH
e HERIAO EOt FAFZ Tt= = JYSL|CE
o Of#H7} "man-in-the-middle" 342 Y = JULE TACZEN I4Xe
Oisiitet =8doz AAstn HA|IX|E Y O|ste msHAt7F AtA QI AZAZ
Sl M2 AF CHztsta JUCtn BA Bl AXME ©N CHele 54X

Ol A|Of &l L|C}.

o F= QU AZAD 22 €Ol V|52 &15t= 7t SSID E Ed” L
AEXHZF AZSIH TJiRE SSID 7t E2i0|MECSl FEM Fdo FIHE|n
ZEI0|AHET} 7t SSID E EZREI|AESY| ARSI CIE Z210|HEEZ
a4 ALt

o YA HES EEE Tt EEE NI LLCH

e WiFi d50| #8802l &= 0|& = A& LICH
2| E|X| &= RF 43 £= 724
HESIO 2223 HIOIHE 7t5 UM MHA ARE ddgL
WAN ZE [l LAN 2 HZASIH HELA0| DHCP E FYUSHY EXME
dod = A5t

o AMEAZE WM A X|HO| FROHK| UCHD A6t HZSH{ 0 2 I VLAN
Xto|= Qlsf MAEDE 2[AA0 AAS = o, 0|2 Qs IT FAM0f B2 HEH
X0 Zdg = &L|CH

V.11.2 Rogue Access Point attack
Rogue Access Point = 2|9 Z O] FIISHE Ao|MQl IAXIL FII6tE 24
HIERZ 22Xt HAIX QI dot gi0] ot HERIAO XL

_Tj_o

OtM UWMA HOEE= =X “pyvil Twin"2Z2 2T L|CH 20|Iio|E {3t IEEE 802.11
HEOME= ALEA7E AP £ QMY = Qe F 74l AMEHXIZL USLICH (Service Set
Identifier(SSID)2} Basic Service Set Identifier(BSSID)). 12{L} O|2{st AlEHX = £A £
= UASLCH Al AP E SXISHH Evil Twin AP 7F ‘d 8 & LI

Evil Twins EE £ RAP = 5 7HX| HEHZ EXiE = JASL|CH
e Coexistence (&)

e Replacement (CHA)

T 42 25 RAP = {8 AP 2t STt SSID & Ar2%tL|Ct
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Coexistence(32)0|= X QI AP 2} Evil Twin O] Z2 &A0 ZZE8L|Ct. IEEE 802.11
HEZ2 WLAN ZSCIO0|YEZL 7t& ZEst MSE AP Of ®ZASHOF sChn HAISHD
oo ZAXE=E RAP | M3 ZEE 50 AFEXIF AZSIEE SfLCH

"Replacement” F& A Evil Twin & &
olo sifE MM ZRIES ZESHH CHH T
St2{™ RAP O RE%h QIEU HA(EE HM2

AO{OF St, RIS B ZXAH0| HZE = U= of LA AP E Sl IjZS el

% gL,

V.11.3 Rogue Access Point Detector
oM ML OE HAE 2M YEYIS BStE f IR T4 22T o4y
UM ZOIE A= BXQ 0o & 7HX| HYgs sl L HEAN X572
Adet Af0| FA0[= ZH0fl RF B4 =7|2H g HM2 X™S BAlotn HERA
ZE| XA L £ U= 7|150[ AO0{OF Lt
RAP EIX| B2&& SSID % Ofakl= BSSID Of Cist 4 Z2Eo| FYHE AME%e

DHEQI 30| ER|AE KT WAS ASHLCE

RAP CIHE{O| Al AZHGE That0|E = L5t 25 LIC:

—

e SSID,
e BSSIDs,
e Channel,

e Encryption,
e Signal strength.

SSID E+ BSSID & HIO|T{AE 7hs540| =7 ME0|BSSID AFE: SHEO ap 2
St SSID U MAC TS TE3HE RAP) A& ZOIEOM AFREE AS3 REE

Hlw3tL|Ct (OPEN = Open, WEP = Wired Equivalent Privacy, WPA = Wi-Fi Protected
Access version 1, 2 and 3).

d4= 250 of3 e E CHE Huy
AP Of CHzl AREAHZE O &fots 2ASE RSSI(auth_rssi)% AF23IH, 27| RSSI 22 &

7t&%t [auth_rssi - delta; auth_rssi + delta] B¢l LHO|l R_AO{OF SL|CHEEIZL2 15db). RSSI
1717t o] 7+AZ Hoje W 2107t EE|AE LT

r|o
Rl
fot
oy
H
lo
s
ot
oo
-
n
S
ne
k1
i
[P
rlo
ro
t oM

mwt O Hu

DTUSO70 rev K.13



Page 137 /336

V.12 Internet Protocol V6 — IPv6

V.12.1 What is IPv4?
P4 QIE{Y Z2EE BN 4 Ol0|FLCL P4 & 22| HAIS ol AZY + U
S 718 IS ULICE 27} QeI A0 N2 Ol 99.48.227207 1t 22 DF

LA IP FAT BLELCL WS SO o HEEOIN CHE HEEZ HO/EES Hi2D
HESIAE B4 5 BAI] P FAE EHBHE HOIE W30 15 50{0} LTk

V.12.2 What is IPv6?
SAX B2 Y MH|A0A O TS| AMESHD Q= IPvd ZEEF H St CfA[SH|
o|&l, XFAMICH QIEjL ZRES (|p) FTA BEFOR JEUE ZT2EE0| IPveYLICE QIE{ L0

AZE RE HRH BUHE, 8 LEMHO[E #8 24, 1oT WA & 7| A= BHE X

Hol S5 fIsiM = 2ol 1P 471 2L Tt

V.12.3 Why Support IPv6?
IPv4 Ol =, IPv6 2t CtE oF 71X S 29t XtO|FHO0| JASLICH HZ 128 HIE IP F2F
AHE3ttt= A YY) Er. SE2 o X Lo 2 oIy, o]zt sHEE 7| 2= 2P
FAa7t 2L
oF 42 & 9 AL 72| 2A32 IP
A QMO Yol Ip FAIBEF

2 227 YA U F4 25 BAE 00X U LT

o
>
o O
ot
-
o
[
& Ot

IPv6 = 128 HIE Q1B =5 AFERLICE WatM 24128 74| QIE{ Ul F24(Z 2|

340,282,366,920,938,463,463,374,607,431,768, 211,456 7H)E X| ¥ 5= A& LICL IPv6
T2 £ IPv4 T2 HLF 1028 Hf O BELICE MEtA IPve 2 T2 Jie=, &=
QIR YX7t A% =8 E7|of 28U

IPv6 o| =2 O|F 2 L1t 25 LT
o O O]&F NAT (Network Address Translation, HEQI3 Fa Bzhg g 7}
&Lt
s 74 71
O 0|M A FA7H0| 50| gl L C
= HEIFf2E 2t E
ot &l &4
oo 2Ot EE8XQI 2t E
oS (quality of service, flow labeling 2t = £&) X|

[ ]
o
)

N

r
r
F

n r_

[ ]
Jo =AY

re of o b
rob rin rob for
o)
n

. Olz Sl 701 E E X| 2l
. M 8l =23
e broadcast & SIA| &L Ct
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T2 O|F Qo

IPv6 o| O™

IPv6 = B2 9
=AZ 71X
UG LT

IPv6 = 2t2|517| &

SRS

IPv6 = EOt 7|50|
shate| &L Ct

)
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IPv4

429 x 109 = 43 X 79| FAE
7t QLE LT

K70 U= ZE AFRO| BF AR
IPFEAL SCish = 9l HE 2

H=ohL| B

HE®{I= +=SO0|LI DHCP E
Ar25H0] A4 sljof ShL|Ct

IPv4 O = QIH Y d&2 M2t
ot B2 0|7} A0, FX|
Zhe|of B2 3ol HevtL|C}

NAT 9| &5t AtE

—

Q rn
ne

ox > > Il
1

®

>

&

of
Sk 0

Hot2 of=2|AH ool Ee
LICH IPv4 £ 202 &0

A
M H
T4 ALK BR_EHEL

O =2 NotE HERA
=, IPv4 QIE{ 49| 0|5
s2 MetetL Lt

V.12.41Pv6 address format introduction

IPv6 FA2| HIAE HAZ ‘aaaa:bbbb:cccc:dddd:eeee:ffff:gggg:hhhh’0|H, 2

W 4 UBLLL 01F

4 HEE LIEIL= 16

6 RI2QIL|C} Malol| Q1= 02

T d AT

IPv6

3.4 x 1038 = 340 &= 1000 = 79|
FAE 7HX| D &L L

X+ 2Ho| @ Yalo| 5T of
670 & 74| F=A R L|Ct,

IPv6 HERAIE Ats HEHT 4
7ls& MSE LI
=o| tin2 2X|2 3% O et
#e2|ot7| gLt

st =& ZUO2 QS AT Fa
X80l 7tsg Lt

HERA FA @ YX|7t ERsHA|
ASLCt.

IPv6 Of = Hgtot 7| QI atet 3t
AH8E = Q= IPSEC O] LHEE|f
A& LICH

ojg] HEI X0 22

=

—

WEE 45 284 % 015N 7152
St

0 X =

my o —

C Gk

>
+

5S)
<
&

5S)

<

&

rir ]

o

z

1

ot oN
® re
Elomjo met jo

N
>

2 2AtE

==0)2

= T

P

FA0| BAE HANA B HDH AHSI0] 9ol £0 0HIES XIWY & UBLICE

A H
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SH2| = Of| Al Lt
« aaaa:bbbb:cccc = AIO|E HMEFO{YL|CH S8 EEZX|
AO|EOf| S EIL|CE.

= ISP EE= RIR 0] 2|8H

« dddd = AEYl ID: 742l EEEZX|(AO|E EZEX|: AFO|E LHE)YLICE IPv4 2F

St I, thY Hw Z 3ot AZE MEUL|CH
. eeee:fff.gggg:hhhh = QIE{THO|A D YL|CE QIETHO|AL| MAC F4

64 &4l (Extended Unique Identifie) S 25 E X522 FEELICEH
FA2E thERSh7| {8l 00 2 e = &L oL
2001:0db8:3c4d:0015:0000:0000:1a2f:1a2b < 2001:db8:3c4d:15::1a2f:1a2b

23 M8 0B YEEILICE TY 02 YopE/X] YeL/r)
2001:0db8:0012::/48 = 2001:db8:12::/48

2001:db8:1200::/48 # 2001:db8:12::/48

R E IPve TFEAE 05O gL/
« 2002: /16> IPv6 O A IPv4 2 2} E
. fe80:/10 > &3 2#H F2
. ff00: /8 > HE|FHAE FA

ROF5HH k2ol 1p v4 Bl ve HIO|H 1S Hlmg = JASL|C
IPv4
1 byte . 1 byte . 1 byte o 1 byte N
Version | HdrLen | Type of Service Total Length
Identification Flags | Fragment Offset
Time-To-Live Protocol Header Checksum

Source IP Address

Destination IP Address

Options and padding (optional)

1 byte . 1 byte W 1 byte . 1 byte ~
Version | Traffic Class Flow Label
Payload Length Next Header Hop Limit

Source IP Address (128 bits)

Destination IP Address (128 bits)

= EUI-
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V.12.5Class of IPv6 address
IPv6 F=20= F ZHA] QEAH QI AT ASLICH
e Unicast
o IPv4Qt SUSHX|T B3 24 A7) FILE UG LT
e Multicast
o IPv6 ZEEZE 117, £3| ND(Neighbor Discovery)(RFC 4861)
o BE HEPPHAE FAE £f00:/80] £EHL|Ct.
o IPV6OllE IP MEY ER2EFAE FATL gl&LCH

CHA MESH WM 3 22 BEFHIAES AFSELICH

O

V.12.6IPv6 address types

V.12.6.1 Unicast Address

23 22 FTA (o LAN):

\Link-local prefix 0 i interface ID |
T

EH HEYIYHMT F25IH [F M= FESHA| EEL L
OlAl : &3 2Z T4 Acksys MAC 32 00:09:90:00:5a:db
e FE80::290:E8FF.:FEO0:5ADB
=228 FLIIAE FA4: QHUO|M FESLICE
e OfA]:[2001:db8::1]1:80 or URL: http://[2001:db8::1]:80

O Al : AFO|E HEAIZ 2 2Y FLIHAE A4t = aaaabbbb:cccc:
Subnet ID=0 and IPv4 = 10.11.16.1 (=0x0A0B1001)
e AAAA:BBBB:CCCC::A0B:1001

V.12.6.2 Multicast Address

A2 FFO0: /8 £ HEIFNAE FAYL|CE

8 bits 4 bits 4 bits 122 bits
11111111 Lifetime Scope Network prefix .. Group ID
ffoo Oor1 1,2,5,8e Multicast ID

1 - Node (interface local scope)
2 — Link local scope
5 —Site local scope
8 — Organisation local scope
e — Global scope
0 — Permanently, globally assigned, well-known IANA
1 - Non-permanently assigned muticast address (dynamically assigned)

o ITHQ IPv6 HE|FHAE FA (FLGS = 0)

e 0x00000001 ~ Ox3FFFFFFF #|2| 18 ID

o FTHQlIPv6 HEIFHAE OF AHX} (FLGS = 0)
o 2| 0x40000000 ~ Ox7FFFFFFF
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Ol Al:

NTP(Network Time Protocol) 7} ID 0x40404040 Of & = A& LICH
o X IPv6 E|FHAE FA (FLGS = 3)

Ol Al: RFC 3307 &=

FFO2:1 = BE SAE HEIF|A

FFO2:2 = R E 2}2H HE|FIAE F

(2Z YW EST), FFO5:1 (AFO|E)
(22 HERXT)

a
a

V.12.7 Services supporting IPV6 addressing
o & & LIEEO[~& HTTR/HTTPS
o Syslog EA/

o Z2fO/PE HZL NTP

o SNMP

o IPv6 OfA BF 21 AH T2 X &= 7f5 01 814 RADIUS 2/&
o A& cf2E

o &34

o 228

o HZ/x/

o HZ/X] WIFIARPNAT & WDS)
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V.13 Asynchronous System Upgrade

M2 2 EO| 2R5HA = A0 2t ELl HYE 1y olEg M= ASLICE (Of:
2tRHE O o|Est{H HXIE SX[6l{ofF g
Y= 0t2SHE TS| 2fsh =2 7ol Yol =T YEE)E SAIO| 87|
@& L L
2X= HS7|A QO 0|E 7|52 MBS, 22 3T = AUSLICH
o QIHUIO] HMAY = A 2, 7|X7F 2 SO|ALE Xp1of AS UHo =
Firmware & Y28 L|C}
o J|X7F O O|A 2WWEIX| U2 IHO|TF Firmware S YA 0| =310 2R EZ CHA|
XEg = A&
SHe "o & €Oy olE XN E 22I6k= AYLICEH AME X HANE

H |5 =

Cte=2Es5t l—f301| AN2E HOYO0IEE Y = USLICE A|AH O 0|EE ot H
7HX] 40| A& Lt

o ILZTEH Z=A| A

o 57 =W G AZHO| ¥2|0[= o<

0%

o MEOAM 2tHZ HYO &0t A2 A" FA0|E 7|sur FEEtL T HE0

Mg Lol 2tA 8Lol, %*JEHOIE Jls2 L0l RESHA| O FE =QlgtLLt.

[SinE

Railbox V2 & AFESIE, A|AH HHO|ES O}S W, HAO7E FAl eMMC o] HEE[Of

MEo R0l Se&lX &= I HOo|HE 2&2E + ASLICH

EFE HMEZol 2% HANHE RAM O MFe 4= Ao B2 CHA| A[HBHE O AL B &F
S0 YHO|EZt == E LT
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V.14 System Integrity Check

WaveOS = HOH 7| 5802 £
AAEE 2d HAHE F85s D9
8 QAQLICE O] 7|s2 &6 142 X
THE|X| AUEX L = AUSLLCH

LS AT A H

z

o
o
o)
%
jo 1=

Y A|AEIO] BAN HAL=, 0|5 LAMSH= ZF T Q| ‘checksums'E+= ‘fingerprint * AHlAHS
7|t.'_f9E oH—| Ct. WaveOS & ZutYst= %c.’_f E% hecksums S Ex nhof MEEIH,
o | f

2ot Hjn °“—|Ef.

=3
(@]
)
=
o
=1
—t+
njo
|:|>+

o checksums O] SotH HZF2| FZA-90| ACKSYS 0| A SMRUS Mt &S
2L

o TOF ZIVICEE MFO| 2dE AY 5+ ASLICH

ot Aol sffAl(condensate)E Al 4tot7| 28H, sHA| 27t 2H =0 M- & L|C} 0|22 MD5
A AT2[F(1992 | RFC 1321 &4)2 7|2 Q3 C|X|E S{A|E A ASH=
SEAQILICEH O] 24N AAL= HIDS(Z|A R Y EfX| A|AENOAM QNSE i J|5 =
StLto| o, mbA 0| Q10 oa oMoz =X EU=A| & = USLIC

F4E A 7|52 SNMP QIHI0[AF Soi MS&H, O|F Sdf 142 fH22 0
AALE e = AsLth

o
o SNMPD OIE{T|O| A0 A ZHA| Al
o RHEO et B AR

X} OID(Object Identifier, Z4X| AIEIHE HlgtL|Ct,

o 24 TIY Mg sl s
o AA 21 TYU0| CHEIL 22 WACE AT} 7|2
o HIZE AT BIAIKIS SILY 7| 250, BAIX|OlE S 2XAt&o| A%
220} HEE TU0| 0|20 1 SjAIF0| EEELICE
o 24 ZIE LHEHYE HAIXIZL Yo, 0l 3 SXIEO| AR 22T}
ZapeILIct
Aol ALG ALE2E, SNMP FS Sof CH BHEOIM WaveOS THU0| +HE|X
QO] BQIBHE LT

DTUSO70 rev K.13



Page 144 / 336

VI WEB INTERFACE REFERENCE

VI.1 Setup Menu
O TS AL83I0] R4 QIE{HO|A X HEYY 442 THY & AFLICL (fRES

SETUP If|O|X| SIEHOfl= 2 7 2= 3 7l e] HEO| }UELLCE

@ Reset Save | Save & Apply

©

o7& HES 20, save & =2 78 HE22(0 7| S L ol 32 #HE
M2 SA HEEX| @1, AR 2 & Save & Apply 202 HE & LT},

Save & Apply & F2/ &IH X[S7HX| 2= HO[X|0|M st B 9 HE A S

HESHA ELICH

ot
kel
>
m
rir

Reset (AIE 7ts 89) 2 =2 &4 HIOIHE O (O[T MF save

)22 E|l=8LUC

VI.1.1 Physical interfaces

Wireless overview section:
O HO|X|Of| M=, +HEl 2tC|R 7IES| 71T St £M4Z SSID 22 EoFLCL

o RI_ -
H|O|X| SIEHO| M= global Wi-Fi 42 #HAS &= A& LCH

SETUP TOOLS STATUS

FUVSICAL WIERTACES | \WIRELESS INTERFACES OVERVIEW

WIFI 1

t‘m i You can set up to § simultaneous roles (wifi interface types) per radio card, among the following combinations:
Lo Channel selection Max number of interfaces
VIRTUAL INTERFACES ‘Combination Multiplicity Can use DFS Access point Infrastructure client Mesh point Ad-hoc
NETWORK Multiple access points single, auto, multiple yes 8
VPN Client / bridge single, auto, multiple, roaming* yes 1
BRIDGING SRCC single yes auto auto
no unsupported unsupported

Other / Ad-hoc single

ROUTING / FIREWALL

When using several roles, they all use the same shared channel; in this case, the client role must not be set to multichannel roaming.

Qos
Repeater mode is a combination of two roles: access point + client.

SERVICES

* The roaming feature is not yet available for IEEE802.11ac cards.

|

WI-F1 INTERFACE

o
ROLE SECURITY ACTIONS
g%

WiFi 1: Wi-Fi 5 (802.11ac) Wireless interface
&y CHANNEL 802.11 MODE ssID

Automatic 802.11ac+n acksys1 Access Point (infrastructure) none

WI-F1 INTERFACE

WiFi 2: Wi-Fi 5 (802.11ac) Wireless interface
Y CHANNEL 802.11 MODE SSID

o

ROLE SECURITY ACTIONS
Interface disabled

|

GLOBAL PARAMETERS
RADIO REGULATION AREA
Country [ United States =]
RADIO CLUSTER
Cluster mode ‘ Do not group El

Save & Apply ] @ Save ]
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WIFI INTERFACE =& 12 Zt WiFi QI I0|A0| o MHS QfstL|Ct.

802.11abgn Wireless Controller (Radio A) (] E
\;EQ' CHANMNEL 802.11 MODE SSID ROLE SECURITY AQTIONS

40 802 11na MySsid Access Paoint (infrastructure) nane f;:l

MZ2 SSID M /

By

AL

I ez@:Y| 28), 74 7Is2 HEd8et 50 JASHLY.
Ar8oE Y HES Edet siof Lt —r e

ACTIONS
Interface disabled

2iC| R 7= 2 3)/H| 2 g3t Save & apply 202t M-8 & L|C}

SSID & A M|ot2{® Remove HE5 EESHM K. 12|11 Edit HES SS9l 2IH 2 &

20 SSID 2785 HUYLIL

Global parameters section:

GLOBAL PARAMETERS
Country [ United States [~]
Cluster mode | Do not group E
Country:

MEioh =27t M| 20 what, Arge 4= U= MEa dE HMHO| 2L Lot

ZEO|HE FLo|M HE2 beacons H|AM AP 7t M Sdt= =7t AFERLICH
Cluster mode:

StC|R 7IE & SHAE SN, 5tLtel 2tC| 7t of2] x2S 2745t CHE 2iC| 7t

AP O HZAE[O] TIO|HE TESHEE 1EY 5= USLICL O ZEO|M A7H

Z2MA= HOlH MES WS &X|T, A7 20| = O] 82 o2& LTt

StLtol 2HC| Q@ FHEOIM AP Of CHEH A7HO)
Mo 7HE Eelst AP 2 MElS £ QT E 2 Bl e
= FLof Cfs) SYshoF &2 ojojerL|ct,

20
[HEtA QHEILE @K, =8 L A 0|2 FE2 M= Of ZHkeiof &L XH0|&

nefstol 2 Ed|A R FAEE HF A 2858 = o ELCh

0

>

Of ZEOM 2 Oj7f H=-= HIOIH HE0 AMELlE= 2tEL 7tE 0N
7tA & LT
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Group for scanning S ME{SIMH Scanner card ZIC|2 HEOZ AFHO| AR FIEE
MEieh = JUE L

RADIO CLUSTER
Cluster mode Group for scanning E
Scanner card @ wiFi1 O wiFi 2

Group for connect before break & ME{SIH, & 2L FtEQ| &tF HWAL2 Group
for scanning 2t FAtSHA|TF 20| Wl UfOICH & 7tE2| 7| 50| WetE LT} O
7|52 Connect before break A4 0f| XtA|5| |0 LS LICH

IZHo= Wiki 1 AHEO[AV 7|2 7tEZ MEE|X|T Ol= EA[H Ol SEf0|E=
22 49 &4s0 s O/X|X| gLt

O (k=]

RADIO CLUSTER

Cluster mode Group for connect before break E|
Primary data card @ wiFi1 O wiFi2

Secondary data card O wiFi1 @ wiFi2

O] ZEOM= S ¢t 2IC|R 7LE0| = 7HX| 7|68 BF S8 ¥Y =
UX T 22 H2 F4 M EMT Tt LICH

78 R4 MEe 8% F 7Is0 tish =Lt @ wiFi1 O wiFiz

2IC|Q 7IEE MEHSH7|OF S EIL|C @ wiFi1 O wiFi2

RADIO CLUSTER
Cluster mode Group for connect before break El
Primary data card @ wiFi
Secondary data card @ WiFi

Case of 802.11ac Wave 2 products:

Wi-Fi 5 (802.11ac Wave 2) Wireless interface

,@, 5GHz band : Warning: Saving a change of band reboots immediately O 'j

\.af-“_f CHANNEL 802.11 MODE SSID ROLE SECURITY ACTIONS
Automatic a02.11ac+n acksys Access Point (infrastructure) none @ i’ﬂ

802.11ac Wave 2 2}C| 27} Z*:HE Railbox/6xA0 1} Z2 HE2| A2 &M 1S

XIssl7|] Mof| Fnt4 EH°"(SGHz L = 2.4GHz)S MEHs|{of &L|C}.
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VI.1.1.1 Wireless/Radio

a. SETUP/PHYSICAL INTERFACES/WIRELESS SETTINGS/DEVICE CONFIGURATION

General Setup tab:
O] MMOME 2IC|R 7IENA Mg = A= ZSSIDOf| Tt 3850 25 dF82 &
% QL

A H .

DEVICE CONFIGURATION

General Setup I a/b/g Data Rates | 802.11n Mcs | Advanced Settings |
Enable device

(4
802.11 mode

[802.11g+n (2.4 GHz)

(&) Changing the mode may affect the list in the "a/b/g data rates’ tab

[20MHZz 5.4

@ Automatic 40MHz HT mode is not compatible with AP, Ad-hoc, Mesh and multi-interfaces

HT mode

Automatic channel select ] @ Automatic channel selectis not compatible with Ad-hoc, Mesh and multi-interfaces

Channel 1 (2.412 GHz) - Max Tx power 30 dBm

»

2 (2.417 GHz) - Max Tx power 30 dBm
3 (2.422 GHz) - Max Tx power 30 dBm
4 (2.427 GHz) - Max Tx power 30 dBm
5 (2.432 GHz) - Max Tx power 30 dBm
6 (2.437 GHz) - Max Tx power 30 dBm
) This field is ignored in client proactive roaming mode; see ‘Roaming’ tab instead

|l

1

Enable device:
O] MAHEAO MIASHH, 2tC|R FIET} Ze
Hom 2MR=0| HiZ/ g3t |0 FMS4

j
ofm
el
ot

detEd S 5+ AL H25HA|
o] =

—

802.110de:

= 802.11g+n BE& 2.4GHz Ci<(802.11g)0IA Z-&S3tH, 802.11g X 802.11n
X2t L CE

= 802.11a+n BE= 5GHz tH(802.11a/h)0IlM Z-&3k0H, 802.11a/h & 802.11n
KXot = 2hE LT

= 802.11ac+n 2 E= 5GHz CHAO| M ZtF S, 802.11ac, 802.11a/h X 802.11n
KXot = 2hE LT

—_

At10:802.11a+n/ac+n 22 FEE NES ME CHE Fht R E AFESH7| &0
802.11g+n 22 4z CtE ME 4l = glsLCh
HT (High Throughput) mode:

802.11n X 802.11ac ZEEO|M = 7|2 HT20 ZEE AT £ QU&LICH O] RE=
7|1&9] 802.11a ¥ 802.11g ZEQt OHEH7LX| 2 E_roal 20MHz MES A3 Ct,
ALt CHY =S 52|23 H 40MHz(HT40) == 80MHz(HT80) AH ol A 2+t
SRR, 271 EE= 4709 A& 20MHz K E S S8 5+ JSLILCH

=2E=2 oda2 T

802.11ac ZEXME= 27 EE= 4 72| 20MHz XM{E S ETtE | 20MHz for 802.11ac
= USLICE 7|2 22 AP 7t A= XA 0| beacons 2 40MHz for 802.11ac

Maste Y2 XS A™ =L ) 80MHz for 802.11ac

o

I

802.11n ZEQ M= 2ETE 20MHz A2 5 7H3F R AISHY, | 40MHz automatic

40MHz K 201N X eI% 4 etk

7|E IH%% XH E &M_:'O'”A‘I ﬁE_ﬂa I—l Ef.(OfEH XI-X) Hx 40MHz 2nd channel below
20MHz

ML 72 A B2 9 i ol RHEE My

7 UG L E2H40MHz £ Atz 275t WS E o = S
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A& 40MHz 2 E+= Ad-hoc, Mesh 8! TS QIE{H[O|A2f 2| X| @i LTt

(k=]

HT40 ZES {EYSIH & JHX| =7t 40| LIEFELIC

LI | 40MHz 2nd channel below (=]
@ Automatic 40MHz HT mode is not compatible with AP, Ad-hoc, Mesh and multi-interfaces

Disable HT =can Q D not scan for overlapping B55s in HT40+/- mode. Turning this on may generate

interferences/conflicts between APs that have their frequency band which overlapped.

HT coexistence v @ Hznor 40 MHz intolerance in coexistence flags of stations

Disable HT scan:
O] SMO| 2dotz|H A|AHEZ 2 K22l 40MHz =0l CHE
DX 0 SA5HA [0, O|= Q5 7Hd0] & dstn sS4l FEHO| X5t
A& Lt

HT coexistence:
Ol SME AHESHE, A|AHEI2 CHE AP S0| Ex X232 AL S 8%, HI0lH
ME2 flsl o2 22 EA(aggregation) SHA| 2411 i
S0l CHE AP 2| M= etol 7HY S =0|1 4 FES SYAZ = USLICL
Automatic channel select (ACS):
HEZ2| g0 el A2 Asoz MEd = USL T

= AP Q3. AP E A|EFE I, ST 2IHOIM B 2EE DE XY oM MES

MEiSLIch S MYE NS Moot H, ACS S MASHK| @ Mg CHE My
MRS AL SR

« Client 2t S2H0|AEL siT F7H0A S El= BE K2 S HMBLICE 1Y
AN B2 TEHot2 B, ACS B MESLX| 2D MY THE ME MXHE ASBHAIR.
Z2lo|olEr 2Y BER MFE 2, 0l (Y 352 29 ¥o| Y 3508
Ch I L.

+ 1% 242 ;716 A R(mesh, ad-hoq £ SiLicl S x|S0, of o el
AFSE 4 glon EECHR AR0IA Kid S MEOF BHLICH

ZF17 - "40 MHz second channel below” ZEO|X = ACS £ AT %= Qi&L|LCt
Channel:
MEISE 802,11 & S MENSH =740 4 Ao et XY 553 M
Ol Q=2 S2I0|HE ZEof AFEE|X| USLCH A7HO| S8 ZE M

AHESH| ZYLChZY oi7 =0 o3l MetE =+ US).

=

A0 et Ty B4 FHET o2 wi-Fi 92 SAI0 H2|g = JASLCH 0] 42
"SEtO[UE" 2 &5 MET AU St == AFoOF SLICE O AhMSH LHE2 M4

718
V.2.1.5 Virtual AP (multi-SSID) and multifunction cards 2t Appendix—802.11 Radio
channels 2 &115HM Q.
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Hge Metotn, #x) A LoflAf 20|Ci7h ZX| =W o
Hak &~ QIAL|CH HEl KoM o x2S

L2
IH

=t

jiir

mjo

rx

JITI

I

O J
o

A DFS O R 22 AREot7| Hof 2ol X|A(CAC AlZhol 2 ELICE O ApAet

od
M HE = V.2.4 Radio channels and national requlation rules /M-S &SI 2.

a/b/g Data Rates tab:

DEVICE CONFIGURATION

| General setup | | a/b/g Data Rates | | Advanced Settings |

Automatic supported rates o [E) Uncheck to select custom values

Automatic basic rates 4l (@) Uncheck to select custom values

Automatic supported rates:
Ol 2M2 MIASIH, AP Ol A Client 0| A &2l= SEE Aot = JASLCL

Automatic basic rates:

Of M2 CHE 77|17} YN & ZRIELL S4I5H7| 2lof X| /8 OF ot= £ 38
T A= 2 YLICE B: BE 7|2 rate £ X|AE| = rate set Of i°*EI010F LIt

XX rates Of| M HZAT mfo] HALgt:

| HECIHAE 9 HE|FA

=x
MSELICH of2fet Za ol

B ItEE R2 S = A ZSHA] Q7] IfE0, TS =2 0| =4E )0
e dMStD O M2 HYZES AL L|CH AMA ZQIEQ HAL|H Xtas XS
& X0 @A2|FMINSTREL €12|F)E O 2 A = E LTt

802.11n MCS tab:

DEVICE CONFIGURATION

General Setup | | a/big Data Rates | | 802.11n Mcs | | Advanced Setiings

S Lnr CUl (@ unchedk 1 select cusiom values

O] SM2 UM A ZOIE A
Scheme)E M|3Het 4‘- e =
a/b/g S OFXIIX| 2, AE RN 7HE =2 MCS B MEiSIH HEEEIFAE Gl
HEIFHAE =9 ’8%% SN = JAELICE O2{Lt O] B a/b/g 2F 5ot
CHEO| USL|LCt.

E20|HAE A X| g %l&= MCS(Modal Coding and
ML,

0 242 802.11ac BHC|@ FHE O ML ALBE 4 gl LICh
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Advanced Settings tab:

| General Setup | | a/b/g Data Rates | | Advanced Settings |

Max Transmit Power

Q dBm - leave empty to use max value allowed by your country and your radic card

[ A v|

Antennas

CoS Profile

|Default v |

Distance Optimization

Q Distance to farthest network member in meters.

Beacon interval

@ in multiple of 1024ps. Used by AP, ad-hoc and mesh modes.
Fragmentation Threshald

RTS/CTS Threshold
Retry settings 7
Short retry 7
(&) Retry for frame sent without RTSICTS
Long retry 2

@ Retry for frame sent with RTS/CTS

Agregate retry 30

@ Retry for agregate frame {802.11n only)

Max transmit power:

S =82 N R FOT MES| 78, #H A 2R 7tES| 7S et
NS 2 ALELCH O 82 4 =30 teh dots - S 82

/g = OtE|LE ZHO 2 HH & LI CF.

Antennas:
AEE|X| B
QHE{|LIOf &
L

B g ste 4
35S A
&

= QHH|ILI= o 7|0 A H|Z2d=te 5= Rle, O|2 Qs ME =52 E2
SAZ = JUSLICE M| HRY QHY|LE EE= & H

A& LICH 802.11n CFE 57 AEE 2 2851
ot S Ut 2| OtH|LIE AESHOF EL|CE &4l 32 L E CtE|LE 7HO

= Hi &L T
QoS Profile:
O] M0 A=, SETUP/QOS/WMM H|O|X|0f HO|=l & 7tX| QoS ZE2E S0 A
MEbSh o= Q& L|CT,
- Default : 2& WMM(Wi-Fi MultiMedia) Of 7l 4 ==0f CHo S5 X7
AtEEtL| Lt

- User : AFX7F Ho|st WMM(Wi-fi MultiMedia) Oj 7 H =& AF8tL|Ct.

N
rhr

N
mo

Distance Optimization:

29| ZO|7t 300m ELCt 71 A2 0] EMEZ ALBSHUA|IR. O] M2 Wi-Fi Li5 XTH
AlZH & 7t 2 YOOI ESIX|QH Al ZEHE S8 L ZAA|7| XK= Z&LCH 7R

™ XK S| A2 S 7| LoHoF & LICY.
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Beacon interval:
O] SME AHBSHH, & 712| beacon Z2f| 7H4 S F+dT = USLICE
Beacon 2 AP, A| == Sl O E=(Ad-hoc) 2H|O| MO A CHE ZHX|O A AtAIQ| 7|5
X LA HT ZE, SSID §)2 Y27 fIs A& & Lt
7|2 47& 802.11 ZE0f et CHEL|CH

Beacon 71742 ZO|T M Lo|M O B2 HAYES AR, A Wi-Fi 450
MotE 4 QUX|DH 917 2AS O Wa| AXY £ UBLCh

Fragmentation Threshold:

0| M2 802.11a/b/g ZEOM, X|CH 802.11 Zaj|Q 27|2 HIO|E Q|2
TdgL ot o AAUE XISt =y Y2 2gE U

RTS/CTS Threshold:

Ao 7Hdol B Wi-Fi 450| EX %2 ZF CTS/RTS & AREELICE O] N2
CHAMOI 802.11 a/b/g ZE|YC| I7|E HOolgtLICE O] A7|E Z=1tsts =2
CTS/RTS ZE2EEZ MBELCH £ £7{F AHO|MO| U= H2(0]: AHO|M AL}
B ALO|Q| WEHAM, A= & == UX|BtBE & = U= M HW AHO|MO|EZ AR
2 ) B2 Haieho|l = AFRSIL|CH O Q0= 0] 2% 7|50| global Wi-Fi A58

HotAl7|= 42= AL

Retry settings:

eatdoz EF FAMKE B = HO|Et =22 =20l SHS 2hEL|CH SAXEL
2ol SEHS WX 2oH =S CA| EL{OF SHL| T},

802.11n O A= O3] =22 StLtol & =y ez Tetatst A-MPDU(Aggregation
Multi-PDU)E B = QESLICH S XO T2 7iE ACK =2 o ol &9l
SES 9ol A-MPDU T2 A-MPDU Ljo| Zt ez o Cigt sfLto| 20l
SES ZTashE thY "block acknowledge” Z2{| 2 0f o8l 2ol SEFS BHELILCE
SHOIZ|X| %42 =2 LSO A-MPDU O A XS & LICE

O] M2 MEHSIH, A B+=E Mo = USL|CH

Short retry:
Ol M2 Z2| HolH =g g (Y E& A-MPDU)O]| CHBH THA| = 2I=8 HF L Ct
Long retry:

Ol M2 RTS/CTS Z2EEE MEE =2 Mol =g (Y == A-MPDU)2
MAE sI=E ™o}
Aggregate retry:
Ol M2 A-MPDU Z TA = =2 (Zt2t2] 802.11 =3 0] A-MPDU ZF| o=z

o =
— — I:I — 1
U )0 ThE YAIE RS2 AFELCH

=
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b. SETUP/PHYS. INTERFACES/WIRELESS SETTINGS/INTERFACE CONFIGURATION
Of MM2 2z} sSID of thsll =AM ELC 282 M=t ssID o 2 H-E & Lot

1o d

211 : Interface configuration 42| 0{2| H&0f|l= Advanced settings E0| A0,
O| & Device configuration 44 9| Advanced settings 1t 23 A|= QHElLILCE,

Loops pitfall in products with more than one radio

A 57 ojdel B4 FtETL HEAE M B0 M=, StLte| BIC|RE YF SSID 2 AN A
20 |molem weleln, o2 Blrje s £Ys ssiD 2 22j0|dlER MHsiol, 24 22
=M7F 42 = S?A'ﬁ'—llif
X7l 712ae 7 Fds WRH2E & AZotd s SSID & 71 AP G=HE
2%z Ao|l2 2, & RS 25 2d3dtl 1 5 StLE AP G20 2E20[HE
g2 BFohD 0|23t RmIF HYLCH
HE2 M =27l =2 Hlo|E ™& (radio 1->wireless->radio 2->internal bridge-
>radio 1) &2 2 WEH MSELLCL 27T &= Us RS YH2 HES 3T 271
= aESs At

General Setup, Access Point Mode

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |
Role | Access Faint (infrastructure) [~]
ESSID

Maximum simultaneous associations : - S
Max allowed by radio card (see documentation)

@ Specifies the maximum number of clients to connect

Hide ES3ID I:l @ In order to comply with the DFS regulation, clients might not associate if you chedk this option
and select a DFS channel. See the user guide for more details.
Network

@ lan: g2l

unspecified -or- create:

@ Choose the network you want to sttach this wireless interface to

Role: A ¥ ¥ = roles & U3 @54t}
e Access point
e |Isolating Access Point
e Client (connecting to an Access Point)
e RogueAP (WIDS)
e Mesh (802.11s)
e Point to multipoint station (ad-hoc)
e SRCC

ESSID:

EMd HERQR 0|52 Ad™eLIC O XM|et @82 V.1.15.1 Wireless architectures =
TGN Q.
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Maximum simultaneous associations:
Access Point(F4 M A ZQIE)OM SA|0f HZ 7ts3t Z|Ci SEI0|HE =&
AESt= Ao, THef 2E MEH A MH| AT 2Hd3tE| 0] QUCHH, SAI0 HZ 7Hs3t
Z|Cf S2t0|HE =8 Fo|sljoF gL},

Hide ESSID:
Ol M2 HEYIWA SSID & EEZEFNAESIK| AT ESIL|CE O]l AFFHOA
AP O SSID E &2 == 27| 20|, S2I0|HEZI O|2| SSID E &
AE o|0|gtL|Ct &Rl SSID S DFS 1124 Arstof| CHgh XbAM|st
detection overview (DFS) M & ZQISHN 2.

Network:

O] 412 ALBSIB CIE{HO| AT} 2718l YEYAS My
=t

1
Im ¥9
o 1)
r
_IT|_
bt
N

MEME RE 22| QHLO|AO|E Y U 2M ZE)} Jan U

UGLICE @ lan: o2

OO QEX WEZ XY R21D O unspecified -or- creste: FRrdS GAISHH, M
HEI7I d-dELCt o] 42, 4 QAHHO|AE XAHS2E 0| MER HESA
FOtE| D A HEQIIOM ®MAELCH MhatA, 0fR F2tet SX0| = ER02 0
7158 AH85tA, FolsM Ar&3H{of L Ct. O XiMet @72 Network MM S

Mesh ID (only in Mesh mode):
Mesh ZE7 MEHE|H O] &M ESSID(Extended Service Set Identifier)& CHA| & L|C.
O] 2E0= Mesh 0|2 7| LIC

General Setup tab, Client mode

INTERFACE CONFIGURATION

| General Setup I I Wireless Security | | Advanced Settings | | Roaming | , Frame filters |

Role [ Client (infrastructure) v]
Multiple ESSIDs

ESSID acksys

Network =

&) Choose the network you want to attach this wireless interface to

Multiple ESSIDs:
0| SME MEHSIH CHA ESSID &2 0| Wireless network nicknames &§#=29 2
HetEILICH o 2] 7He| SSID F 2Ot 7 H~E MEiSt 4= o, F2I0|UE=
O|2{st X8t S SILIE M E A2|= AP O HZABHL|CH HQ| LHY| LX|St= AP 7t
ofz{7iol 4L, M =2|0 w2t SSID & MEiE 4~ JUSL|Ct
O] 7|2 MESIH 2 7|52 A8 = giol, E0t2 of| T ESSID 2F E 9|
M=o M HolE LT XtMSH LHE 2 Wireless SSIDs MM-EZ 211514 Q.
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Global Parameters 2| Cluster mode 0| A CBB(Connect before Break) £ 1 EHS|H,
Network Z =7t bond interface 2 C{X|E L|C}. O] QIE{HO| A 0|52 X|H5HOF
kL C}.

bond interface create bond inferface:

[QI The duster mode “roaming before break™ require 8 bonding to work

Wireless Security tab:

Of O =S A+ESHH 3l SSID o "*%% T 2o R WY o+ UASLICE THE
HOot HA = Wireless security 430 @F | JASL|CE
Security:
XY= mES Mo encryption v
No encryption
& Jgnt 245Uk WPA-PSK (Personal-depracated)

WPAZ-PSK (Personal)

WPAS-PSK (SAE-Personal)

Mixed WPAMWPAZ PSK (Personal-deprecated)
Mixed WPAZMWPAI-PSK (Personal)
WPA-EAP (Enterprise-deprecated)
WPAZ-EAP (Enterprise)

WPA3-EAP (Entarprise)

Mixed WPAZMWPAZ EAP (Enterprise)
Enhanced Open (WPA3-OWE)
OSEN

WEP Open System (deprecated)
WEP Sharad Key (deprecated)

&1 1 A Zeto|= Z20|UE = EAP-TLS YH 2 AHE35H= WPA2-Enterprise

MM A ZOEE HQIStTE BE &9 WPA/WPA2 Y E{Z2}0|= MM A
ZOEO XpZo 2 HZTL|C} EAP-TLS &E S AFESI0] WPA2-Enterprise =
R0|= ccMP TEEE0| AFR0| ZX &M, CCMP £ | Z238H= WPA2-

Enterprise &M ZOIEO| T HAE LT},

MENS) &t

Ja

Of et 5 H80[ LIEtLEALE Af2tE == RS UL

=T —1 0O

EH
Fast Transition Support (802.11r):

O] AXt= WPA/WPA2 EEQO| S210|HE0]| CHSH A QT LIEFLICEH AP Off CH3H 802.11r
EEZS MBS 5858 H, Ol HAYAZE MESH . 2T A 2150 East A|ZtS

0| 7|52 B8 E AP, OSH =2l & NAS ID S HE 6} 748 =f0f FLict
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Wireless Security tab, No Encryption mode:

INTERFACE CONFIGURATION

| General Setup | | wireless Security | | Advanced Settings |
Security

| No Encryption v

ol7[0M = 28 &=0] gleHt

o

Wireless Security tab, WPA-PSK, WPA2-PSK, WPA3-PSK & PSK Mixed Modes:

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | MAC Filter | | Advanced Settings | | Frames filter |

Security [ Mixed WPAMVPA2 PSK (Personal) v|

Protected management frame (802.11w) | dizsable T |

Pre-Shared Key I/;; =1 ]
=

@ This key must have a length from 8 to 83 characters. If the key length is 84 characters it will be
used directly as hexadecimal format

Group rekey interval

@ Time interval for rekeying the GTK (broadcast'multicast encryption keys) in second

Pair rekey interval

@ Time interval for rekeying the PTK {unicast encryption keys) in second

Master rekey interval

@ Time interval for rekeying the GMK {master key used internally to generate the GTK) in second

Protected management frame (802.11w):
802.11w HQt 7|58 &dsl/H g dstetLtt o] &
WPA2/WPA3-PSK 0| =A4X A LICE H ArMeh d
frame (802.11w) MM F5HM Q.

M WPA3-PSK X =3t
= Protectedmanagement

Pre-Shared-Key:
pre -shared (AFHO| SFE) key & 8~63 7H2| ASCII 24t = 64 712]

ZI4(256 HIE)Y 4 YBLICL QEZ0| YUt =4 24T 0l0|22 ALgD 7|12
°'E4orh SOF At YAER 7|8 EAY 4 UBLITH

Group rekey (AP mode only):
Interval : GTK(EEZEIHAE/HE|FHAE L33} 7)) 7| & AAMSH?| ot ZHE(X)
& LIC}

Pair rekey interval (AP mode only):
PTK(RUZHAE =3t 7|) 7|5 AASH7| ek Al2h 24 (=) &L T

Master rekey interval (AP mode only):
GMK(GTK & d-d3t7| I8l HEH2 2 A E|= OtAE 7|) 7| & Ad5t7| 9

4 F
A=) Y LIE

rot
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Wireless Security tab, WPA-EAP, WPA2-EAP, WPA3-EAP & EAP Mixed in Client Mode:

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced Settings | | Roaming || Frame filters |

Security [ WPA2-EAP (Enterprise) v ]
Protected management frame (802.11w) | disable v |
Fast transition support (802.11r)

EAP-Method [TLs Y]
Server CA-Certificate Choisir un fichier | Aucun fichier choisi

@ Please check this device's time to avoid a certificate out of date eror
Only PEM certificates are accepted

ilsenr et e Chaisir un fichier | Aucun fichier choisi

@ Please chack this device's time to avoid 3 certificste out of date amor

Only PEM certificates are accepted
ilzexbiraateliey Choisir un fichier | Aucun fichier choisi
@ Only PEM keys are accepted

Password of User Private Key

g
=
o]
[ ]

User identity

Protected management frame (802.11w):
802.11w E 2t 7|52 &dal/H|2datetL|Ct O] M2 WPA3-EAP X =3
WPA2/WPA3-EAP O 4N U&LICL O B2 "E = Protected management frame
(802.11w) M2 EISIHA| L.

Fast Transition Support (802.11r):
WPA/WPA2 BEO|AM O] Z=E2 HIASH, 802.11r Z2EEES X|ASt= AP O sl
ZZESS MEY = Aotz Y Al QIFA|Zt0] BH=EIL|CH
Z =23817| 8 M= AP, mobility domain, NAS ID £ HE A F4sl0f BL|Ct O
AtMIet HE = Fast Transition Support (802.11r) MM E E1SHM| Q.

Server CA-Certificate:
HEZES CA QSN oY {IX|E MEdSEL|Ct QIF At 7| = PEM(Privacy Enhanced
Mail : 7ZHQITH 27t ZatEl M) A2 XS E|0{0F SHL|C O] @42 OpenSSL
ZZMEO|AM HOITL|Ct "BEGIN"S 2 A|ASH= A Z1t base64 HMEE AR50

CIZYE O HIo|HZE AE Jtsot Eﬁﬁé ot L
EAP-Method:

O] et=2 A2 EAP (Extensible Authentication Protocol)S LtEHH L|CL.

ME 7hsoh -2 TLS, PEAP, LEAP I L|LC}.

1 1. AHZEZI0|= S2I0|AE &= EAP-TLS YR 2 AFESH= WPA2-Enterprise
WN A~ ZQEE HeStns, ZE 72 WPA/WPA2 QIE{ZZI0|= HAA
TZOIEQ At5o2 METL|Ct EAP-TLS HHS AM2SI0] WPA2-Enterprise =
ARSI A0 CCMP EE2EZ0| AM20| LN E M, CCMP 2 XN&3t=
WPA2-Enterprise M2 ZQIEOEF HZE LT}
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EAP-Method TLS:

User certificate:
AZ o AFEXL QIS A mUo| /X|E MEHSILICE PEM((Privacy Enhanced Mail:
W™ ETL ZotE O YY) YA o= XS E[0{OF g L|LCt,

User Private Key:
HEReg el 7] Mol /X & dEigtL|Ct PEM 7H ¢l 7|2 S| & & LTt

—

Password of User Private Key:
MEdsh 740l 7)o GIAE STt

User identity:
EAP-TLS 215 & AtEE 2102 NIELC O] 215 2HH0A O] EE= RADIUS
MtHOiIM: HO| A E|X| RELICH 7| 2442 acksys &IL|CH.

EAP-Method PEAP:

EAP-Method | PEAPR v
Anonymous identity incugnitu
@ This identity it used during the authentication phase 1.1t is recommanded to set a different value than

user identity

Server CA-Certificate Chaisir un fichier | Aucun fichier choisi

@ Please check this device's time to avoid a certificate out of date emor

Only PEM certificates are accepted

Authentication (phase 2) | MSCHAPY?2 v
User identity acksys
Lhay
Password Y AElw

Anonymous identity:
Ol Z+2 AHEStH 2 EF9| 1 EHAO|M &L ID
RADIUS ME{ O M= AEE[X] X2 TLS HES £
HE = HER/IOM 52 = UALEE, Hoty 50| AF8E= 2100t OHE
ﬁk% 238%t= A0 E&5L L
Ol HEE H|R & 8%, 215 LR AtE &= IDAHE XL ID)7t AHEE LT,
Authentication (phase 2)
Of ZE0|= Q5 ol =etEL|Ct AW 7EX|= MSCHAPV2 B AL8 S = A& L T}

User identity:
IS0 ArEE[= ID YL L

Password:
AHEXLID Of CHer &t LI,
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Wireless Security tab, WPA-EAP, WPA2-EAP, WPA3-EAP & EAP Mixed in AP Mode:

INTERFACE CONFIGURATION

| General Setup | ‘ Wireless Security ‘ | MAC Filter | | Frames filter |
Sl [WPA2-EAP (Enterprise) v]

Pre-Authentication / PMK caching

Protected management frame (302.11w) | disable v |

Radius-5erver

Radius-Port

1812

Shared secret
e =L
@ This key must have a length from & to 83 characters.

HAS ID

Group rekey interval

Q Time interval for rekeying the GTH {broadcast/multicast enoryption keys) in second

Pair rekey interval

@ Time interval for rekeying the PTK (unicast encryption keys) in second

Master rekey interval

@ Time interval for rekeying the GMK {master key used internally to generate the GTK) in second

Pre-Authentication / PMK caching :
WPA/WPA2-EAP EEO|M At Q15/PMK 74 AHE2 3{&5t2{T O HABAE
MERSHL|CH O B2 HEE 22 Pre-quthentication / PMK caching 8 &
Sgnkel Vs °8

Protected management frame (802.11w) :
802.11w ¢t 7|58 &'dal/H[adoteLICt O] M2 WPA3-EAP & =¢
WPA2/WPA3-EAP O 574 M U LICH O AtM|et B E = Protected management
frame (802.11w) M-S E1N5HM Q.

Radius-Server : Radius(Remote Aunthentication Dial In User Service) AMH 2| IP =&
IE = URI(Uniform Resource Identifier)S 7| &/ gtL|Ct.

Radius-Port : Radius A{H{2| UDP ZEE 7|gtL|Ct,

Shared secret : AP 2} radius A|H{7t0f| 3 &|= H|ZHS 2 8~63 Xt OfOF THL|C}.
NAS ID : Network Access Server ID £, O| 4f2 IP 24 O+l Radius AHO[A AFEE =+
ULt

Group rekey interval : GTK (EZEINAE/HE|FIAE A3t 7|)E AAMSHZ| feh AlZt
ZEZQIL|C} (Bt %)

Pair rekey interval : PTK (RLIZHAE 23t 7)) 2 AASHT| {3k A|ZF ZHAQIL|C}
(EFR: =)

Master rekey interval : GMK (OtAE 7|& ALESI0 GTK & )& ALI6H|
CHAYULCH (B =
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Wireless Security tab, Enhanced Open (WPA3-OWE):

INTERFACE CONFIGURATION

General Setup | Wireless Security ‘ Advanced Settings | MAC Filter | Frame filters |
Security

| Enhanced Open (WPA3-OWE) (-]

of7|0f M= 28 A0| s LT,

Wireless Security tab, WEP Open System & WEP Shared Key:

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |
Security | WEP Shared Key [~]

[ Key #1 [~]

@ WARNING: WEP encryption must not be used in 802.11N modes
The following keys may be given as 10- or 26-digits hexadecimal strings,
of 5- or 13-character strings converted to their hex value.

Used Key Slot

Key #

B BEe
Key #2 |f’ Ace
Key#3 B Bee
Key #4 |f’ Ace

Use Key Slot:

Ol EE&= 20| AHE 5 WEP 7| MEHGILICE
Key #1 to #4:
WEP 7|7t Z&E|0] QELICE 7= HEX(16 &l - Xt 0-9, A-F ALE) EE=

ASCI(B At 2Xf) YAlo| 2XtES YEor0] golg Lt

=
HEAINM AER = JU=ZE HE 7| 825ty *'71| 7|18

ASCIl A2 7|37 #/2 2AtES EHoteAS XI%E. LTt ASCIl X+
9l
HEE = AUSLICH HELI0A E
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Wireless Security tab, OSEN:

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |
Security [ osEN =]
Radius-Server
Radius-Port 1812
sharesdlsecret I,) sesssnscsssee A
@ This key must have a length from 8 to 83 characters.
Osen 29t 2 == Hotspot 2.0 r2 2EEO 2 0 22| YEL|CH
Radius-Server: Radius A{H{2| IP 4 = URI &IL{C
Radius-Port: Radius AMH{ 2| UDP ZE QJL|C}.
Y= LI

Shared secret: @A|A EQIEQ} Radius AMH 7H0f| S /&&= &

Wireless Security tab, SAE Mode (in mesh mode):

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced mesh settings | | Frame filters |
Security [WPA3-PSK (SAE-Personal) v
Pre-Shared Key I E ft)
LD eesenarane I Ze
@ This key must have a length from & 1o 63 characters. If the key length is 84 characters it will be used
directly as hexadecimal format
Security:

Ot 5t Q2 1F WPA3-PSK SO A MEHSIA Q.

Pre-Shared key:
o710 MESH HERZ 3+ 7|& YESIH .
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Advanced settings tab in Access point mode

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |
Separate Clients

@ Prevents client-to-client communication
Power save buffer per client 64

@ Maximum number of frames to buffer per power saving station per Wkl Access Categorny. Must
not exceed 24045 frames

Maximum total size of all power save buffers 512
@ Maximum number of frames buffered to all stations, including multicast frames. Increasing this
limit increases the potential memory requirement. Each frame can be up to about 2 kB long. Must
not exceed 24045 frames

Disassociation low ack @ Disassoc the station if a lot of frames are not aded

Maximum station inactivity 300

@ Disassoc the station if no adtivity is detected during this period

Separate Clients:

O] SM2 Isolating Access Point IS &g = ALt O
M2 NASHA =T S20|AE7| 2| S4lets AS MotetL Lt (Ol Access point
| o

(=]
DA E E7tsYLICH O AtM$H E &= Infrastructure Mode MM A 1151HM Q.

R
oL
ot
b
40
=2
2
-

Power Save buffer per client:
2} SCO|AE0]| Cisl Cho | == QU
Multimedia) UM A #H3FE U ™ AH|

Zo S =M e ELICH

O = =& X|=E2LCL. WMM (Wi-Fi
Mg e o O =2 =Lt 24,213

Maximum total size of all power save buffers:
2= AHO[M0 CHsl HE e 4= A= 2|0 =2 Y
=8, HAHR HEe @5 Ateo| Sttt 2t
JHSBHL|CH 24213 Z3| QS XpS A= OHEIL|CH,

=5 AU o] Mets
IT

&= Z|CH F 2KB 7THA|

Disassociation low ack:
O] M2 AHSIH, AP OAl 2 THZI0| 50 7 O| & S2I0|AHEN M SE 2 E[X|

H =
HoW, SL0|AEQe] HAC| BT LICE R =2 |0 SEHO| SeH

AHO|ME Z2|5tM a.

Maximum station inactivity:
=CO|GES| HZAO| FO{X|7| 0| CH7|5HOFSt= Al ZH(E) RILICE
300 Z=(5 2)YLICE O] A|Zt&2t S2tO|HAET} 2zt X| o™
= 2| SHA 2.

Ial
N
rit
£
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Advanced settings tab in Client mode

INTERFACE CONFIGURATION

| General Setup || Wireless Security | | Advanced Seattings || Roaming || Frame filters

Bridging mode | Wired device cloning (only one} V|

Q Allows to set the bridging method. Applied only if this interface is added in a bridge

LIS COMN T H I CAl A C Sl TIT s s Il @ Allow connecting with the AP before cloning

Cloned MAC address | |

@ leave blank to clone the first device found

Key cache life time

43200 |
@ Value in seconds.

Deauthenticate before reaming to next AP J @ Optional. Whan OMN, the previous AP stops transmission immediately, saving up bandwidth.

Whan OFF, let more time for the AP controller to manager handower.

Uonaticachelokdiscanizes i @ When scanning for APs, ignore those APs found prior to the last scan pass.

Multiple connection failures watchdog I =

@ Delay (seconds) before sanitary reboot after repeated failed connection attempts to all legifimate APs
around.

Leave empty or zero to disable.

Bridging mode:
= AFESHE Of QIE{ I 0[ A7} ‘='E|X|01| Tt =
MM AT AFRE 23| E g (REA S LS

o &M B2 (AtAlet L

2 Wired to wireless bridging in

22 Network

infrastructure mode M|’ &1y MEiSH o~ iﬁ L|C}.
A& 7tset 22 Ch2at 25U o
e ARPNAT (pseudo L2 NAT): =20l Ip =& (& AHF)E S2|H2 MAC T2
(HIolH 23 AZ = &Y X ijHSl= T4 Het BHAloz J[E2CR
ARPNAT 7t B E|Of U LT
e 4 addresses format (WDS) : £41t 4 MAC 2 &3l FM HERIE =¥

e Wired device cloning
e PROFINET device cloning.

Cluster mode 0| A| Global Parameters =5 E Connect before Break
4740 FA FA(WDS)E MEHSHOF B L|C} Cloning 2 =0 CHot XpA|SH
Cloning M2 15N 2.

Pre-connect with local MAC address:

Ol 28 /M Xl E& Profinet EX| Cloning OBt AFE 7ts 8 LICH M2 5HH
o4l E= Proflnet ZH[7 AXE X g2 I, =22 24 O{#-H MAC FAE
AHESHOl HE2 AP Ol HZY = UASLICE O] 4 LE A|ZH0] X|H = Ethernet
I = Profinet ZH|[0f| Ci2t Cloning O Z445tH, A TX[2] ARP H|O|Z0| I O]
FROHA| AL metA ol2{gt ’1F FX|= ARP HO|Z2 M= & W7tX|,
HEo| UMAe 5= gSL T

Cloned MAC addr:

Ol M2 /M &KXl E£ Profinet HX| Cloning O A2 AtE 7Hs8LICL. Cloning O
AMEElE MAC F=AE ZH HEdte{H O HEO| Yst, AME X #HR X E
Cloning St2™ H| % FM K.

= AE
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Key cache life time:
WPA/WPA2 EAP O M2t ALE 7HSBHLICE AP 7F OKC(Opportunistic Key Caching) ==&
Pre-authentication(At™ 215)2 X[ ASt= 22, 0] M2 AFESIY ZH PMK Q| 20|
Bt S 78 = J}SLICE 7| 2842 43200 (12 AlZh LIt
210 OKC = 802.11 B2IS PMK FH & Z|&EE 7/8IC=E 55 ME =3 7/& 2L/}
OKC £ AESIH 012 AP} PMK £ SR& + A0 FEI0|AETf ALK 2IFZ2
FSX FOE PITEX Z2 AP Z 2GS + Q&L/C)

Deauthenticate before roaming to next AP:
Of S MEHSIH, S20|AET}L CHF WML ZQIEZ 2 US| FOf| S2H0|AET}
SN MM ZQIES QT AT = AL =, T2t O Ee| SiX & LICt. O

ME MISHX| R AP HEEY VI WSS Me|ot= O M2 Azt ofgLCh

oF O] H{T12| WaveOS 2t2| 22tdE B + ASL L

A oo

Do not cache old scan results:
O| 252 M|ASHH, O™ AZH ALO|ZC| AZH ATt XY A7H ALO|Z 2| Z1tet

HY X ESLCE O 82 72Xz HHEY gL

Multiple connection failures watchdog:

Of EMS ALESHH, | LHO| 22 AP 7t U2 U, HMA ZQIEO| CHo HAA
AM2"ENMOZ dists 49, YHIS MR E 282 & ASLILH a2 = HelZ2

HA|E LT

Advanced settings tab in Point to multipoint station (ad-hoc)

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | ‘ Advanced Settings ‘ | Frames filter |
BSSID

Q MAC address format a5 8 pairs of column-separated hex digits.

BSSID:
Ol SME AF23SIH, 0] QIE{H O|A9| BSSID & MAC £ gAloz MA™E £
6ol €2 LEE 16 T3 =XHO|: 12:34:56:78:9A:BC) & L| C}.

USLICEL HA2 68
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Roaming tab (only in Client mode):

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced Settings | [ Roaming | | Advanced Roaming | | Frames fitter |

Enable proactive roaming i @ If unchecked, the device wil not roam until it loses its current AP

List of channels scanned for the next AP discovery 11 (2.462 GHz) N
B (5.180 GHz)

40 (5.200 GHz)

4 (5.220 GHz)

48 (5.240 GHz)

149 (5.745 GHz) -

@ If no channel is selected, all channels will be scanned

Delay between two successive scan cycles '1 ODDD
@ Walue in milizeconds, e.g. "10000". Must be greater tha.an 0
Current AP leave threshold B0
@ Walue in dBm, &.g. "-50". Below (worse than) this value, the device will try to use another AP
Required level boost G
@ Roaming cccurs only if the candidate signal level iz above the current AP's plus this value
Current AP scan threshold 0
@ Walue in dBm, e.g. "-40". Above (better than) thizs value, the device wil stop scanning. Set to 0 te scan
uncenditionally. Incompatible with the Maximum signal level option
Minimum signal level 75

@ In dBm, e.g. -7¥5". 0 to dizable. Reaming won't occur if the candidate signal is below this level.

Association is still possible if no other AP iz available

E2|Z ZE7J} 4 addresses format (WDS)' 2 MHE ZR0= 22U 7|58 A28 £
97| Wf-20f O] B40| L}EFLIX| Q& L|CH EESH Connect before Break & 3

=
A0 2 Proactive Roaming & -J3}s|{0f &tL|Ct,

[N
i
>
L
o

Enable proactive roaming:
2% 7|52 Ar85tE{H, O

Ok

52 M3skM 2.

0

List of channels scanned for the next AP discovery:
AP AME Qo A7 XS MEASHM| Q. O MEAZ Q|o| FX| 74 &K} X E
S22 OHBLCL T 7 0|40 MES AFBBIE AP 7t M2 ZHISIR| foaz Ux
UA HiXE = AF UL DLt 7Y 20| HE2 ALESHA| @ of 22H0|IE Q|
OIO[E XMe[ZF0] ZASHA El=0, A7 Z2M A= AP M ES HOLHOHE MES
220517| sl 7| M2 HE= SAISHOF 57| = /ILICH WEkM B f4 H=Z2

87, Melgds 2tK|2 S0l=2 24 H otLte] M ET ALEStAl= 40| FE L.

o=

Delay between two successive scan cycles:
A 70 AFO|E ALO[2] AlZF (milliseconds)g 7| & etL]LCt.

Current AP leave threshold:
SN AP O RSSI 20| 7| ot 2t (dBm)E Lt HOIX|H S2I0|HE= ?X| AP E [{LID
CHE AP 2 2US A|=SLCH ZAQO0| A7 0 22 ASHM Q. 2O} A=
o2 S8 = X| REL T 22 o/F BT 0jA= of Of7fE+2] 0|0/ Current

AP minimum signal level 0] Q& L/L}.

Required level boost:
MZ2 AP 7} 0| AP HICH QOHLE O LIS MBS 44l 458
WSt 4 QUEX|Of T3 2|4 Bt0] 7| ZQLICE HRf AP O] A

o= AN —

H0jof, 20| *E'HIE
= LS

|z 2| &t O] gk

—

o
=
ZHSHOFEE Af 22 AP 22| 20| 2/dBtL|Ct

DTUSO70 rev K.13



Page 165 / 336

Current AP scan threshold:

A AP 1= 7t O] =& (dBm) O|fO|H F2t0[UE= H L2 AP Of Cfigh A7H

SX|BL|CE =7QI0| A7 M 0 22 MYSN L. Xof A= e M0t S 3
e L

2
=
ALl 2

b K|
Minimum signal level:

29 IZH“OI OfL| EP_' E*EPEIE APQ 2 =X (dBm)E 7| LICH

HSFXA| R LT obX|2H XY
tse =& ASLHLE -75

-
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Advanced Roaming tab (only Client with proactive roaming enabled):

INTERFACE CONFIGURATION

General Setup | Wireless Security

Advanced Settings | Roaming | Advanced Roaming | Frame filters |

Excessive signal detection threshold

Maximum signal level

Maximum time above maximum level

Maximum time under minimum level

Minimum reaming interval

Ho-return delay

Threshold hysteresis

R55| smoothing factor

Beacon timeout

Probe on beacon timeout

Maximum time off-channel

Offchannel adaptation delay

Per channel probe response delay

Roaming log info

]

@ In dBm, e.g. -30". Leave empty or 0 to disable. Roaming will cccur when the cumrent AP signal orosses and
exceeds this wvalue, and there is an acceptable candidate around.

This allows elimination of approaching AF antennas that will be soon overtaken

]

@ In dBm, e.g. -30". Leave empty or 0 to disable. Must be greater or equal to the "Excessive signal detection
threshold”. Roaming will occur whenever the cumrent AP signal is above this value, and there is an acceptable

candidate arcund. When selecting the next AP, the ones abowve this wvalue are considered last

a0
@ In number of scan cycles. Leave empty or 0 to disable. Maximum time allowed with a signal level superior
to Maximum without a disconnection when no other APs are available for roaming. Furthermore, when this
option is activated, the client will not connect to any AP superior to Maximum.

0
@ In number of scan cycles. Leave empty or 0 to disable. Maximum time allowed with a signal level inferior
to Minimum without a disconnection when no other APs are available for roaming. Furthermore, when this
option is activated, the client will not connect to any AP inferior to Minimum.

0
@ In ms. Leave empty or 0 to disable. Roaming won't occur before this delay has elapsed since the last
association

a0
@ In ms. Leave empty or 0 to disable, max 180000 {32 mn). Roaming won't occur to an AP that was left
recently (before this delay gos elapsed). The delay is cleared for APs that are not around anymore

2

@ Value in dBm, e.g. "2". Hysteresis used for all thresholds. This value will be added and substracted to each

thresheold to set the comresponding threshold hysteresis interval

| Last beacon weight: 19% E
@ The RSSI of the cument AP is computed over the |ast few beacons received. Select the importance of the

last beacon relative to older ones. This value commands a decaying factor. Default: 19%

£

@ ‘Walue in beacon interval units

@ ‘When beacon time out occurs, probe the cumrent AP for the last time in the hope that
deauthentication won't be needed if the AP answers.

125

@ In ms. Maximum delay offchannel {during which data must be buffered by the associated AP). Several
channels will be scanned without returning to the base channel, until this delay is exhausted. An upper limit of

10 times the beacon interval of the cumrent AP is enforced

30
@ In ms. Adaptation delay after a channel switch, before sending the probe request or accepting beacons.
Reducing below 30 ms speeds up scanning but decreases AP detection likelihood

30

@ In ms. Time to wait for an answer from the access points.

For DFS channels, where probes are forbidden, a floor value of 108 ms is enforced to ensure beacon detection

Display scan process while associated

Display scan process while un-associated

Display best bssid selection comparison

Display roaming parameters

Log fitered table of APs used to select the best AP (limited to line buffer available space)
Include unfitered APs in the above table (show all APs seen)

Rize log level used to display reasons for fitering out APs

OoooOoOooO

Display roaming state changes
@ Select the rcaming log info will show in product log.
To show the log you must to set the wireless dient log level to rcaming or more and general log level to

notice or more in "log settings” section.
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Excessive signal detection threshold:
oA AP 2| QIAEl 4 2| (dBm)O| O] SHAIX|S Z=uts5tH, S2t0[AUE= CHE AP 2
2SS A =L} Blgdst ot B9 AL 02

Maximum signal level:
O] =& (dBm)O|&2| AP = 2YT C}Z AP E MET [ M =27} & LICH
'Excessive signal detection threshold' 2Ct 3L} Z0t0F 2tL|C}, H|2d3t st2{H
H® FAL 022 AESIN K.

Maximum time above maximum level:

CHE AP 7L 2T 4 Bl= 8% 92 24 0| Z|igtez 2K Mz &5 A
= e, 2O AZhaH 37| ) YLICE o] g S g delotH, Ect0[UEE

Maximum O| 42| AP O HABIK| Q&L CH

Maximum time under minimum level:

C2 AP 7} 2RS4 Qe AR, 914 22 Q0| X|ABIOZ QK| MBS 2=F8 2X|T
= s, Z AZhAH F7] ) »LICE o] 58S gdelstH, 220|AEE

Minimum O[5}2| AP O HZASHK| 5L Lt
Minimum roaming interval:
HE APV SUSH 0@ K2 BEY B2, O O|d 2USHK| podlH, = 7o A
2 ZZ M2 ALO[Of E2 X[HAIZE (ms)E HEE = USLICH HEdet ot H
HI®| FAHLL 0 22 27E5HM Q.
No-return delay:
H0| B2 XGoM HE EE| BO{M A= AP 7t 24 TIte| E7|= 42 E0f
YA M2 0@ S0t B 4 USLICE O|H S/ AP 2 LHA| 2 US|
Bo{H, Ol =0 XFAZE (ms)S F7h &= UASLICH Blgdst 52 H H| %
FALL 022 27ESHM . [T X[= 180000ms (3 &) & LICt.
Threshold hysteresis:
Al MBS T 2ot & [ RIS SRS
SHAUS F + OH(BE) ALY E o 4 & LT,
oHA 20l A EEl= O|= = LB LTt O] 2i2
o|&f| z+ kA Ztol| 7FZ =L Ct.

m|s}7) QI8 A7, =ret ol
Brm THIE HA|(O]: 273} 2 E
C}H
o

5= otAlgk O18 Zt4 S 2785H|

e
RSSI smoothing factor:
SHAIZE 2 HX AP 22 E =4 E beacon 2| Bt Z 1t H{WELICH B 24= 0|
"o Aol O|F beacon O At2tA|= S5 ZEeL|C 21X AP 2| RSSI =
A= OrX|aE 32 74| beacon E2 Al MHELICH (71 22k 19%)
Beacon timeout:
AAEZ SHASt2, M AP & AMSt= IXf AP O, &M 2= +EHE beacon 2
T i 7|72 AP of| 28 &l beacon 2tA0] e} CELICE
Probe on beacon timeout:
beacon +& 2= QI8 HZAO| sfH 7| Hof, 220|AE= &2 HO|H =YY=
2uia, o] =2 o| s&H AZES SHHSHA| 5 LIC
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Maximum time off-channel:

= AP Of of3f| HIO|E 7t HIHE E[O{OF ot= 7[ZHYLICt SEtO[AET}L CHE XHE S
et O, 21X AP = SEI0|HETL AP 2| K22 S0t2 Mi7tX| S0{2= HIOIHE
HEstets @82 gEUth €2 AP = 1 S 7L BF3HM |0 7t

gL o] Oi7f = 27 7L BHE M E S 27WSkE 7|2HS MTHotEZ, AP
7t 2TE7] ol AP MER SO7HAE & =+ AgUCh o] 7|2 S +
N2l 20t 3 A 2780 OF LICH Of 7|ZH2 AP beacon ZHA 2| X|& 7[Zt2 2
s 20 sUHCEL §2E=E 9F 10ms YL L

S T E >

Of D7 =7} &3] A™ A= S AP Xf 22 FSOt7t7| Hoj, X{ 22 Hatst
o H Z2HE HH = EL|CH
Off-channel adaptation delay:
e Mot 2 Z2E QFZ B AL beacon 2 $£2517| Mof|, =2 Hlt7| ot
XIAA|ZHYULICE (ms) 30ms O|SH2 ZEASHH AZH £ 71 WhalX| X[ 2 AP
7ts80| dagHrt
Per channel probe response delay:
AP ZRE SEE 7|Ct2l= AZFRILICE (ms)
T2H Q™S 20 ZEE E& beacon 2 7|CHE F, AFfLHTF AZHE K O
F= AZHULICE O] D7 H+E ot 228 F0| sEY O, X2 E2f
AP((E= diE HEER)| M&HdS nefsl{of gL L.
T2t FX|E DFS MEQ| B2, beacon ZX|E EFSH7| I3l 108ms 2| X[AZ40|
HEgE L
Roaming log info:
230 #ASHOF ol 2 HEE HESiM . 74 20 582, 2T =+
Ao LTk (MM Log settings & 11)
Roaming tab with CBB (only in Client mode):

INTERFACE CONFIGURATION

| General Setup

Ol =2

M

| Wireless Security || Advanced Settings

Roaming | | Linear Roaming | Advanced Roaming || Frame filters

When Proactive Roaming is disabled, the device will scan the general channels selection configured above.
@ When Proactive Roaming is enabled. its suboption “list of channels scanned' will supersede the general channels selection above.
DFS channels are subject to passive scans.

EnaEpoachielmaminy @ If unchecked, the device will not roam undil it loses its current AP

Access point selection algorithm @ Use Predictive Linear Handover. See 'Linear Roaming® tab for specific options.
36 (5.180 GHz)
40 (5.200 GHz)
44 (5.220 GHz)
48 (5.240 GHz)
52 (5.260 GHz) (DFS)
56 (5.280 GHz) (DFS) bl

@ fno channel is selected, the scan list is the complete list of available channels

List of channelz scanned for the next AP dizgcovery

In 502.11n HT mode 40MHz, if the primary channel of the AP is not fiseed. you will have to select both the

primary and secondary channels

AP 2 112|Z MEH AXtE=, Connect Before Break & MEASH 220 2F LIEFEL|C
MEHSIH Linear Roaming O|2f= A §10| EA|E L|CH
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Linear Roaming (Only in Client mode with CBB):

INTERFACE CONFIGURATION

| General Setup | | Wireless Security || Advanced Seftings | | Roaming | | Linear

Radio position in the vehicle ® Front ) Rear

Signal slope determination jitter | 3 |

@ Minimum wvariation from highest sample to detect slope direction change: e.g. 1 means detection needs

at least 2 dB difference since the first 1dB is ignored

Urgent state threshold I 70 I

@ Lewvel below which connecting to an antenna backlobe is allowed

Front position

Candidate minimum =signal I—GU I

@ Mo reaming occurs to AP's which are below this signal strength

Candidate maximum =ignal | 40 |

@ Mo reaming occurs to AP's which are above this signal strength

Roaming request low threshold I &5 I

@ Roaming is attempted when curent AP drops below this strength

Roaming request high threshold |—4U I

@ Roaming is attempted if current AP climbs above this strength

Rear position

Candidate minimum signal I—GU I

@ Mo reaming occurs to AP's which are below this signal strength

Candidate maximum =ignal I 35 I

@ Mo reaming occurs to AP's which are above this signal strength

Roaming request low threshold I 5 I

@ Roaming is attempted when curent AP drops below this strength

Roaming request high threshold |—4U I

@ Roaming is attempted if current AP climbs above this strength

Radio position in the vehicle:

MZ0| Argfe| HHO| ZAEA=A] B SEHEAEX 6FE 7|0 EAISHUAIL.
O|F Sofl 2ZEQ 07 M= Z=o| BHztof SHA 24 = ASLICH

Urgent state threshold:

O| 42 QHEILt backlobe(2HEH|LIOI A Rddt= =9 HiAtZ Qlof Z-dot, CHE|LtS
FUOZ ot 22 LV USYLICH) HE S 3{8ot=, z|H M=

of 2 & LT}

Signal Slope determination jitter:
AL ek HotE ZX[5H7| fI8), 71 =2 S0 HlWot 2[4 Bat =X|& 0f7]0f
715t . 7| Fojg 2, A Bl dB = FAIEIEE, 2H12
x| 2dB °| XIO|7} EQstL|LC},

Do not roam if current AP is the best candidate:
Mz CHE A4 82z Q) oXf AP 7F Z|&o| 22 3
QY & USLICEL O] M2 AIBSIH 0] XS I 4+ o0z 2Had 2y

TIaT=2 AN H
SI4E Hotst 4= Qon, ({20 AL SUSH AP Of|A CHA| 2L EIL|CH
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Candidate minimum signal (Front position & Rear position):
AP 20| 5{8&|HH, 0] AP 2| A=z A= Of gfut 5 YSALE HOF LT

Candidate maximum signal (Front position & Rear position):
AP 20| 5{&&|2{H, O] AP 2| Mz Z== 0| gt 5 YSHAHLE ZH0toF gL Lt

Roaming request low threshold (Front position & Rear position):
oM AP Q| Mz &7} O gt ot 2 HO{X|H = 30| 5{&& LCt.

Roaming request high threshold (Front position & Rear position):
SAXf AP 9| tlz &7t Of gf O|&f0|H 20| 3| & & LICH.

MAC filter tab (only in Access Point modes):

INTERFACE CONFIGURATION

Wireless Security | | Advanced Settings | | MAC Filter ‘ | Frame filters |

| General Setup |

MAC-Address Filter [Deny all except listed v]
MAC-List [00:01-1B3A442C 3
[00:01:2A:23:87-1A ]

MAC-Address filter:

5 & L= HEY 220|UE MAC & FES XEE + ASLICHL ERSHK §2
4% ZHE H2daiotM a. it Folgh 2, MAC o= A =5 =+ 7|
M=o O] 7|sTHe=E 2ot Has & 5+ YSLIC

MAC-List:
58 E= ARY S2E0[UE MAC 25 YEJIMR. MAC FaE F AF2Y
ZE02E #2E, 165 EAEE YHLCH
OpX|2 HE @E2X0| 7t 0t0| 21 & 22610 M| FAE FIHE 4= AU CH EE
RLEXRO| 7 Of0| 2 &l & 2&5t0], FLAE HAY & AF UL
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Advanced mesh settings tab (only in 802.11s mode):

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced
Path refresh time

Network diameter traversal time

Root mode

Enable gate announcements

Active path to root timeout
PREQ root interval

Rssi threshold

mesh settings | Frames filter |

[1000

@ inms

Min discovery timeout [-_.:.,:. ]
@ inms

Active path timeout [5.:..;..;. ]
@ inms

[s0

@ in TU (1 TU= 1024 ps)

{ Proactive PREQ with PREP

[s000

@ in TU (1 TU= 1024 ps)

[s000

@ inTU (1 TU= 1024 ps)

E

@ in dBm (0 to disable)

Path refresh time:

O|H0| Mzl 25 Soff HIOIHE H&Y W, S BRIt path refresh time 2Lt
do| =g 82, U=L[7] Hof O2] A4S AFSIH d=7t TteE [Iff 0[O

AME| = F ef LT O|E A SHEH O|O[E L~
time 2, active path timeout 2.C} = 0}OFg}

Min discovery timeout:
A2 AM 9HO0| MEE M, min

M QMO| MESEIL|ICH O] M A|ZtXTH= 22 AZ0|| CHs) A=
A ZEZEDM7F YASHH & B2 S7FetL| Tt O
O| & HYf O|&0[0{0F StE =, A[ZF =1HE= HE

orcte

281 SES

Active path timeout:

A ZHol Z2{E A € ULt path refresh
LICF. (ms)

E=PN 8=

ey Ssie)
- —

O_l_
LS —
o=

network diameter traversal time'
of Xt Z2E &1}5t+=,

discovery timeout & SEO| ¢

I_

70O
HA T

HAANAM “ts

=5 S{OF L Lt (ms)

O| A2 B27t &5ttt ZhE|l= XA A[ZHYLICE &, =2 AL0] X = &7
Hofl, 7ZHAl HIO] =0 2&tstn ArgE o= JUASLICHL d= dM fd2, SEO 0] Us
HYLLICE 28A= 2O O] AjZH St B2E MY += U2l O 20= dMS
AAlsHof BHLCE (ThAt0] 0|53 D)

Network diameter traversal time:
HWMP Z2i| 40| Hj+| & Solf MItk|= O 2Rsot ofd AlZtILC

Rssi threshold:
o0 AHE|UAL Z2NAE AEE = Y= 82, O] otA gk O|2Ho|EH =23
(plink)7h StelL|CE ot A7FEX| o™ mojd Z2MAE AT = @l= dBm
A RYLICE O 7|55 AHESHA| k22 0 & YHSIMR

Root mode:
0|42 O] £H|0|H0] RE LEQIX| 0]} O] Ard S CHE AH|O[ W0 Ea|= & E

LIEFSLICH RE SE= F

ZEME EELICL O|ZA

JIMez HREIWNAES 6H/\1 CHE 2= =20 A}

SLECEEE

Alo

- —

(0] 2
PONI=]

S0t &R L|Cf. of 2
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AHOME 22 HAIM| RE REZ 27 o+ AKX EREIJAE DA[X]
LHYEE AME 7tsS =S SYLICL o7[0M= M 71X RE REE A8

A Ol A

= UELICE XEM B L2 IEEE 802.11-2012 standard, chapter 13 = £ X5HA| 2.

e Proactive PREQ: FE AHO|M2, BE LENAM RFERE HO|H BEE HT5I=
HELEI|AE HWMP PREQ Z Y2 F7|Ho=z HHL|CH

e Proactive PREQ with PREP: £E AHO|ME2 HE LENA FEZ HO|H
HEZE 4t HEEEI|AE HWMP PREQ Z|Q g F7|&Ho 2 MEsta
REM B2z =E29| 4 40|E B2F 2785t= HWMP PREP &Eﬂ%‘gg
SHEZE 272 LT}

e Proactive RANN: £E AH[O|MZ2, F7[Ho =z E2ZEI|AE HWMP RANN
ZgE B Xpale] FAE LELICH (=4 AHO|M2 RLIWAE PREQ E
AHESHo R EO| CHot 25 F L)

CtE D7 Hee defot FE BEO| et CHE LU O

Enable gate announcements (root mode only):

HAl 2/ F2 HIERZRO AMA T+ UAs 82, 270l 0Fst= S AL L O
B0 HESI= E E|7(| 758 @430 A7 WZ20| 24 true RILICH O] E22=

2 R= LEoA HEE Y,

|
Ct e FE LEE S HA| 22 MAC FA0 AWM A
S & 0l99 obp| gllom Sh|C

F.
Active path to root timeout (root mode only):

O| %2 proactive PREQ Of 2|5l ELHX|= Zt2 2, Active path timeout 1t & 2 S}HX| L,
O RE LEO|MTF AFEE LICH.

=
T™ MO =

PREQ root interval (PREQ root modes only):
0| Zt2 proactive PREQ EZ2EIAEZIO| A7t 2+ LIEFRHLCY,
RANN root interval (RANN root mode only):
O 2t2 proactive RANN E2EFAEZEO] A|ZH ZHA S LIEHHLICE
Frames filter tab:
B[R] A HEXHR EHO[A0 ZetE S IHHo|A=, = )0| Sare Mf

O — o
LEYY & YL

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings

MAC Filter | Frame filters |

&) These filters are used only if this interface is bridged

Input filters group | | No filtering

L [

Output filters group «| | No filtering

Input filter group/Output filter group:
routing/firewall/bridge EE MM0| A, ZH|E EH & SILIE HESHA R,
O B2 §2E 22 Bridge filter MMZ &SN 2.
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SRCC configuration

SRCC 7 SHIEA 2tSste{H, & MMO| (Coach end type 2 N 2ITH 2= Of7HHTL,
71Xtel 2 E HME0|M SLSoF gL Tt

General Setup:

INTERFACE CONFIGURATION

| General Setup | | Frame i Advanced SRCC |

Role [SRCC ~]
Network

®  lan: 2 e

unspecified -or- creale; :

@ Choose the network you want to attach this wireless interface to

Redundancy method | Wireless (double WiFi link) V|

Coach end |EndA Vl

@ 2 devices at the same end of the coach must have the same end code

Link establishment threshold I 50 I
=

@ in dBm.
Below this threshold, a potential peer is ignored
Link establishment duration IGD I
@ in seconds
Broken link threshold I 70 I
TP
(@ in dBm.

Below this threshold during more than "Broken link duration”, 2 link will be closed

Broken link duration

[660 |
(@) in seconds.
The given 880s include the maxdmum CAC duration {see user guide for more details)
Wifi band [802.11a band (5 GHz) v]
HT mode [HT40+ v]
First link channel | 36 (5.180 GHz) Vl
@ This channel cannot be subject to DFS
Second link channel | 100 {5.500 GHz) v]

Network: SRCC 7t 7t &M HEKXIYL|CH

[
=P
= HEot ZEE MESIAN R,

|Wire|ess {double WiFi link) v|

Wireless (double WiFi link)

Wired ("mixed” mode)
Mone (single link)
Legacy V1 (double WiFi link)

Redundancy method: C}

Coach end: &8t TX| AX|o] 2 E XNEF2, Coach end type 0| &sHOF BfL|C} F,
End A EE+= End B O OF $fL|C},

Link establishment threshold & Link establishment duration:
NZ 44 ZETh 3 A 7|7 S0 F3 A AAUS EIRHE B
MEfE fE AR AFFLCL

Broken link threshold and Broken link duration:
BOIZl YA 7|7 0y SO, HFE YA MBI Yt OFHE HoiXH, 3T}
BOJEl 4O 2 ZHFEE|D, SRCC & M 2| ZRMAZS TPAIRHSL| Y,
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ZO{% A3 7|7H0) = DFS CAC AlZH0| ZBHELICE 7|23k 660s 2, 600s(ZM
AEERL

DFS CAC AlZHO k2t O] 2fE =Y &= U LICH YBHE Ol 252 111.5.6 Radars detection
overview (DFS) A4S F10SHM Q. |2 DX} 4 7 Of7H H==0f CHSE XpM|TH LIE2
V.9.8 ACKSYS’s Smart Redundant Carriage Coupling (SRCC) M2 &SHM| L. Of2f
O7fH =5 Sl AHEAE 2T £ 3 E +48 += USLICH

78 CAC AlZhet 60sE! 23 7|2F A= O|R UM AL Ct Xy
f

Wi-fi band:
xE Y39 Wi-Fi ot HRULICL 5GHz CHY 0= 802.11a & ME{SIT, 2.4GHz
CH 0= 802.11g & MEHSHA K. 802.11ac Wave 2 K& QI Railbox/66A0 = SRCC Of
24GHz &4 T2 At = Si&LCh

HT mode:

OfZ2|AH O™ @7 At&Of 2t HT80 ieee80211.ac ZEE MEHSIO], 213 Cf

3A =8 =+ AgHCLh

19
1
mjo

First link channel:
M B SRCC 2T Aot 2HEEl 74 ME YL SRCC 7t 744 Ao DFS M ES
ArgSt?| 20, DFS ME2 S=0AM MAZJASLICH O|ZAH ofH HAM T2 M ATt
DFS O[HIE 0| 2|5 SX|%[X| E&LIC

Second link channel:
O] A2 & BN SRCC [T 2Aef AZE 24 M| 2YULICHL HZ0| HES= EEEX =2
70 At F NHE 25 EeLCh

Advanced SRCC parameters:
olzjot 47d2 O F2o|siA A8 OF 57| IE0, =T E ARt A& SH= A0|

g

INTERFACE CONFIGURATION

| General Setup | | Frame filters | | Advanced SRCC |

Ethernet discover scan duration I 120 I
o
@ in seconds
Wi-Fi discover ap ssid Ia'-\'“K SRCC DISC I
LS L L3
Wi-Fi pre-shared key magic T — hile

@ This key magic must have a length from 8 to 53 characters.

Peer table timeout |2|:| I
@ in seconds
Target table timeout I 120 I
o
@ in seconds
Peer acknowledge timeout I 120 I
o
@ in seconds
Peer reconfiguration timeout IEDIF. I
o
@ in seconds
Internal L2 GRE interface ip prefix I192 168.40.0 I
. o, .

@ The netmask for this ip network is 255.255.255.0.

Thus the first 3 octets only are meaningful
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Ethernet discover scan duration:

|74° Ol EZ=X| HM A7HO| global 7|ZF&LICE. technical reference 444 0f A
ot AXNEH, Yo DX|Q] BE SRCC HX|= A0 HAS 7OF LTt 1K
, O] UWHE#: B E SRCC FA|7I HAUS He 52 MEE 27U U=

_Cl)_ —_= T M-
tE 2785l= O ==&0[E LT

Wi-Fi discover ap ssid:
S A T2 NA0A, CHE BN QR TIEHE L] 2I8l AM8kl= SSID YL E.

Wi-Fi pre-shared key magic:
O| 7|& ALESIEH AFEXIZE X429 718 Folgd = UL B2, Zt ALEAIOCE CHE 7| &
A+ gttt

Peer table timeout:
SM AN TR~ B AN el M BTt gHtEA SX(YA 4
LA 2L Ol EhE|CH7 ZAEZ| AF2EX|H, Of IE L= Peer table timeout 7|7t O| =0
LEL (peer) SE 04 AXIELIC

Target table timeout:
O| A2 peer table timeout 2t & &SHX| T, T H(CHE 7H2[X|0] U= F4 peer

T

&0l Choll A& LCE RiMlet LIE2 SRCC 7| HEE =M. 20| Ty

— o-L-= =

table timeout 2Lt 725X 2B =F0M ML T

Peer acknowledge timeout:
Master 7 HIQHst 1 07| HHE B =, B E IIE{2RE| SHE 7|ctals
AlZbeiL|ct,

Peer reconfiguration timeout:
OFAEZE 2E THEHTL 2T A2 M| & 7|0h2|= Al LT

—

Internal L2 GRE interface IP prefix:
SRCC 2| W& += GRE L2 E{'2S ArEELICE O] GRE 2/ E{HH|O| A= C 224 IPV4
Faz FEEHLE Ol BZiHs= 7|2 IP T2 AHAIS| HERA ¢ 50| Zdst

2 1P S ABK Ho| B 49k wHe HBFLICH

O] Dj7f i< GRE QIE{HO|A 1P HEALS LIEFALICE OFX|3 £ AHs 2M THEL o]
AT A0l AP QI % 1 2 O{M|E| 2, 220U E X|FT Il 42 2 =2 UM E LT
Ol Al
User prefix: A.B.C.D
Final IP
role
AP AB.C.1

Client A.B.C.2
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VI.1.1.2 Cellular (on some models)
General Setup:

CELLULAR

| General Setup | | SIM 1 | [ SIM2 | | Advanced Settings |
Enable interface L4
Network description Cellular

@ Friendly name for your network
Default SIM card SIM 1
® SIM2

@ SIM slot =elected at startup

Protocol | DHCP ¥
Beplaceldefaultroute Ci @ Replace the default route to use the cellular interface after successiul connect
Default gateway metric 4

@ Gateway priority when several default gateways are configured; lowest is chosen.
(Used cnly when & default gateway is defined on this interface)

Use peer DNS L4 @ Configure the local DMNS server to use the name servers adverized by the cellular peer

Enable interface:
MEDY AHEO|AE =27 HHOME HZE2E|0 QSL|CH CIEHEO|AE

Aot H O] MAAE MESIN R,

Network description:
HE 30 et dHO|LL 0|5 S Y=L

Default SIM card:
AMZE Al Mg MEIE= SIM &2 LCL

Protocol:
IPv4 Of CHSHAM = DHCP Bt X[ R EL|CH 2YXt= DHCP MHE &dff IP A8
XS sioF ghL|C.

Replace default route:
X A5HH, DHCP A MS3dt= 7|2 AIOIERO|=, HEA| 7|E AO|ERO|E
Ho{& Lot

Default gateway metric:
DHCP 0| M M|Sdt= 7|2 AO|EQ0|2| 44 &% & LICt.

c T el 7|2 BRIt Itst BR, ‘replace default route’ £ AEE If MEZ F =Bt
A& LIL} “default gateway metric’ & A& SFH + 74’57/ 2= 2x/5/x/8f F}E

&2 HEZS JF HE P HE2 0 AEE L

Use peer DNS:
H & DHCP Ol M 7k 2 DNS F4+, 0|2] 14 DNS off F7HEL|CH M2 E
SHASHH 2FAH7F M| S3t= DNS 4], CHE 220 LAN MH)E ALY =

ﬂJI

| P

L|Ct.
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SIM1/SIM2
T H2 44 sSIM RS 7L X0 SIMO| /=X O 70| 2A Q0| = CF 2
7tseLtt

WAN SETTINGS - CELLULAR

On this page you can configure a WAN interface.

CELLULAR

General Setup ‘ SiM A | SIM 2 ‘ Advanced Settings |
SIM card 1 PIN code

I,’) sene Aee
(B Enter the comect SLOT 1 PIN code or you might lock your sim card!
SIM card 1 access point (APN)

‘ sl2sfr

(E) Required except for LTE-only connedtions

Authentication protocol

|S]]V! only

<

SIM card PIN code:

PIN ZEQILICH 9 /2 3}4E 0j0| 22 Z2stH U7t BEo2 HA|FLC
SIM card 2 access point (APN):

2 X7 HE5k= APN RL{CF

Authentication protocol:
AR} KBt Q15 M

Ol5 HEAULICE SIM 2 ST SIMOf| LHEEl 215 EEZ2
AHESL|CH CHE A2 HA|X Ol AL2X} O| S/H|EHD 7 HQTEL|C} (SH7] L&

SES

PAP/CHAP user name (only in PAP, CHAP or PAP/CHAP mode):
2He FH|E 21S5t= A XL O S &Lt
Password (only in PAP, CHAP or PAP/CHAP mode):
AR} O|2 3t ZHAEl UM LT} B2 SlAE 0f0| 22 2231 et v}
HEo= mA|E L
Cellular Advanced Settings:

CELLULAR

[ General Setup | [ SIM 1] [ $IM2 | [ Advanced Settings |
State at startup [ Default v]

@ Default is "up' except for networks with protocol 'none’.
Usz "down’ if this network should be brought up only by event rules.

Log AT transactions at "debug” level @ Use only at Support Service request, since it can flood the system log

State at startup:
‘down’ & EHSIH AEH= 2E T 2EXN0|A HES ALSHA| o, A% H
O|HI E /LT MH|A0| £ 20| gLt

Log AT transactions at “debug” level:
WaveOS 2t ME2| 7tE 7t AtMoh 14 X B EHMMZ =270 7| F2FL O
X MH|A 23 Al02H ALESHN 2.
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VI.1.1.3 Physical Interface: LAN
Frames filter

SETUP TOOLS STATUS

e PHYSICAL INTERFACE : LAN 1

WUIFL1

VillF1 2 In this page you can change the physical interface settings.
LAN1

LAN 2 PHYSICAL INTERFACE SETTINGS

VIRTUAL INTERFACES

NETWORK Frames filter | 802.1x Supplicant |

VPN @ This filter iz uzed only if this interface is bridged

BRIDGING

ROUTING  FIREWALL Input filters group |+ | No filtering E
Qos Output filters group [+ | No filtering |Z|
SERVICES

Reset I @ Save I @ Save & Apply I

O] HO|X|ofME Ol A HO[A0 /2 EHE HEY + UgLICL

Input/Output filters group:
routing/firewall/bridge ZH M0 M, FH|E ZH F StLHE MEISLICH EY OF0
Chot O XtMISH HEE 22{H, Bridge filter M-S & 1514 Q.

802.1x Supplicant

Of #OME Ol ZEO|M 801.1x 1SS &datedt o= UASLICE AMIK= MEEHE
Rk X[ E L.

PHYSICAL INTERFACE SETTINGS

Frames filter | 802 1x Supplicant |

(2 802.1x Supplicant

Enabled

EAP Method [PEAP [~]
Phase 2 [MS CHAP v2 (RFC 2759) [~]
Mdenkly Enigma

Password

-
ol
-

I_,J) (ITTTTTT]

EAP-Method:
AHEEH EAP HHEH(PEAP EE= TLS)S MEHSHL|LCH,

Phase 2:

Ol ZEO|= Q1F YOl ZLaHE LICE MSCHAPV?2 B AFEE 4= Q&L CL
Identity:

2150 AHE L= ID LI

Password:
AHEXLID @F HEHEl 2 QUL LY
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EAP-Method TLS:

PHYSICAL INTERFACE SETTINGS

Frames filter | 802.1x Supplicant |

12 802.1x Supplicant

Enabled
EAP Method [TLs |=]
Identrly IEmgma
(@ only PEM file are accepted
Client Certificate client.pem
(@ only PEM file are accepted
Client Key client.key

@ Only PEM keys are accepted
Client Key Password

I,I) sesceceee Ale

Identity:
Of EE= EAP-TLS 218 & Ar8Y 210 2 E MU
CA-Certificate:
PECY CA 2SN Mol YX|E MEMTIL|CE 215X e 7|= PEM EA 22
M SE|0fOF gL L. (5h7] L& &=X)
Client certificate:
PR Z20[AUE ABAM Il /X|E HMERLICE PEM EA 22 K|S & 0{0F
erL .
Client Key:
PEEY 7| ool f[X|E METLICL PEM 742l 7|2t 5{& & L|Ct.
Client Key password:

SCIO0|E 7| RHE HIYHS S 7[YtLCh

&1 PEM &4/:2 OpensSSL Z=2HEO|A /& HE/LIL). X £0] "-----BEGIN'2 =
AI&fop 1 Of &1 L OJE{7f baseo4 &4/ 2= 2IAEE O/X LJO/EH =, 42 7f52t §AE
g et
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VI.1.2 Virtual interfaces

O MMO|M= 7t QIHEOIAE &[T = JASLICH 7H IHEolA s =2(H
IE{H O] A0 HAZAELICE StLte| S22 QI O|A0 o 7t QIHTHO|AE =7t =
UELICH 802.1q EfE Q| 82, 714 QIHEO|A= &4 ECfE 0| 802.1q E{AE F7I5t1,
=4 ESf O Ef 2 E M AL T

VI.1.2.1 802.1q Tagging

802.1q Ef 1=, A A1t #HE Egfd 2 H2[5H7| s, 3& 2™ FAE o 7ty

LAN(VLAN) 2 2 2&3dt= O AFEE L 2 O§2 222| CFHE VLAN ID £ 202,

Ol 18 WOl nete|= MOl =2 BAISH= Ol AFEE L|CE O3 CFS VLAN

EiOE AMESIEE F-E A2 OF el CHE EX|et S4E = AUELICH

ME L 22|15 LAN QHIO|A0A &, SEXQ S2|& LAN QIHL| 0| At OFEIIHX| 2,

AEE|= 7t QIEI0[AE Folgd = ASL L

714 QIHIO|AE /4ot = O|E AMESIEH, U ER A0 F=7tsoF gL Ct.

VLAN Interfaces overview:
O] HOo|X|0ofl&= M=l XN 7tat AHEO|A ZZ0] HEA|E LICE.

SETUP TOOLS STATUS

PHYSICAL INTERFACES

802.1Q VLAN INTERFACES OVERVIEW

VIRTUAL INTERFACES

80210 TAGS 802.1Q TAGGING

BOND INTERFACES

L2 TUNNELS NAME INTERFACE VID PRIORITY ACTIONS

ROIHEUE SIS VLANS LAN 1 5 Video (5) )|
NETWORK VLAN3 LAN 1 3 Voice (5) )

VPN

BRIDGING ) Addlﬂg[ l

ROUTING / FIREWALL
Qos

SERVICES
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VLAN configuration:

SETUP TOOLS  STATUS

PHYSICAL INTERFACES

802.1Q INTERFACE: VLANS

VIRTUAL INTERFACES

802.1Q TAGS In this page you can add a 802.1q tagging on one physical interface
BOND INTERFACES For Wifi interface, you can create a VLAN interface only for Mesh and Client Role, this interface can then only be routed (it can not
L2 TUNNELS be bridged)
WIRELESS 5SIDS
NETWORK 802.1Q TAGGING
VPN —
| General Setup | | Filtering |
BRIDGING VLAN description VLANS
ROUTING | FIREWALL
Q03 @ Friendly name for your WLAN
SERVICES VLAN ID s
EUAN] poosiy [ Video (level 5) v

@ The priority that will be assigned to tagged egress traffic from this port

Interface Ethemet adapter: LAN 1

Ethemet adapter: LAN 2
* \WiFi adapter WiFi 1 - RadioTest
WiFi adapter: WiFi 2 - acksys

VLAN description
VLAN Of C{et 2FO[L} O|F&S 7| et Tt (115 Al
VLAN ID
7tet QB0 29| |
45l 0FSt= &%
510 120)

VLAN priority
of ZEO|M, Ej17t AIFE £ E Lo T 2M £9E HHLCH

DE QSN L. SUSH 22| QIHL0|A 20 643 VLAN ID £
S ZAHAHO|AHHE AFESHY ID E F28 & ASUCE (O :

!

Interface
Jh4t QIE{TO|AS M4 22| CIE|HO|AS MR, Wi-Fi QIEH0|A0] Z2,
Mesh 2! Client 9&0f CHBHA{ZH VLAN QIE{ I O|A S MMdat 4= Q& L|CE O]

3 f
SIHHO|AE 2ffE &2 = UKD BE AHE|O|ALf EE[X|E = SlELICH

802.1Q TAGGING

| General Setup | I Filtering |

@ Tnese filters are used only if this interface is bridged

Input filters group «] [ No filtering v]

Output filters group || | No filtering v |

Input filter group/Output filter group:

ch? /e =t/ e K] EH ”'*"Oﬂ)ﬂ THIE €Y & otLtE dEfL ot o B2

HEE H2{H, Bridge filter M-S X ISHM L.
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VI.1.2.2 BOND INTERFACES

AHESIH, 08 HERA 7IEE S5t HA=E2 =2 &= 0 71240
L|Ct. CBB(Connect Before Break) ZEES A% MOz 25 ©

2 MMELICH Add bond & SEI510 A

Cf.

H T

o> ofn 2 ono
[0 T mjo

>
C

$0

SETUP TOOLS STATUS

PIYSICALINTERPACES | BOND INTERFACES OVERVIEW

VIRTUAL INTERFACES

IS LR BOND INTERFACES
BOND INTERFACES
L2 TUNNELS NAME MODE ACTIONS
WIRELESS 5SIDS ™
pE— ] Addbond RJ
VPN
BRIDGING

ROUTING / FIREWALL
Qos
SERVICES

BONDING CONFIGURATION

| General Setup || Link maonitoring | | Filtering |

Bond description

bond1

@I Friendly narme for your bond

Bond Mode 802.3ad LACP v

Slaves Round-robin k‘
Broadcast ]
802 3ad LACP

Minimum links Acksys connect before break

@ Specifies the minimumn number of links that must be active before asserting carrier.

802.3ad system priority

802.3ad system MAC address

&02.3ad aggregation select logic | Stable v |
802.3ad LACP rate [ Slow M
Transmit hash policy [1ayer? 7]

Bond description:
=3 QIHm 0|20 Ciot AFO[LL 0|5 7[R T

— O

Bond Mode:
Zost 25 DS MEHSIN Q. Round Robin, Broadcast, 803.3ad LACP, Connect
before break ZE7t QS L|C} O|2{et REO| Cfot @F2 ChZ IO X[Of| A
S ESE=1= )
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Round-Robin Mode
Round-Robin 2E&= 2EE HHAM AFEELICE T3 M&2, K LHOIAM 2 dztEl 2t

ZIEOM =M ez AEL D 0| 2E= HY95S S2[4,

BONDING CONFIGURATION

| General Setup | | Link monitoring || Filtering |
Bond description bond1

@ Friendly name for your bond

Bond Mode | Round-rabin v

Slaves Ld 4~ Ethernet adapter: LAN 1
| [= )
o= Ethernet adapter: LAN 2

Packets per slave 2
@ Specify the number of packets to transmit through a slave bafore mowving to the next one. When set to
0 then a slawe is chosen at random.{0-85535)

Resend IGMP 3

@ Specifies the number of IGMP membership reports to be issued after a failover event. One
membership report is issued immediately after the failover, subsequent packets are sent in each 200ms
nterval. (0-253)

Slaves:
5 719l o|Eul QIE{m O] A(LAN 1,LAN 2)E MEHS|OF SfL|LC},
Packets per slave:
HERXI 7IE0 A, L2222 0|&sH7| Mo EW= TH3l =8 X|JSLICH 282 1 O A
65535 77t X| CHYer o= QUELICH 7| 2442 1 YLICL 02
MEREIL|CE,

Resend IGMP:
o =X| O|HI E cH)
ZA| StLIC| M BN 7t ST H,
(0-255)

Broadcast Mode
O] 2 H= &4 0|8 QHEO|AN 2E A2 WEot=s HEEIWAE HAHMO| 7|82

o dHi,

o T
T4 AgLCL Ol 2F 3{8dS MEYLICL Ol B8 EX2WU A48 = ASLICH

BONDING CONFIGURATION

| General Setup | | Link monitoring || Filtering |
Bond description bond1

@ Friendly name for your bond

Bond Mode | Broadcast v

Slaves L 4~ Ethernet adapter: LAN 1
L 5_::' Ethernet adapter: LAN 2

Slaves:
= 749 o|ull QIE{H O|A(LAN 1,LAN 2)& MEHS|OF BFL|C}.
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802.3ad LACP

Ol RE= 58 23 et REZ Yoy ol st £ E 7H7 MK E MLt
IEEE 802.3ad & Y3 E X|Aot= AQ(X|7F HeTtL|Ct CHAO| CHEE =20|E ME 2,
ME SiA| =0 7|BtatL|Ct,

BONDING CONFIGURATION

| General Setup ‘ | Link monitoring || Filtering |
Bond description

bond1
(@) Friendly name for your band
Bond Mode | 802 3ad LACP M
Slaves 7

d:_ Ethernet adapter: LAN 1

o [ =
2~ Ethernet adapter: LAN 2
Minimum links

Q Specifies the minimum number of links that must be active before asserting carner.

802.3ad system priority

802.3ad system MAC address

802.3ad aggregation select logic | Stahle

802.3ad LACP rate [Slow

Transmit hash policy

[layer2 v|

Minimum links:
gt 20 OIHI|O|A FH2|0{0f CHel|, 2M2tE[0{0F St= 22|A 39| XA 5
X|ggtL Lt 7| 24f2 10|, 1 2 FX| |00 gLt

802.3ad system priority:

802.3ad 29| X0, Zel Ao M =9E €8Y = UFUHLL 7t &2 24
=2= 10|11, 71 &2 24 =%l 65535 YLICH 7|24k 65535 LT

802.3ad system MAC address:
71282 29 QHIO[ALS| 7t MAC FAVE AL ELICE O] BEE AMESHY CHE
wS g &= AL

802.3ad aggregation select logic:

802.3ad aggregation 2% X|HgtL|Ct 7hs$t Ztot O k= CHS b Z2& L Ch

Stable 1Y 2 SA tie=of wel, 2 Sz dEE LD 2 T el
2= S 0|E7 T2 &AL, g8 HgH7t 2d0|EE 71X JUX| g2
Mol 2, 2t Heta| xHMEio] ZrlghL ot

ru

Bandwidth 7t 2 T CHE =0 wef, g MM 7t A E L Ch o5h7| 2t I

= oo =2
MMEHO| &L T
- 2] TStA|off S0l E7F F=TH/M| A&
-RE Sy Oo|EHo| 3 HEf HE
- =902 &3 AEf/802.3ad HE AEf7} HZAE [y
- 2o Az MEfTt up' L2 HZAE O
Count MY B2 o ZE(EH0|E)0 Qs MEHEIL|CE X{MEF2 2|9
‘bandwidth’ 2HO0|A dHoE O = SMSHL|CT
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= X ZE = MEE HAM2 802.3ad TAI7F L& Hifg &2, OofZX|(failover)E
S| EELICE O|EA St et 7H8d0| 7t =2 YA UHYE E= ZE =T 52
)7t 2d SEE RAIRLICH

802.3ad LACP rate:
802.3ad ZEO0jA, @3 TtEL{0|A LACPDU I{ZlS HSL
SHYLICE 7bstt 2h2 Tkt 25 L
- Slow : 23 T}E {0 A LACPDUs & 30 X0OICt M&SI= =2 QHStL|Ct,
- Fast : 23 TEL{0|A LACPDUs & 1 Z=0iCt &Stz 2 @ ® oL T},

1B
|.|-|
i
Rl
ozt
Ot
rir

Transmit hash policy:

Of DH7iH=F ALESHEH, 2t nt FH0| O ZES HEE I At HE2 Hold
&= AS LT
Layer2 HOlE S&0| CtE &~A MAC & £+ CHE 4 MAC a9
fzle2 e 49 2 29 ZEJ AAEE L L
Layer2+3 LO|O|E S&0| CtE AA MAC T4 £ CHE 4 MAC T4, CHE &4
IPFa b= CE Y IPF2 IjZles fdE 82 2 28 ZEVL

A& E L E

Layer3+4 O[O|Ef 20| C}E MAC &4 FA EE OH2 MAC T2 Of4), OH2 24
=

Encap2+3 Layer 2+3 1} 5 SHX| 2t I{Z0| Ef2 Z2EZ(0: GREZ W&} Of
ASES ARIGHH, EHEOM HIO|HE FE5tK X2 LT

Encap3+4 Layer 3+4 2t S YS}X|2t {ZI0| HEY ZEEZ(0]: GRE)E LW &3tE|0f
USS ZX[stH, E{20lM HIOIHE F=3t0 Me|gtL ct

Connect before break
STt ™ A4Z ?t bond =, Et8 o= A-/=2[X QEHLO|A HO|X|E Sl

—

=
MM ZILICH Global parameters/Cluster ZES X 108IM Q.

| General Setup || Filtering |

Bond descripti i
ond description Roaming

O Friendly narme for your bond

Bond Mode [ Acksys connect before break ¥

Staves #| @ \WiFi adapter: WiFi 1 - RadioTest (bond:- Roaming)

&) W WiFi adapter: WiFi 2 - RadioTest (bond: Roaming)

Link monitoring using Mll

23 RUEY 2, 29 QEM0|20 &30/ BE YAS BLEYS| A

7 H+E ™MO|st= O AFEELICE Ml SME MENSIH, QIHH 0|29 E2|X &3 7}t
HAEELCH
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BONDING CONFIGURATION

| GenemISeMp|| Lmklnonnnﬁng|| FMeﬁng|
Link monitoring | Ml

d

@ Ml (Media Independent Interface) monitor or ARP (Address Resolution Protocol} monitor to determine
whether one of the slaves is usable.

Ml link monitoring frequency in milliseconds

100
Use carrier L @ sz linux-provided carrier presence detection.
Up delay
@ Specifies the time, in milliseconds, to wait before enabling a slave after a link recovery has been
detected.
Down delay

@ Specifies the time, in milliseconds, to wait before disabling a slave after a link failure has baen
detested.

Mil link monitoring frequency in milliseconds:
2t ZEO| 22X Y37t HAEE|E BIEE ol 7|22 100ms YL

Up delay:
=2 23 574X 2, 20|12 ZEE 2d%tsty| Fof th7|g AlZhEElx)
X|ggL ot

o

Down delay:
=2 23 Foi Z4X| =, 20|82 ZEE H|2-datst7| M| Cf7|5t=
AlZH @2 %) RIS
Link monitoring using ARP (only in Round Robbin or Broadcast mode)
O]l 42, @39 £ XMoj=, ARP ERfHZ 7|Hto = SrL|C},

BONDING CONFIGURATION

| GenemISemp|| Lmklnonﬂuﬁng|| Fmeﬁng|
Link monitoring |ARF‘

v]

@ Ml {Media Independent Interface) monitor or ARP (Address Resolution Protocol) monitor to determine
whether one of the slaves is usable.

ARP link monitoring interval

@ Specifies the ARP link monitoring frequency in milliseconds.

ARP link monitoring target(s) |ﬂ
@ Specifies the 1P addresses to use as ARP monitoring peers.

(LIPE s @ Caonsider a slave is usable when all the ARP targeis are reachable.

ARP validate

[None ¥

ARP link monitoring interval:
ARP 270| MEE|= AlZh A S, e|x B2 X Z gL T

ARP link monitoring target(s):
O7|0fM, A3 E ZLEHESH| 28, ARP 283 ELHOF Sl= IP TAE HolghLC}

ARP all targets:
O HAEAE MEiSH Z2, 2 E X|FE IP FATF ARP E0| SEHOHOFT, AHR
7ttt 28fol2= ZhE=E L)
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ARP validate:

O|X0| M= IHI|O| A7 AFE 7HsTHA| ZE5t= 7|[&8 d2gLICh MAC g
BU& &80/ AHL0|AE active interface 2, CtE £ 80| 2= backup

interfaces & £ & L|Ct CIS2 2 SN =Y LICH

None: (7| 23Zh: QI HHO|A0A X2 E0{21 L}7H= ARP EZ| 0| U=X| 20180,
AHE THsSHX| ZHolgtL T

Active: QI EH{TH|O| A0 A X220 S| Lt7t= ARP E2fE 0| U=X| =+QISHD,
HE|H QIHHO|AC] AR E0{1 LI7h= ARP 9| LHE X AALEFL|CL,

Backup: QIEHHO|A0AM X[Z20 S0{1 Lt7t= ARP E2fHE 0| J=X| =+Qlstn, A
QIHHO|AS| AR S0{21 LI7H= ARP 9| LIE = AAMRFL|LCY.

All: 2= 23 QEH O[22 ARP E BE&F ZTASHO], AL 7H5SHA| 2HRlgtL T},

— - o —

Filter: QIE/T 0] 20| 212 S0j@= ARP E2jTo| YEX| ZHolsiol
stolgtL|ct

Filter active: 2IE{I|O| A0 X2 S0{2 & ARP E2{ T 0| QJU=X| 2Qlstn, HE[E
O|E{m|0|AC| Z2 E0{Q1 L}7}= ARP 9| L ZASHL|C}

Filter backup: Q/EH 0|20 X2 S0|2& ARP E2iHO| Q=X =el5tn, W
QI 0|22 B2 S0{21 LI7h= ARP 2| LHE = HAtetL|Ct

Filtering tab

BONDING CONFIGURATION

| General Setup |

@ These filiers are used only if this interface is bridged

Input filters group |«| | Mao filtering M |

Output filters group [+] | Mo filtering v |

Input filter group/Output filter group:

routing/firewall/bridge B H AM0| FH|E EH 5 StLIE MEISL|CH O B2 YEE
H2{™ Bridge filter MM 2 &15IN 2.
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VI.1.2.3 Wireless SSIDs
2M SSID M2 ojf SSID & st M

g-dot5th=4 AHgELICE

uot

CIH I 0| A0 ZEIO|UE 0N O

Wireless SSID overview

PHYSICAL INTERFACES

VIRTUAL INTERFACES

802.1Q TAGS
WIRELESS SSIDS
L2 TUNNELS

NETWORK

BRIDGING

ROUTING / FIREWALL

Qos
SERVICES

F] AddEssD

|

SETUP TOOLS STATUS

WIRELESS LANS OVERVIEW

The Infrastructure Client can try several wireless LANS to asscciate with.

Here you can manage a list of ESSIDs. After that, you can select a subset of these ESSIDs in the Physical Interface / Client setup.
Alternatively, if the client targets a single ESSID, you can define it directly in the Client setup instead.

CLIENT MODE TARGET ESSIDS

NAME ESSID SECURITY ACTIONS
ssid1 (preferred) mySecureSsid WPAZ-PSK (Personal) @ ﬂ
ssid2 myCpensSsid Mo encryption @ ﬂ

] AddESSID I

HES ALRSI0] SSID AFRS ZvtstLict (£ HES ALR3o] DS

ST %) HES AFRSH0] SSID AFES AtR|ELICEH

Wireless SSID configuration

PHYSICAL INTERFACES

VIRTUAL INTERFACES

802.1Q TAGS
L2 TUNNELS
WIRELESS SSIDS

NETWORK

VPN

BRIDGING

ROUTING / FIREWALL

Qos
SERVICES

SETUP TOOLS STATUS
SSID1
ESSID CONFIGURATION

WLAN description ssid1
@ Friendly name for this wireless LAN. Mandatory field.

ESSID myssid
@ Mandstory field.

Priority group [0 (towest priority) [+]
@ You can set several ESSIDs to the same pricrity.

BSSID
(@ Optional. MAC address format as € pairs of column-separated hex digits.
BSSID {(MAC address) of the AP if you want to restrict association to one AP only.

Security [No Encryption [~

D i before r to next AP M @ Optional. When ON, the previ AP stops saving up
When OFF, let more time for the AP controller to manager handover.

WLAN description (optional):
SSID Off Ciiet @HO[L} O|E& 7| YL Ct (dEArE)

ESSID:

HERZ O|E (HEAIA/SSID 2EE =28)

Priority group:

A OTENAE

=2|°| SSID &

2N 2907k 7% =2 SSID S 74Tl AP 2 MEBILICH S Y 24
2= AP 7L Of2| 7f s H, AT} 71 B2 AP 7 M ELCH

BSSID (optional):

StLto| AP 20t

Security:

2ok Hy

=3
=

42 HMotste{™, AP 2 BSSID(MAC F2&

MEHSHL|CE O XtAM|SE LE 22 Wireless Security tab M-S & 1SHM 2.
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VI.1.2.4 L2 Tunnels

O| MM0f M= GRE(Generic Routing Encapsulation: Y&t 2t & =3hE AMHESt Layer 2
HEZ S 7dg = ASLICH GRE Wstes A& 12 =80, L2, L3 R GRESIHE
FI7tgtL|Ct O] LHHE = HERZI MTU (Maximum Transmit Unit; Z|CHESCHHE &L
2= ULSLICE (8023 IEYINA 12 T2 1524 SEICZ X|$HE LIC)

Zr7-E10:80211 HER A= 8023 HEXIAELH H 2 =S X KTHL|Ct GRE
E{E0| 802.11 HER ATt S1tct= 42, |2l L2 =i of CHsl £[CH 802.3 MTU &
Age = 9/E2 GRE QIHHO|A 9 802.11 22|& QEIO|AV} Zetel HEQ A
MTU & =2|l& A0| £E&LLCL

ol

=
o &

O] GRE & WiFi QIE{ I O|A MTU £ 2000 2 M™SIH, XL 802.3 MTU 77}X|
37|12 HE=ts7|0| 2 LICH

L2 TUNNELS Overview

O| I|O|X[0| A GRE HHE 2 M de = USL|LCt:

SETUP TOOLS  STATUS

PHYSICAL INTERFACES

L2 TUNNELS OVERVIEW

VIRTUAL INTERFACES

802.1Q TAGS
BOND INTERFACES

L2 TUNNELS NAME LOCAL ENDPOINT NETWORK LOCAL IP REMOTE IP ACTIONS
o HEEs Sl MyGRE WLANT 10.125.4.210 4 =]

NETWORK -

o [ JAdd GRE tunnel I

ERIDGING

ROUTING / FIREWALL

Qos

SERVICES

Dssasenmd | e o AL2310] GRE OIEH|0|AS EII5HA.

Z] wes AM2510] GRE Bl D7~ HESH 2.

%] HE2S AL2510] GRE ElES AMR[3IA| 2.
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GRE TUNNEL configuration page

O| H|O|X|0 A= GRE HHE=2 #+8T &= Y& LICH
General Setup tab

GRE TUNNEL

| General Setup | | Filtering |
GRE interface description mygre

@l Friendly name for your GRE

GRE protocol version | GRE IPV4 A
Remote IP V4 1235
@ This remote IP is used to find the remote GRE endpoint
MTU
MNetwork . = [ [=
lan: g~ 2= 22
VLANT: g8
VLANZ: g2
WLAND: 8
@I Choose the network you want to attach this GRE interface to.
Qos Inherits encapsulated traffic priority
Local GRE endpoint | Configure with Network v
Local endpoint Network [+ | lan v |

[E) Choose the network you want to bind with the local GRE endpaint

Static route to remote GRE endpoint L @ Enable static route to join remote GRE endpoint via the Local endpoint Metwork.

WARNING: This option is mandatory when Local endpoint Network has no |P address configured and
that it will be affected later a virtual |P address by a network services ex: VRRP.

GRE interface description
GRE QIH{HO|A0f Cfet HHO|L} O|F S 7| ¥R LICE

GRE protocol version
&4 GRE IPV4 & AFEEHLICEH
GRE Remote IPV4
ElY 97 SEEO| P S QB
MTU (Maximum transmit unit)
GRE H 20| Y=ot L2 =2l [t A27|& &7F L

Network
MEISE HEQIT0| GRE H'E QIHI{|O|AE FIHetL|CL,
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Local GRE endpoint
St7| LiE SOAM MEISEM K.

» Configure with IPV4 address:

« Local IPV4: 0| 2Z |P & 0|&0l0, 2Z GRE TS XS LICE T Of 1P 7F
GRE QEHO|AE W U} RR5HX| ¥2 4% HE2 7|2 HOIEH0|E &3
ot 8 ELIC oj2fet 8%, &4 IHI|O|ALE GRE B2 O|= 0| g 7hed
CIEH O] A2t Z2 QIHI|O| A0 s ESt= IPE AFESHA| R, Ol MM 0f A
MYst= 2, FO T AEHIfo|ARL P 7L Z3tE HEYT 22 LS
HFRIE St= A0| Z&LCH

» Configure with Network:

< Local endpoint Network: £Z GRE ZTHE I} HIQIE & HEYIE MEMGIL|CE

% Static route to remote GRE endpoint: ZZ ZTHH HERQIE S, ¥4 GRE
SEHEO Chiet 178 =25 A2 &= AU Ch o, 22 S HESA0 1P
FA7F TEE 0 UX| Y2 FLRLE 0|20 HERA MH|2A(ex.VRRP)OI| 2|5l 7hH&t
P F=a7t &EE E2, 0l 82 B2 2d3tsl{of gLt

Filtering tab
| General Setup | I Filtering |
@ The filter is used only if this interface is bridged
Input filters group |« ] [No filtering v]
Output filters group «] |NO filtering v |

Input filter group/Output filter group:

routing/firewall/bridge 2H MM0| FH|E ZH & StLIE MEISILICHL O 2 JEE
H 2™ Bridge filter MM S 13514 Q.
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VI.1.3 Network
ol HO|X|= X YEYIA THS EAISLICE

SIS TOOLS  STATUS

PHYSICAL INTERFACES

VIRTUAL INTERFACES N ETWORK OVERVIEW

JLEL LR NAME  ENABLED IP ADDRESS NETMASK GATEWAY (METRIC) PERSISTENCE ACTIONS
ﬂ:z 1an 5 192.168.3.253 255.255.255.0 192.168.3.1 (10) Enabled a=
e lan2 ¢ 192.168.6.253 255.255.255.0 Enabled A=
CELLULAR wifinet 5 DHCP DHCP (5) Default A=

VPN Cellular v DHCP DHCP (0) Default WAN config. &)

BRIDGING -

ROUTING / FIREWALL U Add network I

Qos

SERVICES

Remove ¥ HHES 223l0] YEYIE MAHTLICH
Edit £ BiES 2280l HEYA MHS WERSHLCH

Add network HES 28610 HEQIE MZ F7tetL|Ct
VI.1.3.1 Network configuration

General setup:

COMMON CONFIGURATION

‘ General Setup H Interfaces Settings | | Advanced Settings || IPvE Setup |

Enable interface

Netwerk description |DNBDARD |
@ Friendly name for your network

Protocol | static v

IPy6-Address | |

Default |PyE gateway | |

1Py4-Address [010.1.123 |
IPv4-Netmask [255255 1920 ~]
Default IPv4 gateway I 1010.1.1 I

Default gateway metric I q I
v

@I Gateway priority when several default gateways are configured; lowest is chosen.

{Used only when a default gateway is defined on this interface)
DNS server(s) |

=

@ “ou can specify multiple 1Pw4 DNS servers here, press enter to add a new entry. Servers entered here

will override automatically assigned ones.

Enable interface
O HAHAE MEHSIH AN QEHLO|AE LAHCE HZHd ot 5
T4 S FLIC

= LIC} Of

$0

Network description
HESZ0| Cliet @HO|L} O|E2 7| |=L

=
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Protocol

HELIA0| DHCP MHZt 1, ZX|0f IP TAE 2= 8% DHCP'E
MEHSIM . 0] A2 DNS MHE X Q8D 90 EA|E WEE

H EZ 0| DHCP ME{ 7t §iALL CHE O|F& 25 QIEH O]
e ofshE A 20| & 'static' S MEHSIM|R. O
2hL|Ct.

N ZZAE
S FAE
C =
—=

Tdohof

DHCP H|O| X|(SETUP > SERVICES > DHCP/DNS RELAY)0| Al 'DHCP Server' &M &

243t ot B2, 'DHCP'E el &= Q& LICH AP = DHCP S2t0[H EQF DHCP

M7 SA0| E &= 5L

X7t DHCP MH SlO| AtA| IP FAE Mde = UL F St SLAAC E MEISHAM K.
IPV6 address and Default IPV6 gateway:

ol2{st HEE Edff IPVe T4 AU HO|EQO0|E Y5 MH|AO F=7I5I1 CIDR 29

4 122 68 & YuLLL

-

IEx§-Address |2008:a:a:a::2 |

Default IPvE gateway I I

Delegated prefix length (for ULA Addresses)
1~128 ALO[2] IPv6 LI ESRA F=4& HEFAL

IPv4-Address (only in static mode)
A2 SAY0 U= AP 2| IP FAYULICEH LAN Off AL 745 SH IP T4
HRAM ALESHA| Gi= 1P 25 SERLIC 0: 192.168.0.1.

IPv4-Netmask
=AE] STl MEY DtAT LT

Default IPv4-Gateway
LAN Off U&= 2FRE2| IP FAQYLICH A O|EQ0|7} Falx[X] B2 4% 0.0.0.0
AR SN 2.

Default Gateway Metric
AHH| AO|EYI0|S AFESHO O] HIEATt THE HL 7|2 Ao|EY 0| HEZS
=5l O|2{ot HO|EQO] Ztof] &M =2lE =Y &= UASLICH Metric O 7t &2
HOIELO[7F MEAE LT,

DNS-Server:
A8 3t2= DNS MHQ| IP FAYL|CH DHCP Z2EZ2 MEHSH 42, TOOLS/System
Ol =0l HolE atS AFEStEE MESIAHLE O HERAO 8 M 22E 0|2

golgh = ASLIC

mo

IPV6 Global configuration:

IPV6 GLOBAL CONFIGURATION

IPv8 ULA Prefix | fdd5:5c84:2367::/48

lJ Unigue Local Adresses are not supposed to be routed upstream.They are to be considered as private addresses - for intranet
communications only.

O] 2=+ IPv6 ULA BFALE S{ 8ot 71l HIERI0 1RS 2H F28 FIHe =
|
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IP Alias:
P HAH2 o2 HEKINAM FX 0o BMAGOISHE 2 FESLICE & =0, HEO0|
2tREH ZEZ AHE|0f CHE 5t WERX A2 AHO|ERIO|Z A&5te d2YLCY,

IP ALIASES

NATed VRRF networks warning
The following applies to NATed networks which use the VRRP protocol:

« Public-side NAT MUST NOT define IF alases; else the NAT might use the alias IP as public address instead of the VRRP [P
« Conversely, Private-side NAT SHOULD define a private IP alias to allow connection fracking replication

[Control | WAl [}Add I
IP BES F7I5tE® mnemonic & €8 =, F7tE 8¢ Lig #ots IP Tt ¢t
MEUR OIA3 S AHSHM .

IP ALIASES

NATed VERP networks waming
The following applies to NATed networks which use the VRRP protocol:

« Public-side NAT MUST NOT define IP aliases; else the NAT might use the alias IF as public address instead of the VRRP IP
« Conversely, Private-side NAT SHOULD define a private IP alias to allow connection tracking replication

CONTROL %] Delete

General Setup

1Py4-Address

[192.168.1.250 |

1Py Netmask [255.255 2550 v

CAMERAS %] Delete

General Setup

e |192.168.2.8 |
IPy4-Netmask [255.265 255 0 ~]
| ) Add
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Interfaces Settings:

COMMON CONFIGURATION

General Setup | Interfaces Settings | Advanced Settings |
Bridge interfaces

@ @ creates a bridge over specified interface(s)
Enable STP/RSTP

L @ Enables the Spanning Tree Protocol on this bridge
WARNING: Some cautions must be taken with wireless interfaces, please see user guide

Enable LLDP forwarding EJ LJ Enables the LLDP frame forwarding.

bridge VLAN F‘ @ Enable VLAN management in bridge. You must configure the bridge VLANs before enabling this
option (setup-=bridging)
Interface ¥ WiFi adapter: WiFi 1 - acksys (lan)
¥ #% WIFi adapter: WiFi 2 (currently disabled) - acksys (lan)
% Ethemet adapter: LAN 1 (lan)
¥ .+ Ethemet adapter: LAN 2 (ian)
MTU

1500

Bridge interfaces:
0| 7|52 MEISH HEQFQ B E QHHO|AE O|HU AQX|2t SS53t
AZEQIOIR AZELICH

Enable STP/RSTP:
STP/RSTP (Spanning Tree Protocol) 7| 50| 2-d3tE L|Ct 0] 7|52 A S|
EeChH HERXR R E mst7| fI6h EX& - 278s0F %“—l':f.

F4 QL o] At A AFE Al FLIALSO| )} L, Spanning Tree Protocols (STP,
RSTP) & HZ5HM Q.

Enable LLDP forwarding:

O] HABIAE MESIH, LHFE ESIX|[7} LLDP(Link Layer Discovery Protocol)
HE|FHAE =8| S MeretL|Ct

—

Bridge VLAN:
Be2[X[0| A VLAN 2| gdztetL Tt o M S &/d2t5t7| ™o SETUP >
BRIDGING O| Al E2|X| VLAN 2 T/35}{OF TFL|Ct XtA|SH
2 XESIN K.

W22 Vian Management

Interface:
AME 7t HERA QAHEO|A SEQUL|CH HZ2 et (2[Mo 2 El) QIEHO|A
o|0] CHE HERZOAM AR SLICEH ESIX] HER3AS 2, #+d 52 LAN OE

2 23X 2= QHEO|AS MESIM K. Ehett HIERIAS| 4%, 3 dtLtel
CIHEO|AS MEHSIA R,

ﬂJI
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Advanced Settings:

COMMON CONFIGURATION

| General Setup ‘ | Interfaces Settings | | Advanced Settings | ‘ IPv6 Setup ‘
Network persistence

[ Default ~]
() Avoid the network deletion after a link down
Default s 'enabled’ if protocol is 'static’ or 'VRRP', else 'disabled’.

State at startup

[ Default ~]
@ Default is 'up' except for networks with protocol 'none’
Use 'down’ if this network should be brought up only by event rules.

Network Persistence:
O] 40| 2/d3tk|H Z2[& QL o|Ae] HAO| RO{ME P 4H(EIRE,
AOIELO], 7t&t QI I O|A &)0| X|EHE LICE O S0 ELf|o|A0M A7t

Mg [ DHCP 2H S AAHNMORZ Hij= AHS EX|E 4= Y& T
static Z2EZ (2 IP)Q| 7| 24/2 EH3}E|0, CHE 2 & T2 EZ(DHCP, VRRP)Q|

7|22 HiZ-dStE L

Cellular (on some models)
O] &M 2, 'Physical interfaces' St2| 0|70l Cellular +82 7t2|7|= €%

o
=YL L of &=0f ChsiM = s 2] Cellular = & Z5tM Q.
State at startup
AlZ Al HESE HENE LIETE LG Z2EZ0| 'none'Ql 82E M5t 7|2
HEl= "Up YLICE O] HIES{ =7} O|HIEQ ofs 2-dotE 2T Down'S
ARggtL .

IPv6 Setup:

COMMON CONFIGURATION

General Setup | | Interfaces Settings ‘ | Advanced Settings | | IPv6 Setup
IPv8 Stateless Address Auto-configuration (SLAAC)

|
Privacy Extensions for SLAAC ™
Path MTU Discovery for IPvé [

IPv6 Stateless Address Auto-configuration (SLAAC):
O] @MO| TS5/ B, L ESIT QIEH 0| AL AHA
IPv6 FAz HetEL|CH (HERIOM 2tRE7L &

o_>£ |'|J|0
LQ_I-

Privacy Extensions for SLAAC:

CIEI| O]~ MAC F=4-2f OrX|2} 48 H[EOf| 22| H{EE 44504, 71 B A
stk ot

Path MTU Discovery for IPv6:
SAETJHICMPYe 59 2 IjZl@zlo| H&F
Z2EZS gd9sty, A 2 AE (AR
A7[E g E L

Z 422 LX|5HH, Path MTU Discovery
E =2g¢ ool 22)0A SHHE T2
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VPN T4 MM0jl&= OPENVPN 9 IPSEC & T+4E 5
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IAEATE LI ELICE

VI.1.4.1 OPENVPN

O| I 0| X|0j M= OPENVPN EE= [PSEC VPN QI E{ T 0| A

PHYSICAL INTERFACES

VIRTUAL INTERFACES

BRIDGING

NETWORK

i
d

SETUP TOOLS STATUS

VIRTUAL PRIVATE NETWORK OVERVIEW

In this section, you can configure the VPNs integrated in your product.

Select the type of VPN in the left pane submenu to configure it.

VPN

OPENVPN
IPSEC

ROUTING / FIREWALL

SECURITY
Qos
SERVICES

M VPN QIAEHAZ
gLt

4 d5te{ ™, Add instance & 22/510f OpenVPN T+ H|O| X| 7}

OPENVPN - VPN1

OpenVPN can work in server mode, waiting for a number of clients to call in, or in client mode, where it connects to a predefined OpenVPN
server address.

ROLE SELECTION

Please choose the role for the OPENVPN tunnel

CURRENT ROLE SERVER [CALLELD)

SET

L
ROLE SELECTION MIMO|AM= Z2}0|EOM AHE £ 1 HIHE 9ot

U L E.

Client (calling)

AUTHENTICATION METHOD SELECTION

Please choose the authentication method for the OPENVPMN tunnel

CURRENT AUTHENTICATION METHOD PRE-SHARED KEY (ENTAILS PZP OPERATION) PKI CERTIFICATE

Mo key (entails P2P, cleartext, no auth) SET k SET
15 &Y = Aot WESHH, 10 met O AM0| HOO|EE|L| F=o| HFEfL|C}.
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CONFIGURATION

‘ Basic seftings ‘ Advanced settings |
Enable virtual network

OpenVPN instance description van‘l

@I Friendly name for this WP instance

Remote OpenVPN server address | 110.25.250 16

&

@ Remote Open'VPN server address.

VPN subnet local tunnel endpoint IP address | 10602 |

@ |P address of the local WVPM tunnel endpoint, not used in TLS client mode since it is pulled from server

VPN subnet mask |255_255_255_o |

@ Subnet mask of the WPN tunnel subnet, not used in TLS client mode

VPN subnet remote tunnel endpoint IP address |1U 501 I

@ IP address of the remote WPN tunnel endpoint
This IP will be used as default gateway to route via the VPN tunnel.
This iz not the system default gateway, but default gateway to use in routes created by openvon and where

gateway is not filled.

OPENVPN - VPN1

OpenVPN can work in server mode, waiting for a number of clients to call in, or in client mode, where it connects to a predefined OpenVPN
server address.

CONFIGURATION

| Tunnel settings | | Auth/Crypto | | Client settings |
Enable virtual network 7

State at startup | Default v

@ Default is "up' except for networks with protocol 'none”.

Lise 'down' if this network should be brought up only by event rules.

OpenVPN instance description

vpnl

@ Friendly name for this ¥FPN instance
Role [ Client (calling) v
Protocol [uDP v|

@ Favor UDP, as TCP leads to patential conflicts in the TCP over TCP redundancy mechanisms

Listener port

1194

@ UDP or TCF port that the serwer will listen to, and that the client will call

Data channel compression @ e = ) e

Tunnel type [L3 (IP) tunnel v
@ Only L2 tunnels are supported

VPN subnet local IP address 10801

@ IP address of the local WFN endpeint, not used in TLS client mode since it is pulled from server

VPN subnet mask 285 285 2850

@ Subnet mask of the VPN subnet, not used in TLS client mode

Tunnel MTU 1500

@ Encapsulated MTU, adjust to awoid fragmentation; the default of 1418 allows the default SHA1 digest

Keepalive period 10

@ Keepalive period (seconds). Every such time. a packet is sent to each peer to elicit a response.

Keepalive timeout 30

@ Keepalve timeout (seconds). Connection terminates if no traffic is received from the peer for such time.
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State at startup
AZre I VPN HEY S HEFE HSLCH ZEEZ0| 'none'?l HER/JIE
HMelstn, 7|2 AEjs U

p"YULICE O] Y EXAT} O|HIE A0f oAt
2tMSIE|0{OF 8= B2, 'Down'S AF2EIAM L.

OpenVPN instance description

VPN QIAEA0f Tt @FO|Lt O|ES 7| AR LIL.

_T'_'é'l-

Role
A2 MH L= S20|HETL E 5= USLICHL M= 22I0[UES 255 7|Ch2|H,
SEO|AE= MHE 25510 AZS AlRgL
Protocol
TEEZ2 UDP E£ TCP & MEE £ %lﬁ LICt TCP &
|

TCP over TCP &

AeLz uDP § M= LI} SEt0|HEL}
ME| AtO|o] 2t B 7L dEiot YAlo] IiZlE Slot7| ?lof RS ZES E0{0}
gL Ct.

Listener port

O| A2 MHE 7t LH7[5tH, 22t0|YES| 3FS 7|Ci2[= UDP & TCP ZEL|CE
7|22 1194 Y L|C}
Data channel compression
0| Mg MeslH, BY2 Sof MY EE HO|ES YHBLICh Fast LZO YZ0|
ArgE L T}

Tunnel Type
L3 H &0 X| &L LCt.

VPN subnet local IP address

O] VPN ZEHEO| 7tat Ip A QL|CE

VPN subnet mask
O] VPN SEHE IP 0| HEE= MEU OpAF LT
Tunnel MTU

O

el MTU & Z=Z5HE AX[5H7| fIsl =FE|0oF 2Lt 7=
HFO|EO|H, 7| SHAT CtO|MAETH S & & LICt

Keepalive period

Keepalive M| L|Z2 VPN 237} a4t F2oHX| =HolghL|Cf,
F7|2 2 T|ojoM =2 E7t MESE LT Keepalive F7]+&

1419

Fl

o Dj7HE42 Holsl

X BH9I2 XPE LU
Keepalive timeout

O| A2 Keepalive Mot A|ZF gt (=) RILICE Of A|ZHELE 21 AlZH S ¢t T ZI0] =4l &|X|

@o ™ AZO0| EElL|CL Keepalive timeout X3t A|ZF 242 Keepalive period
7|ZtE CF HOF Lt
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LOCAL ROUTES

LOCAL ROUTES

This section is used in both Server and Client modes. 1t lists the routes to be installed in the local IP stack.

s In the client, it lists the server subnets reachable using the server as gateway,
« In ihe server, it lists the client subnets reachable using the client as gateway.

If the gateway is not indicated, it defaults to the VPN remote address.

TARGET NET NETMASK GATEWAY METRIC SORT

192.168.23.0 255.255.255.0 10.8.0.2 Default: 0 + & x]

i) Add |

O MMOIME 22 Ip A0 MAY A2E Hog & YLIC
TARGET NET:
CHAH MEsQLct,
NETMASK:
CHAH M= opA S QLT
GATEWAY:
CHAt WESI20] E2H3}7] QIs) AL S| OF 3H= AH0|E9I0| LIt Bl Y S o
HO|ELI0l VPN A Faz 7|2 MHE LT

METRIC:
O] 320 Chet HEHS 28T
USERS VALIDATION

USERS VALIDATION

This section is used in Server mode only; it lists users allowed to connect to this VPN instance.
Optionally you can enable routing from the server to a client-side subnet.

USERNAME PASSWORD SUBNET NETMASK DESCRIPTION SORT
Acksys I,J ressraes A Client subnet Allowed user L xl
ta) Add I
Of M2 MH ZEO|AMZF AFEELICE O VPN QUAEAN AEY = U= AEAE
BA[ZLICH MR o= Au{o|M Sal0lES Mool B9 E S BAL ¥ 4
A5 L.
CLIENTS ROUTES

CLIENTS ROUTES

This section is used in Server mode only. It lists the routes enforced by the server in the client at connection time.
I the gateway is not indicated, it defaults to the server's address.

TARGET NET NETMAGSK GATEWAY METRIC SORT

Thiz =ection coniains no values el

1
=%

=

Of M2 MH ZEOMZ AFEELICE AZE Al 22I0[AEL| MHOM HEL|=
BE2E BALLCE AO[EQOI7F BAIEIX| oW, 72Xz MH| F27F AEE LIL.
o

| 4D A2 TIS VPN QIS AFESHE AB{O|ATH A[8EH 2 QI L|CH ofgfof A El
S | Auth/Crypto' E4OIA PKI QISA{S MEHSHO} SHLICH
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AUTH/CRYPTO

0| I|O|X|0| A= VPN E{ 20| CHB+ XA , Y23} 8l QT

olz{st EEo| Ho|of CHst XtASH LHE&2 OpenVPN B HAME EHZESHA 2.
https://community.openvpn.net/openvpn/wiki/SecurityOverview

CONFIGURATION

| Tunnel settings | | Auth/Crypto | | Client settings |
Key type | PKI certificate v |

E

[S)
20
—

Root CA certificate Choisir un fichier | Aucun fichier chaisi
@ Root CA cerfificate (PEM file format). WARMING: Synchronize time between server and clents!

Local certificate Chaoisir un fichier | Aucun fichier choisi
@ Local certificate (PEM fie formiat)

Local private key Choisir un fichier | Aucun fichier choisi
@ Local private key [(FEM file format)

Revoked certificates list Chaoisir un fichier | Aucun fichier chaoisi
@ Ch-issued list of rewoked cerfificates

TLS channel HMAC protection Chaoisir un fichier | Aucun fichier choisi
@ Optional additional TLS channel HMAC protection

Authenticate using username/password @ Check client usernamea/password against predefined server list

Data channel encryption algorithm | AES-256 A |
@ Data channel encryption algorithm. The choasen algorithmn must be supported at both sides of the:
WPM.

Data channel authentication digest | SHAT (OpenVPN default) v |

@ Data channel authentication algorithm. Adds owerhead fo frames size and processing time.

CONFIGURATION

| Tunnel settings | | Auth/Crypto | | Client settings |

Key type [ Pre-shared key (entails P2P operation) v
Data channel encryption algorithm |AES.255 v |
@I Data channel encryption algorithm. The choosen algorithm must be supported at both sides of the
VPN,
Data channel authentication digest | SHAT (OpenVPN default]l v |
@I Data channel authentication algorithm. Adds owerhead to frames size and processing time.
Y Choisir un fichier | Aucun fichier choisi

@I Pre-shared key (PEM file format)

CONFIGURATION

| Tunnel settings | ‘ Auth/Crypto ‘ ‘ Client settings ‘
Key type [No key (entails P2P, cleartext, no auth) v|

Data channel authentication digest | SHAT {OpenVPN default) ¥

@ Diata channel authentication algorithm. Adds owverhead to frames size and precessing time.
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Client settings

CONFIGURATION

Tunnel settings | | Auth/Crypto | | Client settings |
Remote OpenVPMN server address

110.25.250.16
@ Remote OpenVPM sarver address

Remote OpenVPN server address:
27 OpenVPN AlH LICF.
Server settings

= A Ol
T4

CONFIGURATION

Tunnel settings | | Auth/Crypto | | Server settings |
Maximum number of simultaneous clients

(B Maximum number of simultaneous clients

Maximum number of simultaneous clients:
O 43S AHESIH, MHO| SA|0 AL

AAE 4 Y SHO|AE +2 MY
UL 018 S3f HZQ BN 2lax AFSS HHHE & LT

VI.1.4.2 IPSEC

M IPSEC AAEAS Yot "ot AAAEAS S EOHH IPsec HE0| ERILICE
SETUP TOOLS STATUS
IPSEC INSTANCES OVERVIEW
NAME ENABLED SECURITY ACTIONS
M2 dge 2B R0 As "HE" HES SHYLICH
IPSEC INSTANCES OVERVIEW
NAME ENABLED SECURITY ACTIONS
ipsec1 Pre-shared key m‘_]
:ﬂ Add instance I
IPV4 2= IPV6 T2 QIAHAS T 5 e IAHA9 19 HoX| 2
2| Cja M etk
2t 28 MH2 7= Ipsec Q7S FJSt= Ol AFEELICE e 2 32 23
My As 8 22O Hiet Y2 = Ofe #5 H=oHMR

IPSEC - IPSEC1

IPSEC mode tunnel, you can configure it as roadwarrior, gateway or host. Roadwarrior, with na local public address or no remote public address depending on role. initiator or responder. Gateway with local and remote IP address
and subnet. Host with no local subnet

GENERAL
Identification and general parameters
Identification | | Advenced parameters |

1@ Please set the identity and the authentication method

Enabled
[75.002 |

(@) Remote I sddress, DNS nsme, CIDR subnet or IF address rangs

Remote public address

Remote identifier

[192.168.26.201 |

Local public address

Local identifier

Authentication method

Secret

[192.168.26.0

(@ Locs! I scaress, DS

nnnnn CIDR subnet or IF address range

|aTTISOFT

[psk

[1234

CONNECTION

Subnets connection parameters
subnets | | Advanced parameters |

1@ Please set the connected subnets in CIDR notation

Remote subnet

Local subnet

[12.168.26.0

et

[102.168.27.0
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&7
Authentication method | pubkey v
Cadiiticate | Parcourir... | Aucun fichier sélectionné.
Key | Parcourir... | Aucun fichier sélectionné.
CA Certificate | Parcourir... | Aucun fichier sélectionné.
e 2t FE
Enable off | on; default: on IPsec QIAEAES FHHLF BL|C}
Remote public host | ip; default: none A |psec QIAEHAS| |IP FTALEE SAE
address
O| £ iL|Ct.
Remote identifier L‘poL‘setrmg; default: Ol= =0 SHIZ XIJIXIE AlHSI= diHS
ZolgtL .
e IP-QHUH Z2EE F&
FQDN - dtetEl =0¢l |22 HOolH
IDYLICH @ AEOf 2tFSH =0 ol O| & QI LLCE.
Local public address Lpothrlng; default: Q1= =0 AFEAHRIZ AH7IRHE AlWSH= g S
ZolgtL o,
o IP-QEAZZEZ T4
FQDN - g2tE =HQl 0| E2 2 Ho|E

Local identifier
Authentication
method

Pre-shared key: Pre
shared key

X.509: Key

X.509: Local
Certificate

X.509: CA Certificate

Pre-shared key | X.509;
default: Pre-shared key

string; default: psk

.pem file; default: none
.pem file; default: none

.pem file; default: none

> Hrere
oo r2 of4 ol

x>

HE7| MO IPsec I|0f
ot QL L.

O
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Z=ot0] IPsec HAS| Mg 7|= Oj7f A5 F-got= bl

HE
A& E L Lt
R |
e e e
IKE v1 aggressive [}
et e et i =
S——— 5
e e e e T e e s et
S | i s |
B = :
::TI:"‘I::‘“” (@ Adged rules related ta the subnets
crmm——— l!S L ————
gHE 4 kS
IKE v1 aggressive off | on; 20 A0 Cisl aggressive EEE ALt & L|Ct.
default: off Aggressive 2E= CHEE2| HIO[HE X B weho
XNEYSEE Main 2E(F 671 HA|X)ECH M2 =0
W2HE 470 HAX)E AL L CHL SHH
BEOM= 22 MEO| AY| o HEIL
WL B2 = D EHCH © QMK B OO HiFS L CF
aggressive ZE &= IKEvIO|AH AL 5= UEL|CE
IKEv27} MEH =l AL
o| u.||:l— 7;|XI|_||:|.
Force off | on; "NAT gi&" 420| X ElEHete eSP TfZI 0| CHSH uDP
encapsulation default; off =38 ZH L.
Local firewall off | on; O] ZX|0| A Of IPsec AAAEHAO| EfHl S & &5t=
default: on O Zest Watd FAl5 FIHetL|C}
Update firewall off | on; O] X0 A BtCHZ IPsec QIAEHAO ERfEZ
default: on 51 8%t= O East Watd fAlg FI7hehL ot
Key live time integer; EEH“' = HLAL X 2 2 CHILD_SAZ}
default; =25l= AlZF =0t 7h4 8 Folgf LTt
none
Dead Peer off | on; IKE(Internet Key Exchange) S0|l " dead " T|{ &
Detection default: off aX[St= o A8 &= 7 '_O"—l Ct. & CH | of 7t
A8 = QI8 I HAIX] =8 Z235H0 Foff X
HAHAUELZ EcfHS §O|'— o AHSE LT}
Dead Peer Start | Trap | IPsec I|Of2| &Y LENE =Qlst| flsh 2T HAIX| 7}
Detection: DPD Clear | None; F7|18 22 MEE|= Dead Peer Detection ZEEZ2|
action default: A& S HMogf LTt
Restart
Dead Peer integer; R_U_THERE | A|X| EE= INFORMATIONAL W22
Detection: DPD default: SEROA EW= Bl
Delay none
Dead Peer integer; HiZtd Al m|ofof Ciot & HAO| AKX &= X Bt
Detection: DPD default: Al ZE 2tAE "olghL ot
Timeout none
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VI.1.5 Bridging

Of MMOjAE SBE HalH MHAS THE & ASLC

[= e o

VI.1.5.1 STP/RSTP
O] MMOME WESRA ZE 8 E2|X[0f CHBF STP/RSTP & 8 &= AUSLICH EF
25

I EX 30 CHs STP/RSTP & +'d35t2{ ™, Bridge & & d3tafiof &L Ct
STP/RSTP overview
HETWORK BRIDGE STATUS STP/RSTP STATUS BRIDGED INTERFACE ACTIONS

WiFi adapter. WiFi 1 - Acksys
WiFi adapter: WiFi 2 - Service
lan Enabled Disabled Ethernet adapter: LAM 1 @
Ethernet adapter: LAM 2

H2|X| YEA0| Cyst STP/RSTP AN S wsia{H, 2= £ HY HES 228N
STP/RSTP Bridge settings

BRIDGE SETTINGS

Max age 20

@ The range is 8 to 40s
Forward delay 15

@ The range is 4 to 305 and must have: 2 * {Forward Delay - 1 second) >= Max Age
Max hops

20
@ The range is & to 40

Hello time 2

{@ Therange is 1 to 10s

Hold count 6

@ The range is 1 to 10
Priority 8

[El The range is 0 to 15 (202.1d values divided by 4086)
Max age

FE =HoX[0f of3ff &&= | X +=FYLICH (I H?I= 6 ~ 40s)
Forward delay

FE SLXE ZEE, AHLHOM SSHEN E= StEYEIOM TE JEZ Hatg

Mol X §=& HRFLICEH

(Y= "H?l= 4 ~ 30s), 2 * (Forward Delay - 1 second) >= Max Age)

Max hops

BPDU(Bridge Protocol Data Unit)7} &S = U= X & 5= (Y= HE= 6 ~ 40)
Hello time

XNEE mEY g HA[X|e] F7|HMel ME ZhAULICH (Y3 HRl= 1 ~ 10s)
Hold count

12 Q2 5 A= %0 BPDU 5 TRLCL

Priority
STP/RSTP EEZX|Q| BEE|X| 28 +=% #H?= 0~150|0{, 00| 7}& &2
LM=0|2 157t 7tE 22 M= YLICH FE H2|X|E MEig = QST
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STP/RSTP Port settings

PORT SETTINGS
PRIORITY

INTERFACE PATH COST EDGE PORT BPDU GUARD P2P MAC
The rangs is 0 to 200000000, O is for auto Range: 0 to 15 (802.1d values divided by 18)
WiFi 2 {cumently disabled) - adsys (1 |aut0 E|fa|se Elauto |Z| 8
WiFi 1 - adsys i |aut0 E|fa|se Elauto |Z| 8
LAN 1 0 auto : false : auto : 8
LAN 2 0 auto : false : auto : 8
Path Cost
FE ZE QM RE EZ|X|0f =H5l= O Rt Z2 HEYLCT
02z 4E5IH ZE £0f et ¢f0] Xt =2 ALtE L
FE B2X|0 7t R2 HES S5t ZEVI RE ZEVH KA, OB BE= 55
B2 = KT HEf7F gL
Edge Port

Edge ZE(CIZ E2|X|7t HZLX| &2 LAN O HZE ZE)O| &x7| &EfYLICt
true 2 AHGIH X7| MEj= Edge ZEZ MEL|T, false 2 AHSIH X7| MEj=
non-edge LEZ MHL|MH, auto 2 MMM H|EO0| AHZC2 ZLE §HS

g X|gL .

RSTP = Edge ZEE ZQ|Y EZE &F ™etehL|Ct
BPDU Guard
BPDU =41 A| ZEE H|243l5l2{H, Edge ZE(CIE EE|X|7} HZELX| %2

LAN O HZEl ZE IH true 2 278 OF LICE

P2P Mac
O] ¥ &3l £7| point to point B3 MEHE BT = ASLICH
true 2 MFSH £7| 3 MEfE point-to-point A (F E2|X| AtO|o] HF A (F
C

o
EZ|X] Atolof S{ER 22 St TH| SlE)2 250, XEE ZEV Z9{d HEH=Z
2 AH M3z 2 T oF&L|C}

Aoz 2805HH MEF0| 23 RIS A2z HAlgL

Priority
22X o ZE M 9L
E2[X[oM o2 ZEVI s Yot H= H[E= MSdt= 8%, STP/RSTP & ZE 24
#9I2 ALgst0] RE BES M3
#H2l= 0~15 7HX|0|T{, 0 O
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VI.1.5.2 Vlan Management
O] HO|X|of A& EE|X|El EZEQ| 802.1q EfOE 2| = UELICH

T Mg

s2|X|of ZetEl 2 B M| 0| A0 Lol X[ 5= VIAN & A[8e = AS L.

= o=
VLAN Interfaces overview

overview O|M= FAMEl R E T E 9l VAN 232 2|AE HE|Z 018 4= Q&L O}

SETUP TOOLS STATUS

PHYSICAL INTERFACES

BRIDGE 802.1Q VLAN INTERFACES OVERVIEW
VIRTUAL INTERFACES

NETWORK

802.1Q TAGGING

BRIDGING

NAME INTERFACE vID PRICRITY DEFAULT VID EGRESS UNTAGGED ACTIONS

ERE R brvlan1 Ethernet adapter: LAN 1 1 Best Effort (level 0} Cd t4 () =)

VLAN MANAGEMENT

ROUTING / FIREWALL ij I
Qos

SERVICES

Add tag H{E2 SE5IH, StLte| ZEO| VLAN T+82 =7t &= &L L
4 HE HES 22/310] VIAN £4S Ho|&tAH Lt BAE LT}

Port configuration page

802.1Q TAGGING

VLAN description brvlani

@) Friendly name for your VLANM

VLAN ID 1

@) WLAN 1D for your VLAN
Default VLAN ID E @ The ingress untagged waffic from the interdace will be tagged with the VLAN 1D
| Best effort (level 0) R |

@ The priority that will be assigned to untagged ingress traffic from this port

Default priority

ress untagged
Eg = = [ The egress taffic to the interdface will be untagged for the WLAN 1D

Interface @ Ethernet adapter: LAN 1
") Ethernet adapter: LAN 2

- WiFi adapter: radioQ - acksys

C WiFi adapter: radiol - acksys

) Bridge interface: lan

VLAN description:
VLAN Of CHot @FO|Lt 0|55 YHTLIL.

VLAN ID:
VLAN ID £ =gt}

Default VLAN ID:
O]l M2 XN|ASHH EfOA7t X[ ”E|X| %2 2E =4 E2{EHO| VLAN O BfX| & L|C}.
L ECHSILEO| VLAN 2F 7| 2ZF0] 2 £ %lﬁLIEr

Default priority:

oM £9E MEBHLICE O] SM2 7|£2 VLAN ID 7t MEHEl ZQ0Tt ASE 5
QU Lt

Egress untagged:
Ol 2ME N3AstH =Y 57| Mo VLAN Ef 7} =2f Q0| A &| A&l L|Ct

Interface:

— = — E
2HEE VIAN 2 H&, E2[X|e] 2= A H 0|20 - %=[0{0F 2 LIC},
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Enable the Bridging VLAN
NETWORK/Interface Settings o}%| O ‘70| A{ E2|X| VLAN 2 &

COMMON CONFIGURATION

General Setup | Interfaces Settings |

Bridge interfaces @ @ creates a bridge over specified interface(s)

Enable STPIRSTP [
L @ Enables the Spanning Tree Protocol on this bridge

WARMING: Some cautions must be taken with wireless interfaces, please see user guide

S ATy L @I Enables the LLDP frame forwarding.
bridge VLAN
a @ @I Enable WLAM management in bridge. You must configure the bridge vLANs before
enabling thiz option (setup->hridging)

Interface & @ WiFi adapter: WiFi 1 - acksys (lan)
& W8 WiFi adapter: WiFi 2 (currently disabled) - acksys (lan)
& 2] Ethernet adapter: LAN 1 (lan)
& 2] Ethernet adapter: LAN 2 (lan)

B2|X] VLAN 2 2/d%lotH, Hoteto| O|R 2 Ef7F X|FHE|X| 42 =2 /0|

AR E LICH Ef0F X H K| 2 BE Z2 2, e ZEO|M 7| & VLAN & 851
£7 VLAN Of HyX|s{{oF gfL|Ct.

VLAN Ef7} Q= ZEE Sl ME0 AN A5te = 4 20=, Bridge interface

XA (2R 42 AE AEHLO0|A)0| VLAN & F7t8t = default VID & 2018t =
ZEO|A egress untagged &2 X3 sf{of gtL|Ct.

S0l HM25t = 2= AHI| 0|20 Y VLAN & F7t511, default VID 2F

egress untagged M2 20I5HM Q.

O VID {2 LI VLAN oM AHE Sl gtO| OFL|OfOF RLILE. (2= 3lld E2fHO,
VLAN O] 278 &[0f K| G2 EciHur 28kl 0] OfL{O{OF BfL|Ct)

Of2ff 122 VLAN 80| LAN1T EE= LAN2 O M K| ZF0f| BN ASH= ZHEHSE S

=

HolEZ Lo

802.1Q TAGGING
NAME INTERFACE ) PRIORITY DEFAULT VID EGRESS UNTAGGED ACTIONS
brvlan2 Ethernet adapter: LAN 1 1 Best Effort (level 0) = = (4 ]
brvlan3 Ethernet adapter: LAN 2 1 Best Effort (level 0) = = (4 =1
brvlanl network: lan 1 Best Effort (level 0) = & (4 =]

"] Addtag
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Of MMM = layer2(R 2 =F) EH IS &2l = ASUHCHL Z EH 2E2 0
mAE 22y 5 Aon, Tref QM O|A 7 He[X|of ZetEl 82 StLt O]¢el o|FH
L= 4 HmMo|A0 e 0| = AL EHe= A5 A StLte| 70|
LX|oHH =2 ¥S drop AlZLICE
Add group
BRIDGE FILTER OVERVIEW

FILTER GROUP MAME ACTIONS

filtre group 1 @ ﬂ
I__] Add group I

Edit group

FILTER INFORMATION

description

filtre group 1

FILTERS RULES

This section allow to add filter rule on this group filter rule

MAC FRAME HETVWORK TRANSPORT FIRST LAST

CHECK MAC IF ADDR MHETMASK CHECK I CHECK PORT
TWFE PROTO PROTO PORT PORT

127.0.01 265266255 255 |[Sic [[~] =]
[Na filte: [+ ] 127.0.0.1 255 255 265 255 |[Dest 7] #l

)| Add ]
Description:

= = = o -
d&0| thet 2F0|Lt O|F= LHE LI

Mac frame type:
layer2 =& & & 2!
e Nofilter: 2EF X &5}X| & LIC

fjo
-
2
ot
L
il

e Unicast: Z2{| 0| FLIFHAEQIX| =tolgtL|Ct,
e Broadcast: Q0| E2EI|AE SHQIX| =HOlIgHL|CH

e Multicast: Z2{ Q0| HE|FHAEQIX| =QIgtL|C}.
Check MAC:
O] 2E& Mac Z&| ¥ 80| 'No filter'@t CH2 40| 2 EA|E L|C}
e SrcAddr:AA MAC T4 ZEOA =l gholgtLct,
e DestAddr: Hi&f MAC FA0| =g ZFE =l
Network Proto:
layer3 Z2EZS MEASILICE
e Nofilter: #HE XM EdIX| &L CH
e ARP:ARP(Address Resolution Protocol) 2| & QI X| =tQlstL|C}.
o IP:IP =YX =HOlTtL|Ct.
e Custom: ZREEEZ HZE YHTLICL O|E S0], IP = 2| B2 0x800 A L|Ct.
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IP addr & Netmask
Ol 2E+ lLayer3 Z2EE0| IP = ARP 2 HFE Z20|2 EAIELLCH o] 2EE

A8 1P 20| AR E WElY - QlSLICE

IP address Netmask Result

192.168.1.3 | 255.255.255.255 | IP =247} 192.168.1.3 @ = {0
CHSH A BF L XS =2f &
10.10.0.0 255.255.0.0 10.10xx HEKZAS| 2E IP
Z=AQL UX|SIe =

127.0.0.1 255.255.255.255 | O] IE{H|O|A0|A M0 =
IP =20 CHsl XI5t =8| Y

Check IP:
Ol HE= Layer3 ZEEE0| IP == ARP 2 A E 202t ®A|E L L.
e Dest IP : £E1|0'9| e 1P (Ee AME) 2ES 2H2SHMR. ARP ZEEZ9)
8% EH* Fa& HETL AL R[S T
% Of & |p (W AtEh HEE =05t 2. ARP Z2EZ2| E2
AN P ¥¢ EHEt AFE R[S LIC
Transport proto:
Ol ZEE= O|0{ 3 ZZEZ0| IPZ HHE BT EA|ELICE
e UDP:NM& ZZEZ0| UDP QK| &QIstL|CY,
o TCP: & ZR2EEO| TCP QX[ =HQIBtLILCE,
e ICMP:M& T2EZ0||CMP QK| &QIBtL|LCE
First port & Last port
O] ZE= ®& ZZEZ(layerd)0| UDP = TCP 2 A= Z202t EA|EL|CEH
Z 0| A MW ZEQ OHX|TF LE ALO[S] ZEE AL =X 25N 2.
Check Port
Z(layer4)0| UDP EE= TCP 2 AH & Z20 2t BA|E LT
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VI.1.6 Routing / Firewall

VI.1.6.1 Network zones
2t E A2 HER/A zone O HEEL|CE zone 2 Y% ME A& E S/=
HELZAS| &etULICE zone 2 E2lStA zone 7t HERIE E4AIZ = JSLICH &
HEXZ zone O M Ct2 S =&Y = ASLCH

- LCI2 zone 2 MY A AN

- NAT/PAT EHE & &7

- NAT 1.1 et g&] 473
ot 75 Y

Zones Overview

SETUP TOOLS STATUS

PHYSICAL INTERFACES

NETWORK ZONES OVERVIEW

VIRTUAL INTERFACES

NETWORK

NAME COVERED NETWORK FORWARD TO DESTINATION ZONE NAT ENABLE LOCAL SERVICES ACTIONS
ROUTING / FIREVWALL
zone_lan lan - All enable @ ﬂ
NETWORK ZONES
STATIC ROUTES Zone_wan wan zone_lan All enable 4 =]

DOS PROTECTION

Qos ] Add zone I

SERVICES

Add zone HHEZ 285t M zoneS THSLICH
Edit Z) HHES 22/5}0] zone 47 H|O|X|E LT}
Remove ¥ |HES 22510 zone 2 AT LICY.

General Zones settings

ZONE "ZONE_WAN"

This section defines common properties of "zone_wan".
Covered nefworks specifies which available networks are members of inis zone.
| General Settings | | Advanced Settings |
Name
|Zone_wan
Enable IF Masquerading @ Only on public zones. Use for MAT/PAT routing
Wamning: if using WRRP the MATed network must be set to protocol NOME
M55 clamping D
Default acceptance policy for local services | All enabled ~
@ *fou can restrict or open the local services in the firewall section below
Covered networks O o = G
N oL
wan: ¥E
Name:

zone Of CHot EHO[L} O| 52 YL CL

Enable IP Masquerading:
O| zone Ol A{ NAT/PAT & E-d3tgfLICt O] 82 5& AHL|O[A7} ZetEl
zone Of| A2k MEHSIN Q.

MSS clamping:
QIEHO| A7 O X2 MTU & ArE%ts 8% MSSE|H MAHE A7))& = /LT
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Default acceptance policy for local services:
O zone OM 2Z MH|AE 2da/H|datet Lt Sots ME0M 22 MH|AE
MotstALE € 5= AE LT

Covered networks:
Ol zone Off L&kl = HERIE MEATIL|LCY,

Advanced Settings

This section defines common properties of "wang"
Covered nefworks specifies which available networks are members of this zone

General Settings | Advanced Settings |
Force connecticn tracking

Block incoming IPvE ULA addresses O
Block forwarding IPvE ULA addresses O

Force connection tracking:

72X o2 di5l#H 2 NAT/PAT(IP Masquerading) 7t 24 3tE|X| &2 AL
Fof chst HZ XS gt ot 98 =82 H|2dalstH 2t*E

=

50| FAELICE o] YOIM A FH2 LYSISID 0 SM2
MESHHAIR. 01 BR2 st ALSX Fo| BTl HOjo) ARt 0] XHeg

Block incoming IPv6 ULA addresses:
7|28 22 NAT/PAT(IP Masquerading) 7} 2432 X 2 42 @32
FAof CHt IPve ULA FAE H[2Hd3tetL| ot

Block forwarding IPv6 ULA addresses:
7128 o2 YWat¥2 NAT/PAT(IP Masquerading) 7t 2432l X| 22 42
A0 CHEH IPv6 ULA T4 MEHS H|ZH St Tt

Inter-zone forwarding

INTER-ZONE FORWARDING

Use this section only if IP Masquerading is disabled on this zone.
The options below control the forwarding policies between this zone (%s) and other zones. Destinafion zones cover forwarded trafiic originating from
%q. The forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a permission to forward from wan to lan as well.

Allow forwarding to destination zones: D - [s] L»
zone_lan lan: 2*
— . R

>

O MM2 NAT/PAT(IP Masquerading)O| H| & 3t=l Z<L0 2t AL & LICE
_I

HEE zone o ZE E2iHO| Mot 8l0| MEEE zone & ME{RLICH E2fHO
gt ot gty A4S ALEotM K.
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Traffic forwarding

TRAFFIC FORWARD

Use this section only if IP Masquerading is enabled on this zone.
This section allow to redirect the input traffic on this zone to a device on other zone
SOURCE FRAME
NAME SOURCE IP PUBLIC PORT PRIVATE PORT DESTINATION IF SORT
ZONE PROTOCOL
Blank any ip source Blank, all ports Blank, all ports
zens_wan |VOIP | [any | [udp ~] 5060 | [1500 | [192.168.1.10 + K]
) Add |
= 35 Il © - o
NAT/PAT(IP Masquerading)E 2-d2te I, Atd Gz EgfE S MHSI2H O MM S

AHESHA 2.
O| zone O|A| =AlBE AA P
CHoH, =gy el CHM ZE Sl Ciah 1P =271 X3 = CE CHA| 2 & LY,
Name:
& O|E2 YHSMA. & 7|z 0|2 X8 = JUSL|CH
Source IP:

s 24 ZH Yol oy a2 1P E HYYLICL O] EETJF Hof el 2E P T}
LX|g .

—

Frame Protocol:

Ol Z2EE SYS M™ETHL Tt (UDP, TCP, TCP & UDP E+ all)

Public port:

O zone Of| A 3 = US| Of 2} Ot ZEE HFSLICH CHY XE = X E HRE
X8 = AGLCH (ZE HR XE Al A2 ZEQF 8 ZE ALO|0f THA| "-" A+E) O]

Lot Hof Qe BE ZETH Xt

Private Port:
NAT/PAT = A G A0

A M | , AVZTEE T Qo O] AME TER
CHAISFLICE O] EE=7t HIOf oW ZE(E: ZE #R))& HEHX @sUCL S8
ZE HRIE MESs 82 ME ZE= 5¢ HH| ZE H{0{0F LTt

Destination IP:
NAT/PAT = A2 ©&5t7| Hof, e the 1P =28 Z el O] At
T2 ML o] BE E HY = = glstith
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NAT1:1

NAT 1:1

Use this section only if IP Masquerading is disabled on this zone.
This section allow to redirect the input traffic on a virtual address to a device on other zone

SOURCE DESTINATION
SOURCE IPV4 NETWORK DCESTINATION IPV4 NETWORK NETWORK MASK
ZONE ZONE |+ |
Source |P starting address for the 1:1 o o
. Destination Zone Destination IPv4 Metwork Common Network Mask
magpping.
zone_wan  [10.10.1.0 | [zone_lan v][192.168.1.0 | [255255255128 |

) Add |

AoMEFH FolE iy d9 HE/AIZ Edigs T
3

£ FogLICE NAT1:1 & AMESHE{® IP Masquerading &

Source IPV4 Network:
1:1 OO AFRE|= AA JHA FEAE HOo|gHL| O},
Destination Zone:
CH& zone 2 O 7|0 A M EH
Destination IPV4 Network:
=2|A A IPV4 HEKIE Fo|gtL|Ct O] MEUZ2 CHA AN A AMA & 5
AO0{OF TFLLCH,
Network Mask:
Network Mask = BZtE HER3Io F7|E FolgrL|C}:

ok

FLICF

255.255.255.255 [—»> 1 translated IP addresses
255.255.255.192 I:> 64 translated IP addresses
255.255.255.128 [C—> 128 translated IP addresses
255.255.255.0 —> 256 translated IP addresses
255.255.0.0 [—> 65536 translated IP addresses
255.0.0.0 —> 16777 216 translated IP addresses

H= HESRIOM Oy 9ol #HEeEl MEUY HMAs5teE, 2RHE 7=
AOIERO|Z FelotAL}, 2t HOf| Ciet 18 Z=E 2H=0{0F LTt
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Firewall

FIREWALL

Thiz section allows to configure the integrated firewall on "zone_wan". the firewall blocks or forwards the input traffic
Rules are processed in the listed order.

FRAME

SOURCE ZONE SOURCE IP DESTINATIONIP  ___~  FORT  ACTION DESTINATION ZONE SORT
Ip'm3aEek cidr it Ip'mask ciar IF mumips Blank, all
muRIpi2 Ips Ips porE
) Device
O Device ® |zone lan:
® [l [192.168.3.9 | e [v][e0 [forw ] ~] fan g8l 2t ++ K
neti: # O
netl: @
) Device
) Device ®  zone lan:
® = [10.90.5.4 [use T+][61 [reiec[+] an: g g ¢ s
nett: @ ol
netl: @ .
i) Add |
Of M2 =2Z HX L= OE FI0M HIEH= MBIA2| AES HetstAHLE
sggL .

Source IP:

LE Y T2l A2 P FAYLIC
Destination IP:

TEYE 20| Thy 1P FAYLC

Frame protocol:
ZTZEZE 3¢ (TCP, UDP, TCP & UDP, ICMP, GRE, all)

Port:

Egfgo| 4 ZEQL|CH ZEE MH[AE A™HTHL| T}
Action:

One of:

of i K2 E TS ML
Reject: THZ12 ALK|ID EaT £A0] ICMP HAIX|S wiL|TH
Drop:  ICMP HAIX| 20| {22 AR &HL|CH

Forward : CH4at &
A

Destination zone:
Egijgo| MYEE[= SEYL|CH
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VI.1.6.2 Static routes
O MMM = &Ko 18 ZEE I+ = YSLICH

STATIC IPV4 ROUTES

NETWORK | TARGET IPVA-NETMASK IPVA-GATEWAY METRIC MTU ON LINK SPECIFIC
set gateway even if she’s not
HostP or Network iftarget is a network
reachable
[len v 10.10.4.0 | |255.2552550 | |10.10.4.254 E | 1500 x]
| Add

STATIC IPVE ROUTES

NETWORK «| TARGET IPVE-GATEWAY METRIC MTU ‘ON LINK SPECIFIC
|IPyG-Address or Network (CIDR) set gateway even if she’s notreachable
‘Ian hd |feB()::aabb:cch:fedd:e‘ |feﬂ(l::aabb:ccff:fedd:e| |[) ‘ |150{) %]

i) Add

Target:

—
et 2AE E= HEYJI IP FA
IPv4-netmask:

12 0| ZEE ZHIE Netmask 2 M d|{0F oL L},

CHAro] L ES= 0l
0 woz £ 4+ YaLch

CHAMO| SAE
Metric:

Ol ZZOof st HEEZ AHETLICt 7|24t0 64 E AFESI2{H H|QFAM L.
MTU:

Ol ZEO| MTU & &7dTtL|Ct ALtEl 4f2 AMEStE{E H|QFAM 2.

Specific:
Ol 282 UHESRIR MH|20|M X522 ddkl= 0d 25 LIEF-LCH

ZA1:SPECIFICLE EA|E AR E $£7d/MAISHH, ofjS MH|A7} M2 %35 5}X|
uAZ = UASLILCE
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VI.1.6.3 Multicast routing

O H|O|X[O M PIM-SM ZE|FHAE 2REHE gL Lt

PHYSICAL INTERFACES

VIRTUAL INTERFACES

NETWORK

BRIDGING

ROUTING ! FIREWALL

NETWORK ZONES
STATIC ROUTES
MULTICA ST ROUTING
DOS PROTECTION

QoS5

SERVICES

SETUP TOOLS STATUS

PIM-SM MULTICAST ROUTER SETTINGS

RP: Rendez\ous point, the server where outgoing flows are sent, and where receivers join requests ultimately arrive.
DR: Designated router. the elected router among the potentially several cnes on a given subnetwork.

Group: Multicast community identified by a multicast address.

Group prefix: the high-crder bits of a multicast address, identified by an IP address and a number of relevant bits

GENERAL SETTINGS

| Basic Setup | | RendezVous Points | | Shortest Path | | IGMP Settings | | Advanced Settings |
Enable Multicast routing wl

Log level | Error v

Enable RendezVous point Bootstrap Service ¥ (@ if cisabled, you rmust set some static RP's below.

RendezVous point Candidate #| (@ Advertize to the b servers as 8 idste RP for the groups detsiled below.

LOCAL RENDEZVOUS POINT CONFIGURATION
IMulticast groups manageable by the local RP

MULTICAST GROUP PREFIX
CIDR format: |PAddress/MaskLength

230.0.0.0/8 3

(¥l Skl

REMOTE RENDEZVOUS POINTS CONFIGURATION

Multicast groups manageable by well-known remote RP's

MULTICAST GROUP PREFIX RENDEZVOU S POINT
CIDR format: |PAddress/MaskLength |F Address

239.0.0.0/8 10.10.150.48 #l

g — !

LOCAL NETWORKS CONFIGURATION

NETWORK HAMNDLE MULTICAST TTL THRESHOLD DR PRIDRITY PREFERENCE METRIC IGMP

Min TTL allowing forwarding, 1-255 LELLE f":"““- hig ”5 betisr

ASSERT preference, 1-255 ASSERT metric, 1-1024

onboard rd 2 v2 v
trackside v3 ¥
GRE-tunnel 4 v3 ¥

Reset I @ Save I Save & Apply I

General settings = CHYo 2t E M2 AL CH

=
Local rendezvous points configuration 2 O| &X|7} Z{& ZEZ Hz|g
HE|FHAE & 552 dELCh

Remote rendezvous points configuration 2 1= ¥4 0§ Z9E FA0]
Hdstez o] AZAEZ NSdh7| s o FX|of BSR O] 2RSHK| &L Lt

=
Local networks configuration 2 HE|7|AE 2t 0| A2

= =
OIEH|O| A7} LD EL|C} setup/network overview O Y= SE9| O|3{YL|CH L&
I O|AE H|Zd3l5t AL CHYet ds ME dEE HEY = AUSLICH
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General settings Basic setup tab

Enable multicast routing:
HE[FHAE 2tRH X 2E TL 7|58 285t HESHM Q.
Log level:
A2E 200 P& HAIX ] e XEELICHL HAIXIE Me[st2{H A28 208
a3 2= 2SOk 2L T
Enable Bootstrap Service:
O] ¥X[E BSR ZEZ 5| 85t2{H N AT L|Ct

RendezVous Point candidate:
O| ZX|7} local rendezvous point configuration A} M0j| LIZEl OF9| RP 2 & EE
St X3 gL Ct.

Rendezvous Points tab

GENERAL SETTINGS

Basic Setup | RendezVous Points | Shortest Path | IGMP Settings | Advanced Settings |

Bootstrap Server Candidate priority 5

@ oto2s5.
Bootstrap Server Candidate advertized local address

@ Optional. If empty, defaults to highest local IP address.
Bootstrap Server messages periodicity 60

@ Number of seconds between Bootstrap messages.
RendezVous point Candidate priority 20

@ o0to255.
RendezVous point Candidate advertized local address

(&) optional. If empty, defaults to highest local IP address.
RendezVous point Candidate messages periodicity 60

L@ Number of seconds between Candidate messages.

BSR(BootStrap Server) candidate priority:
SH7I o2 Y 32 o 280 R4 =% E FogL O
BSR(BootStrap Server) local address:
2tE = HEl Z0|0 o Ip FAE 7HELICE O|A2 BSR Z2EEE2| S5 2 ¢
ArEE 1P FAYLCH 7|22k (3det A HEO[AL VI &2 IP FA)S A
sHo=2 FL|C}
BSR(BootStrap Server) message periodicity:
‘BS_Period’ 2tk gLICH HE[FHAE OF0t ST RP 7+e| B2 2t E 0] FHA|
EIL|CE O] ZHAIQ] K& AlZt2 LHI™M o 2 Rp HA|X| F7|42| 2.5 HiLICE (3 3
S 271 HA[X|Z7F &4 E =+ UAZ) ALt O 7[ZH0] 'BS_Period =Lt Xt H
RFC5059 M2 Z=HE &53517| 2I8H 2.5 x [BS_Period] = &= & L|Ct.
RP(RendezVous Point) candidate priority:
SH7I o2 3 32 o8 280 4 =& FogL . (RU=R7t =25
=97t =Ct)
RP(RendezVous Point) local address:
2t ES HE| Z0|0 Of3f IP FAE JHELICL O[S BSR ZREZ0|A RP AMEH0
AEE IP FAYLCE 7|22 (&det QEL0[AS| 7t &2 IP FA)E AFE5te{H
sH#o=z FL|C}
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RP(RendezVous Point) candidate messages periodicity:
F 70| HEH QI RP-Cand & PIM O|A|X| AFO|Q| X|& 7| 7H

Shortest path tab

GENERAL SETTINGS

| Basic Setup | | Rendez\ous Points | | Shortest Path | | IGMP Settings | | Advanced Settings |
Condition for switching to Shortest Path Tree |When datarate reac hes threshold (pps'] ¥ |

Condition threshold 1

@ Kilobits/second (kbps) or packets/second (pps).
Condition check periodicity 10

@ Murnber of seconds between two checks.

Condition for switching:
MelZo| e hs Z1otH Z2F RP EdiH AN Z[E F
UAELICH EBH FHS MESIH "Never'(T2 818), =Y I3l = E£&

T2 Bog & UASLIL

r

Condition threshold:

Xe|Zof el SPT 22| M2to] E2|AHELICH Ehel= f12 &5 MEof et CHEL T
Condition check periodicity:

E2[H ZZHO0| HO| E|l&= A|ZtdL SPT AQX|7F A|RtE|= AlZF AtO|Q] Z|Cf XA

SRR

IGMP settings tab

GENERAL SETTINGS

| Basic Setup | | RendezVous Points | | Shortest Path | | IGMP Settings | | Advanced Settings |
Query interval 12

@ Murnber of seconds between two |GMP General Query messages.
Other querier present timout 47

@ Murnber of seconds before taking over the querier role. SHould be 2.5 or 3.5 times the query interval.

Condition threshold:
SPT 29| Metg E2| AL Tt thel= f/of MEiof o2t CHE L Tt

Query interval:
= 702 AEHCl IGMP F 2| AtO|e| X[ H LT

Other querier present timeout:
O™ H2I7t Cr2EIRUCH=E 7h8 otoll, HIEXZ AEHHO[A0A O[S IGMP FH2| 7+
LtEHE =, O 2FRE{ 7t O] QIHI|O|A0|A IGMP F2| IS Ql=dt7| HMX|Q| XA
YL
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Advanced settings tab

GENERAL SETTINGS

| Basic Setup | | Rendez\/ous Points | | Shortest Path | | IGMP Settings | | Advanced Settings |
Hello messages periodicity

QI Munnber of seconds between PIM HELLO messages.
Default route metric

@ For PIM ASSERT messages. 1to 1024
Default route preference

@ For PIM ASSERT messages. 1 to 265,

Debug classes mirt

@ Clazzes of messages used st the debug loglevel. Resarved for advanced support.

Hello periodicity:
5 7Hol AXX Ol "HELLO" PIM HA|X|(PIM 2t EHC| EX X M =¢ ¢E
X% AlZHQLCt
Default route metric:
ASSERT 7} P& &= HESA IE11‘1I0I*01I Ciot EZo| d-EX| 2 8
ASSERT HA|X|O|M HEE= d2 HEZ gLAL T
Default route preference:
ASSERT 7 P& E|l= HES A AHIO|A0 Cfs 7|2 2780| X[ FE[X] E2
ASSERT HAIX|OM MEEE= 7|2 478 HEZ Zr Lt

Debug classes:

271 4F0| "Debug'2 HYE Z2, 0| YEE T2 oL 212 MBEC
-

HiAIX|o] Bei&E LIEHALICE O] E

Local rendezvous point configuration
O7|0f O] 2tREH7t HHFE ZQE dAZ2 o= 18 552 Lt O

LOCAL RENDEZVOUS POINT CONFIGURATION

Multicast groups manageable by the local RP

MULTICAST GROUP PREFIX

CIDR format: IPAddress/MaskLength
230.0.0.0/8

i) Add |

® &

ADD button:
M OS2 F7t5t{H 2EI5HM| 2.

Red cross buttons:
ds= AAct2H 2 25HM /.

Multicast group prefix:
2t 20| AE 1P $29 HEAHZE AR £2)0 /", HEAY 5 HE 42
7| g ot

O] 2t?HE SE2| §FA T oILIZ AHSt=s 2E J&S ML
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Remote rendezvous points configuration
&4 RP 2 XN2|Z[X|2t BSR 2 AFEE = ¢l= O&80| LIEE LICE BSR2 O{ ™3| CHE
50| At E LI

REMOTE RENDEZVOUS POINTS CONFIGURATION

Multicast groups manageable by well-known remote RP's

MULTICAST GROUP PREFIX RENDEZVOUS POINT
CIDR format: IPAddress/MasklLength IP Address

239.10.0.0/16 192.168.10.1| 2

i) Add |

ADD button:
M IS F7I5t2{ 8 2E/5tM| .
Red cross buttons:
=2 A5t 2E/5tM .
Multicast group prefix:
AF IP FA9 58 A%, '/ R HFAMS R& HE 7t 7o gLCt.

Rendezvous point:
OI :I_E I=N—K= J_'—l'

H =20 = =

> I

Of 2t2HE A& Al &52 0|2] 2E5t2, ol2{et HZ S AF8otd X[ F& 150
Chet #4 RP & XS LICE RP MF S ?Ioll o2t 78 Ao 24 =fl= 1(7HE

=) YL

Local networks configuration

Ol7|0|A 2t HIERIZ QlE{H|o|Aef 2tHE Dj7fH=F FSTHLIC.

—
LOCAL NETWORKS CONFIGURATION
NETWORK HANDLE MULTICAST TTL THRESHOLD DR PRIORITY PREFERENCE METRIC IGMP
HELLO pricrity, higher is better,
Min TTL allowing forwarding, 1-255 ASSERT preference, 1-255 ASSERT metric, 1-1024
1-4,000,000,000
onboard v 2 v2 v
trackside v3 v
GRE-tunnel i v3 v

Network: U E®{3 SIET 0|~ O[F

Handle multicast:
PIM 2}2E7} O] I ERIE FAIEX] &£,

TTL threshold:
TTLO| &2 &4l HE[FHAE O|O|HE AbA|SHL|Ct.

[0

DR priority:
Ol HERAWAM X7 2tRH MEiZ 2ot O] EtRH2| &M =% .
Preference:

ASSERT AKX 2 MEE 7|2 47 HEE LT advanced settings i 0| A

2°8¢h 20| 7|24yt
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Metric:
ASSERT AKX 2 MEE = HEE 40| 22Kt CHaF RP ALO|2] HE|E

LIEHH LICH advanced settings B0l A A%t ez 7|2 AFE L

IGMP: IGMPv2 2242 M E52{H v2 2 AEoHUAIL.

VI.1.6.4 Denial Of Service (DOS) protection

PROTECTION
Enable S¥YN-flood protection
Drop invalid packets

Enable SYN-flood protection:
The syn-flood 342 BHE QEE AZAS QO| Y-dsH0], LsiAte| 2|AAF Fot= AL

httn://en.wikipedia.org/wiki/SYN flood Of XtA|S| AHE|O QUESL|CE

Drop invalid packets:
QBESIR #2 TaY =E BASE A0l gl T Y AFEL
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VI.1.7 Security

O] H|O|X|0f A= Rogue AP Detector 7HH|E M d& &= UELILCL,

SETUP TOOLS  STATUS

PHYSICALINTERFACES | tRySTED AP INSTANCES OVERVIEW
VIRTUAL INTERFACES
BRIDGING NAME SSID SECURITY CHANNEL SIGNAL LEVEL ACTIONS
NETWORK DaB DaB Open 6 50 (B
VPN
ROUTING / FIREWALL M}
SECURITY
DAB
QO35
SERVICES

M Rogue AP ZHX| 7HKHIE ‘d-d35t2{™ Add instance & Z&|stM 2. O|E A &} Rogue
AP ZX| 4 H[O|X|7} SE LICE.

ROGUE AP DETECTION

detector ingtance | Dab |

551D |DE|B |

Security | Open v

Channel |6 |

Expected signal level |_50 |

Valid BSSID's |00:09:90:01:4F-DC |
[00:09:90:01:14.FF 3
[06:F0:21:1B:77:79 2
[04:F0:21:1B:12:14 [l

Detector Instance
Rogue AP Detector 7HA| O| &2 7| &L Ch.
SSID
DLHE & SSIDE 7| gL}
Security
SSID O HEE 2ot REE MENGHL|CH,
Channel
DLUHY & HES 7Yt
Expected signal level
DUHE M 7= FF80F St 2 M2 =22 7|

Valid BSSID’s
0| SSID E LHE | EZ & &E, B E AP Q| BSSID(MAC T2) 22 QL|C}

J
r

O| 7|50 cHst XtMIBH L€ 2 Rogue AP detector MM 3 XHZSHN 2.
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VI.1.8 QOS

VI.1.8.1 Frame tagging
S TOOLS  STATUS

PHYSICAL INTERFACES FRAME TAGGING

VIRTUAL INTERFACES

HETWORK Frame tagging allows you to modify the DSCP field.
wen Only routed frames (forwarded from one IP network to another) can be tagged.

BRIDGING DSCP TAGGING

ROUTING ! FIREWALL Frames matching all the conditions below will be tagged.
Qos PROTOCOL SOURCE IP ADDRESS DE STINATION IP ADDRESS SOURCE PORT DESTINATION PORT DSCP VALUE
FRAME TAGGING {optional) {optional) {optional) {optional) {optional)
TRAFFIC CLASS PRIO
WhM Thiz zection containz no values yet
SERVICES
CAMERA ) Add

@ Enter & memeonic name for this rule. Only letters, digits and underscores

PROTOCOL S0OURCE IP ADDRESS DESTINATION IP ADDRESS SOURCE PORT DESTINATION PORT DSCP VALUE
{optionaly {optionaly {optionaly {optional) {optional)
camera | UDP [10.125.8.237 [=| [192.168.1.120 =]  so00-5030 8000-8030 32 ]

DSCP Efld= Ct5 7|&d €Xot= 4 =4 Z (2= AHH 0|20 M) H-E& LT

PROTOCOL
P Z2EZ SHEQIL|C} TCP, UDP EE= ICMP £ MEfSHL|CF

SOURCE IP ADDRESS
Al Z o] AN P FAYULICE Wildcard = & E[X| ¥&LILCE

DESTINATION IP ADDRESS
A T ol BEMX| P FAYJLLCE Wildcard = S| X| Z&L| LY.

SOURCE PORT

=i el &4 ZE O Oj/f#H= TCP X UDP Z2EZ0|T R=eLCh B
HZE B ZE HRE XNEY = UASLICL AH H £ ZE MO0 THA| "-" ALE)

4l Z el FHX| ZE. O Oj7fgia= TCP 3 UDP Z2EZO|T FEgLCt
T EE E& ZE HRE X8 + UGLICh AT 2 & ZE AO[0f CHA] "
AHE)

DSCP VALUE

IP =22l DSCP EE(6 HIE)O| 7| =Y gt LICE.
St7| #E AF8SI WM /2 EiAE 238Y & ASUCH

WMM valid tags

DSCP field value WMM Queue
8orl6 Background (BK)
Oor24 Best effort (BE)
32 or 40 Video (VI)

48 or 56 Voice (VO)
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VI.1.8.2 Trdffic Class Priorities

O] K70 = QoS(Quality of Service: 41 ME|A~ &) Edfjy Saix 22| 192

288 + ASL/L

SETUP TOOLS STATUS

PHYSICAL WTERFCES | TRAFFIC CLASSES' PRIORITIES PER INTERFACE

VIRTUAL INTERFACES

NETWORK In this section, you can configure the traffic classes’ priorities:
Ll The IEEE 802.1Q priorities 1—7 are mapped to traffic class0—7.
BRIDGING The IEEE 802.1Q priority 0 is considered as no priority set.

T IR EE AL If no IEEE 802.1Q) priority is set, then the DSCP classes 0—7 are mapped to traffic class 0—7.

QoS TC = Traffic Class
Queue = In case of traffic congestion, the packets that can not be sent are stored in a buffer named queue.

FRAME TAGGING

WM — Packets in a Queue with a better priority will be sent first.

SERVICES Queue Management = How to deal with traffic in the same queue:

TRAFFIC CLASSliFtIO — Interfaces that manage N Queues. have the Queue 0 with the highest priority. and Queue N-1 with the lowest one.

— FIFO Queue: The First packet which enter the queue, is the first which exit it, without worrying about bandwith sharing.
— FAIR Queue: Algorithm that divides the traffic inside a queue in multiple flows, then assures that all flows are fairly served.

Traffic Class to queue mapping

ETHERNET INTERFACES

For Ethernet interfaces, the traffic classes 0—7 can be mapped to 8 levels of priorities / Queues 0 7.

INTERFACE ENABLE TC O TC1 w2 TC3 T4 LLoS- T 6

T

LANA [7 EIG EIE [=]]4 [=][3 EAE [=] |1 [=][o0

Larz 28N £ | N | E =2 | N £ | N £ | P | FS =2 | I £

-]

WI-FI INTERFACES

For Wi-Fi interfaces, QO3S is always active (in regards to VWNM).
The WMM standard also imposes the traffic class to priority mapping, with 4 levels of priorities | Queues 0 3.

E2HT 2YAES XIHE queue(Th?| Z)/priority(R4 w0l DHE 1B, 2 TCx
o)

20 CHSE queue & MEHSILICE Wi-Fi QB O|A2] H2 WMM O] &t &

=
A EfO|H, queue O EHO| MEE|H HZAT = USLICt

Queue management

QUEUE MANAGEMENT: ETHERNET INTERFACE

INTERFACE TCoO TC A1 TC2 TC3 TC 4 TC 5 TC 6 TC T
WiFi - E-Test 2 3 3 2 1 1 a a
WiFi - ovtest 2 3 3 2 1 1 a a

0x H

Management of Ethernet queues

INTERFACE QUEUE O QUEUE 1 QUEUE 2 QUEUE 3 QUEUE 4 QUEUE & QUEUE & QUEUET

[=]

LANT [FAR  [+]|FAR [Far  [+]|FaR  [#][FarR  [+]|FAR  [+][FaR  [+]|FAR
LAN2 FAIR -] | FIFO FAIR [Far  [+][Far  [+][FarR  [+]|FAR  [+][FAR

[]

QUEUE MANAGEMENT: WI-FI INTERFACE

Management of Wi-Fi queues

INTERFACE QUEUE 0 QUEUE 1 QUEUE 2 QUEUE 2

WiFi - E-Test FAIR FAIR FAIR FAIR

|I

ogt

k=1
=

queue EE| FH(FIFO or FAIR)S MEASIE{ ™, 2F QUEUE x Of CHH CH7[E &
MESIN .
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VI1.1.8.3 WMM

SETUP TOOLS STATUS

PHYSICAL INTERFACES
WMM PARAMETERS
VIRTUAL INTERFACES
NETWORK WMM parameters for pruﬁle:| Default {read only) |Z|
ROUTING / FIREWALL
e AP PARAMETERS
FRAME TAGGING MAX LENGTH FOR
T AC CWMIN CWMAX AIFS BURSTING
SERVICES Background (BK) 15 1023 7 ]
Best effort (BE) 15 63 3 0
Video (V1) 7 15 1 3
Voice (VO) 3 7 1 15
CLIENT PARAMETERS
TRANSMISSION
AC CWMIN CWMAX AIFS OPORTUNITY LIMIT ACM
Background (BK) 4 10 7 ] 0
Best effort (BE} 4 10 3 0 0
Video (V1) 3 4 2 a4 0
Voice (VO) 2 3 2 47 0

O] I|O|X|0f= MEiSH T 2T CiSt WMM Oj7 =7+ EA|E LT WMM(a.k.a. WME)2
StA ALE T = JELC

—_

WMM parameters for profile
0| 2|AE0| A User =& Default QoS OH7H
712 QoS Ui/ H+= HBxECE MIEH

1 I

’8% 7 S LICH

AP PARAMETERS:
O| HIO|E0|M= 4 702 AP Tx queue(BK, BE, VI, VO)Oi| Ci$t WMM Of7f -5 HAE

+ ALk

-

CWMIN
o A= 37| (M X 2 BHA.
51242 1,3, 7, 15, 31, 63, 127, 255, 511, 1023

CWMAX
ZCH |IER 37| (M2 ERQ| =2 HA|)
51242 1,3, 7, 15, 31, 63, 127, 255, 511, 1023.

AIFS
A queue A7|(AIZF X =2 BEADO| Ot =8 =& 2H4 2L A &2 0~255

MAX LENGTH FOR BURSTING
EC] HAE Z0[(0.1 22| = T2 EA)

5{&4L2 0~100000ms
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CLIENT Parameters:
O] HO|=2 AtESHH 22| =2 U A CLIENT 7t EHH wMM Oj7fEHEE
Ol L| T},

A H

CWMIN
Eax JER I7|ATE ERQ =2 HA|)
584U 0~12

CWMAX

EO A= 37| (A2t 2R =& HA)
5|82 0~12

AIFS:

I queue 27| (AIZH

842 1~255
TXOP_LIMIT:

tx 7|3 M$ 7| 7S FHolgtLICt (A2t SR 2 HA|)

52742 0~65535

>

X T2 BADO ot =8 = 24

ACM:
A queue O 51E2S Fol L HEL2 02t 1.
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VI.1.9 Services

VI.1.9.1 Alarms / events

7 ASLICL ot ¢ THHof| OfHIE HIO|Z0] et =22 90| A& L L.

SETUP TOOLS STATUS

PHY SICAL INTERFACES

EVENTS
VIRTUAL INTERFACES
BRIDGING In this section you can manage the product events. Any event can be attached to any action. The action is taken when the event fires (happens). A disappearing
event causes the action fo be reverted.
NETWORK
VEN EVENTS SETTINGS
ROUTING / FIREWALL The keywords appearing in the parameters are not case sensitive.
SECURITY
Events frigger syntax
Qos

Ethernet link || Wireless link ‘ | Cellular | Wireless client assoc. ‘ Digital input | | Input power H Temperature limit || VRRP state change || DFS state change |

nk
EERWACES Cold start | [ Ping failure | [ GNSS state | ’JSF{MPtrigger | | Securiy alert

LA VEVENLS Wireless client association
CONN. TRACKING

DHCP | DNS RELAY Syntax:

DISCOVER AGENT =connect= or <disconnect=

SNMP AGENT Example:

PASSPOINT connect

GNSS AGENT

55H Action parameters syntax
STATISTICS

WEB SERVER Alarm output | [[SNMPtrap | [ Wian shutdown ] [ L3 network toggle | [ Alter vRRP

VRRP SNMP trap

WAC

Send a SNMP TRAP describing the event which occurred. Atrap is sent every time the event activates.

Exira parameters syntax.
=agent=, <community=
=agent:port= =community=
Examples:
192.168.1.20,public
192.168.1.20:162,public
Note:
This action can react to frigger-type events (i.e. DFS or SNMP adminEveniTrigger).

NAMES EVENTS EVENTS TRIGGER ON DELAY OFF DELAY ACTIONS PARAM.#1 PARAM.#2 EXTRA PARAMS
TEST1 [Wireless client assoc. | |ccnnect | ‘0 | |0 | [SNMP trap ~] |192.168.3.48:pub\ic | x]
TEST2 [Wireless clientassoc. v | [disconnect | [0 | [o | [SNMP trap v] [192.168.3.48 public [
atarm [ Ping failure v][192.168.3.60,15] [0 | [o | [Alarm V[T ] x]
| | ) Add

(B Enter 2 symbalic name for your event (alphanumeric string, no spaces allowed)

O|MIES| HZMQl 0|52 YHsty F7t HES S50 M =2 F7I5HM K.
Events:

Ethernet link : O|{40| HZL|H Zd3} EL|Ct

Wireless link (in Access Point mode): Clinet 7} AccessPoint O X ZE|™H =5}

& LIC.

Wireless link (in Client mode): E2|X|7} StLIS| HM[A ZQIE A
2ot L Lt

X

=

=

Cellular link (LTE X| ¥ X|Z): Cellular 237} HZAZ|H =Hd5} E L O

Wireless client assoc: Siie O|HIE= 2% SNMP trap 7| Tt X| & & LT} Client 7}
AccessPoint Off HAE|ALL A E If 2ES E-LCL

Digital input (digital input X[ X|Z): 20 10| & Z<2 CIX|E Y=0| &4}

= LICE Airbox 2F 22 €& MEo= o 72| CIX|E 20| ASLC
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Input Power (T R0] 2 74Ol M| &): ©®RO| QI7tE|H 2d3} g LT},
Temperature limit: 2 =7} E2|HE X115t H O|HIEY} 23} & L O,

VRRP state change: VRRP & El|7} HAE|AHL ZS=XH O|HIET} 2dat g LT
DFS state change: DFS & Ej7} HAZ|H O|HET} Zd 3} € LT}

Cold start: §|Z2| 20| =M O|HET} 2dz} LT}

Pinger: ICMP ECHO (ping)R°82 87|H2=2 4 SAER MEFHLICL FEH2R
0 2{ AlZH S2FICMP ECHO 2| 8H0| gl 4<% 0]

GNSS state (LTE X[ HZ): GNSS X7} o+™3| | O|HIEY
HEI 24E 42 djgdst gL

Im
i
X
Lail
E
E

SNMP trigger: O|HIlE = Ct2 SNMP OIDs 0f 2|38l 23} =lL|Ct:

adminEventEnable + X|QE HEE =3}t gtL|Ct
adminEventDisable + X|™QE AEE H|Zd3}t gtL|Ct
adminEventTrigger &4 ZEE 243} otL|C}

XIHE 22Ol 0|2 event & 44T O X OSYLICE (NAMES %),

ICt 3 7|52 Rogue
@om Eegh o ofct

|_|

=

Security alert: 22t 0| BX|E Z2 ALEXHO|A ML
AP detection Tt X[ E L|Ct ST O|HIE= |
ANEs2 2 =gzt gL,

ME ZEof 2t U8 OHE 2A= AL8S = YIS 2 HEAE 5+ ASLICH
MEY & BlS O[HIE 22 WYE OHME/UE2 E2|HEX| pELICH

Actions:

Alarm output: Airbox oF 2 £ XMEEo= ez Z2add = As o
CIXE =50 USULCE EZAHLH ME E HX| 710[=0| X|HE 2 L
HEO0| gdztE '—|Ef..

SNMP: SNMP E3 ZHe{0] E2|7{E3 XFE HRLUEIS ALSsI0l XIYE Halxt
AR WU EAS HULICE

Wilan shutdown: Wilan shutdown O|HIEJ} 23 £|H 2M  QIE{HO| AT}
S=ELCH

L3 network toggle: A| &l HESIE &/d3} E= H|2dat gLt

Alter VRRP: VRRP 1 209°| &ixf &M +=2/0 92&1‘ AdE M85l VRRP &9
DM =2 E HET = YO OLAEH A PO Z M3tE £ QYSLICH |XHo =
SNMP E2|A0f 9|8l E2|A & LC}.
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VI.1.9.2 Connection tracking
siE HO|X|E Sl ¢Z =8 A =X 7|s8 &dst & = UL Ch
VRRP 278 HO|X|0|M HZ F=X0| Bt 82 sl HO|X|0f| M &73HOF g LIC.

SETUP TOOLS STATUS

PHYSICAL INTERFACES

CONNECTION TRACKING

VIRTUAL INTERFACES

NETWORK The main use of connection tracking is to support VRRP in a NAT/PAT router.
VPN
CONNECTION TRACKING SERVER CONFIGURATION
BRIDGING
ROUTING | FIREWALL | Basic | | Advanced |
Qos Enable connection tracking "

SERVICES

Network for messages exchange 3 o =
. n-Board: ;*
ALARMS/EVENT S

CONM. TRACKING
DHCP | DNS RELAY
DISCOVER AGENT Debughet: ;=
SNMP AGENT
STATISTICS
VRRP

WEB SERVER

Trackside: @ &

@ Communication link used to exchange connection tracking information

Log to system log o

Reset I @ Save J Save & Apply I

Basic tab

Enable connection tracking:
=B A 2dst A AE =X 7S 2d3t gL

=

Network for messages exchange:
HEY 2RO HZE SEE £ AHMEO[AYL|CH VRRP O M AFEE|= MES
HE HEXIZE MEE &= JASUHLLSE 3= B PIEC KM 37t
M= ELC

IR

Log to system log:
O|HIE HAIX|= A|AH” 202 MESELC

Advanced tab

Multicast IPv4 address:

A2 =X HAIXIZ EUli= O AEEl= BEIHAE Y FAQYULCH CHE AREX[ZE
S HE|FHAE FAFE A8l 4% HEY &= AS U
Conntrack group:

EX MH[AE conntrack O|2ts BEE ZEEZSS ABELCH 5o MEUO o
CIAEHATL UZ E2 “group number” & X|F5t0 Y HA|X|Of EfOE XY =
AELICE.

Process priority:

U =97t 2255 M S=7t ““*EPXIXIE'* =X 88 HE/R Fot: =OtE L.
ot B2 HE0] = 52 24 =%l 2T X0 4F2= 0|2 = A5 LT
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VI.1.9.3 DHCP/DNS RELAY

m] = =2 S 3L = = = o
DHCP AMH & DHCP 2ef|0|S &8t ot H Ignore Interface 2| M3 & A S H|Z %}
" o
o OF & LI Et:
SETUP TOOLS STATUS
PHYSICAL INTERFACES
DHCP / DNS RELAY

VIRTUAL INTERFACES

NETVWORK Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic

uen interface configurations where only hosts with a corresponding lease are served.

ROUTING / FIREWALL

e General Setup |

ot lgnore interface @ Disable DHCF for this interface.

ALARMS/EVENTS

CONN. TRACKING

DHCP ! DNS RELAY STATIC LEASES

DISCOVER AGENT . By .

SHMP AGENT Use the Adpf Eluttqn to add a new Igase entry. The MC-Address identifies the host, the /Pv4d-Address specifies the fixed address to use and the
STATISTICS Hostname is assigned as symbolic name to the requesting host.

aidp HOSTHANE MAG-ADDRESS IPV4 ADDRESS

WEB SERVER

Thiz section containz no values yet

) Add

Interface settings: DHCP A{H| General Setup:

INTERFACE SETTINGS : LAN

| General Setup | | Advanced Settings |

lpncreankeriace (@ Disable DHGF for this interface.

Select DHCP service | DHCP server r

DHCP pool first address 100

@ Lowest leased address as offset from the network address.

DHCP pool size 150

@ Mazdmumn number of leased addresses.

Leage time

12h

@ Expiry time of leased addresses, minimum is 2 Minutes {n).

Select DHCP service:
DHCP MHf == DHCP E2f|0|& HEid 4= ASLICE (71224 : DHCP server)
DHCP pool first address:
DHCP MHZt & 7t5%t IP A0 HIE FolgLth of 8ol HEXZR
71EL2 HUiHQ /XS LIEILHD, W B P o= O XAl A B
olojgtL .

RAES
1=
RAES
1=

DHCP pool size:

LESSIEES

Lease time:
Client | X|™HEl IP A7t FX|E[= A|ZE Slii™ A2 O|=2| Client & AHA A EIL|CH
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Interface settings: DHCP Server Advanced Settings:

| General Setup | | Advanced Settings |
Dynamic DHCP 1 (E) Dynamically allocate DHCP addresses for clients. If disabled, anly clients having static leases will ba
served.
Baxs = @FumDHCFthsmmu'kavanifarmrﬂsarmisda‘mcmd.
IPv4-Netmask I
@ ‘Ovemide the netmask sent to clients. Nommally it is calculated from the subnet that is served.
DHCP-Options I Iﬂ
@ Deefine additional DHCP options, for example "6, 192.168.2.1,152.166. 2. 2" which advertises differant
DNS sarvers to clients.

Dynamic DHCP:
SE SME MEISIK| US A2 static leases BF SO E L|C}.
Force:
712822 HEA0| CHE DHCP M7t = A2 HX|SHH DHCP A{H| AT}
A ZHE|X| QS L|CH SiE SME MEHSIH DHCP A|H = A|ZSHZ| TOf| CHE A{H{ 9]
ZTHE QIBHA| UL LIT,
Ipv4-Netmask:
si% SN2 Sof DHCP S20|ER MBE 7|2 UOtAS 22 HHE & YLich

DHCP-Options:

e EEOM= 7 DHCP 488 28% & gL (s " 2 £35). 0=
=M RAof et S LT DHCP S40f Theh XEMISH LI &2 DHCP RFC &
=M K.
STATIC LEASES:

STATIC LEASES

Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed address to use and the
Hostname is assigned as symbolic name to the requesting host.

HOSTNAME MAC-ADDRESS IPV4-ADDRESS

|test | 5c:d9:08:44:23:3a (192.168.1.188) v ] [192.168.1.188 v] ]

85tH X|HE SE0|UES| MAC =48 YUBSto O|2] 1P & X|FE
|Ct EESF SiE 2 E+= DHCP MB{O|MEF SEHE

DNS relay
T SM2 Sof DNS BF 23 7|52 #Nst gLt

DNS RELAY

Al e @ Enable DMS rebinding attack protection. Ignore DME responses records from upstream servers if they offer a

private |P address (according fo RFC1818). Do not uncheck unless you did knowingly set your upsiream DMS to distribute
private addresses, since remaoving the protection allow some forms of DMS rebinding attacks.

Rebind localhost @ Despite Rebind protection, allow DMS responses in the 127.0.0.0/2 range. Some upstream DMS need this.
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DHCP RELAY

INTERFACE SETTINGS : LAN

General Setup

Ignore interface

@) Disable DHCP for this interface.

Select DHCP service | DHCP relay v

Add/Remeowve DHCP relay Please see DHCP relay section

DHCP RELAY

Use the Add Buiton to add a new DHCP relay entry.
The Relayed interface must have a static IP address. The DHCF Server/Relay must be able to reach back the network where the initial client's
reguest originated from.

RELAYED INTERFACE || DHCP SERVER IFV4-ADDRESS TRUSTED INTERFACE |+ | S0ORT
Where DHCP request are received (from clients) Where DHCP reguests are sent (to server) Where DHCP rephes are received (from server)
[lan v] [192.16.1.1 [all v] ¢+ + B

) Add |

Add HES 22510} {22 DHCP RELAY £ MMt
RELAYED INTERFACE
DHCP Client 7} ¥Z %= QIEI0|A (SETUP-NETWORK). 8T QIE{HO|AS E3|
DHCP 27380| s=4Al& L},
DHCP SERVER IPV4-ADDRESS
DHCP server 2| IP =AQIL|C}. Client 2] DHCP 80| st A2 ME =L C}
TRUSTED INTERFACE
DHCP X0 Cigt 8 =42 502lsl=

ULHE QO HP al S MENFHLIC

L 14

ro

|E{H[ 0| A (SETUP-NETWORK) QL|C}.
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VI.1.9.4 DHCPv6
DHCPv6 % RA AlH{= LAN S2I0|YE A2 §{EIX|2F O] HEO|AM= RA AMH

DHCPV6 / RA

WaveOS embeds a DHCPv6 and RA server which allows to configure its LAN clients.
For the time being, only the RA server is activated.
The advertised ULA prefix is definable in the network page.

INTERFACE SETTINGS : LAN

Select DHCPVE service | Disabled v
Select RA service [ RA server M)
DNS server(s) [2001:4860:4860::8888 &)

@ You can specify multiple IPv6 DNS servers here, press enter to add a new entry.In case of RA server activated, those will be
advertised as RDNSS entries.

Announce as default route [ set default route RA

Select DHCPv6 service
MH|A DHCP MHE ZM3t E= Hi2Hdate = UX[TE O] Ee|A0ME= O] 7|50]
H|Z2-d ot O A& LI

Select RA service
MH|A RA(Router Advertisement) M{HHE 243} E&= H|EE3E 4+ USLICH

DNS server(s)
RA ME{7} 22|= DNS AMH

Announce as default route
712 BtRE TA 88 V|2 A2 4 |GUA MEAL 9B B4
EACI24= 7|8 BE)

0%
0z

VI.1.9.5 Discover Agent

i M O|X|E Edlf WaveOS O 2=l Discover Agent & A™E = USLICL Acksys
Network Device Manager O A ACKSYS ME&2 AE22 &7| 28] AHEE= OO|FE
O||__| |:|.
H .

DISCOVER AGENT

In this section you will be able to configure the acksys discover agent. This agent it use by the Acksys network management tocls

assword
p L weemmnanes Jﬁlél .

Password
o I§ A9 == ACKSYS WaveManager 2F 22 NMS AZEQO{0AM 482 HEY
[ A& L C
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VI.1.9.6 Passpoint

A
P
WO
ACKSYS
COMMUNICATIONS & =
TOOLS STATUS
PHYSICAL
INTERFACES PASSPOINT CONFIG OVERVIEW
VIRTUAL Passpoint config and passpoint config profiles
INTERFACES > [ I
VPN NAME ACTIONS
BRIDGING Validation )
ROUTING / FIREWALL =
Qos ] Add config I
SERVICES
ALARMS/EVENTS PASSPOINT CONFIG PROFILES, TYPE FILTER: [N v
CONN. TRACKING
DHCP / DNS RELAY NAME PROFILE TYPE ACTIONS
DISCOVER AGENT o i
oA SSPONT Validation HS20 OSU Provider Profile )|
SNMP AGENT Validation ANQP Domain Name Profile E
3:{‘;1;5“[35 Validation Passpoint Icon Profile @ ﬂ
WEB SERVER Validation ANQFP Network Authentication Type Profile .@ ﬂ
ae Validation ANQP IP Address Availability Frofile B
Validation ANQP NAI Realm Profile )|
Validation ANQP 3GPF Cell Net Profile )|
Validation ANQP Venue Profle )|
- ~] ] Add profile I

Figure 2: 0| X| Passpoint 74 7 &2

Passpoint &S F71517| ®O| A8 == HE Folsl{of & LCH Hast HE BEE
MSX2F MSSHOF gL Ct.

Passpoint Config Profiles

Passpoint 8 Z2EH2 HS20 2% % ANQP Z28=z 438Y = USLCH HS20
T2 ES Hotspto2.0 7|s= 2E5t2, ANQP Z2E2 ANQP 802.11u 7|52 28 LT

HS20 Operator Friendly Name

HS520 OPERATOR FRIENDLY NAME PROFILE: VALIDATION

Type of profile HS20 Operator Friendly Name Profile
Description | Validation |
Operator Friendly Name ; | ang | | Operator | ﬂ
2 |fr | |Opérateur il
Operator friendly name: sig 28 S AL&5tY StLt O] 4o 2HXIO|A 0|52 X
= UELLCE 2 =0 F 7 E= M 7Hel 22X 20 ZE(1S0-639) 2f Odtfxf | &

=AE0[ Rl LT,
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HS20 connection capability

HS520 CONNECTION CAPABILITY PROFILE: HS20_CONFIG_PROFILE10

Type of profile HS20 Connection Capability Profile

Description | Validation |

hs20_conn_capab IP protocol Port number Port status

1[TCP_~] |80 |[Open  ~]&]
2[UDP_wv] |21 |[Closed ~] L

A= 1Ip Ef

]

Hs20_conn_capab: Hotspot Ol Al E'& =~
(firewall allowing/blocking protocols/ports).

QuS 3 4 Yz

HS20 WAN metrics

HS20 WAN METRICS PROFILE: H520_CONFIG_PROFILE1T

Type of profile
Description
WAN link status
Symmetric

Link at capacity

HS20 WAN Metrics Profile

| Validation |

[Up v

[J i@ waN Link has same speed in both the uplink and downlink directions

[l @ Select this checkbox to indicate that the WAN Link has reached its maximum

capacity. If this parameter is enabled, no additional mobile devices will be permitted to
aszociate to the hotspot AR

Download Speed | |

@ In Kbps

Upload Speed | |
@ In Kbps

Down link load | |
@ In %

Up link load | |
@ In %

WAN Metrics load measurement duration | |

@ In milliseconds

Symmetric: WAN 239| ¢&3 Sl L3 g =7t B € 42 did A2

HAS 2ot Lo

Link at capacity: WAN 237t X[ 20 =ZUSS EAISIHEH oiY 3 BfAE
2hdat grL|Ch siY M7Yo| 2Mote|M FI7h BHFY E X7t Hotspot AP O HZE|X]|
Lt

Download/Upload speed: 1 X WAN down/up link 2] &= (Et9| : kbps).
Down/Up link load: down/up Link WAN @ 22| M2 H3}

WAN metrics load measurement duration: downlink/next load &8 AlZF (THR : ms).

REE Y = 8 4R 022 BAELULCL
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Operating class

Type of profile HS20 Operating Class Profile

Description | Validation |
Operating Class 81 el
[115 4

(@ The Global operating_classes in Table E-4 of IEEE Std 802.11-2012 Annex E

Operating class: Sil'd SSE O|A BSS 7} A8St= 2% 2eiaol =FQLCH IEEE
802.11-2012 2| £ &5 E-4 22Y S20| EFYLI|LC}. (https:/tinyurl.com/yxs4ctde)

& =0 81 4t 115 = XY 1~13 1t 36, 40, 44, 48 S AI2Sl= AP & EA|ZL|CY
otgfje] BEE EIXZSHN Q.

Table E-4—Global operating classes

N lobal Channel Ch 1
(rperating ongloha starting lanmne Channel PR
class n|:ernt1ng frequency 5|;:nirlng set Behavior limits set
class(es) (GHz) { z)
180 Reserved Reserved Reserved Reserved
Bl E-1-12, 2.407 a5 1,2,3, 45
E-2-4, 6,7, 89,
E-3-30 10, 11, 12,
13
82 E-3-31 2414 25 14
Table E-4—Global operating classes (continued)
. Channel .,
(Operating hnngln_hal starting {'M“."EI Channel PR
class n|:erntmg frequency H::E:“g set Behavior limits set
class{es) (GHz) - { Z)
111 E-3- 40025 5 182, 183,
252627282 184, 185,
9 186, 187,
188, 189
112 E-3-23456 5 20 8 12, 16
113 E-3- 5 10 7, 8,9 10,
12,13,14,15 11
114 E-3- 5.0025 5 6,7, 8 09
21,222324 1, 11
15 E-1-1, 5 20 36, 40, 44,
E-2-1 48
E-31.1
116 E-1-22, 5 40 in, 44 PrimaryChannel LowerBehavior
E-2-5,
E-3-36
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HS20 OSU PROVIDER
Type of profile HS20 OSU Provider Profile
Description

| Validation |

OSU_Server_uri

| https:h‘osu—server.hancheng—VinualBox—hsEU—vaIidation.acksys.com:dd:l

osu_friendly_name

1 |eng | |Acksys 8
osu_nai | osen@acksys.com |
Support OMA DM
Support SOAP XML
05U icon profile select Validation
osu_service_desc t
1 |eng | |Acksys validation )

OSU server URI: ELEI-OI AE T} H OSU (Online Signup Server) Provider & M Ef %t
B2 o URI & S5ot0 A= == USLICH

OSU friendly name: OSU Provider 2| Al =X},

OSU NAI: Client 7} Passpoint &0 2|5l OSEN AP 0f ¥ Z4 sl=0| AF2 &= AR}

— T
OMA DM: OSU A{H|{-= OMA DM (Open Mobile Alliance Device Management)

Z2EEZ X[ AT LICL (Hotspot_2.0_Specification_v2.0: 8.3 Provisioning using OMA
DM)

SOAP XML: OSU AH = SOAP XML (Simple Object Access Protocol XML) ZEEZSS
X|- 22t L|C}. (Hotspot_2.0_Specification_v2.0: 8.4 Provisioning using SOAP XML)

OSU icon: OSU O|&& 7|XjgtLLCt.
OSU service desc: A|H| 20| Cist AHS =SHL|Ct

Passpoint 28 0= {2 OSU MSAte| Z=HO0| xg&E 5= USL(CH

ANQP Venue
Type of profile AMNQP Venue Profile
Description [Validation |
venue_group |[] |
@) IEEE Std 802.11u-2011, 7.3.1.34
venue_type

0 |
(&) IEEE Std 802.11u-2011, 7.3.1.34

venue_name

1 |eng ||Acksys

venue group I} venue type = AP 2| A2 E X[|HE
std 802.11u-2011 MM 9| 7.3.1.34 Of|A| =0I&t 4= Q&L L},
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Roaming Consortium

ANQP ROAMING CONSORTIUM PROFILE: HS20_CONFIG_PROFILE13

Type of profile AMQP Roaming Consortium Frofile
Ll Validation |
Roaming consortium | ||ﬂ
(@ 3-15 octets hex string, for example: "AABECC" is 3 octets hex string(0xAA, 0xBE,
0xCC)

Roaming consortium: roaming consortium = Ol (Organization Identifier)2| =5 2! L|C},
AEAE IEEE 7 2T 24 HIE HS YLILH i Y Ho= MAC F20M MEYN E£=
ZXE ARSI AMELCH HERR EHEH 0|29 MAC 42| A 3 HIO|E= OUl

Ol |__| |:|.

H .

8iE o hexdump A0 =2 &soF GLIL O|E S0 10 TSR 1000, 16 T2
Ox3E8, 16 Tl HIZ & 03g8 QLI

Acksys 2| Ol £ 000990XXXXXXXXXXXXXXXXXXXXXXXX 2! L|C}.
ANQP Network Authentication Type

ANQP NETWORK AUTHENTICATION TYPE PROFILE: VALIDATION

Type of profile ANQP Network Authentication Type Profile
SoELDLI | Validation
Authentication type | On-line enrollment supported V|

Authentication type: I 2 & 91 E 7} ASRA (Additional Step Required for Access)Z
MYEE 42 sllY 40| H83st2i™ ANQP HER3 215 fd 20| =2
2L}

ANQP IP Address Availability

ANQP IP ADDRESS AVAILABILITY PROFILE: VALIDATION

Type of profile ANQP IP Address Availability Profile

Description [Validation |
IPV4 address availability [Public IPv4 address available v]

IPV6 address availability [ Address type not available ~]

rr
%
N
pan)
2
(e))
ke
i

sy Z2LS AFBEL0] AccessPoint UIEYT0IA AL S 4 Y
Seg MELCt

ANQP Domain name

ANGP DOMAIN NAME PROFILE: VALIDATION

Type of profile ANQP Domain Mame Profile
D Validation |
ANQP domain name |hancheng-VirtualBox-hs20-validation acksys.com ||ﬂ

@ If a client's NAI matches one of ANQP domain name, client might fry to connect.

COQlo| O|E &=L |EEE 802.11 Y EQAE 2Fst= QE|E|Q| 5Lt O|AtC| L0 QI
O|& 552 M3TLICt Client 2] NAI & ANQP =0 Ql 0| & &tLtof| sHH |0 Client
= S AccessPoint Off AZ S A|=BLICY,
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ANQP 3GPP Cell Net
Type of profile AMNQP 3GPF Cell Met Profile
sl Validation |
3GPP Cellular network info McC MNC
1[232 |[01 |
2555 |[44 |a

3GPP cellular network info = MMC 2t MNC £ 78 &l 58 S50 =2 HMKE
ARSI =0 AR E LY

MMC: MMC(2HIY =7t ZE)= I XNM7|SAASH(ITU) O] HIIALE E.212 Of| A
HZE38t 3XI2| 27t EE, E3| GSM If UMTS 7|20 A AFRElL|C} (0f: =2t A Q|
MMC = 208 &/ L|LCt))

MNC: MNC(2HIY HEQ3 ZE)= GSM, CDMA, TETRA, UMTS, LTE & EH 2HIY
e HEXHIE AHESs 2HY HERR 2HXS| HEYIE YsH M|

Qs MCC 2F A AFZ-E LICE (0f:Orange 2| 3gpp =& MCC =208, MNC = 01)

ANQP NAI Realm
Type of profile ANQP MAI Realm Profile
Description [Validation |
Realm formatted in accordance with IETF RFC 4282 |y95 w
NAI Realm

1 |hancheng-VirtualBox-hsEO-v | i

EAMEodEElect EAP-TLS with certificate as credential

EAP-SIM
EAP-AKA
EAP-AKA'
EAP-TTLS/MSCHAPW2 with username/password as credential

Z NAI Realm & M EH

!
utn

Q ﬁ|_| |:|._ 7_|I-7_|I-9| EAP HHAl2

1

X OZ EAP 2t ¢ S Al 2
MEEMO = Q15 Zto| MEQt 82E = JASLCH NAI =0 @ HE = STA 7} IEEE
802.1x RSN 2tZ 0| HZ S dEot=0 ALEE LICE STA 7} NAI =0 Q12 QIA/5HH
EAP HAIO| CHEA AHEOE 2SS AT 5= UEFL|LCE Passpoint A7H 0| A O 2
7He] ANQP NAI 9 =2 H 2 2d3t & 5= JSL|CH
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ANQP Override Element
Type of profile AMNQP Override Element Profile
sl Validation |
ANQP override ANQP ID Hexdump of payload
1]265 |[0000 |
2265 |[000000 ]

Hexdump ¥Al22 &S X[Fot0] 9| =
=)

UASLICE i S &

Passpoint icon
PASSPOINT ICON PROFILE: VALIDATION
Type of profile Passpoint lcon Profile
- [Validation |
Language
guag |en q |
@ In which language this icon will be shown
Size 64:64
@ [width][height]
Type imagefpng
@ MIME type
Icon file Uploaded File (2,52 KB) &
Preview:
ACKSYS
= IT o S A 1lol= o S
CHE =2 Eo|AM Fxg O10|2 MY S Ch22E gL o}

Passpoint &H2 02 7i9| “passpoint config profiles” Z TAEL|CE [[H2tA]

Passpoint @EE ZlIdst7| ®o| == EHES H7HH{OF LT}

PASSPOINT CONFIG OVERVIEW

Passpeint config and passpoint config profiles

PASSPOINT CONFIG

NAME ACTIONS

B Add config §|
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PASSPOINT CONFIG

| ANQP settings | | HS20 settings |

Access network type [ Test or experimental v]
Provide internet connectivity | Mo vl
Additional Step Required for Access | Yas LS |

Q Issue the asra (Additional Steps Required for Access) subcommand if any addiional steps are required for
network access. If this parameter is enabled, the AP will send the following Information Elements {|Es) in response to

the client's ANQP query.

Wenue Mame

Domain Mame List

Metwork Authentication Type
Roaming Consortium List
MAI Realm List

MOTE: If asra is enabled, this passpoint config must reference an enabled network authentication type profile.

Emergency services reachable | Ignore o |
Unauthenticated emergency service accessible | Ignore vl
hessid

[00-09:90:01:10:ce

@ If set, this shall be identifical to one of the B3510s in the homogeneous ESS and this shall be s2t to the same

value across sll BSSs in homogeneous ESS.

GAS Address 3 behavior | P2P specification {Address3 = AP BSSID) work: V|
Venue Info Profile [ Validation v]
Roaming consortium Profile | Validation bl |
Network Authentication Type Profile | Validation b |
IP Address Type Availability Profile | Validation hd |
Domain Name Profile |\,|"a|idati{m vl
3GPP Cellular Network Info Profile | Validation i |
NAI Realm Profile validation

ANQP Override Element Profile [Ignore v]

o
—

o

Access network type: il & SM Z2 3 AZ4E HER/TS RS LIEFHLICEL AFE
7tset 2 L2 Z5Lth
e Private network
e Private network with guest access
e Chargeable public network (paying public network)
e Free public network
e Personal device network
e Emergency services only network

e Test or experimental

e Wildcard (general network)
Provide internet connectivity: H|0{ & Z QIHUZ ALEE = JY=X| O &,
Additional Step Required for Access (ASRA): HIESQ3 AZO| Cist =7+ =X|7F Z Q3
42 sl SM0| 2zt =l 42 SHHE "Network authentication type” ZTEEE
M| 0{OF gLt
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Emergency services reachable: emergency services 0| AZ2g = U =X| &QIgtL|C},
Unauthenticated emergency service accessible: 215 k| X| %2
AEL = U=K| =gt o,

emergency services O

HESSID: Homogeneous ESS Al HESS 2| BSSID & otLtet & LstA A E|0{OF StHH
HSSE = 2= SSE 0| M S &%t 248 2785H0f L Lt

GAS Address 3 behavior: "Address 3"0f| CH3F GAS =2 0f| CHSH F 8OF g Z=X|. Address
3280211 T Y H &A= M HFY MAC T2 LICH MAC =2 HAlol& 4|
He| =& HETJE JUESLLE SiE EEE 7|2 MHA ME A-EXHBSSID), &4 FA(SA),
CH&F =A(DA), S STATA)S| =& Bl =41 STARA)S| FAE BEAISH=E O AR E LICEH
U T2 L5 FA HEE XK 2 = USHCL

=82 OS2 25 UL

H - —

o P2P AF(Address3 = AP BSSID) SiZ4 A2 GAS 28 Address3 Of [I2f
Jl2Mo2 EMSIELICH S8 T 9| Address 3 2 MM A EOIEO| BSSID EE=
9t E F}+E (FF:FF:FF:FF:FF:FF:FF) 2 XH %A Of & L|C}.

o GAS X7| @MO| BSSID 7} EEEI|AEE|= 2 |EEE 802.11 std =
=gt O},
o X %42 E2, SES F2 32 AP 9| BSSID oF & LsHA gLt

e GAS 278 Address 3 O 2t7 Q10| IEEE802.11 BEZE T4 : GAS 2| X£7| Z=g|| Y9
Address 3 O] 2Ql0|& &4t 802.11 EEE T5& L

e Force non-compliant behavior: 4t GAS Q&0 Cist 7| &9 Address 3 Of
AccessPoint 2| BSSID QIX| =tQlgtL|Ct,

Venue info profile: S| 2 M2 FAI5t2{H “Venue info” Z2EHZ MEISIALL “ignore” £

MEASHL| T,

Roaming consortium Profile: ST M2 FA|St2{H "Roaming consortium” Z2 &2
MEHSL L} “ignore” & MESHL|CH,

Network Authentication Type Profile: Sl 2 &2 FA|S}2{H “Network Authentication
Type” Z2EHZ MEHSIHLE “ignore” & ME4SILIC

_

IP Address Type Availability Profile: S| e &2 FA|5t2{T “IP Address Type Availability”
o= HZ MEESIALL “ignore” & MEATILICE

Domain Name Profile: Sl & &M= £ A|5l2{™ "Domain Name Profile" = MEISIAHL}
"ignore" £ MEHSILILCE,

3GPP Cellular Network Info Profile: S &M 2 FA|52{H “3GPP Cellular Network Info”
= MEISIAHLE "ignore" & MEHSHL|CE

NAI Realm Profile: SfL} O|Ar2| “NAI Realm” Z2Z S MEHSIAHLL ST SME FAIS
LHE S H45X| OHM| 2.

-

ANQP Override Element Profile: S & &M & FA|5t2{™ "ANQP Override Element" &
MENSEAHLE "ignore" & M EigtL| LY.

—

DTUSO70 rev K.13



Page 244 / 336

PASSPOINT CONFIG

| ANQP settings || HS20 settings |
Disable DGAF [Yes

]

@ DGAF: Downstream Group Addressed Forwarding
ANGQP domain 1D | |

@ Set to 0 for AF does not belong to any domain. (Default)

Deauth timeout I

@ Time for unauthorized devices to download the notification page. (In seconds, default 60)

Osu SsID |va|idation_osu |
Operator Friendly Name Profile | Validation il |
Connection capability Profile | Validation o |
WAN metrics Profile [validation |
Operating Class Profile | Validation ol |

05U Provider Profile Walidation

Disable DGAF: DGAF(Disable Downstream Group-Addressed Forwarding) £ A2 5}X|
UTE MMBHL|CH A20|AM K| HE FAO T Q0| 3{2E|X| L= L1IE°JE'LE

LS —
MNSH= O AF2ELICH AccessPoint = 12 4 TS AHOMOE MESHK]
Ao, 2t AHO[M0| BSS LHS| CHE AHOMOZ T2 XS A2 &X|SH|
I8l 2t AHO| M0l CHSH GTK 7t L&l & L},
ANQP domain ID: S35t 3 E ANMQP MHEE Z88= SSE 9| AccessPonit &0l
CHot A=K} (0 - 65535). 7|&af2 0 0|0, 25 ANMQP EE 7} S AccessPoint Of
ZotEZ olojgtL|Ct (7| & )
Deauth timeout: RADIUS A B{7} AH|O|M0| BSS/ESS Off AZAT 4+~ &= #HBIO| QS
HA|SHE B2, AccessPoint = AH|O|40| & & O] X|(HA| X0 ==l URL) &
CIR22E SIEE 5|88 = UYSLICL s 25| X[ = the| 2 TIME LT

7|1 2Zk2 60 QL|LC},

— HA —
OSU SSID: EA|El B E OSU 22X2| OSU HZA0| AFE|= SSID I L|C},

Operator Friendly Name Profile: 3liT &M
o= EHE ALESHALY, “ignore” & 1

2 2 AlS2{™ “Operator Friendly Name”
SHAM FAISHA .
=
=]

EH
:
g

o
=

Connection capability Profile: S &

= A|S}2{™ “Connection capability” =
MERSEALL "ignore” £ MEHSHIA FAISHA K.

WAN metrics Profile: Si S & M2 FA|SI2{ H “WAN metrics” 2 4 EiStHL “ignore" &
MERSHAM FA[SHM K.

Operating Class Profile: sHY &M 2 FA|5t2{™ "Operating Class" = A E{SIAHL}
"ignore" E MEHSHA FA|SHA K.

OSU Provider Profile: 8tL} O|AtQ| “OSU Provider’ T2 E & QIS AL} ST SME
FAE LHE2 HH5FX| OHM K.
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VI.1.9.7 SNMP Agent

SNMP Agent £ 7|28 2 2 243} public community £ AF235H0] MIB-Il % ACKSYS
MIB Off Cigh 817]/247| HotE 51 &L Lt

ACKSYS MIB L2 XA ZAM2tE|l0o] JAEFLICH OID HYME giezid HAE IhY

HA7| 2= MIB EE2t2 K& ArESHA 2.

SNMP AL2X} 9 GpA HTHS /957 FHol SNMP EQF HE 2le M 2: vV.6.1 SNMP

security

AGENT PROTOCOL CONFIGURATION

AGENT PROTOCOL CONFIGURATION

Protocal |UDF’ v |
Port number 161

Snmp version | vilv2eiv3d M |
SNMP V3 Engine ID [ default v]

@ Warming: if you change this value and you slesdy heve sat some SMMP V'3 user you should revabdate

velue to 'Motharboard 1D you can't export this SMMP configurstion to another device

Protocol:

O O| M E AHZ BfAl (UDP/TCP)
Port number:

OO|ME XE H3
SNMP version:

% v1/v2c: security model v1, v2c, usm 2 AT = UEL|CH

R

% v3: usm security model 2+ 5{-& & L|C},
SNMP V3 Engine ID

< Default: 25 %
7t SNMP dHE
st 7

ol et HaY 8

X[e] 7|= Engine ID £ SYELICE oid 282 Sl A2 K
72 & UASLICL SNMP V3 AREXZE 0[O0 QU= HEHO]| A
2 XM AFEAL &2 S CHAl ZQlsof LTt

% MotherboardID: Motherboard ID & EnginelD E AFEELICE SHY ID
Qo2 siE M-S 7H%l 2+ HX|Q| Engine ID 7t CHELICE siE Yo 1
o2l ME 740 SNMP dE2 S/ = SlELICh ZF XM AFEX &
CEA| =HOIsoF gL C.

rulm r|r rir
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COMMUNITY CONFIGURATION

ofid MMM = HRLEl 55, HrLE HMH2 dot & AHARLE] ALEXAO| Ciet K

— = Ty

cC
A
ArgtE =holgt &= QUELICH SNMP vi/v2c community based security model 7|Eto| & Ot

8 FRLE 448 WAY 22 SNMP 2at0|9lE7t M MHEQUER

P Ll
T o -1 o o=
2olsof gtL|Ct O] & =0, Acksys WaveManager 2ZEQ|0{0]= &X| HE HRLIEE
MY & Qe 7 AL
COMMUNITY CONFIGURATION
Map a SNMPv1 or SNMPv2c community string to a security name from a particular range of source addresses
COMMUNITY SECURITY NAME ACCESS P BASE ACCESS IP RANGE
public | public [[rw | [0.0.00 ~] =]
private | private [[rw |[localnost v [255.255.255.255 v =
| | ]
BM A HE HS FOIoHEE F49 HUlYS YT = Add HES SEHELCH
QU2 =4 <A % 2ER 2850oF g Y2 HRLUEl 0|0 otd
access rights specification 0|5 & L|C}.

7|12M 2 & private 7R El= 1tAH2 =3
7|12 ARLIEZ ¥5t= Uz MEd & &+ ASLICH
Community:
SNMP Client 7} O|O|HEO| Chslf A &ot7| 2[of MSdHof ot= A EA BRoH 8%
U S YA AFE Y = ASLICH
Security Name:
VACM M MO M MM HotES 2785t= O A" 2Ot 0] .
Access IP base:
SIS 3ZHS AFRSH £ 9l= |p =AOQIL|C} DNS AH 7} SETUP-Network I O X| Of| A
&= Z| AL DHCP MHOIM 712 42 ZAE O|F (FQDN)E 83E + ASL L
Access IP range:

S8 Client IP =20 A HPIE A°F5H7| #le Ip D23 YiL|CH,
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SNMP V3 USM user administration

USM EOot ZEof 2} SNMP v3 AFEXel HOt AEE dd, AH = =8 =
OIA|_| |:|.
Create snmp v3 users
SECURITY NAME AUTHENTICATION TYPE PRIVACY PROTOCOL ACTIONS
User_1 MD5 DES (4 =]
User 2 SHA AES (4 =l
b Refresh | ¥ Add user | Apply config |
Refresh button:
Refresh HHES 2&E5t0 SNMP Agent 2| AFEXl OIO|EH|O|AL SVt SHLCH
(SNMP v3 Oi|M= HEZ ddg = AsLnh). ESE MEE

HA L= SNMP 8™

Add user button:
Add

SETUP TOOLS

SNMP V3 USER

£t AHoR ABAE
S

M & LT

E S 22510 A SNMP v3 AF2 XS AMMdeHL|CF

STATUS

In this page you will be able to configure the security settings of the SNMP v3 user .

COMMON CONFIGURATION

Security name |User EY |
Authentication type |SHA l'
Authentication passphrase | 12345675 LEw
Authentication passphrase confirmation | [ A
Privacy protocol | AES ll
Privacy passphrase | sesssses AF_: .
Privacy passphrase confirmation | JR— LEw
] Backto Overview | @  Reset | ()] Save | Save & Apply

sHC o el = = M St A Ol

e MuS Sl AHEA 215 EE 28 &+ JUSLLE

o S LF=0oll 3l0|3F A HA
HOHMO| O| R 2 XMEE 3= LIF0 2ele += giSLICH

Authentication type:

XYEls 25 Y2 SHA-512, SHA-384, SHA-256 S SHA-224 2|L|Ct.

K@= Z2tO|HA| T2 EE2 AES-256, AES-192 S AES I L|CH,

SHA1, MD5 % DES &= 222 s X[ E|X|Tt QHHSHX| 2 A= ®A|EL|CH
a2 HEOM = 25| HAHE AO|EE ARESHA| b= A0 ZE5LLCL
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Apply config button:
i HES SE5IH HE AfZ0| HEE LT OFE SNMP v3 AFEAL &0 HE ||
U BZ Age w7Mo R BAIFLC

SNMP V3 USERS LIST

Create snmp v3 users
SECURITY NAME AUTHENTICATION TYPE PRIVACY PROTOCOL ACTIONS
User_1 SHA-256 AES-256 (4 =]
User 2 SHA-512 AES-256 (4 =]
admin_acksys_user SHA AES 4 =l
%‘ Refresh I D Add user | Apply config

Access control administration (VACM)

oS A

M2 Ed] SNMP v3 AF2XA} EE= SNMP vipv2c HELIE|Q WMA HBHE
Zt2|g = USL L

1) Eot BEES AMESH0] Group O AFEX} 7t

COMMUNITY CONFIGURATION

Map a SNMPv1 or SNMPv2c community siring to a security name from a pariicular range of source addresses

COMMUNITY SECURITY NAME ACCESS IP BASE ACCESS IP RANGE

PUBLIC |pub|ic | |rw | [0.0.00 ] )|

PRIVATE |private | |rw | [localhost v]| [255.255.255255 ] )
) Add

SNMP V3 USERS LIST

Create snmp v3 users

SECURITY NAME AUTHENTICATION TYPE PRIVACY PROTOCOL ACTIONS
User_1 SHA-256 AES-256 A=
User_2 SHA-512 AES-192 A=
admin_acksys_user SHA AES Iﬁ @
%‘ Refresh I B Add user I Apply config I

GROUP CONFIGURATION

Map a Security Model and a Security Name into a named Group

GROUP SECURITY MODEL SECURITY NAME
public [v1 v] o ]
public [v2c v] o ]
public [usm v] o ]
private | [» v ] w | 3|
private | [vec v ] w | 3|
private | [usm v ] w | 3|
ladmin_acksys_group | [usm v ] ladmin_acksys_user | ]
(Group_v3 | [usm v] User_1 | &l
[Group_v3 | [usm v] [User_2 | )|
) Add
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2) OID of #eto] ERot H7| 49

VIEW CONFIGURATION

Define view with included/excluded QIDs

VIEW TYPE oD

all 1
all 1.36.1.4.1.28097.10.7
admin_acksys_view N

all 1.36.1.4128097.7.21.19
For_auth_no_privacy N

For_auth_no_privacy 136163

) Add I

BB EEBE B

3) AFEA 2oF B& Bl =0t =30 et D50 tieh 2719 MM 2ot 278

ACCESS CONFIGURATION

Map group of users to a view depending on security level and type of access readiwrite
GROUP SECURITY MODEL SECURITY LEVEL READ WRITE
public [any v | [noauth v] |al none ]
private [any v | [noauth v ] |al all ]
admin_acksys_group | any A | | priv v | admin_acksys_view admin_acksys_view =]
Group_V3 [usm v | [priv v] |al all ]
Group_V3 | usm v | | auth v | For_auth_no_privacy For_auth_no_privacy =]
) Add I
VI.1.9.8 SSH Server
SHCF 11 = el T N O SIS S A Ol
s WO|X|E Sl ME0| LHEE SSH Server 7|52 83 & &= JUSLICH.
24 - oll EF o =13 20 T A A HEAHSGE A Ol A
41 81T 7|2 VNLAEBLE NE0| =40 Slgh = Q&L|Ct
SETUP TOOLS STATUS
PHYSICAL INTERFACES
S$SH SERVER
VIRTUAL INTERFACES
BRIDGING In this page you will be able to configure the S5H server.
NETWORK
55H SERVER CONFIGURATION
VPN
ROUTING [ FIREWALL Enable $5H server
SECURITY i i
izablcipaszwardlici @ At le=ast one public key should be uploaded in order to legin via ssh if password login is disabled
Qos ; .
Authorized keys list Index Type Comment Fingerprint
SERVICES
1 ssh-rsa factory.waveos{@acksys.fr psHdtBMak+U8B/EP25a111dD8aDd0iVRRiNIng 1E0j8 ﬂ ﬂ
ALARMS/EVENTS
CONN. TRACKING Add public key Choisir un fichier | Aucun fichi._.sélectionné
DHCP / DNS RELAY (@ Only supports SSH-RSA
DISCOVER AGENT
SNMP AGENT
PASSPOINT
55H
STATISTICS
WEB SERVER Reset I @ save I () save &Apply I
VRRP
WAC
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Enable SSH server
oY 7|52 2dst SHA| X2 ™ SSH AH 7t S =& LICY,

Disable password login

g S WE/UE Fa ot ¥ 2O0s Eds/HEdst & + AL
Fo|: ¢z 21010| Hj&d3t &l 2 RSA 7|2 SSH MH0| AdY = ASL|CH

Authorized keys list
M=ol W&eE 2= 215 7|71 #A[E LI
Index : 0 FEf AlXSt= MEHE 7(2] Q= A ULt

- —"1— Hd

Type : MHE 7|2 SEYULICE HAXM+E RSA 7|2t X| @& LT},
Comment : &=l 7|9 MEHQIL|C},

FO|: 5%t & 7| ME CHE AMYEXE 7HE

NSRS THE

E M MECHE & 7|& S
S 4 Qo0 R 7|9 A HEE 2FHA| OHe,

Fingerprint : S 7|2| B2 A, X2 H|meto] £ JHo| 7|7t SYHX| H|DE

I

71 MASHEE 2t ol RLER A HES YL

Index Type Comment

Fingerprint

1 ssh-rsa factory.waveos@acksys.fr psHdtENak+U8B/BF25a 11idD8aDd0VRRIIng 1608

ssh-r=a rea-key-20211011 bOsiR=nsRXWWOMKwDuiCA+xiL 8T Sbx0o0zIMymelAw

B B

Add public key

dgE 718 et "MAE T o F dMe 2 20 F0foF LT

o 11—

ssh-rsa[space][AAAA....(key content)][space][key comment]
O Al:

ssh-rsa

AAAB3NzaClyc2EAAAADAQABAAABAQCWOMRA3qIcY7IWjSg4pslaULpB7Usl6obkRveOxj8TCzcK9UsNzknGiSOIG2R
COuZ2J5QR7B/ijLNLySkOpt/oVvM/30jWtpDNIX9n14AVMnNwwwT1xzNXzMt1gahg3TBpl6qGoEEUTZF24qu8Q8NL5y
fON+tQS2HyYfSsJitf93PaRTH8hxYwmi41qCTVHXeqrI554YYzIkArYT7zXbUWSsiQzrtz9QOk7s2lavF6gk+ZT1j1dbTqBjTfP

EfwknGpWdFTn257hJ6pEsK+Fx0KJhkzXlyMflnLaTjRbtaZDmWD542r0eK7pHUGKfOpUem9dpFRIqrHuUpt9P1p2NBap
F rsa-key-20211011

ot 0] sttel 7|7t ZetEl Mg PZE st o] 74l 7|5 o |Hoj| It
o JEE

— =
AELICE ST AX|HR| o M
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VI.1.9.9 Statistics
FI/| Mo 2 HOIHE =830 NE ds2 AeHEE HA|SHL|CE.

SETUP TOOLS STATUS

PHYSICAL INTERFACES

STATISTICS
VIRTUAL INTERFACES
HETWORK In this page you can configure the statistics related semvices.
VPN
BRIDGING

OVERALL SETTINGS

ROUTING / FIREWALL
Qos Enable statistics system %@ To enable any statistics service, plesse enable this option.

SERVICES

ALARMS/EVENTS
COMNN. TRACKING WEB GRAPH
DHCP | DNS RELAY
DISCOVER AGENT
SNMP AGENT Enable statistics graph D
STATISTICS
VRRP

WEB SERVER

Allow to show the graph from status web pages

ACKSYS TELEMETRY
Allow to send information to WaveManager

Enable telemetry |:|

GPS STATISTIC

Allow to send GPS information to WaveManager

Enable GPS statistics D

WIRELESS ROAMING STATISTICS

Allow to send roaming information to WaveManager

Enable wireless roaming statistics D @ If enabled, wireless roaming status will be recorded. This data is asynchroncus to overall

sample rate.

WIRELESS INFO STATISTICS

Allow to send Wireless information to WavelManager

Enable wireless info statistics 1 @ ifenabled, wireless information {associstion list, connected AP ..} will be recorded.

Statistic 2tH 7|2 Z|2Mo =z H|Zd3t E[{USL|CH OVERALL SETTINGS OfAf

O - %
Statistic 7|s= &dst & = JUSL|CH

OVERALL SETTINGS

Enable statistics system @l Tz enable any statistics service, please enable this option.

Sample int I
mple interva 30

@l Owerall interval for all the statistics service. {In seconds)

bl

Statistic 7|50| 2d=t & 4% HOH =& 445 238% & USLILE (7122 30 =

2429)
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WEB GRAPH

Allow to show the graph from status web pages

Enable statistics graph

Oej=7 &8st |H MES 2M Client 7F AccessPoint 2R E $£AIst 2M M gt
HEQA QIEHO0|AS Tx/Rx EZZ C|O|E{E AlA|ZIOZ £ZBHLICt STATUS EHO|A]
e HOIHE Chaeh BA| 7|7td) &) e HAe=z HA L

V1.3.2 Network, VI.3.6.1 Associated & 11)

1
1

o
>
I

ACKSYS TELEMETRY

Allow to send information to WaveManager

Enable telemetry
Acksys telemetry server port 8528
Qutput interval 5

@ Aesys telemetry will ched if there is any new statistics data available at this frequency. To avoid

data accumulation, this value should less than overall sample interval. {In seconds)

Max buffer size 102400

@ This value will determine the size of buffer and also how much data will be stored in case

connection with server is lost. {In bytes)

GPS STATISTIC

Allow to send GPS information to WaveManager
Enable GPS statistics

GPS server ip address 127.0.0.1

@ The ip address of a GPS server. If this product provides GPS service, please enter "127.0.0.1™.

GPS server port 2047

WIRELESS ROAMING STATISTICS

Allow to send roaming information to WaveManager

Enable wireless roaming statistics @ If enabled, wireless reaming status will be recorded. This data is asynchronous to overall

sample rate.

WIRELESS INFO STATISTICS

Allow to send Wireless information to WaveManager

Enable wireless info statistics [E) If enabled, wireless information (sssociation list, connected AP ...} will be recorded.

Z 32 GPS E7 %2 WaveManager 2T EQ|0{7}
WAL ST MH|ATF 2det 2 I XAts22 AFELULCH 1Y MH|As 2Z0|A
k=1
=
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VI.1.9.10 VRRP

O B8 =38 VRRP QIAEHA Gl At
5

ddotn

7
I olaBAGt mE QIAEA

PHY SICAL INTERFACES

VIRTUAL INTERFACES

NETWORK

VPN

ERIDGING

ROUTING / FIREWALL

Q05

SERVICES

ALARMS/EVENTS
CONN. TRACKING
DHCP / DN5 RELAY
DISCOVER AGENT
PASSPOINT

SNMP AGENT
STATISTICS

VRRP

WEB SERVER
WAC

- >
_|
=
rir
O
>
_|
L)
4o
m
mujn
>
o
ot
rir
ox
o
0
o
=
-
D
(@]
o
-

Q
~*
-
Q
(o)
=.
=

Q
(7]
()
4
(0}
o |
N
or
mjo

SETUP TOOLS STAT

VIRTUAL ROUTING REDUNDANCY PROTOCOL SETTINGS

VRRFP instances are entities that send and receive VRRP advertisement frames through one network interface.
VRRP groups enforce a commaon state (alive or dormant) for alf instances in the group.

VRRP GLOBAL SETTINGS

multicast group |224G 0.18 l

@ 1P%'4 multicast group used for VRRP advertisement

VRRP INSTANCES CONFIGURATION

VIRTUAL
EMAELE NETWORK | VIRTUAL IPV4 ADDRESS NETMASK UMICAST PEER IP
ROUTER ID
Use this Associated real  Must be diffzrent from any other IP Mumber of net bits, CIDR St peer unicast IF whers WRRP will send the advertisement.
entry? subnet assigned to this device format Leave blank to used 3 Multicast advertisement
101 [On-Board v] [192.168.200.1 | 24 | [192.168.200.2 | ]
201 [Trackside v] [192.168.4.252 | [z2 | [192.168.4.1 | &l

| | 1) A

@ Enter the virtual reuter 1D for the new instance, as a number between 0 and 255

VRRP SUPPLEMENTARY INTERFACES

Interfaces attached to an instance for state checking or viriual address but not for VRRP protocol exchanges

VIRTUAL ROUTER

- METWORK |+ | ENAELE TRACK VIRTUAL IPV4 ADDRES S NETMASK ADVERTIZE
Attached extra Use this Apply link status to the Address to set when instance is Mumber of net bits, CIDR Advertize address in VRRP
Attached-to VRID
subnet entry? nstance master format messages

Thiz section containz no values yet

it Add

SYNCHRONIZED SUBNETS GROUPS CONFIGURATION

VRRP_GROUP ] Delete
Enable
Initial state (Backup (dormant) v]

@ Masters directly try to overtake the virtual IP at startup; backups first check for masters.

Advertigements period | 1000 |

@ 100-15000 milisecands

HISIY |defau|t |

@ 1-254, default is 200 for backups and 230 for masters

Virtual router ID=s 101
201

@ Remember to [save] the newly added instances to allow choosing them here

Support connection tracking |« D @ handle NAT/PAT connection recovery.

Warning: MATed VRAP networks must not define IP aliases

sequice=idependantonithelstatelatithislronn) D Allow Multicast routing only when this group is in Master state

| | W) Add

@ Enter a nickname for the new group: allowed characters are 0-8, a-z, A-Z, underscore:
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Subsection: VRRP global settings

Multicast group:
VRRP QIAEATL O HAIX|E El= HEFHAE OFS 28U 7|2 282
ArEgSte{H et 2 FA|7| BHE LT

O —-—

Subsection: VRRP INSTANCES CONFIGURATION

2} 7t IP A= 10 M 255 AtO[e] Atz Al E L L 2
Y ot M| W ool YHYX FESt AE EH

—

SEYLICE QIAEAT MR ofelo] 7|55 28 = AUSLICL

Enable:
QIAHAZ ALESLY| ol 23} SHL|Ct ESH AFESHA| e QAHALE HZE3 &
= UE L[

Networks:

7ba 1P o U7 HEYD QIET
E AZEQIO] BRIX|Y & UK

or2L|C},

=]

| A2 MENSHL|C} OIE{I|0| AL HEQT AHX|

= ad E
PEdE d3s 2T EQ0 E2[X|0M HX| [

O o

r

Virtual IPV4 address:
e MEUlof CHet 2t E | 7tet Ip A5 AT},

Netmask:
7HAb Z=AO| UiDfARE MHSHL|C} (24 = 255.255.255.0 HOFAAQF S US| L}

Unicast peer IP:

VRRP & ZE[FAE [ FLIZHAE SES MEY & USLHICH OIAH7 €ES
Bz S FLIHAE IP FAE5 MESIEE 2F5l{0F L HEHAE LS

AESIHH SHIoE FAA|IQ,
Red cross:
HWZEM X OfO| 22 S5 QAHAE AMXE = UYSLICEH x]
Subsection: SYNCHRONIZED SUBNETS GROUPS CONFIGURATION
2t QIAEA OF0= 24 <A BE22 = 0|F0| X|d & L|C}. ofE BEA0
_C'>_

Add HIES S2o}3 150| Y= $4S BYS

Red cross:
W2 X OFO|22 28510 182 AAE = USLICH =]

Enable:
Q22 SN L HAEROR HIZAS & & UBLILH
Initial state:

t ol DAE0 oSt ME2 Q& AeS vrASHOF 2L ot
Advertisements period:
iAo 2 MEE|= F HA[X] 2te| 7v4 &2 22 @F UK E 7153t ofX| T

HEXIS £t S7hefH .
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Priority:
oy 7He| o

Virtual router IDs:
IB0M QABAS MEE & Qi OFF M staQiLrh,

Support connection tracking:
2 EtRHOIM HiZ2Y 2tREHE ¢ HEE WSS H MEigL T

Subsection: SYNCHRONIZED SUBNETS GROUPS CONFIGURATION

O M MO AL AE ol i Tpy FAES Qo) UAHAN AZE 7t QAEH0| A

o = -

Molgt £ QUX|Pt ZREZE wslols AMREX| USLICH 0|HE EI EXN
CIEIo| 20 ERE EWes AS YXFUCLL OE &0 %7|ME On-Board

QIEHO| A0t A0S 2L Trackside AHIO|A= [ 0|4 Of FHO =2 AR E|X]
OI-A|_||:|.

(k=]

VRRP INSTANCES CONFIGURATION

VIRTUAL
ENABLE MNETWORK +| VIRTUAL IPV4 ADDRESS NETMA SK UNICAST PEER IP
ROUTER 1D
Use this Asspciated real  Must be different from any other [P Mumber of net bits, CIDR.~ Set peer unicast IP where VRRFP will send the advertisement.
=ntry? subnet assigned 1o this dewvice format Leave blank to used a Multicast advertizement
101 [On-Board ] [192.168.200.1 I EE | [192.168.200.2 | 3
201 () [Trackside v][192.168.4.252 | [24 | [192.168.4.1 | ]

| [JFir———

@ Enter the virtual router ID for the new instance, as a number between 0 and 255

VRRP SUPPLEMENTARY INTERFACES

Interfaces attached to an instance for state checking or virtual address but not for VRRP protoceol exchanges

WIRTUAL
METWORK +| ENABLE TRACK VIRTUAL IPV4 ADDRESS NETMASK ADVERTIZE
ROUTER ID
Anached extra Use this Apply link status to the  Address to set when instance is Advertize address in VRRP
Attsched-to VRID . MNumber of net bits, CIDR format
subnet entry? instance master MESs3ges
[201 ~|[Trackside | [192.168.4.252 | [24 O ®]

[t Add |

>

ID 201 220 &2 Gl= 7t AEHO|AE Yot = 719 MU0M HAY =
THed| H

RUELICE 12Lf MO|E BIAE EAoAL Thad| B2 shEast eolzhets 20|
Q8% 4+ o0 0 22 12 7HY 2HRH ID(S7ISHE NEY 18 T4 H4a)0A

ID 101 Bt MEHSHL|C},

—
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VI.1.9.11 GNSS Agent (on some models)

GNSS agent Of| CHSH MM g HASH 2= Q& L|C},

GLOBAL NAVIGATION SATELLITE SYSTEM

Activate the embedded GNSS receiver and configure the gpsd server

Enable L4 (B Anows intemal services to uss the GNSS
Serve external clients L4 @ Allows exdernal users to connect to this gpsd server
Listen port 2947

@ Paort on which gpsd will listen

Position logging period 0

@ Mumber of seconds between positioning records in the system log (at info' level): O or empty to disable

URI for map link {Device Info page) | OpenStreetMap@ link v
@ %6 1' and "%2" in the URI are replaced by latitude and longitude in signed dotted-decimal notstion, e.g.
'-45. 000000
URI must not contsin doubleguotes

£Any string missing a column "' will disable the link

Enable
location service 2| AH& S S{&8tLICt

Serve external clients
QF X7t GPSD Z2EZS A0} fIX|E el & = UA=E LTt 2 gt
BRU = SNMP & ArE3IH 9IX|IE F2| StAHLE STATUS-Device Inforamtaion
HO|X[0f #A| E= 2F 23 MHO| 7|5 & AS LT

Listen port
Q& Client O TCP M| ZEE HZFET LT,

Position logging period

AAE Log off 2 /IXIE HAISH=E 58 F7|H2=2 FIetL Lt
URI for map link

STATUS-Device Information H[O|X|0f HA|El= X f(X|= & FA0 =ZgE|Of
AL O)RF ME|AE AHESI0] K= HA| o 35 AMH|A %01|A1 ._1—'*.3}71'4
M25t= & Mo tiet 235 48 + UA&5UHCLL 23 oS dst o
AEXRHE MESHD CHA|(-) E= SiA| O 2 E LHEU D %1 = %IE %2 = BE=

HA[E LILF.
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VI.1.9.12 Web Server
O Hi+& SO HTTP X HTTP MM E 28 = JASHCE (7|24 : HTTP):

SETUP TOOLS  STATUS

PHYSICAL INTERFACES

WEB SERVERS
VIRTUAL INTERFACES

BRIDGING In this page you will be able to enable, disable and configure HTTP & HTTPS servers
When you apply after switching between HTTP/HTTPS, remember to change http/hitps in the browser address bar

NETWORK

ROUTING / FIREWALL

SECURITY CURRENT LEVEL HTTPS (ENCRYPTED) ALL DISAELED (NO WEE SERVER) BOTH HTTP AND HTTPS (DISCOURAGED)
e HTTP (clear text) SET SET SET

SERVICES

ALARMS/EVENT 3 HTTP & HTTPS CONFIGURATION

CONN. TRACKING
DHCP / DN5 RELAY HTTP TCP port number
DISCOVER AGENT

SNMP AGENT indi =
PASSPOINT UHSEELedingipioiection @ Enable DNS rebind protection: reply with emor 402 to HTTFP requests from private IP addresses

(80 |

SSH {according to RFC1818) when recaived on an interface having 3 public address. Do not uncheck unless
STATISTICS you know what you are doing, since removing the protection allow some forms of DMS rebinding attacks.
WEB SERVER
VRRP

WAC

Resat I @ Save I @ Save & Apply I

HTTP TCP port number

ZE Ho 5 #E™ 5 AGHCL (7124 : 80)
DNS rebinding protection

DNS rebinding protection option = X3St WEB AH 0| CHSt private T2
HAEE =X5t= RFC 1918 7|55 AF8E + AFUCLL OE S0 ME0| public &£
82.128.0.30 22 HHE[O )US B, priate T 192.168.1.40 O|M O] X Z2| WEB
HO|X| & =olg = glel 403 LFE7F gLt

(]|
A

SET HES 285510 [HE S48 UH8E + UASLICH

WEB SERVER SECURITY LEVEL

CURRENT LEVEL HTTPS (ENCRYPTED) ALL DISAELED (NO WEE SERVER) BOTH HTTP AND HTTP S (DISCOURAGED)

HTTP (clear text) SET, SET SET

All disabled (NO WEB SERVER)

WEB SERVER SECURITY LEVEL

CURRENT LEVEL HTTP {CLEAR TEXT) HTTPS [ENCRYPTED) BOTH HTTP AND HTTP § (DISCOURAGED)

All disabled (NO WEB SERVER) SET SET SET

HTTP & HTTP5 CONFIGURATION

DNS rebinding protection

@I Enable DMNS rebind protecton: reply with error 403 to HTTP requests from private IP addresses
{according to RFC1818) when received on an interface having a public address. Do not uncheck unless

wou know what you are doing, since removing the protection allow some forms of DNS rebinding attacks.
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HTTPS (2= 3})
HTTPS TCP port number |4‘513 |

Upload a new HTTPS certificate Choisir un fichier | Aucun fichi... sélactionné

@ Must b= a PEM file containing both the cerlificate and its unencrypted private key

A default low s=curity ==lf-signed certficate is used if you do not provide one

BNS ki | profechon @ Enable DNS rebind protection: reply with ermor 402 to HTTP requests from private IP addresses
{according to RFC1818) when received on an interface having a public address. Do not uncheck unless
wou know what you are doing, since removing the protection allow some forms of DMS rebinding attacks.

HTTPS TCP port number
HTTP JISME BIZE & = QM LHE &

[m
i
>
o

Ql-
1
£Q

SLICH (7| 24f : 443)

Upload a new HTTPS certificate
HTTPS MHE{ 2] B2 PEM &4lo| & 215M MAUS Y=E & 5 ASLICL Save E£=

Save & Apply HHEZ 2EI5tH 215 A meo| Hg 8 g=E EL[C}

Both HTTP and HTTPS (discouraged)

HTTP & HTTPS CONFIGURATION

HTTP TCP pert number |3U I

HTTPS TCP port number |443 |

Upload a new HTTPS cerfificate Choisir un fichier | Aucun fichi...sélectionng

@ Must be a PEM file containing both the certificate and its unencrypted private key

A default low s=curity ==lf-signed certficate is used if you do not provide one

A (E T I (FFE R @ Enable DMS rebind protection: reply with ermor 402 to HTTP requests from private IP addresses
{according to RFC1818) when received on an interface having a public address. Do not uncheck unlass

you know what you are doing, since removing the protection allow some forms of DMS rebinding attacks.

HTTP TCP port number
712 ZE A CHE 2EE 48 £ UAS UL (71244 : 80)

HTTPS TCP port number
72 =E Y OHE ZEE 28Y £ U20 HTTPS QBSME YE2E & &= USLICH
(7122 - 443)

Upload a new HTTPS certificate
HTTPS AH{2| Z2 PEM Ao ¥ Q1A I =
Save & Apply HHES SE5ITH 2ISA M0 Mg 8l d=E F L
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= = o H Il A =
SERVICES/INIT SCRIPTS U7 & AEStH Ch=1r 20| 2X|e €7 E4 AAEHEE
i = Sk A A
#eE|otn RLHE" = AL CL
o A O
o MHARM &2 B
o MHAT H7|
— — —t —
o AH|A Ed3l/HE gt
A X /=
o AH[A AIE/AHAIZ/EX|
Sl TOOLS  STATUS
o] umsceers
BRIDGING You can enable or disable installed init scripts here. Changes will applied after a device reboot
NETWORK
T START PRIORITY INITSCRIPT ENABLE/DISABLE START RESTART sTOP
UTING / FIREWALL e |
@
R 12 log Enabled I @ Start l = Restart I @ Stop I
SECURITY
905 18 qos_queues Enabled Start & Restart Stop
=
SERVICES
2;’:‘[:‘“::3';:;2 18 dnsmasq @ Enabled I @ Start I @ Restart | @ Stop I
DHCP / DNS RELAY
DHCPVS rewal & I I
DISCOVER AGENT 1 Trewal &  Enabled l @ stat l = Restart @ swop
GNSS AGENT
SNMP AGENT 25 acksys_event_handier )  Enabled I @ st I = Restart | @ stop |
WEB SERVER
PASSPOINT
SSH 50 eron @ Enabled I @ Start I éj‘ Restart I @ Stop |
STATISTICS
Xﬁ'?:cmprs 50 dropbear @ Enabled | @ Start I § Restart | @ Stop |
wLB
50 gpsd &  Enabled J Start ] & Restart l @ stop ]
50 ntpd ©  Enabled I @ st I & Restat I @ sop I
55 authenticator @ Enabled I @ Start l é‘; Restart I @ Stop I
65 pimd @ Enabled I @ Start I § Restart I @ Stop I
0 keepalived @ Enabled I @ Start l |§I Restart I @ Stop I
80 colisctd @  Enabled I @ st I & Restart I @ stop I
) cpenpn & Enabled I @  stat l & Restat I @ stop I
20 snmpd @ Enabled I @ Start I @ Restart | @ Stop I
% srec2d &  Enabled I O st I & Restat I @ stop I
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VI.1.9.14 WLB
SERVICES/WAC H| =& S35l WLAN 2| ¢1Z 8l Hof A|l2=-HS ™Y = QUEL|CH

E' TOOLS  STATUS

PHYSICAL INTERFACES
WIRELESS LOAD BALANCING
VIRTUAL INTERFACES
BRIDGING In this page you can configure wireless association control services.
DT ASSOCIATION CONTROL CONFIGURATION
VPH z
Enable control feature (@ To enable association control, please enable this option
ROUTING ! FIREWALL
SECURITY Enable load balancing (B Ensbie load balancing
Q0s Enable band steering [ @ Ensble band steering
SERVICES Mulicast group IP address |239 0.01 ‘
ALARMSEVENTS (B Multicast group IP sddress used for inter-AP communication
CONN. TRACKING
DHCP | DNS RELAY multicast i [1 |
LLEAS (@ The time to live for multicast communications.
DISCOVER AGENT
GNSS AGENT Network for multicast exchange @ miz®
SHMP AGENT i
WEB SERVER O celar P8y
PASSPOINT @ link used to exch lancing information
SsH
STATISTICS Enable roaming control (@ Enable roaming contral.
U Min RSSI for association
INTSCRIPTS [75
WLB Fr— =
rict roaming control [ @ witn srict mode. AP can be inacoessible for devices whose signals are below "Min RSS! for asodistion’
ASSOCIATION CONTROL PER SSID
Association control configuration per SSID
551D LOAD BALANCING BAND STEERING ROAMING CONTROL
ATTISOFT

Save & Apply J @ Save ] Reset ]

ASSOCIATION CONTROL CONFIGURATION

Enable association control feature
oS M3 HAE MHIASHH WAC A- 2 et A7 2tHO| EA|ELICE

—

Enable load balancing

i M3 2tAE HASHH load balancing 7|52 &8st & 4+ JAELICH

Multicast group IP address
AP = & 23t Multicast 1 &0 £ CHE AP O Z2E H0|HE TS LICH AFE A=
Multicast 1& IP FAE A = JASLCH (7122k : 239.0.0.1)

Multicast_TTL
J2HoR mRE = HEJHAEOAM LAN 22 TS ELTH (71280 TTL=1) £3
probe announcements traverse 2t E, CtE LAN 0 &ot= AP & HHSIE= TTL
2 1dg = US4 L

Network for multicast exchange
probe announcements 7} advertised E HEQIE MESIN Q.

load balancing 7|5 S Ar2% A<, General Setup, Access Point Mode H| 0| X| 9|

A Maximum simultaneous associations = X }|0f S+L|C}.

Enable band-steering
Y M= HAE MIASHH HE AE|OEE 283t g = AFUOh Y 7Is2
ArESHH 7 BHES X|2St= STA 7} 2&oHX| g2 Y2z o|sE L o

Enable roaming control
siE M3 =H2E HASHH 2 ¥ = flct 238

ig_r
r2
o
a
=
]
C
ini
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Min RSSI for association
roaming control O 43} &[0 US B, STA 7t HZE| UX| A2 RSSI LA GS
AAEGOF SLICH HE @82 A E RSSI YA ZS Xotet T

Strict roaming control
Strict ZE= 2 &0 g&S & = USHLCE
Association with Strict mode enabled:

2M ZHX[7F Min RSSI for association ECt YO M AZAL|X| QF&LICt
Association with Strict mode disabled:

AP = Min RSSI for association 2Lt &2 RSSI 242 7% Client 2 & & AZA

ANEE HEBL|CH E8 ZX7F SUSH AP O £ HAE HHE ZS AP = ¢Z

NEE B2 FEgtL|Ct O|2{gt ZX|E insited X211 FEL[CH
De-association with Strict mode enabled:

Min RSSI for associaation 2L} 22 5710| ME M7l ALZHo 2 Yl

AP £ FA| FXel HZ = SiAT L E

—

e
N

De-association with Strict mode disabled:
= AP = QL& 5749 ME MS = StLtELE Min RSSI for association =Lt
S22 4% Fxd Moz FX|ete| AEE FAIgL
. I:IH(|E'F 5 7H9 MZ AZJF Min RSSI for association ECf =2 42
L
non-insited JuJtl (Y4t =X]) o 32,5712 ME A=7t E 5 Min RSSI for

| -
association ECt o™ HZAZS S| M LTt

ME M= 3x0| F7|2 SAELC

ASSOCIATION CONTROL PER SSID
Load balancing, band-steering, roaming control 2 SSID ®2Z XZEL|Ct M2fA 2
752 SSID €& 23t O HiZdsl g = S L|CL
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VI.2 Tools Menu

TOOLS & E9f A|

HH
il
=
']
et
4>
$0
il
-
o

VI.2.1 Firmware upgrade

He|of YO8 0|E0f CHSt REM|TH MHLE Firmware Upgrade 0| M =HQ10| Zts8tL|C},

VI.2.1.1 Cellular upgrade (on some models)
ST TOOLS

STATUS

FIRMWARE UPGRADE

CELLULAR RADIO UPGRADE

SYSTEM UPGRADE
CELLULAR UPGRADE

The Cellular Upgrade section can be used to update to the |atest firmware code the cellular radio component.Please select the firmware file,

PASSWORD SETTINGS and click on upgrade button

SYSTEM

NETWORK

Please do not turn off the product's power supply nor push the reset button before the upgrade completes.

SAVE CONFIG / RESET

The current Cellular radio firmware identification is: EC25EFAROBAD3M4G-V03

LOG SETTINGS

Cellular radio firmware image:
Choose File |No file chosen

Cellular 20| Li&E XHEe H
AL 20| X| & AX|IL|O{e| X|&=

ot MEZ0 &= Cellular H

Upgrade
19l Z20|EE & += UASLICL

HEX] &1 Cellular HYOHE

{101 ID & =QISHA|7] HEEFLIC

BICIOIE StA| OFAl 8.

VI1.2.2 Password Settings

Ol fmE Soll N2 Y=E E™HY = USLIC USER & STATUS H|O|X|Bt &g &=
AL L|CEH ROOT & 2 E A H|0|X| (SETUP, TOOLS, STATUS) Off M&&h 4= Ql&L L},

FIRMWARE UPGRADE

PASSWORD SETTINGS

SETUP TOOLS STATUS

ROOTPASSWORD SETTINGS

ROOT PASSWORD

The password settings section can be used to change the product root password

USER PASSWORD
SYSTEM password I/) | =1
NETWORK confirmation I I | L
SAVE CONFIG / RESET
LOG SETTINGS

Reset I @ Submit I
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VI.2.3 System

VI.2.3.1 Device Local settings

DEVICE LOCAL SETTINGS

Host name Al:ksys

@ This device's name.

Waming: This value can be changed by dhcp settings from dhcp server

EEDTIE 08/16/2018 05:14
(@) format MMDDAYYY hhomm
Time zone | uTc v
Host Name:

KXo O|E2 HHE &= USLICE ST 0|52 STATUS H|O|X|Of|A| EA|ELIC} EEBH
DHCP Client 2X|7} 2MHE|™H DHCP MM S BAS 4= Q&L|CH

System time and Time Zone:
S AlZHS AL Time Zone BT A7t

mjo
rx
Ju}
gl-
1
o
>
I
|

Fo|: MBS WYL OOicH 2 AlZ LHO| 2AUHLICHL TR ZS EFAMHES

*f%ﬁﬂ-ﬁ‘-*lﬂ HEEFLICL.

VI.2.3.2 MIB-2 System Settings

Device location

User-definable

@ this will appear in the MIB-Z 'sysLocation’ OID

Device Location:
O] HlAE &= WaveManager 2 EQ[0{2| Location &, SNMP sysLocation 4f,

Browser caption Off EA|&L|LCE,

VI.2.3.3 Network Timer Server

NETWORK TIMER SERVER

server name 0.europe.pool.ntp.org
server port 123

Ask & Ol HO O L2 E3 2 A AASH &
i’iﬁ L-| Cho 1P =20t =0 QI O|F2 AHEY & JUASLICEH =02l 0|2 AFESHE T Network
configuration B0f A StLt O] 42| DNS MH FAE 2 sljoF BfL|CH.
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VI.2.4 Network Utilities

SETUP TOOLS STATUS

FIRMWARE UPGRADE

NETWORK UTILITIES
PASSWORD SETTINGS

SYSTEM

NETWORK
SAVE CONFIG | RESET www. example.com www.example.com
LOG SETTINGS Ping Traceroute I
MODE PROTOCOL DELAY (5) DISPLAY (5)
[Server v|[TCP v| 1
Run Test
LINK DIAGNOSTIC:

HZFE UNIX =2l Ping 1} Traceroute £ 2ot & HEZS SEI5IH S{{T &Ef 240

orzfel =i Yol EA|E LI IP T2t =0 O|F& AMEE = JUSLICEH =02

0|2 & AF235}2{ ™ Network configuration EHO|A] StLt O| A9 DNS M FAE

/215 0F BiLICY,

BANDWIDTH TEST:
TCP == UDP Z2EZS AME0HN MH L= S20|UE ZEO|A iPERF HIAES
gt = ALSLICL DELAY B2 HAE 742 X o2 438 &= 20 DISPLAY
2 oE BEAl A4S X Y2 dEY = ASLT
VI.2.5 Save Config / Reset
SETUP TOOLS STATUS

FIRMWARE UPGRADE

CONFIGURATION MANAGEMENT
PASSWORD SETTINGS

SYSTEM

NETWORK

Configuration file

SE D L e Choisir un fichier | Aucun fichier choisi

LOG SETTINGS Restore configuration from file

Restore

Backup settings to file Backup

SAVE AND RESTORE CONFIGURATION

C-KEY MANAGEMENT

Erase C-KEY Erase

Copy configuration to C-KEY Cop\,r

Ignore C-KEY settings

Disable C-KEY led

@ Save option I

RESET AND REBOOT
Reset to factory settings Reset
Reboot your device Reboot

Save And Restore Configuration:

backup settings to file HHE2 22510 X E2| 4 mS W50 CIREE B3
4= QU&LICL ESH Restore configuration from file HES 2&|610] O|F0| A& TH

238 odE Y2E o5t HEY & AL
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C-KEY Management:

Erase C-KEY:
Of = Ar8otH did M E2| C-KEY o &0| T& XA/ LICH 284S C-KEY O
Mgz M 5t7| ©of o] S =As|oF LTt

Copy configuration to C-KEY:
Of M2 Ar8dIH wxj MAZ0| C-KEY Of XMZELICH oo MEEN UH

AN =
HOIEH= Hez ot Af 27840 &4 845 HWYo| il =& LT

—

WARNING: WPA 7|2} CtSH 215 A(802.1x, HTTPS) = S AHE!IL|C}, 22| &S 7t

—
HOAEK| @2 2, C-7|18 27 A2 +7L 0| BEE FEY & USLIL

Ignore C-KEY setting:
O| SME A2SIH HE 2E Al C-KEY o d™US A X| LEL|Ct E3H M=
Bl Al C-KEY 2| LHF d7H2t2 B & LICHZ|24%)
Disable C-KEY led:
Ol SME MENSIH C-KEY 9| Status LED 7} @+ X 2 2 JHEIL|C}. 0] 7|52 C-KEY 7}
9l2 M BAIEl= LED & EAISHX| %S I 8%t0H AHl MHZ 247t S0|=HkE
A8 = UESL|CH

= T AA =
Reset And Reboot:
Reset to factory settings:

ol % S MFO| 7= 28 ULE gL L

Reboot your device:
X 32 T2 HEZ0| X FEELLCE
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VI1.2.6 Log Settings
O] H|O|X|Of| M Log & 28 & USLICL

GENERAL SETTINGS

System Log Output Level | Infa v |
System Log Buffer Size =
@ ke
External System Log Server 0.0.0.0
External System Log Server Port 514

WIRELESS ACCESS POINT LOG SETTINGS (WIFI)

Wireless Log Level | Info v |

VRRP SERVICE LOG SETTINGS

VRRP log level | Error v |

OPENVPN SERVERS LOG SETTINGS

NAME MODE VERBOSITY LEVEL

VPH1 vpni server [Errars "]

General settings:

Of RO M= A" 20| Ciet @85 & =+ JAS L.

—

System Log Output Level:
system log Off CHoh 27 MA|X| o] %|4 HAEE B8EHY = UAS LT
External System Log Server and Port:
H4 23 MH0| et 885 & 5 UASUL syslog Z2ZEES At
HAIX|E EE IP A2 UDP ZE QL|CtH O >
FAR.
Log settings:
O HojM= Cret 21 HAX[e] EFRE 288Y = JUSULHL AT @8E =&
O|l&4 < 4% HA|X| 7} system log 2 H&
etAd 23 HA[X|= 2442 S-MH|A 8 syslog ME|A O] = 7HX|e] HEE EHAE

. . Errors
Verbosity Level: Only fatal errors

AFOISE A Ol =
SyStem Iog 00 O" HEH=E T Mo OpenVPN Log TLS channels management
Log configuration actions
A-I |:|'|9|' 'El'El_:‘En_I D‘”AleQl —j'c-l—)'\— )I\:!ZI-E% Log gene?almfo

Log packets exchanges
Debug packets
Verbose debug

cEEEES
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VI.3 STATUS Menu

VI.3.1 Device Info
O| H|O|X|E Sl M0l CHot CHYot EE =tolgh o= Q&L Lt

— —

SETUP TOOLS STATUS

DEVICE INFO
DEVICE INFORMATION

NETWORK
WIRELESS FIRMWARE INFORMATION
CELLULAR

WaveD5 version: 3.18.01
SERVICES

Boot loader version: 2201
LOGS

Firmware ID: E2148.AC1

DEVICE INFORMATION

Host name: MyHostMName
Model: RailBox/24A0
Product version: W1

Motherboard ID: 0000177d21d8
Product serial number : 17234371

C-KEY boot status: Factory state

GMN 355 info: GNSS5 is disabled

VI.3.2 Network
O HO|X|l= HERA AHLO|AS F/H0] QU0 A2l HO|H mIjzlS 2l ¢+

al
(o] = | I-
AN H L' E .
INTERFACES
IP CONFIGURATION
IPv4 Stack
1Pv4: 192.168.1.68 Netmask: 24 MTU: 1500
IPv6 Stack
1Pv6E: fed0:: 20d 64 Scope: link
DNS server: 192.168.1.2 4.4.4.4
GRAPH PHYSICAL INTERFACE MAC ADDRESS TX COUNT (IN BYTES) RX COUNT (IN BYTES) INTERFACE MODE MTU
Role: Access Point (infrastructure)
il WiFi 1 06:f0:21:22:90:28 79794560 8447650 SSID: acksys-RD 1500
Channel: 36
Role: Access Point (infrastructure)
il WiFi 1 04:0:21:22:95:38 48478367 4749326 SSID: R&D_Anthany 1500
Channel: 36
Role: Access Point (infrastructure)
il WiFi 2 04:f0:21:22:9b:26 34791755 851887 S8ID: acksys-RD 1500
Channel: 6
il LAN 2 00:09:90:00:62:0d 1724125002 3692129099 Negotiated 1000 baseTX FD, link ok 1500
|
1P CONFIGURATION
IPv4 Stack
IPv4: 10.96.7.88 Netmask: 24 MTU: 1500
IPv6 Stack
DHNS server: 192.168.1.2 4.4.4.4
GRAPH PHYSICAL INTERFACE MAC ADDRESS TX COUNT {IN BYTES) RX COUNT ({IN BYTES) INTERFACE MODE MTU
il LAN 1 00:09:90:00:62:0c 0 0 no link 1500

OpenVPN status is not available

CONNECTED PEERS
LOCAL REMOTE STATE

Graph:
: SETUP O+ (SERVICES/COUNTER GRAPHS) O|A d2ij= 7|50| H|Zd3} £ 0f
UAZ 4R 5|2EE 2= E A8Y £ glstch
i ; QIE{IH|O| A9 S|AER| D=8 ALY 5= USLICH

M. eaixs Yegao sjAga Q2izs AFRY 4 AL
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STATISTIC GRAPH : LAN 1 (LAN)

| Thour

v | | Display timespan » |

Acksys: Metwork - Tracing Bytes on LAN 1 (lan)

43IHILI0 Tdal / To0lddy

2.0mM =t
i) | | :
L 0.0 = T I i
o 1 o 1 Il 1 i
- e ~ L L= -
& -z2.0M i
g f
A
4.0 M
19:10 1920 19: 30 19: 40 19: 50
E Bytes (tx)  Avg: 405358, 2 (Ca. 1,45 Totall)
W Eytes (rz)  Avg: 026161.2 (ca. 2,70 Total)

Graph Last Updated: 02A17/2016 20:00: 44

Acksys: Metwork - Packets on LAN 1 (lan)

1.0 k N S -
- o I 3 z
L | J | i, e .
b ' -l II nin II |"|J'_H.|"|-. 5
= | S e L AL L o o
2 1.0k t
= L
-2.0 k | JJ—
£
19:10 14: 20 19: 30 19: 40 19: 50
M Processed (tx)  Avg: 473,83 (ca. 1, 7M Totall
M Frocessed (rx) Avg: B¥A. 7 (ca. 2.4 Total)
B Cropped (tx)  Avg: 0.0 (ca. 0.0 Total)
B Cropped (Pl Avg: 0.0 (ca. 0.0 Total)
M Errors (tx)  Avg: 0.0 (ca. 0.0 Total)
W Errars (r=]  Avd: 0.0 (ca. 0.0 Totald
Graph Last Updated: 02M7/2016 20:00: 44
Acksys: Metwork - Broadcast/Multicast on LAN 1 (lan) g
400 m f
8 200 m M. %
v m
% 200m 2
= L ;
a 100 m |
| n l_ b
o L[ B i Pk ™ N L N N\ .
16: 00 16110 16: 20 16: 30 16: 40
M Fackets  Aug: 0.0 (ca, 740 Totall

Graph Last Updated: 02/22/2016 16:50:81

O HO|X|= QHMO|A LAN 12| 7|5 A= & HA|LICH

Tracing bytes graph: Cl|O|Ef &==41 T{Zl HA|
Packets graph: G|O|E| &4 N2|, &, 2F [ D7l HA|

Broadcast/Multicast graph: broadcast/multicast 2| T2l HEA|

st BA| 7|72

o

10 &2, 1 AlZH

14,

13 1708 telz2 238 +
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VI1.3.3 Routes

STATIC IPV4 ROUTES

NETWORK +| TARGET IPV4-NETMASK IPVA-GATEWAY METRIC MTU ON LINK SPECIFIC
set gateway even if she’s not
HostP or Netwark iftarget is a network
reachable
[lan v||10.10.4.0 | 2552552550 | 10.10.4.254 | 2 | |1500 O x]
F Add

STATIC IPV6 ROUTES

NETWORK | TARGET IPV6-GATEWAY METRIC MTU ON LINK SPECIFIC
|PyG-Address or Network (CIDR) set gateway even if she's not reachable

‘Ian v |fe80::aabb:ocﬁ:fedd:e\ \feSO::aabb:ccﬁ:fedd:e| \0 \ \1500 O x]

it

O] I|O|X| = MZENA &3t 24 Ipv4 E2 8l IPV6e Z2E HA|RL| LY,

1. Network loopback AEE HER IR AIHm o[
2. Target 0:0:0:0:0:0:00/0 E3 IP TAE 7+l TCP/IP T2l 0] ME | 0f0F =

X E LIEHH LICE,
IPv6-Gateway  0:0:0:0:0:0:0:0/0 =~ TCP/IP T{Zl0| MEZ|O{OF St= A O|EQO|E LIEHHL|CE
4 Metric FFFFFFFF AM2O| OIE{H0|A S M 292 LIEH|E HES HS

VI.3.4 Bridges
STP/RSTP 7| 243} &l Bridge 7t /= 4% STP/RSTP 2| ZE HE{7} EA| EL|CH

STP/RS3TP

LAN
STPIRSTP STATUS
Bridge Id: 8.000.02:00:17:70:01:0C Designated Root: 8.000.02:00:17:70:01:0C Root Port. none
POINT
PHYSICAL PORT PORT DE SIGNATED DESIGNATED EDGE
INTERFACE 1D ROLE STATE COST DESIGNATED ROOT COST DESIGNATED BRIDGE PORT PORT P;(:ﬂ
LAN1 8.001 Disabled discarding 2e+8 8.000.02:0017.7D:01.0C Qe+0 8.000.02:00:17.7D:01.0C 0.000 no no
LAN 2 8.002 Designated forwarding 2e+4 8.000.02:0017.7D:01:0C Oe+0 8.000.02:00:17:7D:01:0C 8.002 no yes
wilan0 8.003 Disabled discarding 2e+8 8.000.02:0017.7D:01:0C Oe+0 8.000.02:00:17:7D:01:0C 0.000 no no

Physical interface: Bridge 2| ZLE
Portid: X[’ ZEQ| AH ID 2M ZE 24 =2[2 QIHLO[A M= L E LT
Role: Rapid Spanning Tree 7|52 2} Bridge ZE 0| Root Z£E, Designated ZE, Alternate
EE Backup ZE, Disabled ZE & o}LtE &2t L|Ct. Disabled ZE = L EJ A E|X]
7
o

L
BEALE 22| X0l ofsl| M2l el B0 2 E Lt

=

State: port forwarding &} EH:
For RSTP: discarding, learning or forwarding 2 & =+ U&LIC}

For STP: disabled, blocking, listening, learning or forwarding 2 & & U&LICH
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Port Cost; 7| 2X O 2 LE = 0f 2} STP/RSTP Of| Al MASH 4= & L|CH

Designated Root: Spanning tree 2| Root 22| X| Y L|C}. root 22|X|9] &M =2 & 7|2

MAC =25 AMESHY 282 Lt

mjn
H
oot
Ot
rr
|T
it
Ral
o
r
o
o
-
i
rr
o
o
|T
it
Ral
1o

0
rx

Designated Bridge: A|d ZE

=9/ (Priority) & 7|& MAC F

>
Hu
-1
0x
il
-
il

Designated port: LAN Off ¥1Z4=l B E HE|X| &
o o™ HEZ|X| ZE mshL|Ch ZE M
g & L L

Designated Cost: X|8 ZEE S| 2E H2|X|9| Path cost (K|H ZE I ZE =a|X|

=
=
7to| 2t =a|x|of Cf3t 2E mE

|O

| port cost )
Edge port: ZEJ} EZEZX|Q AUEAHOIM X FF0 M2t true S false 2
A7ggL .
Point to Point: ZE 7} X[E7F O|C|0| (HO|=& At&3%t= CHE A%(X|0f 2E HZ )0
AAL|O UAS BF true 2 SEEH AKX YUS 82 false = HFE LICH
VI.3.5 Multicast routes
O| H[O|X|ZE &l oiXf ¥ SC PIM HE[ I|AE 2t H QIAHAO[ALE 7tsTt 2 &
HEIF B A[E L

SETUP TOOLS STATUS

MULTICAST ROUTING

DEVICE INFO
NE TWORK

== - The "network interfaces" table displays network interface states related to multicasting.
T ) Tt [ 1 Gt £ (L CIE A 3 T ) G
— The "rendezvous points" table displays candidate and slected rendezvous points.

WIRELESS

NETWNRK INTERFACES
SERVICES

LoG

INNERFACE LOCAL ADDRESS THRESHOLD EN UP DR NEIGHBOR MC ROUTERS MULTICAST GROUPS
1010150 1 1010 150/28 1 v

10.10.101.1 10.10.101/24 ¥
10101001 10.10 100/24
17216

SUBNET IGMP REPORTS

¥ 230.0.0.1, 239.255.255 250

v
<

172161602

MULTICAST SOURCE

any
10.10.150.60
any

MULTICAST GROUP
230.0.0.1
230001
239,256 256 250

RP ADDRESS
172161502
172,16 1601

MULTICAST GROUP PRIORITY HOLD TIME
230/8 20 80
224/4 20 120

160.254.0.1 232/8 1 65535

a. Network interfaces section
Interface: ingress/egress OAM EZ2E|= HEHA Hz YL|CL
Local address: Setup/Network H|O| X[ 0| A I E A0 &THEl Unicast IP T2,
(Unicast: & AKX A S4)
Subnet: ST QIHL{|O|A0 HAL= MEU A HEU HE == register_vif0

MEU 2 SMXIL 2&2tE OIO|EE rendezvous point 2 &= S
I IOl A YL CE.
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Threshold: QIHI{|0[ A0 HIO|HE ™EHdt= o Bt £ TTL

EN: S QIEH 0| A0 HEIFHAE S ALRE 5= USLIC

UP: 3i{ e QIE{H|O|AE AFEE 5= ASLICH (O : RU45 HHEH 7L HZEE)

DR: Sif'e 22 E = siE WERI0| 2fsh HA

Neighbor MC routers: 22| PIM 2t E 7} {|F W ELA0 ZFH HEA U5 T
Multicast groups: {2 2IE{ | O| A 0| A X 2|E PIM-SSM 1&.

IGMP reports: =2XH7FSHE 24 HEYIANAM 7Y @2 EW= 189 =5

b. Multicast routes section

Route type: *, G: A&t & &~A, S, G AER & EH &4
Multicast source: =AM X 7F QFoE A4 YJo| L= E7F IP T4
Muticast group: 22 2t 2= OF

Inuse: SHE =2 H|O[H MO HIH2= ALEE L L
Rendezvous point: 1&0f CHS| A AHE 1P FAQIL|CH

Ingress I/F: HE|FHAE HO|H 7} RAfe AO 2 O &&= QIEIo|A
Egress I/F: HE[FHAE O|O|E{7} MEHE|O{OF St= QIHL|O|A 55

c. Rendezvous points section

RP address: SiiEf 1 & =50 L3t Rendezvous point 2| IP 4 & L|C}
Ingress I/F: G| O|E{ 7} s=4IZ|= RP Of CHt QIE{L{|O|A

Multicast group: SiE RP 2 1A=l O & =5

Priority: RP 2| M =2 24 = & 1

Hold time: 27 A|Zt S0t AU E|X| Qo™ T &=0|

> SSM 2t s &2[5H7| RIS LHREH L2 AAE L= |
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VI.3.6.1 Associated Stations

AP REQI AL HiX| HZ |0

Client 2EQI A2,

E3jZof utet

A= Client QF RF A= S ME S 2ol 4= Ql&L|Ct
S AP ot HZAL|M ST RF ME HE7t LhSLICE E3 Signal level

B0l HFE + YgLc

HAIE|=
2 0 M

Mz
A
=

ZALOf| LEEFLE

o2 FHEOIH £ 2l £ B RO 24810 =4l & Opx| g}
= AYUC ek =22 =2 Yap B2 Z2 /o2 s Foh= AOIE
= ot Hug = YlE L)

A

= =2 Efmol a2t Bol getd = AFLLCE =2 MCS W22 OO 7t
AR LEHEOl S47|[7F D0 B ZE5| 20 M=Y Z2 = ASUL
oI OB 7} = Al [ K| N HZ20AM 77| 20| A=z 7h ddigh = QELCt
PEVICEIND ASSOCIATED STATIONS
NETWORK
WIRELESS WIFI 1: NUMBER OF ASSOCIATIONS: 1
ASSOC STATIONS
R GRAPH  NAME/ SSID MODE MAC CHANNEL  SIGNALLEVEL  NOISELEVEL SIGNALINOISE
g‘:i:ﬁ;r:::ws ilili essidd Infrastructure  96:A4.DEAAIFAF 149 -49j;Bm -107 dém 58 dB

SFRVICFS

Client ZE0| M 2| AccessPoint 2F A& 0O A

DEVICE INFO

NETWORK

WIRELESS

ASS0C STATIONS
SITE SURVEY
MESH SURVEY
CHANNEL STATUS

SFRVICFS

ASSOCIATED STATIONS

WIFI 1: NUMBER OF ASSOCIATIONS: 1

GRAPH

NAME / SSID MODE MAC CHANNEL SIGNAL LEVEL NOISE LEVEL  SIGNAL/NOISE
essidA Infrastructure 92:A4:DEAAIF-AF 144 . 0dBm -T9dB
-79 dBm

AccessPoint 2 E 0| A{2| Client 2t HZ O A|

DEVICE INFO

NETWORK

WIRELESS

ASS0C STATIONS
SITE SURVEY
MESH SURVEY
CHANNEL STATUS

ASSOCIATED STATIONS

WIFI 1: NUMBER OF ASSOCIATIONS: 0

GRAPH  NAME/ SSID MODE MAC CHANNEL SIGNAL LEVEL NOISE LEVEL ~ SIGNAL/NOISE

Na information available

AZEIX] AL [ &
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£ D2j= 00|12 i 2 S2B0] MBS L0 Cft £ BT E BAIY + A& UL
w5t £7 12ZE Client BENMTH ABE 4 AXLICH AccessPoint ZE2 HHE|Of

QUoB £ 2= ofo| 20| HjZstin ELCH

STATISTIC GRAPH : WIFI 1 - ESSIDA (LAN)

| Thour v | Display timespan » .

Acksys: WiFi 1 - essida (lan) - Signal Level

A34ILI0 301 A (001048

.
¢
A

18: 40 1850 19:00 19:10 19: 20

M =ignal strength Awg: -62.4 Last: -7&8.5
Graph Last Updated: 02/22/2016 19:28:49

of 2ei=& Saff FH AHW O[22 Lz M7| 2t HAZte =z 2ol = AL

Signal Level graph: &4 CQIE{HO[A0 CHor Az HES HAZI2E dBm 2=
HA|IGLCH

Eot ®HA| 7|2

o

0=, 1AIZE1E, 15, 1708 Hel2 28° & ASLIC

IR
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VI.3.6.2 Channel Status

A& 7tset M2 R Fab7F #A[E L

DEVICE INFO

NETWORK

WIRELESS

AS50C STATIONS
SITE SURVEY
MESH SURVEY
CHANNEL S5TATUS

SERVICES

LOG

CHANNEL STATUS

WIFI

CHANNEL FREQUENCY STATUS DFS STATE DFS CAC TIME

1 2412 MHz enabled N.A N.A

2 2417 MHz enabled N.A N.A

3 2422 MHz enabled N.A N.A

4 2427 MHz enabled N.A N.A

5 2432 MHz enabled N.A N.A

6 2437 MHz enabled N.A N.A

7 2442 MHz enabled N.A N.A

2 2447 MHz enabled N.A N.A

9 2452 MHz enabled N.A N.A
10 2457 MHz enabled N.A N.A

1 2462 MHz enabled N.A N.A

12 2467 MHz disabled N.A N.A

13 2472 MHz disabled N.A N.A
14 2484 MHz disabled N.A N.A

36 5180 MHz enabled N.A N.A
40 5200 MHz enabled N.A N.A
44 5220 MHz enabled N.A N.A
48 5240 MHz enabled N.A N.A
52 5260 MHz radar detection usable (for 0d 00:01:24) 60000 ms
56 5280 MHz radar detection usable (for 0d 00:01:24) G000D ms
60 5300 MHz radar detection usable (for 0d 00:01:24) G000D ms
64 5320 MHz radar detection usable (for 0d 00:01:24) G000D ms
100 5500 MHz radar detection usable (for 0d 00:01:24) G000D ms
104 5520 MHz radar detection usable (for 0d 00:01:24) G000D ms
108 5540 MHz radar detection usable (for 0d 00:01:24) G000D ms
112 5560 MHz radar detection usable (for 0d 00:01:24) G000D ms
116 5580 MHz radar detection usable (for 0d 00:01:24) G000D ms
120 5600 MHz radar detection usable (for 0d 00:01:24) G000D ms
124 5620 MHz radar detection usable (for 0d 00:01:24) G000D ms
128 5640 MHz radar detection usable (for 0d 00:01:24) G000D ms
132 5660 MHz radar detection unavailable (for 0d 00:01:16) G000D ms
136 5680 MHz radar detection usable (for 0d 00:01:24) G000D ms
140 5700 MHz radar detection usable (for 0d 00:01:24) G000D ms
149 5745 MHz enabled N.A N.A
153 5765 MHz enabled N.A N.A
157 5785 MHz enabled N.A N.A
161 5805 MHz enabled N.A N.A
165 5825 MHz enabled N.A N.A

Status: 1A M A O CHeh M2 MeF =A

> Enabled: ST X2 2M X 7+Y0 Qs AHES = USL|LC
> Disabled: SiE 22 FM M FY0f| o5 At = QS L|LCt
> Radar detection: S ME2 X X 92| LEZM 20|H MEfE

ZUHE Lo

E
> Usable: X2 2 AFE S = UX|2H RH'E 7tEM HAHCAQ)S AHE O =23} OF
erLC}.
> Unavailable: X{ 20| A &|O|5 7} ZX| &R A He| v M7 7|2t
(NOP)O|= AtEE = Qi&LICE

> Available: X 20| CAC £ &QIHO S *kf =

|1
mjo
_>,'_
ﬂlol

7 AL

DES CAC time:

MES AME 7ts22 ZH55t7| Hof HlojEel EXME =elst= 7| ZH YL Ct.

| —
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VI.3.6.3 MESH Survey

SIS IS Eof A AR 7Is3 2E 802.11s M4 ZQIEQ| MEfE =0l T 5=
oI 2 |_| |:|.

DEVICE INFO MESH SURVEY

NETWORK

WIRELESS

AS50C STATIONS

f;::HSls’E:S‘;Y DST ADDRESS NEXT HOP METRIC D-:-f:g:.f-? DISCOVERY RETRIES STATUS
SERVICES 92:ad:de:aa:3fb2  92:ad:de:aa:3fb2 1366 100 0 e
Resolved
DST Address:
ZE theel MAC F4
Next Hop:
“DST Address” Of =&3}7| 9/ CHE Mesh = E2| MAC T2
Metric:
S i+l 22 & cost & BEAIZLICL (40| HE2+= 7l
Discovery Timeout:

SiE O+l B2o =0t HM AlZhs EAIZLCL (B9l - ms)

Discovery retries:
N AM sI+=F HAIZL|C

Status:
SiZl MESH A 29| MEHE HEA|THL|LC}.

- Active: lilE O] ZE2EE 2T & = US

- Resolving: sl O3] Z2EE ZM =

- Resolved : ZMO| ¥E3Xo 2 Z2E

- DSNValid: Hi¢| d20| 2ot A|#A H7t ZotE

VI.3.6.4 Service status

SETUP jlelelB-my STATUS

DEVICE INFO
SERVICES STATUS
NETWORK
';ﬁiiis:‘gﬁ_tss SERVICE SSID MAC STATUS CHANNEL FREQUENCY CHANNEL WIDTH HT MODE
MESH SURVEY Access Point RadioTest 00:09:90:01:59:72 ENABLED 36 5180 MHz 20 MHz (no HT) NQO HT
SERVICES STATUS
SITE SURVEY
SRCC STATUS Lalslz
SERVICES SERVICE S$SID MAC STATUS CHANNEL FREQUENCY CHANNEL WIDTH HT MODE
LOGS Access Point Acksys 00:09:90:01:59:13 ENAELED 44 5220 MHz 40 MHz HT40+
i EH = & [=PN A e} E FgAlo [CS 5]
Service status B[ M= S R4 A O[ A0 CHo ES HAILL|CE EESF DFS X E0|
M ol 7=|O Ct AFEHE F A|SH
2850 US ofle JENS HAIRLICE
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VI.3.6.5 Site Survey

ST 7152 Sof B4 REO0| KB W L AXT BE AP B AT T & YHLCE
24 AT 28 50| MFYE Boof wet Ch2A BAE 4 AgLCk

- Client 2E9| Roaming 7|62 At23%t1 UAZ Z2 Roaming TOA MEHSH XHE ot
A 70 ELICE,

- AccessPonit ZEZ ML US B2 A7 72 AXY AL Qe Client 2 S410]
S X & L

- 80211s M| REZ AHEO US ZF A7 EtO| 7| 20| m|o7f HEHo =2
HAEX] %2 7tsd0| JSL T

Dual Radio 7t &I E ME2 42 27U & #4 a5 WY = JAS LT Scan Radio
C o
—

= O E- = A =) AISH o RXEA [=) H X A E A
H & 21510] AME AR CE SsiE &Y otgo| et H 2 8 A3 £
(o) =
SETUP TOOLS STATUS

o SITE SURVEY
NETWORK
WIRELESS Wireless Environment Survey

ASS0C STATIONS Radio under test | WiFi 2 v | Scan RadioI}

CHANNEL STATUS

MESH SURVEY * When the radio card is in client mode, and a list of channels is selected, the survey includes these channels only.

SERVICES STATUS * When the radio card is in access paint made, the scan will disconnect associated clients. On DFS channels, CAC will be re-performed

SITE SURVEY if required.

SRCC STATUS * When the radio card is in 802. 115 mesh mode, peers seldom appear because their beacon interval is large per the protocol definition.
SERVICES
LOGS

SITE SURVEY 7} S&te
AccessPoint RE2 A E 3%
2 410] HIEHAS E10f 9= A0l SITE SURVEY 7F S 2Ltk

rir
Ofn
o
=2

K
rn
@)
®
=
1o
- re
my
k=]
ot
>
I
-
inl
=
o [l

FO|, mEtE SHH2 EY AdMA ZQIEQ| ZX|E WllE 4= Yoo Z F Jio £l

AFO|E Z A} ALOJO| A CHE ZIH7}F LIEtLE=

B HWH o= ZXE YA =
F ofzfoll AFLICE 24 HS %E'

UELILH.

ofzf oo M xHE 7 Fobg= FHO| HAH7| LO|=7 USE & & USLICE 0] LO|=& O]

Zp40| A A ZQIET} Q7| WE0| Wi-Fi 7} OF&L|C}.

oF e
m
10
B
ie]
n
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WIFI : SCAN RESULTS PER BAND

24 GHz || & GHz |

Access Point Scan Result

Sighal Strength (dBmX
I,
[}
k=3

- [a¥ ] o =+ uw w - oo (=]

WiFi Channels
VRRP_master

Spectral Scan Result

E=1 -
— -

[a¥ ]
—

13
14

Jptinfrazz-2

Sighal Strength CdBma
|
=l
E=3
LY
|

- [a¥) o = s W - oo (=] 3
WiFi Channels
UERY

average

11

1z

13

14

UNII-1

UNIT-2Z

UNII-Ze

UNII-3

IsM

no WiFi

UNII-1

UNII-2

UNII-Ze

UNII-3

IsM

no WiFi

Or2 Eot 20| X[ +

Qe B E AccessPonit & A7

WWIFI 1 : SCAN RESULTS DETAILS

24 GHz - 6 GHz |
NAME < CHANMNEL:: BANDWIDTH: ROLE BSSID ENCRYPTION SIGHAL <
MDY 4 20 MHz Access Poaint 00:1C:FO:08:CF10 WPAZ PSK - Join
-34 dBm
VRRP_master 48 20 MHz Access Paint 04:F0:21:2C:6CE3 MNone - Join
-62 dBm
jptinfra22-2 1 20 MHz Access Point 04:F0:21:19:EB:95 WPAZ PSK - Join
-75 dBm
RADIOTEST 48 20 MHz Access Point 00:09:90:00:C9:DA None - Join
-74 dBm
RADIOTEST 48 20 MHz Access Paint 00:09:90:01:54:17 MNone - Join
-80 dBm
[ LEFO A = T o A S o
SITE SURVEY £ 7t& %2 £X9| H|E Zg S METLCE matM XA SIGNAL 22

:7 o X =/
S BO| EAIE|O U= SIGNAL

o=
20 o ¥=eLCt.
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WIF1 1 : SCAN RESULTS DETAILS

24 GHz -5 GHz |
NAME = CHANMNEL: BANDWIDTH: ROLE BSSID ENCRYPTION SIGNAL <=
RADIOTEST 48 20 MHz Access Point  00:09:90:00:C9:DA None 34d;3m %
RADIOTEST 43 20 MHz Access Point 00:09:90:01:5~17 Mone Ezﬁﬂm Jain
SSID 7t 54X Ug 8% ST HO| LEZ Join HHEO| HA|L|X| EEL T Join HES
225 42 81 AccessPoint 2F ®ZAE 4= QEL|CL.

WIFI 1 : SCAN RESULTS DETAILS

24GHz-5GHz|

ME = CHANNEL> BANDWIDTH: BSSID ENCRYPTION SISIMLG

Jain with simplified configuration, if you want complete setup, please refer setup page

Wireless interface

| WiFi 1 - RADIOTEST [~]
SSID |RADIOTEST
Encryption |None
@ Save & fpply |
RADIOTEST 43 20 MHz Access Point 00:09:90:01:5A17 Mone -SZI:EIm Join

Wireless interface & A&otH 7|& 32 BESIAL B 250 M=z 232
ZIKER| Mg & USLICE 0l0) Client 2 M &0} IS BRolE ST S42 A8
= &L (‘:q'q Oﬂ}\‘] = ]}\]_9] Client Q‘lﬂﬁa}% 7]'%:']. '{l: %j\'%)
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VI.3.6.6 SRCC Status
siE HO|X|E &3l SRCC QIE{m| O] A2 2HE

yg
N
>
2
10
I
o

Ct&2 SRCC =7|=tef o7 THAE 28ot=

Coach topology discovery

SRCC STATUS

STATE: COACH TOPOLOGY DISCOVERY

SRCC DISCOVER RESULT

COACH SWITCH NODE LIST
MAC ADDRESS SRCC TYPE

Wi-Fi neighbor discovery

SRCC STATUS

STATE: WIFI NEIGHBOR DISCOVERY

SRCC DISCOVER RESULT

COACH SWITCH NODE LIST
MAC ADDRESS SRCC TYPE

WIFI NEIGHBOR LIST
MAC ADDRESS SIGNAL

Configuration complete

SRCC STATUS
STATE: LINK CONFIGURED
COACH CONFIGURATION
POSITION IN COACH MAC ADDRESS SRCC TYPE
Local switch node 00:09:90:00:5a:17 a
LINK CONFIGURATION
MAC ADDRESS ROLE
00:08:90:00:5a:db AP
00:08:90:00:5a:f7 CLIENT
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VI.3.7 Cellular

SHCF T = EJ O M E=XF o MHE $l0O|st A Ol
si= H[O|X[E &4l Cellular &4 S0 Lot SEE =ole = JASLICE
SETUP TOOLS STATUS
DEVICE INFO
CELLULAR STATUS
NETWORK
WIRELESS Warning: scanning will break established connections which use that radio.
ELLULAR | — Cellular interfaces
SERVICES
SR INFRASTRUCTURE
LOGS
RADIO L0k ATTACHED RETET ] [HAE ST ACCESS TECHNOLOGY BAND RS5SI BER SCAN
IMEI MCC/MNC LACICID CHANNELS
MODEL
Fassword accepted LTE
208150113902483 Free Free gsm
Cellular home 7306 [ 104064082 LTE BAND 3
861107038056108 20815 FDD LTE ARFCN: 1675

EC25 rev A6.3 EMEA

\

CELLULAR: SCAN RESULTS DETAILS

OPERATOR NICKNAME CURRENT? - ALLOWED? = MCC/MNC = AN SMISSION MODE =
| Free Fres rue true 20815 | LTE
/lﬂ Free false frue 20815 UTMS
Aeinilalals C dewnotade Qrange F Qrange false true 20301 uTms
e cace Orangs F Orange true 20801 GSM
F SFR false 20810 LTE
F SE SFR false false 20810 UTMS
Available for roaming “Bouygues Telecom BYTEL false false 20820 LTE
F-Bouygues Telecom BYTEL falze false 20820 GSM
F-Bouygues Telecom BYTEL false false 20820 UTMS
QOrange F QOrange falze frue 20801 LTE
F SFR SFR false false 20810 GSM
Cellular interfaces
Radio HESA IHL0|A Ol &
SIM state PIN 2 AEf
IMSI SIM77777 2| A7 Al HX}
IMEI Radio Client 2| 115 A X}
Model &M 7tE 2E HE™, X|H
Attached "home"2 SIM U|O|E[E Z}Z AE3t1, "Roaming"2 J{&E U=
ALg&g LTt
Operator @At O|&, MCC/MNC
LAC/CID Z|X|= ?IX] & ID (S4AHE)
Access technology — GSM or CDMA
RSS! Mo B2 53
BER HE 2&F=& 573, 10000 bit & 04 2F == (see 3GPP TS 45.008)
Scan AHE SO FHO| ALE 7hso QIH I 0| AE B K|S T
Scan results details
Current? 2Xf 40| HAEO U= 2EA A EE
Allowed? F40| 2YUE 5= A= 2K}
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SIM PIN not configured or invalid

CELLULAR STATUS

VWarning: scanning will break established connections which use that radio.

— Cellular interfaces

INFRASTRUCTURE
RADIO MODEM INFORMATION S ATTACHED [::(fgri::? BA?_‘;SEEON ACCESS TECHNOLOGY BAND RSSI BER SCAN
CHANNELS
SIM PIN not configured or invalid
IMEI: 866758042866758
model: EC25 rev A6.3 EMEA
Celular P24 NIA
LTEFDD: B1/B3/B5/BT/BS/E20
LTETDD: B3&/B40/B41
WCDMA: B1/B5/ES
GSM: B3/B8
O (o] (e)3 o o S S
Sy HIAIX[Z7F #AE 42 PIN ZE7F B LXK B_AAL BXEIASS 2|0 LT Eot
sHC [=3 S o AL A
M SN 5K A EE3H Ol & 812 SIM FIEZ HZ & JUSLLL
Unlocking the SIM card with the PUK code
TI- = ) = S A
LTE QIHIO[A7L PUK ZES 28" B2 (H: SIM O] &2 82)PUK ZES 2382 =
= St = S
Ae L™ HO| EA|FULCE PUK ZES BEE I PIN 25 X|8ol0F 22 SIM 7t
AL = e
£20| 8= PINZEE Y3|{of BtLCt,
CELLULAR STATUS
Warning: scanning will break established connections which use that radio.
—Cellular interfaces
INFRASTRUCTURE
RADIO MODEM INFORMATIONS ATTACHED GJCES;:'LGCR BAIS_EASEEON ACCESS TECHNOLOGY BAND RSS8I BER SCAN
CHANNELS

Waiting for SIM PUK
DUK COOE &, 2 sernrase Age

IMEI: 866758042866758
model: EC25 rev A6.3 EMEA
Cellular pand:
LTEFDD: B1/B3/B5/BT/BE/B20
LTETDD: B38/B40/B41
WCDMA: B1/B5/BS
GSM: B3/B8

NIA
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VI1.3.8 Security

ofd 2= Sall 22 &

fl
o
Jh
mjo
fo
o
91-
>.
)

STATUS

DEVICE INFO

NETWORK

WIRELESS

SECURITY

SERVICES
LOGS

ROGUEAP

DATE EVENT CHANNEL MAC

Sat Sep 1 17:16:44 UTC 2018 Possible Rogue Access Point! [Type] Evil Twin, unauthorized bssid. 1 aabbcc:dd:eeff
Sat Sep 1 17:17:44 UTC 2018 Possible Rogue Access Point! [Type] Evil Twin, different encryption 8 aabbccidd:eerft
Sat Sep 1 17:18:44 UTC 2018 Possible Rogue Access Point! [Type] Multichannel AP. 1 aabbccidd:eefi

-

Wi-Fi Q1E{H|O| A wlan xx O | RogueAP detector service 7t &% &
Evil Twin, different encryption.
F4 2o AF0| o afar CHE.
Multichannel AP.
SSID 7holi'e eIAEA0 Cfof A& ®ED CHE MENM dX[E
Evil Twin, unauthorized BSSID.
BSSID 7t 5| & &l BSSID 2|AE0 HEE|0 AKX &5
Strange RSSI.
RSSI 20| 8'E SSID Off Chisll Of & =|= RSSI 2| MPIE HOH

DTUSO70 rev K.13



Page 283 /336

VI.3.9 Services
VI.3.9.1 DHCP Lease

DHCP Lease 2| &Ef7t 29[ ASLICE.

SETUP TOOLS STATUS

DEVICE INFO
DHCP LEASES
NETWORK
WIRELESS
SERVICES
HOSTNAME IPV4-ADDRESS MAC-ADDRESS LEASETIME REMAINING
DHCP LEASE

There are no active leases.

VI.3.9.2 PORT
O] FIHOME, & ZE20|¢HEN Cist TCP ZE QAHAEZ DL HZSGHT| <
MH|AG ST €8 A= ZEE HEA|ITLCL

g

SETUP STATUS
DEVICE INFO
PORTS
NETWORK
WIRELESS
USER COMMAND PID FD NAME
CELLULAR
root dropbear 7847 4u *22 (LISTEN)
SERVICES root uhttpd 2010 au =80 (LISTEN)
B ERSE root uhtipd 2010 9u 192.168.47.253:80--192.168.47.2:60490 (ESTABLISHED)
;’z’:;s raot uhtipd 2010 1u 192 168 47 253:80-=192.168.47.2:60492 (ESTABLISHED)
SERVICES root uhtipd 2010 12u 192.168.47.253:80--192.168.47.2:60493 (ESTABLISHED)
oos raot uhtipd 2010 14u 192 168 47 253:80-=192.168.47.2:60494 (ESTABLISHED)
root uhttpd 2010 15u 192.168.47.253:80->192.168.47.2:60495 (ESTABLISHED)
dnsmasg dnsmasg 0054 Tu 192.168 47.253:53 (LISTEN)
dnsmasq dnsmasg 9954 9u 127.0.0.1:53 (LISTEN)

UDP [ IPV4 SYSTEM SOCKET INFORMATION

USER COMMAND PID FD NAME

root snmpd 8308 Bu *161
dnsmasg dnsmasg 9954 4u =67
dnsmasg dnsmasg 9954 Bu 102.168.47 253:53
dnsmasq dnsmasq 9954 u 127.0.0.1:53

TCP/IPVE SYSTEM SOCKET INFORMATION

USER COMMAND PID FD NAME

root dropbear 7847 3u *:22 (LISTEN)

root uhttpd &010 3u *:80 (LISTEN)
dnsmasqg dnsmasg Q954 11u [fe80::209:90ff.fe01:cfcd):53 (LISTEN)
dnsmasg dnsmasq 9954 13u [::1]:53 (LISTEN)
dnsmasq dnsmasq 9954 23u [fe80::209:90f7.fe01:cfcB]:53 (LISTEN)
dnsmasg dnsmasq 9954 25u [fe80:-9-90ff fe01:cic8]:53 (LISTEN)

UDP /IPV6 S§YSTEM SOCKET INFORMATION

USER COMMAND PID FD NAME
root odhcpd 7633 16u =547
dnsmasqg dnsmasqg 9954 10u [fe80::209:90f.fe01:cfc9):53
dnsmasq dnsmasq 9954 12u [:11:53
dnsmasqg dnsmasqg 9954 22u [fe80::209:90f.fe01:cfc8]:53
dnsmasq dnsmasq 9954 24u [fe80::9:90fT.fe1:cfc8]:53

ACTIVE RAW SOCKETS

COMMAND PID TYPE USER DEVICE SIZEOFF FD NAME NODE
mstpd 7394 pack roof 5705 0 5u type=SOCK_RAW 202
odhcpd 7633 rawé root undefined 0 10u 0000000000:0000000000000000000000:003A->00000000000000000000000000000000:0000 £t=07 5895
odhcpd 7633 rawé root undefined 0 12u 0000000000:0000000000000000000000:003A-=00000000000000000000000000000000:0000 si=07 53038
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SETUP OLS STATUS

DEVICE INFO

PORTS

NETWORK

SECURITY TCP {1PV4 SYSTEM SOCKET INFORMATION

WIRELESS

USER COMMAND PID D NAME

el dE root uhttpd 2945 u 80 (LISTEN)

SERVICES root uhttpd 2845 Su 192.188.1.181:80-»192.168 1.17:2238 (ESTABLISHED)
DHCP LEASE root uhttpd 2845 1u 192.168.1.181:80->192.168.1.17:2240 (ESTABLISHED)
’;Ei; root uhttpd 2845 13u 192.168.1.181:80->192.168.1.17:2241 (ESTABLISHED)
semvices root uhttpd 2045 14u 192.168.1.181:80->192.168.1.17:2242 (ESTABLISHED)

Toos root uhttpd 2945 16u 192.188.1.181:80->192.168.1.17:2243 (ESTABLISHED)

root uhttpd 2845 17u 192.168.1.181:80->192.168.1.17:2244 (ESTABLISHED)
dnsmasq dnsmasq 5841 Su 192.168.1.181:53 (LISTEN)
dnsmasq dnsmasq 5841 Tu 127.0.0.1:53 (LISTEN}

UDP [ IPV4 SYSTEM SOCKET INFORMATION

USER COMMAND
root snmpd

dnsmasg dnsmasq

dnsmasg dnsmasq

D NAME

6u =161

4u 192.168.1.181:83
6u 127.0.0.1:53

TCP {IPV6 SYSTEM SOCKET INFORMATION

USER COMMAND PID D

root uhttpd 2045 4
dnsmasq dnsmasq 5841 ou
dnsmasq dnsmasq 5841 19u
dnsmasq dnsmasq 5841 21u
dnsmasq dnsmasq 5641 23u

NAME
*:80 (LISTEN)

[:1153 (LISTEN)
[1e80::208:901fe01:1 dee]:53 (LISTEN)
[fd94:3314:1129::11:53 (LISTEN)
[1e80:208:901:fe01:1 doe]:53 (LISTEN)

UDP [ IPVE SYSTEM SOCKET INFORMATION

USER COMMAND PID

root odhcpd 2730
dnsmasq dnsmasq 5841
dnsmasq dnsmasq 5841
dnsmasq dnsmasq 5841
dnsmasq dnsmasq 5841

NAME
547
1153
[feB0::209:901F-fe01:1dce] 53
[1d94:3314:1129::11:53
[fe80::209:9011:7e01:1dce] 53

COMMAND PID  TYPE  USER DEVICE SIZE OFF FD
odhcpd 2730 raws root undefined oo 10u
odhcpd 2730 raws root undefined oto 12u

mstpd 5047  pack root 19956 oto 50

ACTIVE RAW SOCKETS

NAME NODE
0000 st=07 3154
0000 st=07 3158
type=SOCK_RAW 8022

VI.3.9.3 SERVICES

o] MEof= T Elo] Al =0l MH|AZ &

ME|A 220 EA|EL|CH

ofA
Ral
e

rir

SETUP TOO STATUS
DEVICE INFO
SERVICES
NETWORK
SECURITY RUNNING SERVICES
WIRELESS
SERVICE DESCRIPTION PID
CELLULAR 5
log Logging 6784
SERVICES udapd Products Discovery 10974
DHCP LEASE acksys_event_handier Event Handler 7540
VRRP P
PORTS odhcpd Inter-process communication 7633
SERVICES dropbear Secure Shell 7847
LoGS cron Chrono table 7764
uhtipd Web Server 8010
ubus Inter-process communication 2399
snmpd Simple Network Management Protocol 2808
sysntpd Network Time Protocol 11896
network Networking 7443
rped Remote procedure call 6852
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VI.3.9.4 VRRP
M=o 28€ VRRP &Ef & D52 X JEf7F HA[EL|C

SETUP TOOLS STATUS

DEVICE INFO

VRRP
NETWORK
S HELESS ACTIVE INSTANCES AND GROUPS
SERVICES
GROUP NAME GROUP STATE VRRP INSTANCE VRRP STATE
DHCPLEASE 101 backup
VRRP routeA backup
oo 201 backup
102 master
routeB master
202 master

oAl ¥ HE Sl MEZ2 F 7He| AOIEQ0|7t BEEO A= AE &g = US|
N HM= “routeA” 2 HAIZ|H 7He QIHE 0|2 101 IF 201 & D&E2tetL|Ch ORAH7t
T QIEHO|A0M 25 AZH Z[U7| W20 XY HiZHE SEf YLICH.

7t AOIERIO| “routeB” 7t 21X 7t QIEI|O]A 102 2 202 ALO|O|AM IHZIS 2tRE

ot A LICE.
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V1.3.10 Logs

Y S SOl MEZ2l Log & &2 = UASLICH

Config log = 2780 X7 Sl=X| &l = JASLICL

kernel log Ol= Linux kernel 2 HA|X|2t BEA[EL|CE ESH kernel O|A EH 2E
HAIXl= EHE =X &5LUCH

system log = kernel log 2F §A Al T2 MH|AQ 21 HAIXE 25 BAIGLICH

The 8IY 219 OA|X|= SETUP/TOOLS/LOG A™ LO|X|0A MHEE M =22
X|gtE L Ct.

Client ZEO|ME 2 T2 M AQ ZHHE HA|X|S system log Off MEIMOZ HEA|E %
[ASLICE s HAIX|Of| BEA|Z|= BSSID (MAC address) & =¥ 7|39 M2 IS

HE HIHA &:

[B1:B2:B3:B4:B5:B6]) 14 AP 2/ BSSID

*B1:B2:B3:B4:B5:B6* LS Z28/0f Ljsy LMEfst AP 9 BSSID
/B1:B2:B3:B4:B5:B6/ ‘matching SSID’ E|AE0f S/3) AtAEl AP
tB1:B2:B3:B4:B5:B6t ‘no return’ B/ E0f S/5f AAIE AP
mB1:82:B3:B4:B5:B6m ‘minimumsignal level’ 2 2l2 £l AP
MB1:B2:B3:B4:B5:B6M ‘maximumsignallevel’ E/|2*EE Fof 2 5 AP

I CHE MEo] OX|7t Ble 4%, 71T AP & A& MEY = USLILE

SYSTEM LOG

Save logs to file I

Fri Nov 10 14:23:06 2017 daemon.notice wpa_supplicant[14834]: param low_ack = 50

Fri Nov 10 14:23:06 2017 daemon.notice wpa_supplicant[14834]: wlanO: acksys_roaming: oldstate DISCONNECTED -
Fri Nov 10 14:23:06 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan dualscan_init: reinited(scanon
Fri Nov 10 14:23:06 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan_acksys_init: scansassociate
Fri Nov 10 14:23:06 2017 daemon.notice wpa_ supplicant[14834]: wlanO: acksys_roaming: oldstate SCANONLY -> ne
Fri Nov 10 14:23:06 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan_acksys_init: Init scan interva
Fri Nov 10 14:23:06 2017 daemon.notice netifd: radio0O (14087): adding wlanO to wpa_supplicant: OK

Fri Nov 10 14:23:07 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan acksys: scan result notificati
Fri Nov 10 14:23:07 2017 daemon.notice wpa_supplicant[14834]: FG /04:£0:21:1b:5c:ed/ -71 -95 128 |

Fri Nov 10 14:23:07 2017 daemon.notice netifd: #######bridge_hotplug_add called

Fri Nov 10 14:23:07 2017 daemon.notice netifd: ##### bridge_ create_member: create member wlan0

Fri Nov 10 14:23:07 2017 kern.warn kernel: [ 3042.616000] br_add if: Add if wlan0 c4:93:00:07:78:7e

Fri Nov 10 14:23:07 2017 kern.info kernel: [ 3042.620000] device wlan0 entered promiscuous mode

Fri Nov 10 14:23:07 2017 daemon.notice netifd: radiol (14088): uci: Invalid argument

Fri Nov 10 14:23:07 2017 daemon.notice netifd: Network device 'wlanl' link is up

Fri Nov 10 14:23:07 2017 daemon.notice netifd: #######bridge hotplug_add called

Fri Nov 10 14:23:07 2017 daemon.notice netifd: ##### bridge_ create_member: create member wlanl

Fri Nov 10 14:23:08 2017 daemon.info Acksys discover: Daemon start

Fri Nov 10 14:23:08 2017 kern.info kernel: [ 3044.188000] br-lan: port 2(wlanl) entered forwarding state

Fri Nov 10 14:23:17 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan acksys: scan result notificati
Fri Nov 10 14:23:17 2017 daemon.notice wpa_supplicant[14834]: FG /04:f0:21:1b:5c:ed/ -73 -95 128 |
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KERNEL LOG

[ Save logs to file ]

[ 0.000000] Linux version 3.18.9 (cv@devRD) (gcc version 4.8.3 (OpenWrt/Linaro GCC 4.8-2014.04 r43290) )
[ 0.000000] bootconsole [early0] enabled

[ 0.000000] CPUO revision is: 00019750 (MIPS 74Kc)

[ 0.000000] SoC: Qualcomm Atheros QCAS558 ver 1 rev 0

[ 0.000000] Determined physical RAM map:

[ 0.000000] memory: 08000000 @ 00000000 (usable)

[ 0.000000] User-defined physical RAM map:

[ 0.000000] memory: 08000000 @ 00000000 (usable)

[ 0.000000] Initrd not found or empty - disabling initrd

[ 0.000000] Zone ranges:

[ 0.000000] Normal [mem 0x00000000-0Ox07f££f££ff]

[ 0.000000] Movable zone start for each node

[ 0.000000] Early memory node ranges

[ 0.000000] node 0: [mem 0x00000000-0x07ffffff]

[ 0.000000] Initmem setup node 0 [mem 0x00000000-0xQ7ffffff]

[ 0.000000] On node 0 totalpages: 32768

[ 0.000000] free_area_init_node: node 0, pgdat 803%9e250, node mem map 81000000

[ 0.000000] Normal zone: 256 pages used for memmap

[ 0.000000] Normal zone: 0 pages reserved

[ 0.000000] Normal zone: 32768 pages, LIFO batch:7

[ 0.000000] Primary instruction cache 64kB, VIPT, 4-way, linesize 32 bytes.

[ 0.000000] Primary data cache 32kB, 4-way, VIPT, cache aliases, linesize 32 bytes
[ 0.000000] pcpu-alloc: s0 r0 d32768 u32768 alloc=1%*32768

[ 0.000000] pcpu-alloc: [0] O

[ 0.000000] Built 1 zonelists in Zone order, mobility grouping on. Total pages: 32512
[ 0.000000] Kernel command line: board=42 console=ttyS0,115200 mtdparts=ar934x-nfc:3M(uboot),2M (uboot-en
[ 0.000000] ack ethaddr_ setup: ethaddr 00:09:90:00:8b:5f£,c4:93:00:07:78:80

[ 0.000000] eth0 => mac 00:09:90:00:8b:5f

[ 0.000000] ethl => mac c4:93:00:07:78:80

[ 0.000000] eth2 => mac 00:00:00:00:00:00

[ 0.000000] eth3 => mac 00:00:00:00:00:00

[ 0.000000] eth4 => mac 00:00:00:00:00:00

[ 0.000000] PID hash table entries: 512 (order: -1, 2048 bytes)

[ 0.000000] Dentry cache hash table entries: 16384 (order: 4, 65536 bytes)

[ 0.000000] Inode-cache hash table entries: 8192 (order: 3, 32768 bytes)

[ 0.000000] Writing ErrCtl register=00000000

[ 0.000000] Readback ErrCtl register=00000000

[ 0.000000] Memory: 125748K/131072K available (2870K kernel code, 127K rwdata, 412K rodata, 164K init, 18
[ 0.000000] SLUB: HWalign=32, Order=0-3, MinObjects=0, CPUs=1, Nodes=1

[ 0.000000] NR_IRQS:51

[ 0.000000] Clocks: CPU:720.000MHz, DDR:600.000MHz, AHB:200.000MHz, Ref:40.000MHz
[ 0.000000] cCalibrating delay loop... 359.42 BogoMIPS (1lpj=718848)

[ 0.028000] pid max: default: 32768 minimum: 301

[ 0.028000] Mount-cache hash table entries: 1024 (order: 0, 4096 bytes)

[ 0.028000] Mountpoint-cache hash table entries: 1024 (order: 0, 4096 bytes)

[ 0.028000] NET: Registered protocol family 16

[ 0.028000] MIPS: machine is Acksys EmbedRirl000

[ 0.032000] registering PCI controller with io_map base unset

[ 0.032000] ar724x-pci ar724x-pci.l: PCIe link is down

[ 0.032000] registering PCI controller with io_map base unset

[ 0.032000] ath79_device_reset_set: SGMII dbg register is good (07560710)=> skip reset
[ 0.136000] ath79_device_reset_clear: SGMII_DEBUG value 0756070f

[ 0.240000] usbcore: registered new interface driver usbfs
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CONFIG LOG

[ Save logs to file ]

S S LS DEVICE LIST S S LS
Device label Device name Interface name

LAEN 1 echl echl

LRN 2 ethl ethl

WiFi 1 phy0 radiod

WiFi 2 phyl radiol

I e T WIFI LIST I e T
Interface lakel Interface name Network included in

WiFi 1.RADICTEST radiolwd bondl

WiFi 2.RADICTEST radiolwd bondl

I e T Check VLAN LIST Ry y  E I TS REIIY
Hothing to report

TR E S F S VLAN LIST I e T
vlan description vlan name Interface attached to wvid Metwork included in interface name

FREFEFEERLFEFIIFIFEFSIFIFEFEFEEEF4S Check GRE/NETWORK LIST #3553 53355345d4a5a4ad4aas4ad4aa4454

Hothing to report

S S LS GRE LIST S S LS
gre_description gre_name gre _network local endpoint type tunlink

B LS METWORE LIST B LS
network description network name network proto network type netwWwork ifname

loopkack loopkack static lo

lan lan static bridge ethl ethl

bondl bondl bond el P S
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VIl WIRELESS TOPOLOGIES EXAMPLES

Of MEwoles thEe 74 ESZXZ #4 7ts¢t X7t AU g JU0M= 7tE
WOl AFE &= =0 tis 2Lt

DE EE2X/0) tfof Of EBRX|O S HjJfHaE W7 2ME BELC

VII.1 Simple “Wireless cable”

OF
==

re
Y on

B E+E= AccessPoint 2t Infrastructure Client & SME LCHXSIY FMo=z
erL|C},

=

Simple Wireless Cable

2.4GHz or 5GHz

(o R \ \ \AAALAAL] f 1111t
o QR0 ] WAVAVAVAVAVAVAVAVAVAY o QASTEEEE (
2 e T e \

Remote PC

Role : Access Point Role : Transparent Client

Internal LAN

Configuration summary:

CHS OAl= 20MHz HT 2E, x4 36, 37 2= FR % ACKSYS & ESSID 2 At2st=
802.11a & AH&%tLL USL|CE

Product A Product B
Device Configuration Device Configuration
Parameter Value Parameter Value
Enable device on Enable device on
802.11 mode 802.11a 802.11 mode same as product A
HT mode 20MHz HT mode same as product A
Channel 36 Channel same as product A
Country code FR Country code any
Interface Configuration 1 Interface Configuration 1
Parameter Value Parameter Value
Role Access Point Role Client
ESSID ACKSYS Bridging mode 4 addresses format (WDS)
ESSID same as product A
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VII.2 Multiple SSID

ST ZEOA EHY AccessPoint =, ZF SSID O CH8H M2 CHE HEQA & Eot HAS

51835t7| fIsl, 02| 7§12 SSID & SAI0| MEE = USLICH
Mulitiple SSID

~C
'/P
R te PC
\'\ .-'| Role : A Role : Transparent emoze
\.__«\ _/ Access Point Client
N
Public Area

Internal LAN

Configuration summary:

CIE O|Al= HT ZEELCE 40MHz =2 802.11na, XY 36, =7} ZE FR, 7§91 ESSID 2
ACKSYS, 28 ESSID 2 SYSKCA £ AF23st1 &L},

Product A Product B
Device Configuration Device Configuration
Parameter Value Parameter Value
Enable device on Enable device on
802.11 mode 802.11na 802.11 mode same as product A
HT mode 40 MHz above HT mode same as product A
Channel 36 Channel same as product A
Country code FR Country code any
Interface Configuration 1 (Public) Interface Configuration 1
Parameter Value Parameter Value
Role Access point Role Client
ESSID SYSKCA Bridging mode 4 addresses format (WDS)
Interface Configuration 2 (Private) ESSID same as product A private
Parameter Value ESSID
Role Access point
ESSID ACKSYS
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VII.3 Multiple SSID with VLAN

ot 7H2| AccessPoint & &3 MZ CHE 0l2] 72| SSID & SA[0| 2785t HAY =
UqELICH EBt BE SSD EZfEe St AN QIEHOIAE Z]stH VLAN 2
AHE30] LAN O A SSID E2fES M2 22|38 4= YSLICH
g REE LAN O2 MEE= =0 802.1q EHIE F7t5ta =41 LAN =g 0
A& EIAE ALESHH HZE SSID 2 HO|HE MERLCH ESH Bl XM= Wi-Fi
A E S HSEIR| FSLICL
o Mulitiple SSID with VLAN _ N
/ -_N/ SS]D:Pr!)duct'lon ) A mlﬂ \."'
AAANA 7 }.‘!l;;-,} g

Office network

of 28 X&ste HE "A"2l W& F=LCE:

Production network

— WaveOS product
Configuration services
And TCP/IP

IP address,from DHCP No IP address
“office” “production”
bridge bridge

SSID 1 SSID 2 VLAN1 VLAN2
“OFFICE” “PRODUCTION” ID3 ID5
Wi-Fi Ethernet

Radio A LAN1
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Configuration summary:

Product A Virtual interface (VLAN 3)
Device Configuration Parameter Value
Parameter Value VLAN ID 3
Enable device on Interface LAN
802.11 mode 802.11na Virtual interface (VLAN 5)
HT mode 40 MHz above VLAN ID 5
Channel 36 Interface LAN
Country code FR Network (office)
Interface Configuration 1 (Office) Protocol DHCP
Parameter Value Bridge interfaces Checked
Role Access point Interfaces LAN.3 and “office” Wi-Fi
adapter
ESSID OFFICE
Network (Production)
Interface Configuration 2 (Production)
Protocol None
Parameter Value
Bridge interface Checked
Role Access point
Interfaces LAN.5 and “production”
ESSID PRODUCTION Wi-Fi adapter
A QIEMO|AE Solf s 28 e WEY = USLICh
- ‘“virtual interfaces” |70l A{ O|C{4l LAN 2|0l VLAN QIE{I{|O|AE Mot
- “physical interfaces” H|w0A F4 HEEZ A=T T ZRSt SSID T StLte
“access point” QIE{L{|O|AE ML C}
- “network” HFO|A 7t HERR T 5tLte| HERIAE ddet = Ethernet 2
VLAN 1} Wireless Radio 2| SSID & ¢ ZAgtL|LCL.
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Vil.4 Multiple separate SSID

e REOAM F e B4 25 71T MES MESHH A7 7Iss MEY =+
ol Ié-I

2 st 4
ULLICE (O: B8 AHAS K StLie SCADA & Y stLh)

Mulitiple separate SSID

E g SSID : Public i'q 1“,;%1_‘." SSID : Private %-:-‘gﬁg

- -

B Remote PC
Role : Role : Transparent

Access Point

Client
Public Area

Internal LAN

Configuration summary:

sied RE= F 7HX 2 #8% + ASHH. (7Y 7IEE L)

For Radio A (Public side):
Mode: 802.11na, HT mode: 40MHz above, channel: 36, country code: FR, ESSID: ACKSYS.

For Radio B (Private side):

Mode: 802.11na, HT mode: 40MHz above, channel: 44, country code: FR, ESSID: SYSKCA.
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Product A
Device Configuration 1 (Radio A)

Parameter Value
Enable device on
802.11 mode 802.11na
HT mode 40 MHz above
Channel 36
Country code FR

Interface Configuration 1 (Radio A)

Product B
Device Configuration
Parameter Value

Enable device on
802.11 mode 802.11na
HT mode 40 MHz above
Channel 44
Country code FR

Interface Configuration 1

Parameter Value Parameter Value

Role Access point Role Client

ESSID Private Bridging mode 4 addresses format (WDS)

Device Configuration 2(Radio B) ESSID same as product A private

Parameter Value ESSID

Enable device on

802.11 mode 802.11na

HT mode 40 MHz above

Channel 44

Country code FR

Interface Configuration 2 (Radio B)

Parameter

Role

ESSID

Value
Access point

Public
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VIL.5 Infrastructure bridge + Roaming
et REE &9l Client £ Infrastructure biridge 2| HZA2 SHMSHR| %10 CHE Access

Point 2 BN & = ASLICE

Infrastructure Bridge Mode + Roaming

R PR, 3

Bl= ] Roke: B =" roe: A= e
D IS Client + L0 S Client + e S Chent +
Roaming = Roaming Roaming
D D
s uge Role: % _:'_- 1;‘-.—:-;;.-, Role: 1.2 I—I_"—_'f:—'_,ﬂ; | :z&:ss Poinl
A = Access Point B o« %" Access Point e
| ©
Ethernet Backbone
Configuration summary:
CHS OIAIOM =, 22 LA S -60dBm 22 MHFstn A F7| 7|Zt2
522 47850 o|ut 3ot O -5 ArEsta AL Lt
Products A, B, C Product D
Device Configuration Device Configuration
Parameter Value Parameter Value
Enable device on Enable device on
802.11 mode 802.11na 802.11 mode same as product A
HT mode 40MHz above HT mode same as product A
Channel 36 Channel same as product A
Country code FR Country code any
Interface Configuration 1 Interface Configuration 1
Parameter Value Parameter Value
Role Access point Role Client
ESSID ACKSYS ESSID same as product A
Roaming
Parameter Value

Enable proactive roaming on
Channel same as product A
Current AP minimum level -60

Delay between 2 5000
successive scan cycle
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VIl.6 Point-to-point redundancy with dual band

&9l Dual Radio & ER/%t 74 25 AM=E CHE ME2 230510 0|32
2 = ASLICH oHHO StLtel 2 AT HOJHE &Y + el &+ &3

|
A
Mot e 39 & el 232 ZH gL

2.4GHz/5GHz Redundancy

>
l

Radio A : 2.4GHz

Role :

Critical Subnet A Critical Subnet B

Configuration summary:

Lt OAl0M = & 7HX| CHE FE (R4 7H=E StLho| AS LI

2tC[2 Aol 3%

B E:802.11ng, HT 2 E: 20MHz, ME: 11, 37} I E: FR, ESSID: ACKSYST.

2tCj2 B 2] E%:

B E:802.11na, HT 2 E: 20MHz, X{'E€: 36, =7} R E: FR, ESSID: ACKSYS2.

SL|C} STP = RSTP & AHE3I0 & Wi-Fi

=
USLICL STP 7|52 HAYO 1.4.0 &H
=

x| 0| EEEXE YEYT RIS 4
x|
o5 0fOF BLICEL XHM3H LY 2 ATl E2)

23 T otLtE BO{0F FE ZY0| &[X|
MSEH, HE2E 2= S0 242 &

TZEZ(STP, RSTP)" MMES X 105IM 2.
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Product A Product B
Device Configuration (Radio A) Device Configuration (Radio A)
Parameter Value Parameter Value
Enable device on Enable device on
802.11 mode 802.11ng 802.11 mode same as product A
HT mode 20MHz HT mode same as product A
Channel 11 Channel same as product A
Country code FR Country code any
Interface Configuration 1(Radio A) Interface Configuration 1 (Radio A)
Parameter Value Parameter Value
Role Access point Role Client
ESSID ACKSYS1 Bridging mode 4 addresses format (WDS)
Device Configuration (Radio B) ESSID same as product A
Parameter Value Device Configuration (Radio B)
Enable device on Parameter Value
802.11 mode 802.11na Enable device on
HT mode 20MHz 802.11 mode same as product A
Channel 36 HT mode same as product A
Country code FR Channel same as product A
Country code any

Interface Configuration 1(Radio B)
Interface Configuration 1 (Radio B)

Parameter Value
Role Access point Parameter Value
ESSID ACKSYS2 Role Client
Bridging mode 4 addresses format (WDS)
ESSID same as product A
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VIl.7 Fixed Mesh

Y 7IsS S L E =SEoAMel MESH HIERR B2 g4 = UAS UL

Fixed Mesh
B C
Role:
Role:
Client +
Client + St

Access Point

Role:
Access Point

E

Role:
Client +

Role: D Client
Client +

Access Point

Configuration summary:.

Mode (Product A and Radio A for Products B, C, D, E,): 802.11na, HT mode: 20MHz ,
channel: 36, country code: FR, ESSID: ACKSYS.

Mode (Radio B for Products B, C): 802.11na, HT mode: 20MHz, channel: 40, country code:
FR, ESSID: ACKSYS2.

Mode (Radio B for Products D, E): 802.11na, HT mode: 20MHz, channel: 60, country code:
FR, ESSID: ACKSYS3.

Fo oy 7|52 HERR B8 dde 7580 JALICH et HE2| stp 8
RSTP 7|55 &d3tE A EELICE HR0 140 £H STP & MSotH, 2t MF0A

§S
o
STP £ &/d3}s{OF SFLICH AbAM|ITH L2 VI.1.4.1 Network configuration MM 2
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Product A

Device Configuration

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
36
FR

Interface Configuration

Parameter
Role

ESSID

Value
Access point

ACKSYS

Product C

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as product A
Same as product A
Same as product A

any

Interface Configuration (Radio A)

Parameter
Role
Bridging mode
ESSID

Value
Client
4 address format

ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value

on

Same as product B (Radio B)
Same as product B (Radio B)
Same as product B (Radio B)

any

Interface Configuration (Radio B)

Parameter
Role
Bridging mode
ESSID

Value
Client

4 address format

Same as product B (Radio B)

Page 299 / 336

Product B

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as product A
Same as product A
Same as product A

any

Interface Configuration (Radio A)

Parameter
Role
Bridging mode
ESSID

Value
Client
4 address format

ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
40
FR

Interface Configuration (Radio B )

Parameter
Role

ESSID

Value
Access Point

ACKSYS2
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Product D

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as product A
Same as product A
Same as product A

any

Interface Configuration (Radio A)

Parameter
Role

Bridging mode

ESSID

Value
Client

4 addresses format
(WDS)

ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
60
FR

Interface Configuration (Radio B)

Parameter
Role

ESSID

Value
Access Point

ACKSYS3

Page 300 /336

Product E

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as product A
Same as product A
Same as product A

any

Interface Configuration (Radio A)

Parameter
Role
Bridging mode
ESSID

Value
Client
4 addresses format (WDS)
ACKSYS

Device Configuration (Radio B)

Parameter
Enable device

802.11 mode

HT mode

Channel

Country code

Value
on

Same as product D (Radio
B)

Same as product D (Radio
B)

Same as product D (Radio
B)

any

Interface Configuration (Radio B)

Parameter
Role
Bridging mode
ESSID

Value
Client
4 addresses format (WDS)

Same as product D (Radio
B)
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VII.8 802.11s Mesh

S 7|2 IEEE 802.11s EES ALESIH, MESH HE®T Y2 dde = JASL|CH
(V.2.1.3 Mesh (802.11s) Mode MM 1)

(,—4
Mesh network (802.11s)
( ) \\ g

,"_—_'-q\%—&
J=n
)

—
L U g /Role 1= MESH
o T Role 2 : Access Point__ T
/ ¥ 755 %3
H 5 A WIFI 1\
e | I e { NETWORK ¢
ol RAIBRREY eseereer ™™ LSS Role : MESH S
I;" Rl :: ‘/ o~ —‘Y_\
. e { MesH L
Role: MESH " * N NEI'WORK)
§ e e oy
Role : MESH
“a ............................... ‘. [
Y Hidd ) o= . D i F
Nt PP y Role 1: MESH
‘~ ' uiaige 1 Role 2 Access Point

W ﬁuf

& . WO Sy, B=
= e R E f;\
[,x g \(J Role 2 : Access POlnt ‘ g \l.\ ;D
=B /

“_  Role:MESH A >
) Sty e \__ ,,,/—

Configuration summary:

Mode (Products A, B, E, D, G and Radio A for Products C, F, H): 802.11na, HT mode: 20MHz,
channel: 36, country code: FR, MESHID: ACKSYS.

Mode (Radio B for Products C): 802.11na, HT mode: 20MHz, channel: 40, country code: FR,
ESSID: ACKSYS1.

Mode (Radio B for Products F): 802.11na, HT mode: 20MHz, channel: 44, country code: FR,
ESSID: ACKSYS2.

Mode (Radio B for Products H): 802.11na, HT mode: 20MHz, channel: 48, country code: FR,
ESSID: ACKSYS3.
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Product A,B,E,D, G

Device Configuration

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
36
FR

Interface Configuration

Parameter
Role

MESHID

Value
Mesh (802.115s)
ACKSYS

Product F

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value

on
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Same as Product A

Same as Product A

Same as Product A

any

Interface Configuration (Radio A)

Parameter
Role

MESHID

Value
Mesh (802.11s)
ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
44
FR

Product C

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as Product A
Same as Product A
Same as Product A

any

Interface Configuration (Radio A)

Parameter
Role

MESHID

Value
Mesh (802.11s)
ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
40
FR

Interface Configuration (Radio B)

Parameter
Role

ESSID

Value
Access Point

ACKSYS1

Product H

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as Product A
Same as Product A
Same as Product A

any

Interface Configuration (Radio A)

Parameter
Role

MESHID

Value
Mesh (802.11s)
ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
48
FR
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Interface Configuration (Radio B) Interface Configuration (Radio B)
Parameter Value Parameter Value
Role Access Point Role Access Point
ESSID ACKSYS2 ESSID ACKSYS3

VII.9 High performance repeater

oM OES E| 1ME 2O 7|52 AFRE 4 Y& o)

Hi-performance repeater mode

A B C ’ e~ N
Role : %l= _-__.‘-'-:-*ﬁ Channel A %c_: _l_,_'_ .‘-.:_-I Channel B “: _=_‘;;»;—_\-w Channel A /J‘; ; \
Access Point i ;:'-‘;.:-,—, = 3 - Sl |\ l,
/ /
Role : Client Public Area

Radio B
Role : Client Role : Access Pomt

il g T
N

Internal Switch

Internal LAN

Configuration summary:

Mode (Product A to Product B): 802.11na, HT mode: 20MHz, channel: 36, country code: FR,
ESSID: ACKSYS1.

Mode (Product B to Product C): 802.11na, HT mode: 20MHz, channel: 44, country code: FR,
ESSID: ACKSYS2.

2 = fEHO S HAINM ME B 2 2tC|L

6HEF H2EE A8 Wi-Fi K22 S/E
St B2l 2tC|2 B = M&E C A2 S4IgL(C,
X

= MZ A 42 S48 HHH

- O L-d

j2s Meyshor gLCt,
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Product A

Device Configuration (Radio A)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
40MHz above
36
FR

Interface Configuration 1(Radio A)

Parameter

Role

ESSID

Value
Access point

ACKSYS1

Product B

Device Configuration (Radio A)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
40MHz above
36
FR

Interface Configuration 1(Radio A)

Parameter

Role
Bridging mode
ESSID

Value

Client

4 addresses format (WDS)

ACKSYS1

Device Configuration (Radio B)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11ng
40MHz above
44
FR

Interface Configuration 1(Radio B)

Parameter

Role

ESSID

Value
Access point

ACKSYS2

Product C

Device Configuration (Radio A)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
40MHz above
44
FR

Interface Configuration 1(Radio A)

Parameter

Role
Bridging mode
ESSID

Value

Client

4 addresses format (WDS)

ACKSYS2

Device Configuration (Radio B)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11ng
40MHz above
36
FR

Interface Configuration 1(Radio B)

Parameter

Role

ESSID

Value
Access point

ACKSYS1
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VII.10Line topology repeater (single radio card)

.

e ZE= oLt O[¢2| 2[H|HE =7t otd, 39| A& &Ee + ASLICE

(O for supporting products Al Xt10)

Repeater Mode

§ 1 32l WEEER

i" - A=

n

Role :

Transparent Client Remote PC

Internal LAN Long distanc Long distance

possible fink with only 2 products

Radio A Radio A
Role : Client Role : Access Point

o
T |

Internal Switch

Configuration summary:

Mode: 802.11na, HT mode: 20MHz, channel: 36, country code: FR, ESSID: ACKSYS.
Repeater ZEO| M= StLte| B4 ZIEE, & 72| QIH 0| A E 44510 &gt Ct.

[ = |

(OIA]: HEF FEZ0A B = A 2| Client, C 2| AccessPoint 2 SA|0f| S2tetL|Ct)

ol wl, A2t B 2F St SSID 2 A OF BHL|CE H=3) repeater = HEHA|FOf S=
AWM A EQIE (O] OO M= HE ALl BSSID & ZOtOf LT,

HNE CE 4-F4 B3 REZ MYELICH CHE ZE(0f: ARPNAT)E EHSSHK|2F F9

ALEHO| R/UESL|CH XEA|SH LIE2 Vv.2.6 Wired to wireless bridging in infrastructure mode
M SM-BM BHE|AZ XS L.
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Product A
Device Configuration (Radio A)
Value Parameter

Enable device on

802.11 mode 802.11na

HT mode 20MHz

Channel 36

Country code FR

Interface Configuration 1(Radio A)

Value Parameter
Role Access point
ESSID ACKSYS

Product C
Device Configuration (Radio A)

Value Parameter
Enable device on
802.11 mode 802.11na
HT mode 20MHz
Channel 36
Country code FR

Interface Configuration 1 (Radio A)
Parameter Value

Role Client
Bridging mode
ESSID same as product A

4 addresses format (WDS)

Product B
Device Configuration (Radio A)
Parameter Value

Enable device on

802.11 mode same as product A
HT mode same as product A
Channel same as product A
Country code any

Interface Configuration 1 (Radio A)
Parameter Value
Role Client
Bridging mode 4 addresses format (WDS)
Multiple ESSIDs on

Wireless Network SSID_ACKSYS

Nicknames

ESSID Configuration (SSID_ACKSYS)

Parameter Value
WLAN description SSID_ACKSYS
ESSID same as product A
Priority group 7
BSSID Product A radio card MAC
address

Interface Configuration 2 (Radio A)

Parameter Value
Role Access point
ESSID same as product A
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Vil.11 Multihop tree repeater

StL} O &2l 2lh|H RaF F7t510], 4 AHHEZX| SHS 0 S22 25D HHA
2

sl dE2= 7AE = AL

pr — o =
C e - E%m
A _A\H_g _t_é}_x\_ g ,/‘
Role: aw Role:
Multihop Tree Repeater Repeater i —"?-“g i ,‘iRe"eate’
Role Role Role v
e Repeater Repeater D~nnater Role:
o \l N i sininisle s Access Point =
S R R R |
—y = A B . B~ '\ o " Remote PC
Local Network /———\/ ;ﬁ\,’———-{/ .M—WH\ < g
|
P 5 )
|.’ ]
\\ r .I il
h TR A i e
G G

Role : Client

Configuration summary:

Mode: 802.11na, HT mode: 20MHz, channel: 36, country code: FR, ESSID: ACKSYS.

SiE T2 Repeater 2t2| ¢4 H|sto| i& LTt

-

A7) 45 AL 8] 2EE MBFLICL J2iLt 0l E29] £ FA| 2o L
Qe TIOJEf M2 HBHOHR| Q& LICH

F(E2I9) DRXIS 2t E)s
2T BEOIA Y 4
M Y= AL

MM A ZOIE BEZ MM|OF BtLICt O|2™Moz

F
o
UX|T 2|OHe| FEt0[UHE FE2 FZstH D Al=ot
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Parameter
Enable device
802.11 mode
HT mode
Channel

Country code
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Product A

Device Configuration
Value
on
802.11na
20MHz
36
FR

Interface Configuration 1 (Radio A)

Parameter

Role
Bridging mode
Mutiple ESSIDs

Wireless Network

Nicknames

Value
Client
4 addresses format (WDS)
on

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)

Parameter Value
WLAN description SSID_ACKSYS
ESSID ACKSYS
Priority group 7
BSSID Product B radio card MAC
address
Interface Configuration 2 (Radio A)
Parameter Value
Role Access point
ESSID ACKSYS
Product C
Device Configuration
Parameter Value
Enable device on
802.11 mode 802.11na
HT mode 20MHz
Channel 36
Country code FR

Interface Configuration 1 (Radio A)

Parameter

Role
Bridging mode
Mutiple ESSIDs

Wireless Network

Nicknames

Value
Client
4 addresses format (WDS)
on

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Product B

Device Configuration
Value

on
802.11na
20MHz
36
FR

Interface Configuration 1 (Radio A)

Parameter

Role
Bridging mode
Mutiple ESSIDs

Wireless Network

Nicknames

Value
Client
4 addresses format (WDS)
on

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)

Parameter

WLAN description

Value

SSID_ACKSYS

ESSID same as product A
Priority group 7
BSSID Product C radio card MAC
address
Interface Configuration 2 (Radio A)

Parameter Value
Role Access point
ESSID same as product A

Product D
Device Configuration
Parameter Value

Enable device  on
802.11 mode 802.11na
HT mode 20MHz
Channel 36
Country code FR

Interface Configuration 1 (Radio A)

Parameter

Role
Bridging mode
Mutiple ESSIDs

Wireless Network

Nicknames

Value
Client
4 addresses format (WDS)
on

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)
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Parameter Value
WLAN description SSID_ACKSYS
ESSID same as product A
Priority group 7
BSSID Product F radio card MAC

Interface Configuration 2 (Radio A)

Parameter Value
Role Access point
ESSID same as product A

Product E
Device Configuration
Parameter Value

Enable device on
802.11 mode 802.11na
HT mode 20MHz
Channel 36

Country code FR
Interface Configuration 1 (Radio A)
Parameter Value
Role Client
Bridging mode 4 addresses format (WDS)
Mutiple ESSIDs on

Wireless Network
Nicknames

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)
Parameter Value

WLAN description SSID_ACKSYS

ESSID same as product A
Priority group 7
BSSID Product F radio card MAC
Interface Configuration 2 (Radio A)
Parameter Value
Role Access point
ESSID same as product A
Product G
Device Configuration
Parameter Value
Enable device on
802.11 mode 802.11na
HT mode 20MHz
Channel 36
Country code FR

Parameter Value
WLAN description SSID_ACKSYS
ESSID same as product A
Priority group 7
BSSID Product C radio card MAC

Interface Configuration 2 (Radio A)

Parameter Value
Role Access point
ESSID same as product A

Product F
Device Configuration
Parameter Value

Enable device  on

802.11 mode 802.11na
HT mode 20MHz
Channel 36

Country code FR

Interface Configuration

Parameter Value
Role Access Point
ESSID same as product A
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Interface Configuration

Parameter Value
Role Client
Bridging mode 4 addresses format (WDS)
ESSID same as product A
Roaming
Parameter Value

Enable proactive roaming on

Channel same as product A
Current AP minimum -60

level

Delay between 2 5000

successive scan cycle
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VIl.12Cellular communication

VII.12.1.1 Simple connection from product to Internet
of 2d0M= HME AMTE AHU MHO| HM2A £ JAZLLCEL HEF LAN Es=
WLAN °| ZX|= AZ2 AM8Y + 2o, ¥4 AFHIAM HS0| st HMAE

28% + UL

= = ILT _I = AL [ I_ L= 7 I_
& =0 HMEO| /X2 =z MNAY = A= 21 MH E= GRE HE EF0=
Sk A A
Ade &= As Lo
Roles :
- Access Point
- GRE tunnel
| - Mobile cell clie
“-..._— dild .
=N
- A opsgation server
A= Corporate
data center
phone network
operator
B NAT gateway
fET‘ Roles : GRE endpoint
S8 - WIFI client

- Ethernet/Wifi bridge

Ol 40 M= XE 'AEHE HOIEQ 02| 74Tt X
St 1P H2(192.168.0.0/24) 0 M 7t4 LAN 2 & = 'B'E
192.168.0.100~192.168.0.249 H|0| A DHCP & Edlf TLE SFEHSLICH 2F
MHE= 192.168.0.1 IF Z2 FAE JhX{Of gLt

‘B ME0= ME AZE 7|2 AOIEQO|Z X|EE X2 OHE F 7HX]| O|f=E AH8E =
it

AW, 74 Of2hol| zone MEO] BFEOf AKX 7| W= KL L.
=M, phone LIER AL NAT = 72 'B' HE2= CHA| et Ee LS 2R X517
=2 LTt

20 M GRE ASHQIEL NAT H0|E90[0] HX|E|0f UX|DH NAT 7 o1& x| 2
MY RES 2D UCH CH2 IR(of MRS + ALICE
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Product A
Device Configuration (WiFi)
Parameter Value

Enable device on

802.11 mode 802.11ac+n

HT mode 20 MHz
Channel 36

Country code FR

Interface Configuration (WiFi)
Parameter Value
Role Access point
ESSID MySsid

Network Configuration (Cellular)

Parameter Value
Enable interface on
Replace default route on
Use peer DNS on

SIM1 (or SIM2) pin code  Operator provided value
Country code FR

Product A (continued)
Network Configuration (LAN)
Parameter Value
Enable interface on
IPv4 address 192.168.0.1
IPv4 Netmask 255.255.255.0
DHCP Service
Parameter Value
Ignore interface off

Virtual interfaces/L2 tunnels
Remote IP v4 Public address of data
center NAT gateway
Network LAN
Local Endpoint network Cellular
Static route to remote on
Corporate NAT gateway/GRE endpoint

NAT Redirect GRE to private GRE endpoint
Important note: configuration of the data center
gateway cannot be shown here since it

depends on its manufacturer and model.

VIl.12.2 NAT/PAT gateway between LAN and Internet

of 280 LAN 2| 2= HX|= MEZS ZOIERIOIZ A+Edt= 8% BN

HM AT = ASLICH

Roles :
- Access Point

- DHCP server for 'B'
- NAT gateway

'1-:---5_4‘ - Mobile cell client
A Corporate
== - data center
g Ml-?blle network
phone
operator
ig—‘ Roles :
* = WiFi client

- Ethernet/Wifi bridge
- uses 'A' as its gateway

Other public server
{e.g. meteo, search engines)
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A2 ?let ZX[2 A HE2| 252 AHIO0|A= NAT/PAT 2 H°FsjOF gL Ct
E{siof ciiet M 27t 5{ 8522 GRE B 22 M 2 E LT

Product A
Device Configuration (WiFi)
Parameter Value
Enable device on
802.11 mode 802.11ac+n
HT mode 20 MHz
Channel 36
Country code FR
Interface Configuration (WiFi)
Parameter Value
Role Access point
ESSID MySsid
Network Configuration (LAN)
Parameter Value
Enable interface on
IPv4 address 192.168.0.1

IPv4 Netmask 255.255.255.0

Network Configuration (Cellular)

Parameter Value
Enable interface on
Replace default route on
Use peer DNS on
SIM1 (or SIM2) pin code  Operator provided value
Country code FR

DHCP Service

Parameter Value

Ignore interface off

Firewall — public zone
Public
Enable NAT/PAT on

Name

Default acceptance policy All disabled
Covered networks Cellular
Traffic forward As required by application
Firewall — private zone

Private

Enable NAT/PAT off

Name

Default acceptance policy All enabled
Covered networks lan

Inter-zone forwarding Allow to “public”

Products B
Device Configuration (WiFi)
Parameter Value
Enable device on
802.11 mode 802.11ac+n
HT mode 20 MHz
Channel 36
Country code FR
Interface Configuration (WiFi)
Parameter Value
Role Client
ESSID MySsid
Network Configuration (LAN)
Parameter Value
Enable interface on
Protocol DHCP
Interfaces settings tab:
Bridge interfaces on

Interface Wifi, LAN 1, LAN 2

Corporate NAT gateway

Important note: the data center gateway may
require extra configuration, e.g. NAT/PAT
forwarding rules. It cannot be shown here
since it depends on the gateway’s
manufacturer and application specifics.

Client
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VIl.12.3 Secure gateway LAN-to-private data center through Internet

Oof 280M HME LAN o 2= K= QHAS St VPN & S &4 =|Ar HO|H
AE O HM2Z = ASLICH

I

Internet NAT/gateway
network .
192.168.0.0/24 Mobile Y/
phone
operator operation server \
T Corporate data
<" - WiFi client VPN o

center network

bridge 10.8.0.0/24 10.99.0.0/24

- uses "A' as ifs gateway

'B" TX|l= AOELIO] 'A'?t H|O|H MES] VPN MH EFO|AM 228 HO|Z0]
8ot= IP F20T MM = JASLICH HOIERO| HE As YHHCZ BE

EdHS VPN MHZ JEst S AP ELCE 2Lt VPN 222l Ed Qe 2/X[0f
ot BMAE S 8St= o7t ZetE &+ ASLICE VPN ME{(HOIH MEH As)=
HNoR MEE 2% MH 1202 MY Msiol, 47 AL SULK %L

Adte 24g 2X|6tD, 1 ghje] ZRE OpEER| QL Ct,

Authentication mode

d2 2ol otz FH M= PSK 2152 AF8ELCH 24X 2X= SME ALEHO}

B ME O QHHStH MHO|M o2 22I0[AUES SAI0| 3 &

A A MHOAM —ZLEPOIOJEE F7t eteE FE2 FAE = US

AHE3HY Linux AREHO|A PSK & dde &= A& L L

o0 it
0 ox
rﬂ‘r

02 FB Mo oF

o
ujo

openvpn --genkey --secret static.key

Corporate OpenVPN server configuration

A 82 =2Ar =etof mh2t BHELE. 07| AP Mg = ASLIC
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BAZ2 72 Ol OA|F S2eL|Ct,

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Parameter
Role
ESSID

Parameter
Enable interface
IPv4 address
IPv4 Netmask

Parameter
Enable interface
Replace default route
Use peer DNS
SIM1 (SIM2) pin code
SIM1 (SIM2) APN

Traffic forward / Firewall

Name

Enable NAT/PAT

Default acceptance policy
Covered networks
Inter-zone forwarding

Firewall

Product A
Device Configuration (WiFi)

Value
on
802.11ac+n
20 MHz
36
FR

Interface Configuration (WiFi)

Value

Access point

Network Configuration (LAN)

MySsid

Value
on
192.168.0.1

255.255.255.0

Network Configuration (Cellular)

Value
on
on
on
Operator provided value

Operator provided value

DHCP Service (LAN)
Parameter Value
Ignore interface off
Firewall — public zone
Name Public
Enable NAT/PAT on
Default acceptance policy All disabled
Covered networks Cellular

As required by application

Firewall — private zone

Private

off

All enabled

lan

Allow to “vpn2corp”

As required by application

Product A (continued)

Firewall —vpn2corp zone

Parameter Value
Name vpn2corp
Enable NAT on
Default acceptance policy All enabled

Covered networks vpnl

Traffic forward / Firewall ~ As required by application

VPN (vpni)
Parameter Value
Enable virtual network on
Listener port 1194

Set to port redirected by
corporate NAT to the VPN
server

10.8.0.2
VPN server’s local address
plus 1

VPN local address

Local routes

10.99.0.0
255.255.255.0
10.8.0.1

Target net
Netmask
Gateway

Auth/Crypto key type Pre-shared key

Auth/Crypto key Upload a PEM key

Client settings/Remote

IP of corporate gatewa
OpenVPN server address P & Y

Corporate NAT gateway / VPN server

Important note: the data center gateway may
require extra configuration, e.g. NAT
forwarding rules. It cannot be shown here
since it depends on the gateway’s
manufacturer and application specifics.

Sample OpenVPN server configuration file
secret /etc/openvpn/certificates/vpnl/secret
mode p2p
auth SHA1
cipher AES-256-CBC
comp-lzo no
dev tun
ifconfig 10.8.0.1 255.255.255.0
keepalive 10 30
port 1194
proto udp
route-gateway 10.8.0.2
route 192.168.0.0 255.255.255.0
topology subnet
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VIl FIRMWARE UPGRADE
VIIl.1 Standard upgrade

VIiL.1.1 Firmware file upload
& QEMHO|AE So MZ22 HAYN HTE = &4 8§25 & &+ ASLICL
TOOLS—=>FIMWARE UPGRADE—>SYSTEM UPGRADE

SETUP TOOLS STATUS

FIRMWARE UPGRADE

SYSTEM FIRMWARE UPGRADE

PASSWORD SETTINGS

SYSTEM The Firmware Upgrade section can be used to update to the latest firmware code to improve functionality and performance.Please select the
o firmware file, and click on Upload button.If the image is comect. you will be redirected to next steps where you can do further configuration.
SAVE CONFIG | RESET Firmware image:
e p—— PID40-ID40-ku-E2148.AC.1-v4.16.0.1.bin
J‘
-~ N\ Uploading...
A A L T
REE R YA O0|E M7t EAIE LI
VIIIL.1.2 Firmware immediate upgrade
EO 32 (o] Sk A Ol (o]
Upgrade now HHE= 2850 HYOE SA| §A0|E & 4 AL FA 0| =7t

XloHE| xH = EI L= |_| |;|.

UPLOADED FIRMWARE INFORMATION

Wave0 S 4.16.0.1

sha266sum S00ececd1181e1b07cTbe185c0b9b3edbee 17 72M04c5fhed2 8807 470e5ac098

Delete firmware I

FIRMWARE UPGRADE

Schedule the upgrade:

[Now

Later !! @ Upgrade now |

FO[AFSH UHIO|E X 7|&E MHo0| st Eok: TLS 1.2, TLS 1.3 0|38}, SHA1, MD5 S)2 Al Z0|2tH

I
AUHIO|E 3 E2(Lockout)O| Hre = ooz MHE o|2| HZASHOF T},

*4.32.1.1 0|% H¢|o] HZFC| AL CE RED 3.3 / EN18031 Al EOF 3 X|&of 2|3 Ct212|o|=7}
2I7lsstLC}, ESE 0™ BHTo| mejojef S eHE|X| & L|C}.

(=]
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VIII.1.3 Firmware scheduled upgrade
ol A OIEE AEY SRt AZHS O =& JSLCL 7| 2H2z 2t IRt
X AlZF2 agenda Of EA|ELICH ot utASl EWz [dEiSHAH E ZR2 WX Rt
2Lt 0|2 0fOF L{CH= B2 HA|X[Z7} BA|E LT,

FIRMWARE UPGRADE

Schedule the upgrade: [Later v)

Upgrade at (local time, UTC) |21!92!2822 15: 35 |

Waming: if the product reboots before the programmed datetime, the upgrade will be aborted

and the uploaded firmware will be erased.
AppIY |\ |

B0l @020 S et Amel0l OjHe] BE MHL MPEK Y1 KXY

VIIl.2 Upgrade in WaveManager

WaveManager =2ZEQ|0E SHME EHYOE QOHOE & =+ A2, oz CHe|
HE:2 sAl0 gagolEg = ASLICH

A =

HE =Z0|M g 0lEg HES MESID Firmware HHES S LCL

wavelManager V2.10.0.1 - B 52

EHome o @
@ E © a8

Discover Discover _ ) % ] Grid Display
Refrash Remote Products Validate Setup Firmware | Archives Web Server
& Drag a column here to group by this column.
Model Serial number Identification Firmware Wersion IP Address Description

AirLink 18045199 000019305050 E2148.AC1 3.18.1.1 192.168.1.253 User-definable

p '\i l(‘ AirLink 000019B6BEBE E2148.AC, 31811 192.165.1.69 User-definable

AirLink 19193339 00001B3EGS6E E2148.AC, 4801 192.165.1.55 User-definable

Upgrade &0| HEA|Z|H O30 & T o
(Bast Z2) Apply HES
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( Upgrade £3
UPGRADE
Model |dentification IF Address Description
Firmware
AirLink 000019805001 192.168.1.253 User-definable @
Select a firmware file [.bin) :
0% | | [PID40-D40-ku-E21 48.AC.1-v4.10.0.1.bin |
[[]3chedule upgrade at : Friday, Jonuary2, 2021 1: ~
Password [Optional)
[ @l
| Show report... | APPWE
|12 2|2E0M o2 HE (sgct R2)S O MBSt SA|M o2 CHe| MES
g olE & = AFLCh
o B OER

WaveManager V2.10.0.1

—— - -
= Q I D} . @
Q E & B Q2 G
Discover Discover ] ) Grid Disploy
Refresh remote Products Validate Setup Firmware| Archives Web Server
ctualization Product Management
& Drag a colummn here to group by this column,
Model Serial number Identification Firmware Version IP Address Description
[ w AirLink 18045198 000019805001 E2148.AC1 3.18.1.1 192.168.1.253 User-definable
[ w AirLink 000019B6BEDO E2148.AC1 3.181.1 192.168.1.69 User-definable
b W AirLink 19193948 00001B3EESTF E2148.ACA 4301 192.168.1.95 User-definable
]
oL _— o [ . = =+ =
S AT EQ0{o| AN XFZE = WaveManager user’s guide S & 1510 FA|7| HFEL|CE
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VIIl.3 Bootloader upgrade

(Mg |
J80]=0[H o] Yaef0|E S0 ZHO| BUSHH MFZO0| 2 & ASLICE TEtM
=]
-

o
- St eIED) ZET MY S MESHA K.

H2 DHE Al=st7| Mo HE0| 2o MESE W] 7|CHE| M K.

A
- ZERO0| Yo i FXSIX| L1, @0| E2|(tech@witree.co.kr)0ll 22| BFEfL|CE.

HEO sidste FEZLH I7|X|E F22{™ Acksys 7|= X[R0| Zo|5tA L. LiFE &
OIE{I{| O] A 2] TOOLS/FIRMWARE UPGRADE I{f|O|X| & AtE3l0 HEZH 20|EE

Mgk £ QELCH MAte LUt HYJof YO8 0|Eet 5Lt AO80|E ZE2MAE
AHEStLICE
- YO0l ntY S MEislE{H AOtE Y| HES ZEeL Ot

A O|EE sl Al HES SR
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VIIl.4 Fallback after an interrupted upgrade operation
OE =0 SciAl EPROM Z22fE S0, Of7|X] B2 HE 55 8K 2F7F=
=)

—

P O0|=E7t AdIEIRE 87, As22 Tl 5+ 222 HeHE L

ChEoll i £ Al, B0 7F ST 0| 2lEH As22 71 ¢ad0|lE RES
A tLICE DIAG LED 7} WHEA Z80|H Foj =7 2= JEiE SgLLh (3 A&

ZEO|M= O] LED 7t = O|ALE 7HA A& L CH. 2 £ ACKSYS WaveManager
ATZEQOOAM HYOl YEED S EE|AHT MeE LT

|'-.'_'-
oF

A HE 2= S 2K %2 Z 2, Wavemanage 0| A HYO{E 00| Ed|of

el

2LCH 215 90| E HEQO| HE& WaveManager Ol A H25HA Ald"g 4= ELCH
SE0AM XS UEiS ChE AN E SESHD ?2 Vi1 30| #AE B2 XS
280l =L et

v WaveManager V2.10.0.1 o B

E Home ~ @
© @& E & € &

=
|
Discover Discover

] . ] Tools Crid Display
Refresh  Remote Products Validate Setup Firmware | Archives Web Server

Drag a column here to group by this column,

Made| Serial number Identification Firmware Version IP Address

I WawveO5s Emergency Upgrade 000019305001 E2158.AC.0 3.0.7.1 192.168.1.253 WaweOS Emergency Upgrade

M0l Zlg Ed0E REL M Z)M HES 2 = Old FEB &8 =7|=17t

7t gL,

ANEHe=z 719 YL 0|E REE SO{ZE & ASLH & A% S0 Diag LED 7t
ZEOI7] AR MK MEE HES 2 FELICH
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IX TROUBLESHOOTING

s Mg Sof B0l o4 S5 & F2o

Windows & Linux 0| A 255l B &
IX.1 Basic checks

Check power supply LED(s)
Power LED 7} OFF £ Qe 4L, FL0| SHZAH AZAL| O
HFEet Tl 38 7ts | X| =

O
otLto] MRAULZRLE S 4 UASLICH

Check Diag LED
Diag LED = £8 = 9f 30~50 = 20
Moz EAl E 32 2
Upgrade ZEZ S=HEL|CH

=2
rir
kl
o)l
no
N
or
(2|
o
$0
o>
I~
|
=
rot
I
-l
é
2
m
3
D
Q
D
>
(@)
<

Check State LEDs
BM O o| A7} HEM3t & HL State LED Z7F 7HZEILICE XNZ0| HZAE A|EStAHL}
A2 7|2 f ZEAHRLCH ME0| ¢HAE ZP State LED = AlE AN USLICH

HZ0| Client 2 YHE|0 AS AL AccessPoint 0 HZAES A|Z8tH WLAN LED 7}
HAMo=z ZHHrQIL|Ct,

> AccessPoint 7} # 2| LHO|| RJ=X| =hQlghL| T,

> AccessPoint 2] X 7t0| Client o 5 YBHX| 2QITtL|C},

Check WLAN LEDs

> WLAN LED = ZH S ™ESIAHLE =41 WHOCE ZEFALICEH H|O|Ef &0

= [}
=P %—*E ZR0| = 22| =2 0| S P LED & A O[A & =+ AS LI

I
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IX.2 Network configuration checks
Check IP address

P2 20l OE2 2E HERT EX7t 3L LANHZEON MEE= HRE, MF,

— OTr
174 ZK))0f UCtD FHEBLC

> BE HEYA FXQ 1P MEUZ SLS0F 2 L|CH((RFC 950 & 10)
OlE =0, 192.168.1.253/24 2t 192.168.1.10/24 & SLst MEUI0| UAX|TH
192.168.1.253/24 2t 128.1.1.10/24 & SLSIX| ASL|LCL.
> BE HESA FAX[Q HotAA 7L S siof gL(Ct.
> ot HK[Q| Ip TAE HAY W, CHE &K= ARP A0 & &2 S0 O|X FAE
XL Tt CMD Ol M “arp —d" (RI =% OS) BHOE AHE3}7
HE S=otH A E Lo
SO oo S4l0 FEE & = USL
E{IH| O] A (TOOLS / NETWORK M| =)E &3l ping EEZ & H|O|X[0|AM EAIE
Lt

=

—]
I~

Y
==
0z
0z
Ras
1o

A 4o

A\
@)

Ct.

4
$0 10

Check security parameters

x7) 24 MY Al 2oH2 N QST BHBLICL MBO| SHEA SNt HES 2O
0l HotS 4% ol 22 MM =YL

Check Wi-Fi parameters

RE Wi-Fi ME2 74 28 U2 M2 Ss0F ZL|CE sSID, M, 80211 2E, F4
)& 2ol Ot 25X @E2 dR0=
4-addresses bridging 2 E& AFESHX|
ObM| 2. O A2 L& AP 2= 22X IS = USL T

—

B E (Infrastructure, Mesh, Repeater, AD-hoc

=
o
RE S B0 sEe Y MES 2o,
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IX.3 Cellular configuration checks
Check Status LED
WM AL ™ HK|E 2d25HX| g2 AYULCHAE/HEYI/AE)
ZHO|EH SIM 7tE = CHHILEO| 2X|7F A= A - L.

Check SIM
=HIE PIN ZEE LM =X| ISt Q. MEISHSIM O] SIM O] A=l £&211
UX[St=A| =QlghL|Ct

AAH 27 5 MEF MHAZ "ME"4£TO0Z MNSID A|AH ZI0|A "PIN ZE

O|HIE" HAIX|E 2QI5HM K.
Check antenna(s)
B9l QHE|LEZE QIZE0f U1 F7H0| Y DE SMA HUE 7} THERS| 1
2QISHM 2. RPSMA 7t Ot SMA HHEIHE AFESH A=X| = QI5tM| . HE st
CHEILIE ARG U=X| QIS Q. Wi-Fi QHH|LE= ZFS3HR| gb& Lt
Check Operator subscription
AR ZH|7L E|QLIR? SR IVIR? Ut BIFSI| SIM S A ABH] 7He) THs
o fetsiE X|go| B4 4= EX 7 E =2I5HM K.

kot

IX.4 Multicast router checks

O MMO|M& CHS A= 70| AFSE L CH

A

I‘Ql' ‘.f::—gn: ’) ((o%f _é.w% @l
A—

= e Wi-Fi £z S8 2R H’

- | —]
| Ethernet I 4

Sender SDR-RP RDR Receiver

Sender HE|F|AE EZ|E S HMHL|CEH,

-

Al
—_— Ethernet

SDRRP LEIFAE 22|, 22 0|C{Ho| X HE(ES)
2ol YHR TSN 5 XY 2t2H I o

RDR  HE|FHAE 2IRHE 2ZF O|G Yo X|HE(Feh 2t E (Receive side

Designated Router) 2! L|C}.

ReceiverZ X171 2l HE[FHAE Egj

JE

2 9t £ZEY 0l HYLITE

Check unicast configuration

- Receiver O | RDR, SDRRP, Sender ZfZt0f| CHsl| ping 2 &< = USL|It?
- Sender O A] SDRRP, RDR, Receiver ZtZt0f| L3 ping 2 & = USLII?
- RDR Of|A| Receiver, SDRRP, Sender ZtZt0f CH3H ping & T &= JA&LIIt?
- SDRRP 0| A Receiver, RDR, Sender Zt2H0f| CHSH ping 2 ™2 = JASLIIf?
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Run software

SUXRE =LK 2 ZEQI0E X5 HHSHM .

Check multicast configuration in SDRRP
- "Enable multicast", "Enable bootstrap” ! "Rendezvous point Candidate" X| 2 EfA7}
2E HIALS LtR?
- "2H 4R Z2E g MES A8 BFO7F £ /LIR?
- T NS HEYA QEmo|ATE O U0 ST Wi-Fi 7F HEIFHAEE XNe|gd &=
A== AEE[0 ALtR? X532 CHE Of7fHs=0f ot 7| 248 102 sLCt
O|M| SDRRP O M HE|FHAE 21 =F0| C|HAZ dFE &% 10 =0tCt Ct&
HAIXIE & = JqASUHCE

| daemon.debug pimd[nnn]: move_kernel_cache: SG |

w3 ME/EYT/PEIHNAE B2 YR HEHAE 2 HH0| MR Fag
2ot EAZ 4 ASLITE O $417]9] 7+el 20| OF%| SDRRP O =Ztx|

2|
EUSS LIEFHLICE

- SDRRP O A "Status/network/multicast route"S £ M 2.

> “network interfaces” MM 0| A 0f &f 2t212| “Neighbor MC routers” 0|
RDR 9| IP F27F HA|E[LIR? AKX GO Wi-Fi @30f CH3{ RDR 0|
ZHIote| K| RERUAALE AT BFYE|X] RUSLICE

> “Rendezvous points” AM0AM F{5t2| 1 FE0| EO[LtR? SDRRP 2 FA2}
HZAZ|O| ALIR? BSR FA7F RDR = SDRRP & StLIQI7tQ7?

Check multicast configuration in RDR
- RDROJM "HE/HIERIZ/ZEINAE F2"E =elgL

> "network interfaces” MMO|Al =417| & 0|4l QIEH O|A0f CHBF “"DR”
2IOIZH0| HA|Z[O] /ULtR? OAEHX| RO ™ O] HEXZO CHE PIM 2+ E 7t
ol |C}

A H

> “network interfaces” MM 0| A Of| & 2}212] “Neighbor MC routers” on the
0| SDRRP 2| IP =27t BA|Z|LIR?

> "network interfaces” M40 A 0f & 2t212| “IGMP reports” 0| HE[FHAE
OE0| HEA|Z|LIR? OFX| gto™ =AM7|0f 2X7F USLICH HEFIAE
Al FLIHAE FAE AFESEALE 224.0.0.X/24 HR Q| HEIHWAEE
AF23I7LE IGMPV3 £ A3 IGMPV2 & -E3E 4+ USL T

> "multicast routes” M0 O1F0| Cigt B=27F HA|Z|LIR? “RP address” &
SDRRP 2| F=A017tR7 =4l QIHIO[A T} =417|7F HAAE QIHL0[AQ17tR?

> "Rendezvous points” M0 A F3te| J1E0| EO|LIR? SDRRP FA Lt
HAD|O ALER? BSR A7} RDR EE= SDRRP & SILIQI7R? O HX| oM™
BSRO| Qi 24 E ZEV ZE AHE[ JYESLICH
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Check IP options in Sender
Olg{gh 2ol 2 At8St= 2AZEQ 0o w2t CHE LT,
- Sender 7t AH28H= TTL 2 CHA| &QISHMIR. 7+SSHH "tcpdump”(Linux) EE&

"Wireshark"(Windows 3 Linux)2 O|F Yl ECjEZ ISR, L7t T2 o
TTL 2 EA|gL|CH

- If ol AV|E CA| SOQISHM| Q. 7tsdtH A HR A|Z0A Z0|M 2.
1000 HIO|E= OFR H|Lt Stsljof StL|CE "iperf' = "jperf'E AMHESHY Y2{%l
T Q 37|2 HE|JHAE EFf TS MAMSH & Q1A L|C}

Check UDP options in Sender and Receiver

- YT UDP ZEE AFEE LI STt HIOJH yAQ17te?
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X FREQUENTLY ASKED QUESTIONS

of MMoAE NB RSOl Crst SHO| Chet BRIt §E Hold 4+ AsLcH

7oz 28 = el B0 Wk stE ool 2[M

ALLICH AN HES| QK= ME YBMNES TSN,

DIAG LED 7t &ztAMo = HHE Mi7tX| 2|4 HES 3 2= 0| A& =210 JULCHE
HEOA &2 HL|Ct DIAG LED 7t CHA| s o 2 HEE I7FX| 7|Chl O
WaveManager € AM&SH0] K[| IP FAZL SF 7|&2f 192.168.1.253 22
MY A=K 2lstA 2.

X.2 Transparent Client mode & &2 $ gI&LICt

Transparent Client 2 =+ Client (infrastructure) 2t CH2 D Interface — Advanced
settings © 0l A Bridging 2= £ 4-address format(WDS) 2 B1Z3s|{0f BfL|C}.

X.3 Wi-Fi bit HEE2 O{EA MEHEIL N}

Za| H&0| AFBEIS HIE HE&ES T 74K 12 Akl ofet Zakx|o, & K| 2k
| o=

XNe|gat CHE g0 FAT o 20 2 s 01 = AsHO

|2 a4 AHE T7hst 2/ HE MESER WS ELCHL EREEIIAE 3
I = M2 SStEE, 7hstt 7t M A2|o| =Hoof 2L T e
|20] ZR25IH 7teot B2 =410 EFE[0{0F g L|LCf,

S EMNE2 o TSE|OOF ZLICL O] HE MEE2 HZ & A%
W2 AMZELCH O3 ChE MINSTREL O|2t= &8 M& Y¥112|EF0| AFE K| CHE
HE0|M O L2 M2|HS T\ MR 2QIstHM X[Ho| £ = HEAH +~HEL|CH

MINSTREL € 12|&2 Ct20| dHEl0 AL
http://linuxwireless.org/en/developers/Documentation/mac80211/RateControl/minstrel/

X.4 WMM, WME, IEEE802.11e 2| X}O|H?
QoS 7|59 CtY¥st 0| & L|LCt. IEEE802.11e = WME QoS 2| SO 2, APSD(AtE HH
Meh S EEA AEElE Z2EEQ HCCA & FIIELICH(QoS Wi-Fi & YEtXo=z
EDCA E AET) O] MEZ2 IEEE802.11e 2| E 7|52 &2 8 E WME & X[ &g L|Ct
WMM 2 WME 9| CtE 0| L|LC}.

WME 7| &2 4702 M =2 SaiA&FM, 822 E, HIO R, 24)2 F/dE LTt
MEE 2t =g Y2 StLte| SefA0| £5tH 00f O|C|oje] de/E= s 2 <« o7y
i

= S0 w2k oM =8 E 5 AS L
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X.5 Multicast

X.5.1 ¥ QUE{mo| 20| BE[FHAE FE2I} S LICL

YEIHAE DES THD oY BEITHAE YUXE AN = 9 CIEHO|2, HO|X
ME/HEYA/BEPNAE B2 S20N ZRIF S0{QD LTks HS HAER &

= T
AAE;LJEh

7t At Zdots Wel2, et BEFHAE S &S 4O B LiVt= IE O] A7t
TEIX| ER/7| U E LT

AH/etRE/HE|IZHAE 228 I[0| X[ 2| "local networks configuration" MOl A 2H24
QI O|AE 2HQISHN 2.

F=4719] IGMP 210X 0 O &&= HE[IFHAE 50| etk
(otzhel CtE FAQ & X).

=
$0
rir
A
o
o
Ot
=
fo

X.5.2 Receiver device 7} IGMP B A 0|A HE|FHAE A5 S BLYX| LS5L|LC}.

Linux X0 A IGMP HA|X| = Ctsdt &2 2t E HIO|S(E
ob=)0f| 2olsl] Ho|=l QI | O] A0 A B M&E L Lt

$ route -n

Destination Gateway  Genmask Flags Metric Ref Use Iface
()

224.0.0.0 0.0.0.0 240.0.0.0 u 0 0 0 etho
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X.6 CISCO ¥MA =ZQIETL Lf E2}0|HE He| x|
A Zo| QHEIL|LCY,

SSID, A{'d S E Q0| SHIEA A™E QD 7HE LT LAN 2 CISCO AP O
HZASIE{H TEA| ARP ME{ 7} H|ZHESIE|EE CISCO AP QM "5 RE"E AFRG|OF
SHL|CE MM V.2.6.2a Masquerading (ARPNAT) = & Z5HM| R,

X.7 Fast roaming 7|S

orgff MSE +Xl= B HZH 2200 CHsll ‘F=5tH 0] EM2| &2 2|20 20

X.7.1 AP 20| gdetE Ff 27 7|22 o244 EHLnk
SCI0[QET HALH 53X 20| 2dstel MES o2 LICE Z4 ME2 S 56ms
SO AMEH, 0] 7|2t IS¢t EtEeE "*E ME"R 5[0 HO|H7t =& + SIS LI
18 Ch5 HojH BE&S o1 83t7| flol 2 X2 &7 ALO[0f] 200ms Al SX|7F & x|,

ﬂJ|O

o
o T
CPU MEZI 2Z M AlZts E0 M2|ZFS SSA7|7] fI8ll =71 Atoloff =7t XA =

T = AU L
200ms LA| X|= A7ig X 20| o) AFE T 20l 4% LUSHA| &Lt

Ol E =0, XA[AH0| 3000ms 2 T+l 4 xHE A7HO| B2 A 7|ZH2 56ms + Oms +
56ms + 200ms + 56ms + 200ms + 56ms + 3000ms = 3464ms Y L|C} EIL|E 2=
MY M SME 5 & LICE O] R0 (3x56)/3464 = A|7+9| 4,8% R LICt. 0] Cch2t
He|Zo| Z20{ &L Lt

Of &X|= ZAX|2 EO0|H Fol7t ii2 55 E870= HetE = JAFLCL

O =0 HES 2S0|& = I 2 To=0[ LAt7| Mt
QUL LICE O]= AP O MLI0| 7K QU7L, ofiH O] Q2 E Al

AN H

UASLICE SE0IAUE MZF0= o] 74X E-o| AL T
S0 ET AP 2 HIO|EHE EUWd AP 7L H O] 0| &¢ ot
SQUEA| F2 50 =8|y 20| FES BELCh 4 Zo 2 23 MA
HESHTE 7ts) AE £E& AFE0t0] A= LIt

- 2Et0[AET} E1I0|E1E HLfX| o™ AP O &2 H|Z0| 2ELLICE S2H0|HEE
ol2f 7§o| ALE HIEO| +EE H2E AXIZHL 38 kg F 712 =7t MO

=2 (22 10 2| A E)E TSSO AP E F7t= ZAMeL|CH AP 7t O3] SHSHA|
Ho® S20|UEE AES J%ﬁ'—lﬁf e HZe = 74 7tsYLICH

of AXto| & 7|Zt2 Fd& & AP 70| 2F & HZ 2t4 7|ZF & 7+ &A + 8 &
72 HEMO = Yot HHE Z2H9[ F)0f M2 CHE LT

—

X.7.2 SX ML ZRAETE ZXE7| AM2tE mf 2Y X|H2 FALL 2
£
Al T

F

H
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BEo &% E0A GRE EF IP F27F ot 2t SN M2 ping &+ A= B
o= 24 A O|20|AM BtZ2t 20| ZdE & ASLIL.

-GREHE 2Z2 AEZQEE 24 AN ZQIE QIHIO|AE AFEELICE

rO
el
I
-l

Bt
i
m@
>
£
rr
oL
1=
|0
HU
-4
0x
il
I~
o

- AP 7} ACS EE= DFS X|ggo 2

O] Z2 A%t Al GRE H{22 9% BHOZ LI7ks Z2E HMSHRIR, 1% ZXoix| &7
20| &2 4 USLICH BRE WS Jtel7ls 7|2 F22 gSorLc

S1Z WHS AP NS WAL AP LIEYD AIEHOIAS B2IX|0 Eyots
HYLICL 2TEL0] B2X0) A% X|QI0| YOO 2, GRE B2 34 Ho|X|S #8
+ ALt

X.9 RA MHO|A IPv6e FTAE 71 27| S|l
SLAAC Oj|A LAN € F/d6}= 4

4.18.0.1 {1 2] WaveOS = DHCPv6 7t Otl RA MHHE X|&35IY Q=2 BEQA TAE
FAE REYLICH O 2 IPve 3 RA Al MM 0| JHQ YLCt.
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X.10 NAT router & S¢St FTP

FTP @& 0= LEH o2 & J1o| TCP HZAO| Lot LT & HW| Mo HZE2 FTP
SCtO[AE A FTP MH S| ZE 21 2 O[SEL|CL O] 22 220 AHELH
AEZQIE Ziof| B 8 SEHS TESELILE ol H&(s" H "dir FE2 =9

od=
=Z2ho|l= & #H® Ho| HZ40| 2L},
FTP 22I0|UE= 2 7tX| REZ E3g = QUSL|LC}
Passive Mode: S2t0|HE 7} PASY B2 LHEILICE O] BEHZ =4IStH MHE 558
el LEO|AM =41 CH7|3t CHS 220U E0| PASY SE2 EHLICE PASY 8H2
MHZt =4 Ti7] SQl 1P AL ZE HS E NSSLICH O3 CHF 220|HE= S| IP
T2 U EE B0 Cfet & HRf 322 gL C}

Active Mode: 22I0|HE = SHE S E ZEO|AM =45t CHZ AH 0| PORT 3E2
HYLICE PORT BE2 SEI0|AETL =4l Tf7| S IP T2t LE WS E NSSLICH
O3 ohE M= sl 1P 4 X ZE W0 Ofjor A4 gLt
HIO|Ef HE0| NAT 2tRHE S50t = 22, 371 SN 2Z O IP, ZE 21 2
FTP SE9| 2|C|AM S EFSHY| /s, NAT ol Yetet Eci Ho|=2 2L &HsHoF
Lk
Use this section only if IP Masquerading is enabled on this zone.
This section allow to redirect the input traffic on this zone to a device on other zone

SOURCE FRAME

— NAME SOURCE IP e PUBLIC PORT PRIVATE PORT DESTINATION IP SORT

Blank any ip source Blank, all poris Blank, all ports
wisn  [FTP | [any | [tep ~] |21 | [21 | [192.188.0.100 + 5 ]
) Add ]

FTP ME{7I 38 E90| U= B2 FTP SE20|HEE= =5 BEZ L0 FTP DATA
AZAO| AAT} ELICE (FileZilla 9] 7|2 2E)

MEZE S Y0 Qe 42 FTP SEI0|MEJt &Y BEZ 0] FTP DATA
HZAS| AATL E|O{OF BHL|CE &M R EO|A] Filezilla FTP 22I0|HEE T HsI= BB
CtS ot Z&L Lt

- 22H0|HE 278 Mol FTP HO[X|O|M g REE MEiRIL| LY.

Mot XS dEEL D F22

A
ojo
o
-4
b
=
ol
é
L
ot
okl
0
N
10
kl
o
%
44
b
i
ro
i
9'1-
I
_|T|_
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Settings

Select page: Transfer Mode

v Connection ) Passive (recommended)

¥ FTP @® Active
Active mode
Passive mode
FTP Proxy
SFTP
Generic proxy
¥ Transfers
File Types A proper server does not require this. Contact the server administrator if you need this.
File exists action
¥ Interface
Themes
Date/time format
Filesize Format

[ Allow Fall back to other transfer mode on failure

IF you have problems to retrieve directory listings or to transfer files, try to change the
default transfer mode.

FTP Keep-alive
["1|5end FTP keep-alive commands

File lists
Language
¥ File editing
Filetype associations
Logging
Debug
l oK J
Cancel
Settings
Select page: Limit local ports
¥ Connection Limit local ports used by FileZilla
v FTP By default uses any available local port to establish transfers in active mode. If you want
Active mode to limit FileZilla to use only a small range of ports, please enter the port range below.
Passive mode Lowest available port: |6000 |
FTP Proxy —
SETP Highest available port: [7000 |
Generic proxy Active mode IP
¥ Transfers In order to use active mode, FileZilla needs to know your external IP address.
File Types (") Ask your operating system for the external IP address
File exists action @® Use the Following IP address:
¥ Interface
Themes 192./168.20.4
Date/time format Use this if you're behind a router and have a static external IP address.
Filesize Format () Getexternal IP address from the following URL:
File lists
. I;.alngl::?.e Default: http://ip.filezilla-project.orgfip.php
ile editin
. g . [[] Don'tuse external IP address on local connections.
Filetype associations
Logging
Debug
OK
Cancel
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802.11
802.11s
AP
A-MPDU

BSR

BSS
Bridge

BSSID
GNSS

[Pv4
[Pv6

LAN

MCC
MCS

MNC
oSl

PSK

12 4o Ao JH“
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.Q.O-III ol = 9 I-()-I
- o H X 'I'T'_'x
MLIANS HEQA AT 1 X229 o3 HAZS HYSt= IEEE BE
M A HEXIE AHSH= IEEE 802.11 HEEL| &£

d
Aggregated MAC Z2E = H|O[H T o8 712 MAC =& 0|

Z2f| Yo HAEO] StLtel HAZ HES7| Qs 22| AlZ2= ML
SELAEM BRHE= RP HEFHAE OF 7H 08 X M A HiZE
BHEot= EEFHAE 2tRHY L

A TZQE

StLtC| AP 2F 220|UEZ P& HER/AY 7= MHIA ME

S ofF2|AH 0| WErO A E2[X|& LAN(O|EY) Z2f| -2 WLAN(WI-Fi)
OCI2 E& 1 B2 MEsths HERT +4 @AY LICH WLAN Of
olmet RO AS W "E2|X|"2t= 0= AP 2| E2t0|AHE| AHEZ|X| Bt
JIEXMOo 2= AP T E2|X|YULCH O §2 HERXZ MtofA E2[X|= 2H
3 2t 8O o ESHK| a1 SHLLS| F2|X QI H 0| A0A CHE F2|A
CIHLO|ARZ 200 2 =2 METLICE O|E 0 O|H4Yl AK|+=
SIEQIN E2|X|0|H ME0= O|E4l, o2f WLAN S2t0|YE &= AP, HA]
St 22 ChEs QIHLO|A 7o AZEQY E2|X|7t ZakE L|C}

BSS AlHX}, QMO 2 AP O] MAC F4 Ei& 1 IO

GPS(0| =), GLONASS(2{A|0}0]), Galileo(R & 0{) EE= BeiDou(E=0) &
SHLIQI =29 LHH| A O|M 2[d A|AE

QHU T2 EZ MM 4, 2HIE & AFHZO I3l MY S =
TCP/IP ZE2EEZE AHO| HEQA AS. IPv4 = "192.168.1.1"1F &2 32 HIE
37|9] F=AE AHETLILCL.

QU T2 EZ HH 6(IPve)2 2 MICH HERHZ AFZ =2EZQL|CH
IETF(Internet Engineering Task Force)0iAl &A|2t IPv6 2 QIHU Z2EF
A 4(1Pv4)Q| ¥ 1g0|E T L|LCt

22| S412(Local Area Network) ZX|7F M2 E415L7| 2|8 MAC(OSI
AS 2) TAE AY AESE = U= HERKRS €7

MED HEQZAS 17 71 AEXIQ RHIY =7 FE

Modulation and Coding Scheme, HI{E7} 802.11n Of|A] MItZ QAL &=
ghA

DHY HERQA [E, XFE Z719| AEH HERKT AFEX A HXt
HEXZD AARE EF HBLE #+45t= 1SO EE =X 2EQl Open

Systems Interconnection

Y29 YT BOIM SUB 7|7k ALBEIS CfE LB} AAHQI AW B8
7|, Ol 7|7k AFHO| $HZ BOJM CH2 % 20= WEo| waoz

HEE0oF & QDL (O] E4l2 54 Tid0| 2 = ASH L)
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Repeater

RP

RTS/CTS

SSID

SSM

USM

VLAN

Wi-Fi™
WLAN

RA
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Rendezvous Point = X|HEl HE|FHAE O F9| HIZE HYS= HE[FHAE
2t Lt

ChE CIOIH Z2|gs 2U7(0] S= AlZt 52 71 AIE ol est=
RTS Z2f| Q2 ELU{Of St= MEIH MAC ZE2EE. $AMA= ST O
ot CTS Zoes 2o =M SEHELICH [EFEW Sal71et =41719 ?*._1
He0l A= ZE F4 2HO|H2 e HIOIE TS0 CHof L& LICH

AN -

Service Set Identifier = AP &1t ST S2I0|EZ FLH=l M
HESAE AMHEst= EXE YLICE

|0 1

AAE HEPPAEL SARTE SAKO| FAE YT YOO RPE A
LRt gl BEPHAE 2tREol HELTh

HA TS 2

AR 7|8 HOF B2 ALEXHE 2 SNMP HM| & #oks Foldh=
R L L.

7k LAN, VLAN Q| 2+ m2{|2l0f| VLAN Ef1E 3713840 CHE LAND 0|
Y2l LAN

"Wireless Fidelity”. O] @ MO A O] 0= 802.11 2| S2[0|E A& LT}
BMIANS M2 HEE 1%st7| 2o 25 HEL 3 0]2(SSID E= Mesh
D)1} S & 215 BHHES 375l= Wi-Fi 2H IOI’EI ALt

oI E o SAET}LE

O At Rl

DTUSO70 rev K.13



Page 334 /336

Xl = -802.11 RADIO CHANNELS
Xil.1 11b/g (2.4GHz)

e HE/I = [2.3995-2.4965] FLt=0f| A ISM (Industrial Scientific and Medical) &
CHE = ARE gL Y.

Channel Central frequenc

(25 MH2) (GHZ(;I ¥ Allowed by
1 2,412 Asia MKK, Europe ETSI, US FCC
2 2,417 Asia MKK, Europe ETSI, US FCC
3 2,422 Asia MKK, Europe ETSI, US FCC
4 2,427 Asia MKK, Europe ETSI, US FCC
5 2,432 Asia MKK, Europe ETSI, US FCC
6 2,437 Asia MKK, Europe ETSI, US FCC
7 2,442 Asia MKK, Europe ETSI, US FCC
8 2,447 Asia MKK, Europe ETSI, US FCC
9 2,452 Asia MKK, Europe ETSI, US FCC
10 2,457 Asia MKK, Europe ETSI, US FCC
11 2,462 Asia MKK, Europe ETSI, US FCC
12 2,467 Asia MKK, Europe ETSI
13 2,472 Asia MKK, Europe ETSI
14 2,484 Asia MKK

Zt s ol B Fot+E XYohE A 20k 802.11 2 ZH AHEOM B2 MY 2HIE

Ed OtAT (17 B)E X|FYELICH OfATE K E0| EMEC 2 22MHz E0|

E MZI A FO0M £11MHz 9 I3 o X[l XA 30dB 22 &[0fOF

| QXX @0 of 5 HHwf ME(PEE 2 ot2[7to M= 1, 6, 11,

01I*1i 1-13 3)2F A8 = /USLLCE o E &0 222 =2 FF 2400-2483.5,
IJI:?OI AR 2402-2483.5 SYLILCE.

AHEY OATE A FOL0A ZCH +22MHz 7HX|2F 50dB Z4|Ele= M3 £
Met2 "golst2 2, 29| oUHX|7t Ol NotECH O ZHEE|X| U=Cta JHYSH=
ZR7F WELICE MY 1, 6, 11 AlO|Q] E2|E& Zote [ ZE X4 A= =2
A2 K0 CHE o] S4M7|QF 2t S X(ATtsfof oiCtn LSt= Z40| O M=HetL|Ct,
ZHZ| 2MZ Qs SA7|= "SHEX| A" KHEe| £+AMT|0f Fes 0E £ UX|T
SRt =M7|0f| ZFZALHOIE O|L) HEE ™MH = Ooldoz AFst= 4200t
7ttt
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XIl.2 802.11a/h (5 GHz)
e HESRIE 5GHz M O Y UN-Il & A2 gLt
UN-Il £ 4 742| 7HE St CHY S AFESHLICH UN-II-1, 2, 2e and 3

Channel Central
Band (20 MHz) frequency Allowed by
(GHz)
34 5,170 Japan TELEC
36 5,180 Europe ETSI, US FCC
] 38 5,190 Japan TELEC
N 40 5,200 Europe ETSI, US FCC
Il 42 5,210 Japan TELEC
1 44 5,220 Europe ETSI, US FCC
46 5,230 Japan TELEC
48 5,240 Europe ETSI, US FCC
U 52 5,260 Europe ETSI, US FCC
N 56 5,280 Europe ETSI, US FCC
Il 60 5,300 Europe ETSI, US FCC
2 64 5,320 Europe ETSI, US FCC
100 5,500 Europe ETSI, US FCC
104 5,520 Europe ETSI, US FCC
108 5,540 Europe ETSI, US FCC
112 5,560 Europe ETSI, US FCC
§ 116 5,580 Europe ETSI, US FCC
N 120 5,600 Europe ETSI, US FCC
Il 124 5,620 Europe ETSI, US FCC
2e 128 5,640 Europe ETSI, US FCC
132 5,660 Europe ETSI, US FCC
136 5,680 Europe ETSI, US FCC
140 5,700 Europe ETSI, US FCC
144 5,720 Europe ETSI, US FCC
U 149 5,745 US FCC
N 153 5,765 USFCC
Il 157 5,785 USFCC
3 161 5,805 USFCC
165 5,825 USFCC
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o2

Europe (ETSI): 19 channels

> UN-Il 1:4 channels 36, 40, 44, 48
» UN-II-2 : 4 channels 52, 56, 60, 64
» UN-II-2e : 11 channels : 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140

US and Canada (FCC): 23 channels
» UN-Il 1: 4 channels 36, 40, 44, 48
» UN-II-2 : 4 channels 52, 56, 60, 64

» UN-II-2e : 11 channels : 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140
» UN-II-3 : 4 channels : 149, 153, 157, 161, 165

Japan (TELEC): 4 channels

» UN-II-1: 4 channels : 34, 38, 42, 46
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