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HOW TO CONFIGURE - VRRP
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3. VRRP T/ O}7|ElX

Ol HHAEOM = ST MEU LHo| A|X|0| HZE 2709 22|X 2t2E 7t H|Oo|H IjZls MEstn
P A& F2[(ICMP)O| 8Edt= 7ta IP FAE S/THL L
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VRRP Group
Client Router 3 : sammmsmsmsEssEEEen . AP Router 1:
@Alias LAN= 192.168.3.3/24 0 . LAN=192.168.2.1/24
VIP  LAN=192.168.3.254/24 : I:I fr Mode: AP1
VIP WLAN=192.168.2.254/24 h ! — === = — (£,
No @Alias WLAN s K E : e

Priority=250 Rol GE
e=Master Mod

e: NAT

PC2:192.168.3.100/24 PC1:192.168.2.100/24

GW :192.168.3.254

Client Router 4 : SSID VRRP 2

@Alias LAN: 192.168.3.4/24

VIP  LAN=192.168.3.254/24 *tisamssssssssanns as® AP Router 2 :

VIP WLAN=192.168.2.254/24 LAN: 192.168.2.2/24
No @Alias WLAN Mode: AP2

Priority=200 Rol
e=Backup Mod
e: NAT
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4.  ACKSYS Router &%

2E Acksys EI'O HE VRRP Z2EE 7|%% THM 2D 0| Application note| A= 2712| 2t 7t
BE[X] BEO A AP AHZ FYE|0 A2H VRRP MH|A7 HEE|= SE0|HERZ FHE CHE
2712| 2t E Q] S 2{AE T JAS L

AP@.%@.I Router 1 &7

278 HAO =T MSE XHES AHESHO] 2t2H 282 AR &+ As UL
Networks AirLink Router 1 Airlink Router 2
LAN IP Alias: 192.168.2.1/24 LAN IP Alias: 192.168.2.2/24
Mode: AP SSID:VRRP SSID:VRRP2

Router 1 2t Router 2 &782 H|X5ID 2t E 12| A 7o) CHo{AM 2t S HSHASL|CH
AP ZEO0|M Acksys routerE A7St= RO Cist =7t HE, Application notele UAEL|LCH here:

HEYI 4
O| M M0j A& Bridged Mode| HIEX 3 #9(0f ot 7|2 YEYIS SRSt

GUIO|A| Setup — Physical Interface — Edit LAN InterfaceZ 0|-&3}0 LAN NetworkE THEL|C}

SETUP TOOLS STATUS

PHYSICAL INTERFACES

VIRTUAL INTERFACES NETWORK OVERVIEW

BRIDGING NAME ENABLED IPV6 ADDRESS IPVE GATEWAY IPV4 ADDRESS NETMASK IPV4 GATEWAY (METRIC) PERSISTENCE

NETWORK lan 192.168.1.253 255.255.255.0 Default m
LAN e

ROUTING / FIREWALL

SECURITY
Qos
SERVICES

REZ e "Edit" HES 2251 LAN Interface 780 AFR L= IP T4 AT CL
e General Setup
« Network description :WLAN (At Xt HO| 0|5 ALE)
e Protocol: Static
e |Pv4-Address: 192.168.2.1
e |IPv4 Netmask:255.255.255.0
e Save

Y- WIT
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NETWORK - WLAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and tick the names of several network interfaces.

COMMON CONFIGURATION

General Setup | Interfaces Settings ] Advanced Settings ‘ IPv6 Setup ‘

Enable interface
Network description LAN
(@ Friendly name for your network
Protocol ‘ static v

IPv6-Address ‘

(@ CIDR-Notation: address/prefix

Default IPv6 gateway ‘

IPv4-Address 192.168.2.1 ‘
IPV4-Netmask [255.255.255.0 =

Default IPv4 gateway ‘
Default gateway metric 0 ‘

(£ Gateway priority when several default gateways are configured; lowest is chosen.
(Used only when a default gateway is defined on this interface)

DNS server(s) ‘

(@ You can specify multple IPv4 DNS servers here, press enter to add a new entr. Servers entered here will override automatically
assigned ones.

e Interface Settings
o Bridge Interfaces: enable
o Interface: Tick Ethernet Adapter and WiFI Adaptor
e Click Save

NETWORK - WLAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and tick the names of several network interfaces.

COMMON CONFIGURATION

General Setup | | Interfaces Settings | | Advanced Settings | | 1Pv6 Setup |

Bridge interfaces (@ creates a bridge over specified interface(s)
Enable STP/RSTP ) @ Enables the Spanning Tree Protocol on this bridge
'WARNING: Some cautions must be taken with wireless interfaces, please see user guide
Enable LLDP forwarding [J @ Enables the LLDP frame forwarding.

bridge VLAN ) @ Enable VLAN managementin bridge. You must configure the bridge VLANS before enabling this option (setup->bridging)
Interface 2 Ethemnet adapter: LAN (network: WLAN)
# WIFi adapter: WiFi - VRRP (network: WLAN)

[1500

72 HER/AE +78 ot 0|20 = ChS2t 22 Z1H7} LEtoF LT,

SETUP TOOLS STATUS

PHYSICAL INTERFACES

VIRTUAL INTERFACES NETWORK OVERVIEW

BRIDGING NAME  ENABLED IPV6 ADDRESS IPV6 GATEWAY IPV4 ADDRESS NETMASK IPV4 GATEWAY (METRIC) PERSISTENCE ~ ACTIONS

NETWORK 192.168.2.1 255.255.255.0 Default ]
WLAN

VPN
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HOW TO CONFIGURE - VRRP

Router 1 SSID &A™

712802 WiFl ¥ EH £ HZE3tE|0f Q2B 2 0| Application noted| A= WIFI O E{ 0] AT SSIDE
MM5t0] S2I0|HE ZEO| AE CIHIO|ATE WIFI O E{ 0] HZEE = JA=F Lt
GUIO| A Setup — Physical Interfaces — [ WiFI Adaptor to On ]2 2 O|F&tL|Ct

WI-FI INTERFACE

Wi-Fi 4 (802.11n) Wireless interface [ oD |
CHANNEL 802.11 MODE SSID ROLE SECURITY ACTION
Interface disabled

. 22%0) s "Ediv HES AT sSD T4 HO|XIS BALLICE
Wi-Fi 4 (802.11n) Wireless interface @
I@' CHANNEL 802.11 MODE S8ID ROLE SECURITY ACTIONS

Automatic B02.11b+g+n acksys Access Point (infrastructure) nene

e Role: Access Point
e ESSID: VRRP

e Network: WLAN

e Click on Save

WIRELESS SETTINGS : WIFI

The Device Configuration section covers physical settings of the radio hardware which is shared among all defined wireless networks. Per network settings like encryption or
operation mode are in the Interface Configuration.
If SRCC role is selected, most of the Device Configuration is irrelevant (please refer to the product user guide).

DEVICE CONFIGURATION

General Setup | a/b/g Data Rates ] 802.11n Mcs ‘ Advanced Settings ‘

802.11 mode [802.11b+g+n (2.4 GHz) v
@ Changing the mode may affect the list in the ‘a/b/g data rates' tab
HT mode [ 20MHz %

@ Automatic 40MHz HT mode is not compatible with AP, Ad-hoc, Mesh and multi-interfaces

Automatic channel select (@ Automatic channel select s not compatible with Ad-hoc, Mesh and multi-interfaces

INTERFACE CONFIGURATION

General Setup | Wireless Security ‘ Advanced Settings ] MAC Filter ‘ Frame filters |
Roie [Acce-s Point (infrastructure) v
ESSID

VRRP

Max allowed by radio card (see documentation)

(©) specifies the maximum number of clients to connect
Hide ESSID [ @ in orderto comply with the DFS regulation, clients might not associate if you check this option and select a DFS channel. See
the user guide for more details

Network

© wiAN t @

o Security: No encryption (AF&Xt= EOH0| Zst H{Z2HD E AL A2 HETLICEH)

INTERFACE CONFIGURATION

General Setup | Wireless Security ‘ Advanced Settings | MAC Filter ‘ Frame filters ‘
Security

‘ No encryption v

1. 7|28 o 2 VRRPZ} &AM3tE| ™ 7P” i% LM =2 7t7 It gt O E9|
V\EPF EIL|C} 0|Z{2 2 O| Router 12| AHO| 2
LI X| 3749 2t E 0| CHSHM = F440| %AWPW LI X| 37H2Q| 2t E0f| CHSiA = TF
AYZ dYHSIX| b L Ct,

0
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APYEO| Router 2 A™
Network Interfaces
Network, SSID= Of2lf EOo| HEQ} &4 2 E{0f

PS
S
Router 12 2E5t=0 AHEEl= A1t S Lot HHAE B=EgLCH

Networks Router 2
LAN IP: 192.168.2.2/24
AP SSID:VRRP2

Router201|*1 o HERA HH:

= 3t s o o S .
7|2 HESAE 8¢ = Cha1t €2 Z210t7t Ltetof gLtk
NETWORK OVERVIEW
NAME ENABLED  IPV6 ADDRESS IPV6 GATEWAY IPV4 ADDRESS NETMASK IPV4 GATEWAY (METRIC) PERSISTENCE ~ ACTIONS
WLAN 192.168.2.2 255.255.255.0 Default F4

Add network I

Router 22| SSID &AM

Router 2 0| @7 =l SSIDE= Router 11t= CHEN O] o] RE HFE2 Z&LICL

Wi-Fi 4 (802.11n) Wireless interface L]
Y CHANNEL 802.41 MODE SSID ROLE SECURITY ACTIONS
Automatic 802.11b+gen acksys Access Point (infrastructure) none [ =)

e Role: Access Point
e ESSID: VRRP2

e Network: WLAN

e Click on Save

WIRELESS SETTINGS : WIFI

The Device Configuration section covers physical settings of the radio hardware which is shared among all defined wireless networks. Per network settings like encryption or
operation mode are in the Interface Configuration.
If SRCC role is selected, most of the Device Configuration is irrelevant (please refer to the product user guide).

DEVICE CONFIGURATION

General Setup | a/b/g Data Rates | 802.11n Mcs | Advanced Settings ‘

802.11 mode [802.11b+g+n (2.4 GHz) v
@ Changing the mode may affect the listin the ‘a/b/g data rates tab
HT mode ‘ 20MHz v

() Automatic 40MHz HT mode is not compatible with AP, Ad-hoc, Mesh and multi-interfaces

Automatic channel select (@) Automatic channel selectis not compatible with Ad-hoc, Mesh and multi-interfaces

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings l MAC Filter ‘ Frame filters |
Rote) [ Access Point (infrastructure) v

......... ‘VRRPZ ‘

\Max allowed by radio card (see documentation) \
(E) specifies the maximum number of clients to connect

Hide ESSID D u In order to comply with the DFS regulation, clients might not associate if you check this option and select a DFS channel. See
the user guide for more details.
Network o
© wan @

Y= WIT
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o Security: No encryption (AH8XH= 20t0f| 2ot HIAHZE At8E A2 28 EE L0

INTERFACE CONFIGURATION

General Setup ‘ Wireless Security ‘ Advanced Settings ‘ MAC Filter | Frame filters ‘
Security

\ No encryption v
@ WARNING: The WEP encryption is only 5

Master 2 El & Client 92| M| Router 3 BN

A8 MAO L=siMOHE MSE XS AMESHY 2t H 4™ 2 A& = JAEL L
Networks AirLink Router 3
LAN IP Alias: 192.168.3.3/24
No WLAN [P Alias:
Virtual IP Addresses LAN VIP:192.168.3.254/24
WLAN VIP:192.168.2.254/24
Mode: client SSID:VRRP

Network &7

IWaveOsOll Al VRPPP P 0|52 M7Jst2{™ QIEHO|A0AN Z2EZE HO|6l0F 3,

O] MMOjA LANIF WLAN 2702 HEQIIE HHTtL|Ct

GUIO| A Setup — Physical Interfaces — Edit LAN Interface 2 0| 53}0{ LAN NetworkS A4 stL|Ct.

SETUP TOOLS STATUS

PHYSICAL INTERFACES

VIRTUAL INTERFACES NETWORKIOVERVIEW

BRIDGING NAME ENABLED IPV6 ADDRESS IPV6 GATEWAY IPV4 ADDRESS NETMASK IPV4 GATEWAY (METRIC) PERSISTENCE e

NETWORK lan 192.168.1.253 255.255.255.0 Default
LAN e

o ] Add network I

ROUTING / FIREWALL

SECURITY
Qos

SERVICES

QEZO U= "Edit" HES 225t LAN QAHIO|AE FH5l= O AF8&= IP FAE AEeL L
e General Setup
e Network description :LAN (use your custom name)
e Protocol: VRRP
e IP Aliases
o Add the Alias Id:1 (you can use your custom number Id)
e Add the Alias IP address : 192.168.3.3
e IPv4 Netmask:255.255.255.0
e Save
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NETWORK - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and tick the names of several network interfaces.

COMMON CONFIGURATION

General Setup | Interfaces Settings ‘ Advanced Settings | IPv6 Setup |
Enable interface

Network description
e LAN

() Friendly name for your network

Protocol [ VRRP >

(@ You can specify multiple IPv4 DNS servers here, press enter to add a new entry. Servers entered here will override automatically
assigned ones

IP ALIASES

NATed VRRP networks warning
The following applies to NATed networks which use the VRRP protocol:

DNS server(s)

* Public-side NAT MUST NOT define IP aliases; else the NAT might use the alias IP as public address instead of the VRRP IP
« Conversely, Private-side NAT SHOULD define a private IP alias to allow connection tracking replication

1 %] Delete
General Setup | |Pv6 Setup

IPv4-Address [192.168.3.3 |

IPv4-Netmask [255.255.255.0 =~

Add I

e Interface Settings
o Bridge Interfaces: enable
e Interface: Tick Ethernet Adapter
e Untick WIFI adapter

e Click Save

NETWORK - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and tick the names of several network interfaces.

COMMON CONFIGURATION

General Setup ‘ Interfaces Settings | Advanced Settings | IPv6 Setup |

Bridge interfaces (@ creates a bridge over specified interface(s)
Enable STP/RSTP ) @ Enables the Spanning Tree Protocol on this bridge
WARNING: Some cautions must be taken with wireless interfaces, please see user guide
Enable LLDP forwarding [J @ Enables the LLDP frame forwarding.
bridge VLAN [ @ Enable VLAN managementin bridge. You must configure the bridge VLANS before enabling this option (setup-»bridging)
Interface 4~ Ethemet adapter: LAN (network: LAN)

(] % WiFi adapter: WiFi - VRRP (network: LAN)

ki [1500

-

WIFI AdapterE O Est= FEHM HEQT WLANS d45tE SHAE SLetLCt

rir

e General Setup
o Network description :WLAN (use your custom name)
e Protocol: VRRP
o Save

Ve WIT
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NETWORK - WLAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and tick the names of several network interfaces.

COMMON CONFIGURATION

General Setup | Interfaces Settings | Advanced Settings ‘ IPv6 Setup ‘

Enable interface
Network description ‘WLAN
() Friendly name for your network
Protocol i VRRP 5
o)

DNS server(s) \
@ Yﬂu can specify multiple IPv4 DNS servers here, press enter to add a new entry. Servers entered here will override automatically

assigned ones.

IP ALIASES

NATed VRRP networks warning
The following applies to NATed networks which use the VRRP protocol:

« Public-side NAT MUST NOT define IP aliases; else the NAT might use the alias IP as public address instead of the VRRP IP
« Conversely, Private-side NAT SHOULD define a private IP alias to allow connection tracking replication

RO

This section contains no values yet

e Interface Settings
e Bridge Interfaces: enable
e Tick WIFI adapter

e Click Save

NETWORK - WLAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and tick the names of several network interfaces.

COMMON CONFIGURATION

General Setup ‘ Interfaces Settings ‘ Advanced Settings | IPv6 Setup |

Bridge interfaces () creates a bridge over specified interface(s)
Enable STP/RSTP ] @ Enables the Spanning Tree Protocol on this bridge
'WARNING: Some cautions must be taken with wireless interfaces, please see user guide
Enable LLDP forwarding ) @ Enables the LLDP frame forwarding.
bridge VLAN D @ Enable VLAN management in bridge. You must configure the bridge VLANSs before enabling this option (setup-=bridging)
Interface O 4. Ethernet adapter: LAN (network: WLAN)

¥ WiFi adapter: WiFi - VRRP (network: WLAN)

Lk [1500
NETWORK OVERVIEW
NAME ENABLED  IPV6 ADDRESS IPV6 GATEWAY IPV4 ADDRESS  NETMASK IPV4 GATEWAY (METRIC) PERSISTENCE  ACTIONS
LAN VRRP Default 4=
WLAN VRRP Default 4%
Add network |

Ve WIT
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MASTER Router 32| SSID A%

7|20 2 WIFI Adaptor= B3} £|0f 222 0| Application note0| A=
WIFI Adaptor0f H-Z%g SSIDE 2d gL .

GUIO| M Setup — Physical Interfaces — WiFI AdaptorE 2Hd s}

WI-FI INTERFACE

WiLFi 4 (802.11n) Wireless interface e |
CHAMWNEL 802.11 MODE SSID ROLE SECURITY ACTIONS
Interface disabled

o EZF0 A= "edit" HES 8ot SSID 278 HO[X|E LI

Wi-Fi 4 (802.11n) Wireless interface en
4-&‘ ‘CHAMNNEL 802.11 MODE SSsID ROLE SECURITY ACTIONS
Automatic 802.11b+g+n acksys Access Paint (infrastructure) none I [F] q

¢ Role: Client

e ESSID: VRRP

¢ Network: WLAN
e Click on Save

WIRELESS SETTINGS : WIFI

The Device Configuration section covers physical settings of the radio hardware which is shared among all defined wireless networks. Per network settings like encryption or
operation mode are in the Inferface Configuration.
If SRCC role is selected, most of the Device Configuration is irrelevant (please refer to the product user guide).

DEVICE CONFIGURATION

General Setup | a/b/g Data Rates ‘ 802.11n Mcs ‘ Advanced Settings ‘

802 11moda [802.11b+g+n (2.4 GHz) v
(&) Changing the mode may affect the listin the ‘a/blg data rates’ tab
HT mode [ 20MHz v

@ Automatic 40MHz HT mode is not compatible with AP, Ad-hoc, Mesh and multi-interfaces

Automatic channel select (@ Automatic channel select is not compatible with Ad-hoc, Mesh and multi-interfaces

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings [ Roaming | Advanced Roaming | Frame filters |

Role [ client (infrastructure) v
Multiple ESSIDs (]
ESSID |VRRP
Network N
LAN: j¢!
©® wiaAN: @&

INTERFACE CONFIGURATION

General Setup ‘ Wireless Security ‘ Advanced Settings ‘ MAC Filter | Frame filters ‘

Security [No encryption v

Wit
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Router 32| HE®3 Y 47

LANI WLAN Zte| EeiES 5 &317] fl8l 1P OFA7{ 20| 0| 2=t LANIE WLANS O E3t= 2742
Networks Zoneg ZH&L|Ct.

GUIO| A Setup — Routing/Firewall — Network Zones Add HHES 22!5}0] A M| 0| X|0of| A Z|C|&MEt

A HR| Network Zone2 THSL|LCH

NETWORK ZONES OVERVIEW

NAME COVERED NETWORKS FORWARD TO DESTINATION ZONE IP MASQUERADING LOCAL SERVICES ACTIONS

fj Add zone I

e General Settings
e Name: WLAN (use your custom name)
e Enable IP Masquerading: on
e Covered networks: WLAN
e Save

NETWORK ZONES - ZONE SETTINGS

This section defines common properties of "zone_1".
Covered pecifies which il networks are members of this zone.

General Settings | | Advanced Settings |

Sams |wian

Enable IP Masquerading (@ only on public zones. Use for NAT/PAT routing

Warning: if using VRRP, the NATed network must be setto protocol NONE
MSS clamping 0

Default acceptance policy for local services [AII enabled v

U YYou can restrict or open the local services in the firewall section below

O [Lan: 2

WLAN:

Covered networks

INTER-ZONE FORWARDING

Use this section only if IP Masquerading is disabled on this zone.
The options below control the forwarding policies between this zone (%s) and other zones. Destination zones cover forwarded traffic originating from %q. The forwarding rule is
unidirectional, e.g. a forward from lan to wan does not imply a permission to forward from wan to lan as well.

Allow forwarding to destination zones: 0

HESI SO sl o]0 23 Ant et +dYLICH

—

e General Settings
e Name: LAN (use your custom name)
¢ Enable IP Masquerading: off
e Covered networks: LAN
e Inter-Zone Forwarding
o Allow forwarding to destination zones : Tick for WLAN
o Save

Y= WIT: ¢
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NETWORK ZONES - ZONE SETTINGS

This section defines common properties of "zone_2"
Covered networks specifies which available networks are members of this zone.

General Settings ‘ Advanced Settings ‘

Name ‘LAN

Enable IP Masquerading [ @ only on public zones. Use for NATIPAT routing

Warning: if using VRRP, the NATed network must be set to protocol NONE
MSS clamping O

Default acceptance policy for local services ‘ All enabled v

() You can restrict or open the local senvices in the firewall section below

Covered networks IAN: B
2=

WLAN: ¥

INTER-ZONE FORWARDING

Use this section only if IP Masquerading is disabled on this zone.

The options below control the forwarding policies between this zone (%s) and other zones. D zones cover traffic from %q. The rule is
unidirectional, e.g. a forward from lan to wan does not imply a permission to forward from wan to lan as well.
Allow forwarding to destination zones:
O| -”EO 01012D5‘c'>‘01|: rg‘ll. Zto 7=ITI.E He A Ol | r
27H—L—Tﬂ o == |_|'|_—|— = Lrgdr €2 €405 €= & XeLILE
NETWORK ZONES OVERVIEW
NAME COVERED NETWORKS FORWARD TO DESTINATION ZONE IP MASQUERADING LOCAL SERVICES ACTIONS
WLAN "WLAN" = All enabled 4 =]
LAN "LAN" WLAN All enabled 4 =]
D Add zone I

=
oz x4y

NAT= Router modeE H7FE[0] A2, ¢1Z =X MH|A = Master®t Backup 74| TCP HAZ 57|%t
St=0 AFEE L Lt
GUIO| A| Setup — Services — Conn. Tracking — Basic

o Enable connection tracking: Tick
¢ Network for messages exchange: LAN
e Log to system log: Tick

CONNECTION TRACKING

The main use of connection tracking is to support VRRP in a NAT/PAT router.

CONNECTION TRACKING SERVER CONFIGURATION

Basic | Advanced ‘
Enable connection tracking

Network for messages exchange @ AN po

O wian: @
(£) Communication link used to exchange connection tracking infarmation
Log to system log

Ve WIT

RIAL WIRELESS LEADER




HOW TO CONFIGURE - VRRP

VRRP Service &

GUIO| A Setup — Services — VRRP. O] T+ 0| VRRP InstanceE 27} (1002t 200) =7} L|C}.

e Multicast Group:224.0.0.18 (VRRP advertisemen0f| AL E|&=

IPv4 HE|F|AE 02 222

e VRRP Instance 7+

« Enter the VRID (Virtual Router ID):100 (AF2 At X|H 10|A] 255 AFOYE

=
=

FIHE

S
JEL

CHg
=8 otg 2|4

VRRP INSTANCES CONFIGURATION

VIRTUAL ROUTER ID ENABLE

Usem ey

[zoof
{B Enter the wirtual

i router (D for the e instance, a5 2

HETWORK |
Assooited 122 st

| hita) Add I

mber between

VIRTUAL IFV4 ADDRESS UNICAST PEER 1P

" D e T 2 S P S6RIRG D T 02

NETMASK

NTDRT Of it OB, CIOR ot sepeer e

This sestion contains no valles et

0and 255

Virtual Router ID=100

Check Enable to use this entry
Virtual IPv4 Address:192.168.3.254
Netmask: 255.255.255.0

7t Router ID 2002 AHESHY 2|0Af 2Fot CHZ & RN instanceS ‘d-d5t A& LIL.

VRRP INSTANCES CONFIGURATION

VIRTUAL
ROUTER ID

ENABLE

UNICAST PEER IP

NETWORK |

VIRTUAL IPV4 ADDRESS

NETMASK

Use this

Associatedreal  Must be different from any other IP assigned

Number of net bits, CIDR ~ Set peer unicast IP where VRRP will send the advertisement. Leave blank to used a

entry?

subnet

to this device

format

Multicast advertisement

100 [LaN v 192.168.3.254 |24 [Multicast advertisement used x]
200 WLAN Vv ]192.168.2.254 \ ‘2{ \ \Mult)cas&a@/ertﬁement used ‘ %]

\ | jia)

l‘j Enter the virtual router ID for the new instance, as a number between 0 and 255

Add

e Save
e o Configuring the Synchronized Subnet Groups (& 7|2tEl M E
« M =2 o|ES YUHYLIL}: acksys_vrp (51EE
Ct2 Ol X| 2 E| Cl2g M L C,
o Enable(@dzhHES 24
e Initial state(.’FJI“EH). Master
o Advertisements period(£ £ A|7]):1000 (7| £%))
o Priority($4+=%):250
e Virtual router IDs(ZH4 2H%E 1D):100, 200
e Support connection Tracking(X| & ¥Z Z=H): enable
e O] 2F0| Master &Ef I multicast routing only 5{-&

e Save and Apply

Ej__LA-I)
—E— b= 0-9, a-z, A-Z, )

IA_-| EH St |_| |_'_|-.

e WIT
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SYNCHRONIZED SUBNETS GROUPS CONFIGURATION

acksys_vrp %] Delete|
Enable
Initial state | Master (routing) Y

(@ Masters directly ry to overtake the virtual IP at startup; backups first check for masters

Advertisements period

| 1000 |
@ 100-15000 milliseconds
Priorif T
ty [250 \
@ 1-254, defaultis 200 for backups and 230 for masters
Virtual router IDs 100 ~
200 v
(E) Remember to [save] the newly added instances to allow choosing them here
Support connection tracking =] () handle NAT/PAT connection recovery.
Warning: NATed VRRP networks must not define IP aliases
Services dependant on the state of this group Allow Multicast routing only when this group is in Master state
e
\ | i Dendd

(@ Enter a nickname for the new group; allowed characters are 0-9, a-z, A-Z, underscore

A 7|=H2 2 VRRP/L St E THY 52 24 —’.-:—%IE ZbT M7 e 59| OrAH
7t ELICt O] 42 2 0| Router 12| H7H0| ChAH
2t EOff CHHM = 80| FASHY LIHX| 3742
L|Ct.

r HU
ti

Backup &

FEH 2 Client 92 2| Router 4 A7

Network Interfaces

Network, Netowrk Zone, SSID+= Oz EO| HE 2t 274 BACKUP Router 2 2| Master &2 =
Router 1 O M-8, Router 12 A™SI=0H AFE = At 5Lt THAE BH=E8L Lt

Networks Router 2: BACKUP

LAN IP Alias: 192.168.3.4/24
No WLAN IP Alias:

Virtual IP Address LAN VIP:192.168.3.254/24

WLAN VIP:192.168.2.254/24

Client SSID:VRRP2
Router42| HER3 H7:
= = = o o = o AL .
270 HEHAE Wdst = Chaut &2 4108 g2 = JUEHCH
NETWORK OVERVIEW
NAME ENABLED  IPV6 ADDRESS IPV6 GATEWAY IPV4 ADDRESS  NETMASK IPV4 GATEWAY (METRIC) PERSISTENCE  AGTIONS
LAN VRRP Default D=
WLAN VRRP Default A=l

Y= WIT:
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Router 42| SSID & 7H

rlo

N
o>
r
il

Router 4 0f A%l SSID= Router 31t= Ct20 0] 29| 2= M H

Wi-Fi 4 (802.11n) Wireless interface L}
\?_ﬂ"/ CHANNEL 802.11 MODE s8I0 ROLE SECURITY ACTIONS
Automatic 802.11b+g+n acksys Access Point (infrastructure) none (] =i

¢ Role: Client

e ESSID: VRRP
2

¢ Network: WLA
N

¢ Click on Save

WIRELESS SETTINGS : WIFI

The Device Configuration section covers physical settings of the radio hardware which is shared among all defined wireless networks. Per network settings like encryption or

operation mode are in the Interface Configuration.
If SRCC role is selected, most of the Device Configuration is irrelevant (please refer to the product user guide)

DEVICE CONFIGURATION

General Setup | a/b/g Data Rates ‘ 802.11n Mcs ‘ Advanced Settings |

£0211moda [802.11b+g+n (2.4 GHz) v
@ Changing the mode may affect the list in the "a/b/g data rates’ tab

HT mode | 20MHz v
() Automatic 40MHz HT mode is not compatible with AP, Ad-hoc, Mesh and multi-interfaces

Automatic channel select () Automatic channel selectis not compatible with Ad-hoc, Mesh and multi-interfaces

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | Roaming | Frame filters |
Roie | Client (infrastructure) v

|VRRP2

Network =
LAN =

® waN: @

o Security: No encryption (AH&Xt= EQt0]| Zot H{EHMS E AHES AS HEE L)

INTERFACE CONFIGURATION

General Setup ‘ Wireless Security | Advanced Settings ‘ MAC Filter | Frame filters ‘
Security | No encryption

Router 42| HE23 &9 A7
270e HERA EY92 0tE 20|= O34 €2 2108 22 5= ASLCE

NETWORK ZONES OVERVIEW

NAME ‘COVERED NETWORKS FORWARD TO DESTINATION ZONE IP MASQUERADING LOCAL SERVICES ACTIONS
WLAN "WLAN" - All enabled 4

LAN "LAN" WLAN All enabled ﬁ =]
u Add zone

Ve WIT

INDUSTRIAL WIRELESS LEADER
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Configuring Connection Tracking( @2 =& 114 )

GUIN| A Setup — Services — Conn. Tracking — Basic

CONNECTION TRACKING

The main use of connection tracking is to support VRRP in a NAT/PAT router.

CONNECTION TRACKING SERVER CONFIGURATION

Basic ‘ Advanced ‘

Enable connection tracking
Network for messages exchange —Ta
@ [Lan: 2
O |wian: &
(E) Communication link used to exchange connection tracking information

Log to system log

Backup 9<t2| Router 40| A VRRP A{H|A 7
2t E| 19| Backup YTt 22 PO Y& CH2 H2 WQstne SUot PHYLICH

'VRRP INSTANCES CONFIGURATION

VIRTUAL ROUTER 1D ENABLE NETUIORK | VIRTUAL IPV4 ADDRESS. NETMASIC

Use s ert? e p—

UNICAST PEER IP

This section contains na valies yet

100l J

Add

@) Enterthe virual router D for the newinstance. 2 2 number between 0 and 255

7t B2 H ID 2005 AHESHO] R0 2 iz = #HN AAEAS WS ASLICH

VRRP INSTANCES CONFIGURATION

pRIMAL ENABLE ~ NETWORK «| VIRTUAL IPV4 ADDRESS NETMASK UNICAST PEER IP
ROUTER ID
Use this Associatedreal  Must be different from any other IP assigned Number of net bits, CIDR  Set peer unicast IP where VRRP will send the advertisement. Leave blankto used a
entry? subnet to this device format Multicast advertisement
100 [Lan v [192.168.1.252 | [24 | [Multicast advertisement used | x]
200 |WLAN 87 !192.168.2.252 | ‘24 | [Multicast advertisement used \ x]

| {3 |

@ Enter the virtual router ID for the new instance, as a number between 0 and 255

. S7I3E HEY 18 7Y

SYNCHRONIZED SUBNETS GROUPS CONFIGURATION

acksys_vip %] Delete]

Enable
Initial state

| Backup (dormant) v
@ Masters directly try to overtake the virtual IP at startup; backups first check for masters
Advertisements period

1000 |
(& 100-15000 milliseconds

Priority 200 ‘

@ 1-254, default is 200 for backups and 230 for masters
100 £
200 v

(@) Rememberto [save] the newly added instances to allow choosing them here

Virtual router IDs

Support connection tracking |«| (@) handle NAT/PAT connection recovery.

‘Wamning: NATed VRRP networks must not define IP aliases

Services dependant on the state of this group Allow Multicast routing only when this group is in Master state

\ | Add I

(@) Enter a nickname for the new group; allowed characters are 0-9, a-Z, A-Z, underscore

Ve WIT

INDUSTRIAL WIRELESS LEADER
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5. STATUS
VRRP2| MEHE 2Hol8t2{ B GUIO| M Status — Services — VRRPZ 0| & 38}0]
MASTER % BACKUP routerQ| AEfE =QIgtL|C},

Ot AFZIAAN =2 M+ 2 FAEl Router3= MASTERO| 1 07| e 2Ma2|9|
Routerd= & 2t EHO| M0 HZE Ml A AL|C}

ROUTERS3: Master State

VRRP
ACTIVE INSTANCES AND GROUPS
GROUP NAME GROUP STATE VRRP INSTANCE VRRP STATE
100 master
acksys_vrp2 master
200 master

ROUTER4: Backup State

VRRP

ACTIVE INSTANCES AND GROUPS

GROUP NAME GROUP STATE VRRP INSTANCE VRRP STATE
100 backup
acksys_vrp2 backup
200 backup

-

MASTERS| WIFI Client &1 AlE

Ofgf A3 EIAOIM & = AXO| Client 2E2| EHAHO| U= F Routere 25 SSID (VRRP &
VRRP2)O| HZAL|X|Tt EBfE 2 Jt& |p TAE AR SEH Master routerg S MEHE L CH

—

ASSOCIATED STATIONS

ASSOCIATED STATIONS RESULTS : 1

GRAPH RADIO - B ~ NAME / SSID - | m MODE - = MAC - 7CHANNEI: < SIGNAL © NOISE = SIGNAL/NOISE =
il WiFi VRRP Infrastructure C4:93:00:0C:3C:85 6 — -95 dBm 58 dB
-37 dBm

BACKUP2| WIFI ¢1Z AEY

ASSOCIATED STATIONS

ASSOCIATED STATIONS RESULTS : 1

NAMEVLS SIO) = MGDE <] MAC = CHENNEE = SIGNAL © NOISE - SIGNAL/NOISE =

~ - v - ~ - .

<&

[ WiFi VRRP2 Infrastructure 00:09:90:01:94.D7 7 -95 dBm 54 dB
-41 dBm
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6. TESTING

A0 MAlEl RE A S MRICHH 740[ 2t2[0{0F BfL|CE 2Lt CHE gt OpEt7tR| 2 2780
ML= %S5t = elst| ?fs HAESt= A0 F5LICE

— A

HAE AILE|R1

7|2 HAEE Q|8 MASTER AMEHQI Router 32| Y EQT ML

E MRS DAL 2250 BACKUP Router4 7t
MASTER?Z} &|=X| &olgh o= LS LT
VRRP
GROUP NAME GROUP STATE VRRP INSTANCE VRRP STATE
100 master
acksys_vrp2 master 210 p——
O &ICHZ BHR1(192.168.3.4)2 2| AT EIAFN} ZH0] MASTERZ} &[0

HYRH A| VRRP Z2EZ0| HIHZE EZ

HAE A|LI2|Q 2

E B EH|AE = Master| TS THE P20l A PC12 2| X| £ Ol ping0| R X| & =X

Internet Protocol Version 4 (TCP/IPv4) Properties x Propriétés de : Protocole Internet version 4 (TCP/IPv4) X
General Général
You can get IP settings assigned automatically if your network supports Les paramétres IP peuvent étre déterminés automatiquement si votre
this capability. Otherwise, you need to ask your network administrator réseau le permet. Sinon, vous devez demander les paramétres IP
for the appropriate IP settings. appropriés 3 votre administrateur réseau.
(C) Obtain an IP address automatically (O Obtenir une adresse IP automatiquement
(®) Use the following IP address: (@ Utiliser I'adresse IP suivante :
IF address: 192 168 . 2 . 100 Adresse IP : 192.168 . 3 . 100 |
Subnet mask: 255,255,255, 0 Masque de sous-réseau : 255.255.255. 0 |
Default gateway: S Passerelle par défaut : 192.168 . 3 .254 |
Obtain DNS server address automatically Obtenir les adr s S to
(®) Use the following DNS server addresses: (® Utiliser I'adresse de serveur DNS suivante :
Preferred DNS server: l:l Serveur DNS préféré : [ L [
Alternate DMS server: I:| Serveur DNS auxiliaire : . . . ‘
[ validate settings upon exit Advanced... [[] valider les paramétres en quittant AR
Cancel o ][ mer

PC1 Network IP Parameter

PC2 Network IP Parameter

Ve WITrée — @71= o iz

sS4 FEE 357, EQHALME C5 7072 (FH)UO0|EZ| T:031-215-2263 / F : 031-624-2260
www.witree.co.kr info@witree.co.kr




HOW TO CONFIGURE - VRRP

Z 1} ICMP Test PC2 ->PC1

Client & = 0| A] MASTER Router 192.168.2.32| 7 &2 1111 BACKUP Router”/| MASTER 192.168.3.47} &| ™
PC2= 5%2| THZ! =41} SHH| Al ping= =2 & L| T

Master/} T =2H2! [I{

MASTER 2| X &l0|
THE O] ICMP ALER

AunMoz 2t2H0| S2[&H Yo7t YHStEHatE VRRPE CHE 22 E 7t 7tet 2t HE X XS X[ 2IgHL|C
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