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Introduction
Radius = Remote Authentication Dial In User Service 2| %XIZ2, AF2XI2| 01, AH ol ATt
200 AEEE TY HE EQF MB{ QLT

ACKSYS 2FE{= RADIUS Server 2 @ 2x|= RADIUS Client 2 AH™st = A&L|CHEAP 9F 242
RADIUS Q15 Z2EE2 Sl Wi-Fi, VPN & 7|El & ZZ 0| HZASIO ALEX} HAS 5| 8SFAHLE
HES = ASLILCE

Router 1 : Authenticator
LAN=192.168.1.1/24
Mode: AP

Router 2 : Supplicant
IP=192.168.1.3/24
Mode : Bridge Client

Radius Protocol !/

Radius/LDAP Server :Authentication Server
IP:192.168.1.2/24

Radius Server Configuration and requirements
WPA2-Enterprise 2| 278 27 At 2 &1 25 L Lk

o MHE HESRINA Client 7} 2 Z|5H= CA(Certificate Authority)2| ASAME S AEIS|OF BFLICE,
e WPA2-Enterprise SSID & E2E J|AE Sl= B E AccessPoint = SRE HOF IS
7 Xl RADIUS Server Ol A{ RADIUS Client EE= QIS X2 AN £|00fF ghL|C},
e RADIUS AMH{ 0= QIFE AHEXt 7|8t EE= Ldap AME 7t QLO{OF BFL|CY,
e RADIUS A|H{= Wi-Fi Client2} & 25t EAP 2152 K| 215 OF BHL|CH(Ofl: HIAE 2 PEAPV2)
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WaveOS X2 S Radius EQF A A

Radius Client(2/SX}H) AP F7}

RADIUS Q1= MHZ AIRSIEZ *Jgam T0f RADIUS ME{Of CHot CHS HE 7F QUO{OF SL|Ct :

(Ol A])
e Shortname — NASE A &gt O|S(AHE XL X|H O] & ALE)

e An external RADIUS server — 192.168.1.2 (IP &2 % RADIUS ZE)

e Shared secret — acksys(CHAEXH &2 23)

o Authentication methods — &X[0|M ALES= Q15 WHS 5{&5t=F RADIUS AMHE
HYHL|CE Of: WPA2 Enterprise

o Authorized subnet or IP address — Radius MHOf| M&SIE 2 £01= QISX} P FTa

J
0

Radius Server A4 0] Al

RADIUS configuration

EAP reauthentication type :
@© No EAP reauthentication
O EAP reauthentication supported by NAS
O EAP reauthentication supported by controller

Mandatory fleid Confirm
RADIUS configuration
NAS modification acksys
Shortname * acksys
Shared secret*  eeesssssss
Authorized subnet or IP address *
@ 1P address 192.168.1.1
O Interface Native outgoing VLAN (192.168.10.0/24) v
O Subnet address Subnet mask
NAS architecture which performs a portal redirection@ (m]
Confirm

Radius AH{ Ol AF&X} 37}
Ldap A Radius AEH O] LYZHE|0] QoD HEo| Q|5 Ldap MHE MAT TaJt glLct
e User Database
o User Database Ol = RADIUS ME{7t ALE XL CHEH Q1F Sl Hst 20| +¥dst= o Zast
At SO A HETF Z8be | S L C.

User modification acksys

— Useridentity
Login * acksys Last name [ ]
Password eeeeceecsscecesscess | - ‘ |
Confirm password coseseessscssscsses |
Custom fields
Customized ‘ Customized | ‘
Customized |
— Profile
Available profiles * s n Related services Instant_Messaging, Mail, Microsoft_Network, Remote_Access,
‘Web, VPN, Printers, SSH
employees
temp Validity dates Always valid
preauth Time slots No time restriction
s Time credit No restriction
no_authentication
v
_, WIT H7|E 8OIA| 7|57 FAZ 357, 8UHALWE| C5 7072 (F)QP0|E2| T:031-215-2263 / F : 031-624-2260
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ACKSYS Router configuration

2= Acksys 2tRE= AFA A UEAZAM Radius MEQF 2L X2 24 Z20|AUE 2
HESHK| = Y& LICH AP= S2H0|AEQL RADIUS AH| ALO|Q] ZI7HX} Akt fLCt,

ol
mjo

AccessPoint 2 E ZAL9o| AT 0 Al

e Wireless Security

o WPA2-EAP (Enterprise)

e Radius Server: 192.168.1.2

e Radius-Port: 1812

e Shared secret: Radius AH 2} Lot &2 ALE

INTERFACE CONFIGURATION

General Setup ‘ Wireless Security ‘ Advanced Settings ‘ MAC Filter ‘ Frame filters ‘ Passpoint ‘

Security [ wPA2-EAP (Enterprise) v
Pre-Authentication | PMK caching D

Protected management frame (802.11w) | disable v
Radius-Server

|192.168.1.2 |
(E) This field accepts Pv4 or IPvE adresses

Radius-Port ‘ 1812 |

Shared secret I

D esssssssee Ao
() This key must have a length from 8 to 63 characters.
NASID ‘ |

Group rekey interval [600 |

() Time interval for rekeying the GTK (broadcast/muticast encryption keys) in second

Pair rekey interval

|600 |
() Time interval for rekeying the PTK (unicast encryption keys) in second

Master rekey interval ‘ 86400 |

(D Time interval for rekeying the GMK (master key used internaly o generate the GTK) in second

Client 2 EY AL9| 47 0f|A|

e Wireless Security
o WPA2-EAP (Enterprise)
o EAP-Method: PEAP
« Server CA-Certificate: Radius AH{O|A pem QIFA 7t 27|
e Authentication phase2: MSCHAPvV2
e User identity: acksys
e Password: acksys

INTERFACE CONFIGURATION

General Setup ‘ Wireless Security ‘ Advanced Settings | Roaming | Advanced Roaming | Frame filters ‘

Security [ wPA2-EAP (Enterprise) v
Protected management frame (802.11w) ‘ disable v
Fast transition support (802.11r) B

EAP-Method ‘ PEAP v

Anonymous identity ‘

() This identity it used during the phase 1ltis to set a differentvalue than user identity

Server.CA-Certificate | Parcourir... | Aucun fichier sélectionné.

@ Please check this device's time to avoid a certificate out of date error
Only PEM certificates are accepted

Authentication (phase 2) [MscHAPV2 v
User identity [acksys
Password ’ I At
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TESTING
2l OIE{H{| 0| A — Wireless &Y

O 8 192.168.1.3/cgi-bin/guiweb/;stok=e9b7d96bf51e39be9af756874eb09d4c/status/wireless/
g9 g

S T * e K
Aﬁ(\é. \“\A i\\)\'o\‘\
.{-, “\\ \". >

COMMUNICATIONS & SYSTEMS

STATUS
DEVICE INFO
ASSOCIATED STATIONS
NETWORK
WIRELESS ASSOCIATED STATIONS RESULTS : 1

ASSOC STATIONS

CHANNEL STATUS NAMESSIDIE EMODE SR MAC o CHANNEL . gGNAL - NOISE -  SIGNALINOISE -
MESH SURVEY = E z b

SERVICES STATUS A - - -93-00-08-A0- L
SITE SURVEY Radius Infrastructure C4:93:00:08:A0:76 -95 dBm 61dB

SRCC STATUS

v - v

NETWORK UTILITIES

LINK DIAGNOSTIC

| 192.168.1.2 ‘ |www.example.com ‘

@ ring I & Ping Pv6 I @) Taceroute I @Tmoemutelpvﬁl

BANDWIDTH TEST

MODE PROTOCOL DELAY (§) DISPLAY (5)
[server v|[Tce ]| [ v

(@  RunTest I

DNS TEST

|www.examp|e.oom \ \ A v

O quey |

PING 192.168.1.2 (192.168.1.2): 56 data bytes

64 bytes from 192.168.1.2: seq=8 ttl=64 time=1.299 ms
64 bytes from 192.168.1.2: seq=1 ttl=64 time=8.844 ms
64 bytes from 192.168.1.2: seq=2 ttl=64 time=1.464 ms
64 bytes from 192.168.1.2: seq=3 ttl=64 time=8.872 ms
64 bytes from 192.168.1.2: seq=4 ttl=64 time=101.464 ms

--- 192.168.1.2 ping statistics ---
5 packets transmitted, 5 packets received, 8% packet loss
round-trip min/avg/max = ©.844/21.188/101.464 ms

Radius AMH 0| CHt Supplicant2| IP 7t HZAE|0] User?} Radius A|HO|A| QIZE|YRSS HEA|ISLICE

Y= WIT
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Wed Jan daemon.debug wpa_supplicant[7426]: RX EAPOL - hexdump(len=47): ©2 00 0@ 2b 01 6b 00 2b 19 00 17 03 01 00 20 48 dc 57 af f
Wed Jan daemon.debug wpa_supplicant[7426]: EAPOL: Received EAP-Packet frame

Wed Jan daemon.debug wpa_supplicant[7426]: EAPOL: SUPP_BE entering state REQUEST

Wed Jan daemon.debug wpa_supplicant[7426]: EAPOL: getSuppRsp

Wed Jan daemon.debug wpa_supplicant[7426]: EAP: EAP entering state RECEIVED

Wed Jan daemon.debug wpa_supplicant[7426]: EAP: Received EAP-Request id=11 method=25 vendor=@ vendorMethod=0

Wed Jan daemon.debug wpa_supplicant[7426]: EAP: EAP entering state METHOD

Wed Jan daemon.debug wpa_supplicant[7426]: SSL: Received packet(len=43) - Flags 0x00

Wed Jan daemon.debug wpa_supplicant[7426]: EAP-PEAP: received 37 bytes encrypted data for Phase 2

Wed Jan daemon.debug wpa_supplicant[7426]: OpenSSL: RX ver=0x@ content_type=256 (TLS header info/)

Wed Jan daemon.debug wpa_supplicant[7426]: OpenSSL: Message - hexdump(len=5): [REMOVED]

Wed Jan daemon.debug wpa_supplicant[7426]: EAP-PEAP: Decrypted Phase 2 EAP - hexdump(len=11): ©1 b 00 6b 21 80 03 00 02 00 01
Wed Jan daemon.debug wpa_supplicant[7426]: EAP-PEAP: received Phase 2: code=1 identifier=11 length=11

Wed Jan daemon.debug wpa_supplicant[7426]: EAP-PEAP: Phase 2 Request: type=33

Wed Jan daemon.debug wpa_supplicant[7426]: EAP-TLV: Received TLVs - hexdump(len=6): 80 ©3 @0 02 00 01

Wed Jan daemon.debug wpa_supplicant[7426]: EAP-TLV: Result TLV - hexdump(len=2): 00 01

Wed Jan daemon.notice wpa_supplicant[7426]: EAP-TLV: TLV Result - Success - EAP-TLV/Phase2 Completed

Wed Jan daemon.debug wpa_supplicant[7426]: EAP-PEAP: Encrypting Phase 2 data - hexdump(len=11): [REMOVED]

Wed Jan daemon.debug wpa_supplicant[7426]: OpenSSL: TX ver=8x@ content_type=256 (TLS header info/)

Wed Jan daemon.debug wpa_supplicant[7426]: OpenSSL: Message - hexdump(len=5): [REMOVED]

Wed Jan daemon.debug wpa_supplicant[7426]: OpenSSL: TX ver=0x® content_type=256 (TLS header info/)

Wed Jan daemon.debug wpa_supplicant[7426]: OpenSSL: Message - hexdump(len=5): [REMOVED]

Wed Jan daemon.debug wpa_supplicant[7426]: SSL: 74 bytes left to be sent out (of total 74 bytes)

Wed Jan daemon.debug wpa_supplicant[7426]: EAP: method process -> ignore=FALSE methodState=DONE decision=UNCOND_SUCC eapRespData=
Wed Jan daemon.debug wpa_supplicant[7426]: EAP: Session-Id - hexdump(len=65): 19 7a 2a 96 a6 64 84 fd 3f ea 5f f7 e3 a2 Of 44 2b
Wed Jan daemon.debug wpa_supplicant[7426]: EAP: EAP entering state SEND_RESPONSE

Wed Jan daemon.debug wpa_supplicant[7426]: EAP: EAP entering state IDLE

Wed Jan daemon.debug wpa_supplicant[7426]: EAPOL: SUPP_BE entering state RESPONSE

Wed Jan daemon.debug wpa_supplicant[7426]: EAPOL: txSuppRsp

Wed Jan daemon.debug wpa_supplicant[7426]: TX EAPOL: dst=c4:93:00:08:a20:76

Wed Jan daemon.debug wpa_supplicant[7426]: TX EAPOL - hexdump(len=84): ©1 00 00 50 ©2 ©b 00 50 19 00 17 03 01 00 20 c4 a8 49 da 4
Wed Jan daemon.debug wpa_supplicant[7426]: nl80211: Send over control port dest=c4:93:00:08:a0:76 proto=0x888e len=84 no_encrypt=
Wed Jan daemon.debug wpa_supplicant[7426]: EAPOL: SUPP_BE entering state RECEIVE

Wed Jan daemon.debug wpa_supplicant[7426]: EAPOL: startWhen --> @

Wed Jan daemon.debug wpa_supplicant[7426]: 12_packet_receive: src=c4:93:00:08:a0:76 len=22

Wed Jan daemon.debug wpa_supplicant[7426]: wlan@: RX EAPOL from c4:93:00:08:a0:76 to c4:93:00:0c:3c:85 (bridge)

Wed Jan daemon.debug wpa_supplicant[7426]: wlan@: RX EAPOL from c4:93:00:08:a0:76

Wed Jan daemon.debug wpa_supplicant[7426]: RX EAPOL - hexdump(len=8): 02 00 00 @4 03 0b 00 04

Wed Jan daemon.debug wpa_supplicant[7426]: EAPOL: Received EAP-Packet frame

Wed Jan daemon.debug wpa_supplicant[7426]: EAPOL: SUPP_BE entering state REQUEST

Wed Jan

daemon.debug wpa_supplicant[7426]: EAPOL: getSuppRsp
1i 7426]: EAP: EAP entering state RECEIVED

wpa_supplican s : Receive: -Success
daemon.debug wpa_supplicant[7426]: EAP: Status notification: completion (param=success) ‘
o

daemon.debug wpa_supplicant[7426]: EAP: EAP entering state SUCCESS

daemon.notice wpa_supplicant[7426]: wlan@: CTRL-EVENT-EAP-SUCCESS EAP authentication completed successfully
daemon.debug wpa_supplicant[7426]: EAPOL: SUPP_BE entering state RECEIVE

daemon.dehus wna sunnlicantl74261: FAPOI : SUPP BF entering state SICCFSS

2 IHmO|A & 2 Status — Logs £ 0| 530 Radius log & AM30] 215 208 =olg &= A& LICH

Tue Feb 6 17:51:44 2024
Packet-Type = Access-Accept
Ldap-Id = "1"
validitytype = "inherited"
Profileld = "
Role = "3"
Filter-Id =
Group
Ldap-Id ke
validitytype =
Profileld =
Ruckus-Role = "3"
Filter-Id
Group g3
User-Name = "acksys"
MS-MPPE-Recv-Key = 0x8b921471761ef11dcf26d99f2f1f03fc87ac563f22729ac19f0017251b86392
MS-MPPE-Send-Key = 0xdb5b0f7f7b793a1795f3fa413ddfe8d88027e8c9469adleceed3leecedd3aa32d
EAP-MSK = 0x8b921471761ef11dcf26d99f2f1f03fc87ac563f22729ac19f0017251bf86392db5b0f7f7b793a1795f3fa413ddfe8d88027e8c9469adleceed3lecedd3aa32d
EAP-EMSK = 0x7bde907caf149ba71ae64b82b02d3b7b9a347fd76dec92d6cc70492502c04424c fa51557dfdad2c8582321ebadced40a3fc9Id6as3814f8eb0944abe7 1d4athdc
EAP-Message = 0x030b0004
Message-Authenticator = 0x00000000000000000000000000000000

inherited"

Tue Feb

:Radius"

d =
Connect-Info = “CONNECT

Acct-Session-I "FF758!

X-Ascend-Home-Agent -UDP-Port

X-Ascend-Multilink-ID = 1027076

X-Ascend-Num-In-Multilink = 1027073

F d-MTU 00

EAP-Message 001703010020c4a849dad5c f7516e7b779157ad501d30bc623¢33b7562¢8 17030100201872 6076582969379badab3feB895130fef7ec2175ae7560cc77dead
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