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1. Introduction

Traps/Notifications 2 S0l S8 O|HIEZI M2 W (M= M7| HE, SIM A9{A 2, 2HY 0| O[H
Mot S) AHEXOA d0g = JASLICH

2. Alarms and Events T+ &£ 0| A|
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3. Alarms & Events parameters

LEO| LSt =, DAFO| tiMSHALE Z275H7| fISh A|L-E Ats2 2 S5, 24 470 Mol RR| 2
ZX|off Chot =HEZ HAGLICE
| sofeent o Deserpion
Ethernet link O| G|l ¢1Zof CHSH &
Wireless link (AP mode) Client A 40| Cit S =t
Wireless link (Client mode) AccessPoint &1 20| CH3H S &t
Cellular Link Cellular HZ0|| CHBH S&
Wireless client assoc Client 7t AP 2f HZAL|HLt SHX|E [jof CHst &t
Digital input Digital 2=20f CH3H SZF (AirBox & Y& HME $HE)
Input Power Mel Yo ofet S5
Temperature limit 25 EZ|AHE Z1t5tH O|HI ETZ} SAHEIL|CE
VRRP state change VRRP AEN7H XIFE 2ol CHoto] HAE Of oM ETH SEHELICH
DFS state change DFS AEf7F HAL| ™ O|HI EJ} SRHE|L|C}
Cold start RIZ0| 2|8 o|MET SR CE
Ping Failure ICMP ECO Request 7} HA S AEZ FI7|Ho 2 MEEH LF A7
S = ME[X| GO M O EVH S AHEILICE
GNSS state GNSS < EHOl| CHSH S =t
SNMP trigger sile O E= CHS sNMP 0IDs Off 2|8 &2+ LI Ct:
* adminEventEnable  SZXHEl L0 Ciot 2 Y
* adminEventDisable  SHXA|El 20 Ciot Y
= adminEventTrigger  one-shot &2 0]l CHot & &
RSSI weak signal RSSI 2! dBm =X|0f| 2|t =&t
Mobile data imit SIM ZHE7} K| GlO|E HSto| ZErell Saf
No Network SIM 7HE 7 IRt QS Tfof CS S&
Network denied HE3 94 HEo Cfst =&t
Roaming siM 7tE A7 23 0f et %
Data connection R BLOE 2 2E ICMP Echo S 441 ¥X| 23 1 SEHELICH
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Alarm output ST SXH2 AirBox o 22 YR B0 B SEHEILICE
CIXEY 282 8ol €8 7[s2 &gzttt

SNMP trap SNMP 222X Z TRAP 2 M&TtL|Ct,

Wian shutdown 2N QIEH0|AT} ALK %S A SHELC}

Layer 3 network switching HEQIA7 AZAZ|AHL SIHE AL SEHEIL|C}
VRRP :]_E_O_l oA _/'*__?_lé 745t |_| |:|-'

Alter VRRP M P T s T e EE =
off & & -2 snmp Of 2Jslf & 2&HE! LICE,

SIM Switch AME =0l SIM 7IEE BEX SIM 7tEE MabgtL|C}
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4. Alarms & Events parameters

1. MIB Y MIB Browser AX|

2

+ WaveManagerV3.zip
+ WaveManager 212.4.1.zip
+ Acksys-NDM-Windows-platform.zip

+ Acksys-NDM-NonWindows-platforms.gz

4 ACKSYS-MIB.zip

¥ VIP64.zip

L VIP32.zip

<Wave OS MIB>

& MIB Browser Personal Edition MIB Browser Free Personal Edition

<iReasoning MIB Browser>
2. PC ot sfix|

|AHIREN HIERIR 91X €7
() Windows 25tE ALS
(e85 2208 220 Y= 62

[/]Windows 2at=Ho| M T2 3

@ ©@ Windows 235t ALg of BHATIX| 28)

nlot
§ A
rr
ok

o
(T

28 UEYD X £7
l@ () Windows 2zt ALE
885 =218 350) 2= A28 FHi0] DS S0l #F A
[V]Windows 2&t=H0| M T2 M S ApChah o 2f 2

@1 @ Windows 23t=! Al O BHATSHA| 22)

Aot HO0| 2gdote A2 T MIB Browser2| Y5 7| 50| SESHA| b2 4 UG LICH
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3. Configuration (WaveOS Device)

SETUP TOOLS STATUS

PHY SICAL INTERFACES
VIRTUAL INTERFACES

SENMP AGENT

NETWORK In this page you will be able to configure the internal SNIVIP agent.

VPN Be careful, modifying these settings might prevent SNMP-based Network Managers (like WavelManager) from
retrieving information about this product

BRIDGING

ROUTING / FIREWALL AGENT PROTOCOL CONFIGURATION

Qos

SERVICES Protocol |UDP v ‘
ALARMS/EVENTS Hostnumtery 161
CONN. TRACKING
COUNTERS GRAPHS Snmp version |v1fv2cfv3 v \
DHCP / DNS RELAY 3
SNMP V3 Engine ID
DISCOVER AGENT g |_dEfa”|t v ‘
SNMP AGENT (& Waming: if you thange this value and you already have set soms SMMP /3 user, you should revalidate the user password
VRRP If you set the value to 'Meotherboard ID° you can't export this SNMP configuration te enother device
WEB SERVER
COMMUNITY CONFIGURATION

IMap a SNIMPv1 or SNMPv2c community string to a security name from a particular range of source addresses

COMMUNITY SECURITY NAME ACCESS IP BASE ACCESS IP RANGE

PUBLIC public v [0.00.0 v ] x]

PRIVATE |private w 192 168 1.245 v]  [255255 255255 v ] 3]

SETUP — SERVICES - SNMP AGENT O| M AF238} 10X} 3= SNMP

ot

WaveOs 7|2t K& ££8 S 1P & ot M

HEa AHFLIEN 1P HYS 2ESL

4. Configuration (iReasoning MIB Browser)

“w iReasoning MIBE Browser

File | Edit Operations Tools Bookmarks Help

= | Load MIBs Ctrl+L N~ Sddvanc
UnLoad MIBs | MIE -
MIB Modules ols )

terses. al ACKSYS-MIB

<+l Server Address
Open Graph Data
Open Session

Save Session

Exit

iReasoning MIB Browser 22 = File — Load MIBs — WaveOS MIB € =2{&L|C}.
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@& iReasoning MIB Browser

File Edit Operations Tools Bookmarks Hel | & Advanced Properties of SNMP Agent &J
l Address: - |192.768.1.253 || Advanced... |§OIC
ShMP MIBs Address |192,168,1,253

& MIE Tree FPort | 161

= . iso,org.dod.intemet. private enterprises . acksys §

J network—product Read Community [++ss++s

.‘ :gtg:g}z?ﬂ% Wiftite Community [+++sses
C—key-management SNMP Verslon |2 - II
alarmSettings -
powerStatus
netwotkStatus
networkConfiguration
serviceStatus
serviceConfiguration
notification

- acksysProductSerialMumber

AddressOf| HZ2| Ip £ 233l Advanced O|A A3 SNMP M EE Ql&dskL|C},

5. SNMP MIBs

& iReasoning MIB Browser - 2

File Edit Operations Tools Bookmarks He
Address: - |1892165.1.253 v Ady

= = ESo =3 3 H o

SNMP MBS Ea‘ig M|Boﬂ th H"t = = él ol'E Operatlon I:'o:I E‘cliio'ljl' |_|-QEI:| %Eoﬂ xl'}” A|"gol
& ME Tree
=1 iso,org, dod.Internet. private enterprises acksy L&}

= | network-product 7|-O = l—l I:I-

- L wifiinterface

administration

os-stat .

productSpecific <Operat|0n>

laninterface

serialinterface
acksysinternals
- -+

: . o 70| EA|EILIC
[ cke Find in subtree Get: MIB_l OID & | H ||=| I |-
[ L alarm
- L powe Export to CSV
£ ne;wo Export to XML i o| C}le 0| EA|EIL|C
i netwg Get Next : MIB2| CHZ OID 4t0| EA|E LT},
G L servig Expand subtree
[ | servic
(H . nOEfiC Graph View Ctrl+R
- ) acks _
& o | Get Bulk : MIBS| 5 OID ¢(0| EA|E LT
Get Next Ctrl+N
Get Bulk Ctrl+B
Get Subtree Ctrl+E Set : M|BQ| OID a}(% Ejo:’_é-él- #— %{ﬁLl |:|'_
Set Ctrl+S
Walk Ctrl+W
Add to Watches  Ctrl+D
Ctrl+T
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6. SNMP TRAP (WaveOS Device)

PHYSICAL INTERFACES

VIRTUAL INTERFACES

SETUP [mielelB:] STATUS

EVENTS

NETWORK

VPN

BRIDGING

ROUTING / FIREWALL

Qos

In this section you can manage the product events. Any event can be attached to any action. The action is taken when the event fires (happens). A disappearing event causes the action to be reverted

The keywords appearing in the parameters are not case sensitive

Events trigger syntax

SERVICES

Ethemet ink | [ Wireless fink | [ Wireless client assoc. ] [ Digitat input | [ nput power | [ Temperature imit ] [ VRRP state change | [ DFS state change | [ Cold start ] [ Ping milure | [ snmP trigger |

ALARMS/EVENTS

DHCP / DNS RELAY
DISCOVER AGENT
PASSPOINT

SNMP AGENT
STATISTICS

VRRP

WEB SERVER
WAC

——
CONN. TRACKING

Wireless link

Syntax

<up or down>,<WiFi>
Example:

down, WiFi

Action parameters syntax

Alarm output | [ sNMP trap | [ Wian snutdown ] [ L3 network togole | [ Atter vRRP
SNMP trap

Send a SNMP TRAP describing the event which occurred. A trap is sent every time the event activates

Extra parameters syntax:
<agent=, <community=
<agent:port> <community=

Examples:
192.168.1.20,public
192.168.1.20:162,public

Note:
This action can react to trigger-type events (i.e. DFS or SNMP adminEventTrigger).
NAMES EVENTS EVENTS TRIGGER ON DELAY  OFF DELAY ACTIONS PARAM.#1 PARAM.#2 EXTRA PARAMS
BeToKorea SNMP | Wireless link hd ‘ down, WiFi 0 0 SNMP trap hd 192.168.1.245:162 private =]
e
\ | o Add

(E) Entera symbolic name for your svent (siphanumeric string, no spaces allowsd)

—> ojIx|) etojmto] HAZ0| FO{X|H SNMP trap S HESHLICL

SETUP — SERVICES — ALARMS/EVENTS 0| A A& 3t10X} 5= Events & A& S SNMP trap X3 & EXTRA PARAMS Of
SNMP Manager 2|

IP 2t (PCIP F2)2 Y3 = Save & Apply HES SELIC}
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7. SNMP (iReasoning MIB Browser)

% iReasoning MIB Browser a » — T —_—r »
File Edit Operations Tools‘ Bookmarks Help
Address: - 192.168.8 5 | Trap Receiver Ctrl+I |1 .4.1.25087.5.0
SNMP MIBs Trap Sender Table | Trap Receiverx
MIE Tree Ping ions  Tools Database

=+ 1 i50.0rg.dod, intemet

- L network—product Trace Route o
[ L wifilnterface d £
administration Add to Watches Ctrl+D |ton :
| os-stat
. productSpeciff & Watches Ctrl+0

aninterface i
serallntarface Network Discovery

cksys\ntemals Manage SNMPv3 USM Users

d c Compare Devices
| alarm3ettings

| powerStaius Port View

J networkStatus
. networkConfigura Switch Port Mapper
| serviceStatus .
| setviceConfigural Device Snapshot
, notification

-y acksysProductS

Cisco Device Snapshot

Log Window
48 Options

Tools — Trap Receiver & 225™ Trap Receiver 7} EA|E L|C}.

Result Table ‘ Trap Receiverx

Operations  Tools Database

CQ®a 4

Description Source Time Severity
linkAlarm 192.168,1.253 2019-10-24 16:29:47

ME M Trap O] 2&E|™ Trap Receiver O Trap O] EA|E L|LC}.
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8. TRAP Config

Result Table | Trap Receiverx

Operations  Tools Database

CQ¥Ea £

Description -

Create Rule

HE L2 Trap 0 OFR 2 22 E

Result Table ‘ Trap Receiverx

Operations | Tools | Database

[>X*) Add Trap Rule

Description - Manage Rules
Clear Table Ctrl+C I

Export Table to CSV
Filter Ctrl+F
48| Options Ctrl+O

Tools — Manage Rules & 28
o
=

7G5t AX} Sk Trap
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@ Edit Rule x ]
Rule name * linkalarm
Conditions:
snmpTrapOID is: 1.3.6.1.4.1.28097.11.1
Allowed trap source IPs: 192.168.1.253
Raw values of variable bindings contain
If above non—empty conditions are all satisfied, then:
Set severity! Low v
Set description:
Actions:
Send email to!
(SMTP must be configured first)
Run commane:
Play sound: :]
Send SNMP request
[lanore and delete it
. [= . —
S = | | I-
2 Create Rule 0 S0{7}™ Edit Rule O] EA|E L|C}.
S "'|. LS| | |-
tH g3t gLt
& Edit Rule £
Qs inkAlam
Conditions:
snmpTraeOID is: 1.38,1.4.1,28097 11,1
@ Manage Rules g Allowed trap source IPs; 192,168,1,2553 -
- Rw values of vaiiable - Issue SHMP Request z
@ SNMP SET SNMP GET
If above non-{
R 1P Address [192.165.1,259 Advanced,
Set desciiption:
oD |1351.4.1.25067.1.2.1.0
Actions
Send email to: Daa Tooe piain —
(SMTP must be configuf Value 1
N Edic J Delete |[ Close Fun command
{—J Play sound: [0k ] [eomeel |
[ zend SNV rmauest: Corfiane
lgnore and delete &
[ Ok || cancel
Al

Ol A)SNMP Trap = %2 ™ Device Reboot 7|52

St™ Edit Rule Of| A 243t &l Trap O] EA|E L CH

MEHSID Edit & M

SHBHLICE

Send SNMP request O| M 7St DX} St= Request ef2 =8 = USLICH
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