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Setup

WAN Setup

Connection Type . ]
e [Static P v

IPAddress: [192 1- [
Subnet Mask: | 255.255.255.0 '
Default Gateway: 592 [1

Administration

Skorpion EIGR GigE Router

Automation Firewall/Router

Static DNS 1: 168

Static DNS 2: [168

Static DNS 3: |0

Optional Settings
(required by some 1SPs)  Host Name
Domain Name:
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Server Settings (DHCP)  Local DHCP Server: | Enable '® Disable
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Client Lease Time: lO ‘ minutes (0 means one day)

Z7\= 8O JIST 7Y

Company Network

LAN

w.witree.co.ki



OpenVPN A-II:'.I *E-lg (EIGR_V) WITregIndustrial Wireless Leader
Q7|28 ) o e/ ) o et 2

Advanced > VPN

Setup Administration Status Advanced Save Chai
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VPN
Status: ® Enable ) Disable
Mode: ® Server U Client
Internet Access: ® Enable ) Disable
Masquerade: ® Enable ) Disable
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Advanced > VPN > OpenVPN Server > Config Connection Settings
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Administration Status
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OpenVPN Connection Settings

Public IP Address:

‘ X XXX
OpenVPN Port: 1194 |
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Advanced > VPN > OpenVPN Server > Config Certificate Authority(CA)
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OpenVPN Certificate Authority (CA) Setup

Country Code (2 letter code): ‘KR

State or Province Name (full name): KOREA
Locality or City Name: SEOUL
QOrganization Name [eg, Company]: WITREE
gg%ggi;]z:mon Unit Name [eg, TTECH
Common Name [eg, Your Name or WIT

your Server Hostname]:

Email Address:
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Advanced > VPN > OpenVPN Server > Config Device Names
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Setup

Skorpion EIGR GigE Router

Automation Firewall/Router
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Administration Status Advanced

Set OpenVPN Server and Clients Name

Server:

Server Name:

Clients:

EIGR_openVPMNserver
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Save Chai
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Advanced > VPN > OpenVPN Server > Generate Certificates/Keys

CONfEMPORARYC@NTROLS

Setup

Administration Status Advanced

Skorpion EIGR GigE Router

Automation Firewall/Router

Generate Certificates and Keys for OpenVPN Server and Clients
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Save Chai

Server:
;"Generate Server Certs
Clients:
No. Certificates and Keys for EIPR/EIGR Router Clients
1 ArBox14 [ Generate Certs |
2 | Generate Certs |
3 }:G'eneratevC’erts 1
4 | Generate Certs |
5 | Generate Certs |
Ma. Certificates and Keys for PC Clients.
1 toshiba_notebook Generate Certs
2 Generate Certs
3 Generate Certs
£ Generate Certs
5 Generate Certs
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Advanced > VPN > OpenVPN Server > Download Certificates/Keys
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Download Certificates and Keys for OpenVPN Clients

No. EIPR/EIGR Router Clients

1 AirBox14 Download
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1 toshiba_notebook Download
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R PuTTY Configuration
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Category:
= Seasion Basic options for your PUTTY session
T I_.oglging Specify the destination you wart to connect to
Tﬂlgjboard Host Name for IP address) Port
. Bell 192.168.33.1 2255
- Features Connection type:
= Window Raw Telnet Rlogi Seral
ﬁppea@nce Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
+- Selection EIGR-V
Colo.urs Default Settings Load
-~ Connection
Da«ta | Save |
- Proxy
... Telnet | Delete |
- Rlogin
+- 55H
""" Seral Close window on exit:
Always Never @ Only on clean exit
| About | | Help | Open | | Cancel

@ 192.168.33.1 - PuTTY
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route 192.168.33.0 255.255.255.0 2>

push "route 192.168.33.0 255.255.255.0"
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Mo PC Clients

1 toshiba_notebook Download

5l cacrt

=] client_log.txt

|| takey
[ toshiba_notebook.crt

| | toshiba_notebook key
(%) toshiba_notebook.ovpn ovpn IS ABMAIF VPN AMHQ} HATHL|CE.

3 OpenVPN &= (toshiba_notebook) E@g

SN Y HES

Fri Apr 10 15:40:32 2020 WARNING: —ns-cert4ype is DEFRECATED. Use —remote-certils instead. -
Fri Apr 10 15:40:32 2020 TCP/UDP: Preserving recenthy used remote address: [AF_INET 1154

Fri Apr 10 15:40:32 2020 UDP link local: {not bound)

Fri Apr 10 15:40:32 2020 UDP link remote: [AF_INET] 11194 I
Fri Apr 10 15:40:32 2020 [EIGR _openVPMserver] Peer Connection Inttiated with [AF_INET] 1154

Fr Apr 10 15:40:34 2020 WARNING: INSECURE cipher with block size less than 128 bit (54 bit). This allows attacks like SWEE
Fri Apr 10 15:40:34 2020 WARNING: INSECLRE cipher with block size less than 128 bit (64 bit). This allows attacks like SWEE
Fri Apr 10 15:40:34 2020 WARNING: cipher with small block size in use, reducing reneg-bytes to 64ME to mitigate SWEET32 at
Fri Apr 10 15:40:34 2020 open_tun

Fri Apr 10 15:40:34 2020 TAP-WIN32 device [E2 2 M Z 3] opened: Wi WGlobal' {E25AFGEE-F298-4EF5-A4F7-4A501
Fri Apr 10 15:40:34 2020 Notified TAP-Windows driver to set a DHCP IP/netmask of 172.20.0.6/255.255.255.252 on interface {
Fri Apr 10 15:40:34 2020 Successful ARP Flush on interface [21] {E25AFGEE-F298-4EF5-A4F 7-4ABD1CATET IS}

Fri Apr 10 15:40:39 2020 WARNING: this configurstion may cache passwards in memarny - use the authnocache option to prew
Fri Apr 10 15:40:35 2020 Inttialization Sequence Completed
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