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OpenVPN My 8- (RUgngAlf] 1)) WiTreqindustril Wireless Leader

SETUP > NETWORK

SETUP TOOLS STATUS

PHYSICAL INTERFACES
NETWORK OVERVIEW
VIRTUAL INTERFACES
NETWORK NAME ENABLED IP ADDRESS NETMASK GATEWAY (METRIC) PERSISTENCE ACTIONS
LAN LAN Ld 192.168.331 255.255.255.0 Enabled (4 =]
WAN
WAN Ld 192.163.1.249 255.255.255.0 192.168.1.1 (D) Default 4 =]
VPN
BRIDGING D Add network I
ROUTING ! FIREWALL

NETWORK - LAN

On this page you can configure the network interfaces. You can bridge several interface
network interfaces

COMMON CONFIGURATION

| General Setup ‘ | Interfaces Seftings | | Advanced Settings |

Enable interface 7

Network description LAN

1) Friendly name for your nat

Protocel static

Fx g Addreas 192.168.33.1

4-Netmask 255 2552850

Default |Pyv4 gateway

Default gateway metric 0

1) Gatewsy priority when sev
{Used anly when s default gate

DNS server(s)

1@ fou can specify muttiple D

NETWORK - LAN

On this page you can cenfigure the network interfaces. You can bridge several interfar
network interfaces.

COMMON CONFIGURATION

‘ General Setup | | Interfaces Settings | | Advanced Settings ‘

Bridge interfaces o @ creates s bridge ove

Enable STR/RSTR 1E) Ensbies the Spanni

WARNING: Some cautions

Enable LLDP forwarding 1@ Ensbles the LLDP &

bridge VLAN (@) Ensble VLAN mans
>bridging)
Interface W WiFi adap
¥ L] Ethernet ¢
& Ethernat ¢
MTU 1500

NETWORK - LAN

On this page you can configure the netwerk interfaces. You can bridge several
network interfaces

COMMON CONFIGURATION

General Setup | | Interfaces Settings | ‘ Advanced Settings |

Metwork persistence Enabled

1@ Avoid the natwol

State at startup Default
@ Default is 'up’ ex
Use 'down’ if this net

(280| 2= =tH)

—

Network®@| LAN IPE static@ 2 A HohL|C}.
gateway= 4 SFE|O{ & & L|Ch

Bridge interfaces X! Interface A7 (LAN1)E M2 THL|C}.



WiTreg Industrial Wireless Leader

OpenVPN AH &3 (RuggedAir100)

SETUP > NETWORK

SETUP [iele] By oyl
PHYSICAL INTERFACES
NETWORK OVERVIEW

VIRTUAL INTERFACES
NETWORK NAME ENABLED IP ADDRESS NETMASK GATEWAY (METRIC) PERSISTENCE ACTIONS

LAN LAN v 192.168.33.1 255.255.255.0 Enabled (3

WAN

WAN v 192.168.1.249 255.255.255.0 192.168.1.1 (0) Default E

vEN
BRIDGING ] Add netwark I
ROUTING / FIREWALL

NETWORK - WAN

On this page you can configure the network interfaces. You can bridge several inter
network interfaces.

COMMON CONFIGURATION

‘ General Setup | ‘ Interfaces Settings ‘ | Advanced Settings |

Enable interface 7
Network description WAN

1@ Friendly name for you
Protocol static
IPy4-Address 192 1681249
IPy4-Netmask 255.255.255.0
Default IPy4 gateway 192.168.1.1
Default gateway metric 0

1B Gatewsy priority when
{Used only when s default

DNS server(s)

NETWORK - WAN

On this page you can configure the network interfaces. You can bridge several intert
network interfaces

COMMON CONFIGURATION

| General Setup ‘ | Interfaces Settings | | Advanced Settings |

Bridge interfaces

1@ crestes = bridge t

Interface Y WiFi ac
= Etherne
o [
i Ethern:
0 1500

NETWORK - WAN

On this page you can configure the network interfaces. You can bridge sew
network interfaces.

COMMON CONFIGURATION

General Setup | | Interfaces Settings | | Advanced Settings |
Network persistence

Default

@) Avaid the n

Default
@ Defauttis "

Use 'down’ if th

State at startup

(280| 2= =tH)

Add networkE 2 2/510
Network2| WAN IPE static@ 2 A7 Bt L|Ct.
S EH H| E Q|3 9| gatewayE 7| L L},

Bridge interfaces A{| = sl 4| &
Interface & H(LAN2)S H| 2 THL|C}.

T 22 Default 2 AL Ch



OpenVPN AH &3 (RuggedAir100)

WiTreg Industrial Wireless Leader

SETUP > VPN

SETUP TOOLS STATUS

PHYSICAL INTERFACES

OPENVPN INSTANCES OVERVIEW

VIRTUAL INTERFACES

NETWORK NAME ENABLED MODE PROTOCOL

VPN vpn1i v Server fcp/1194

VPH1
& - I
Add instance
BRIDGING

SECURITY ACTIONS
none Iﬁ ﬂ

PATTIMS | CINCWIAT

SETUP TOOLS

OPENVPN - VPN1

OpenVPN can work in server mode, waiting for a number of clients to call in, or in client mede, where it connects to a pre

CONFIGURATION

| Tunnel settings | | Auth/Crypto | | Server settings |

Enable virtual network

State at startup I [up 1]

@ Default is "'up’ except for networks with protocod 'none”.

Use 'down” if this network should be brought up only by event rules.

OpenVPN instance description me

@ Friendly name for this VPN instance
Hale [Server (called) v|
Protocol [TcP 7|

@ Favor UDP, as TCP leads to potential conflicts in the TCP over TCP rec

Listener port 1194

@ UDP or TCP port that the sarver will listen to, and that the client will call

Data channel compresgion @) Use fast LZO compression

Tunnel type | L3 (IP) tunne W

@ Only L2 tunnels are supported
VPN subnet local IP address 10.8.0.1

@ IP address of the kocal VPN endpoint, not used in TLS client mede sine
VENELE sk 255.255.255.0

@ Subnet mask of the VPN subnet. not used in TLS client mode
Keepalive pericd 10

@ Keepsalive period (seconds). Every such time, s packet is sent to each
Keepalive timeout 30

@ Keepalive imeout (seconds). Connection terminates if no traffic is recei

LOCAL ROUTES

This section is used in both Server and Client modes. It lists the routes to be installed in the local IP stack.

« Inthe client, it lists the server subnets reachable using the server as gateway,
» Inthe server, it lists the client subnets reachable using the client as gateway.

If the gateway is not indicated, it defaults to the VPN remote address.

TARGET NET NETMASK GATEWAY |

192.168.23.0 255.255.255.0 10.8.0.2 Default: 0

SCtO[HE HEAT Y &
AOIEQ0IE & Ut



OpenVPN AH &3 (RuggedAir100)

SETUP > VPN

SETUP TOOLS

PHYSICAL INTERFACES

VIRTUAL INTERFACES

STATUS

OPENVPN INSTANCES OVERVIEW

WiTreg Industrial Wireless Leader

NETWORK NAME ENABLED MODE PROTOCOL SECURITY ACTIONS
VPN vpn1i rd Server fcp/1194 none 4 =]
VPN1
& - I
Add insta
BRIDGING ‘—_] st
(2780] =&l 3tH)
OPENVPN - VPN1
OpenVPN can work in server mode, waiting for a number of clients to call in, or in client mode, where it connects to a pr
| Tunnel settings | | Auth/Crypto | | Server settings |
Ki i o) = O|&] =<
ey type [No key (entails P2P, cleartext, no auth) ] 2t B‘Ol_l- E-" AEE Tl OH O|_|3A‘| QI' 7| 8‘)\ Ol
Data channel authentication digest |SHA1 (OpenVPN default) v | AE'i XC-J % K|_| E;.ﬁ Bb‘ll- |_| |:|.

@ Data channel suthentication slgorithm. Adds overhead to frames size

TARGET NET

192.168.23.0

NETMASK

255.255.255.0

= In the client, it lists the server subnets reachable using the server as gateway,
» Inthe server, it lists the client subnets reachable using the client as gateway.

If the gateway is not indicated, it defaults to the VPN remote address.

10.8.0.2

GATEWAY

LOCAL ROUTES

This section is used in both Server and Client modes. It lists the routes to be installed in the local IP stack.

Default: 0



OpenVPN AH &3 (RuggedAir100)

WiTreg Industrial Wireless Leader

SETUP > ROUTING/FIREWALL > NETWORK ZONES

SETUP TOOLS STATUS
PHYSICAL INTERFACES
NETWORK ZONES OVERVIEW

VIRTUAL INTERFACES
NETWORK NAME COVERED NETWORKS FORWARD TO DESTINATION ZONE NAT ENABLE LOCAL SERVICES ACTIONS
VPN LAN_zone LAN" VPN_zone WAN_zone All enabled EE|
BRIDGING VPN_zone vpni LAN_zone WAN_zane All enabled 4 =)
ROUTING | FIREWALL WAN_zone "WAN - All enabled 4 ¥l

DOS PROTECTION

MULTICAST ROUTING ] Addzone I

NETWORK ZONES

CTATI™ DNIITFR

NETWORK ZONES - ZONE SETTINGS

ZONE "LAN_ZONE™

This section defines common properties of "LAN_zone".
Covered networks specifies which available networks are members of this zone.

| General Settings | | Advanced Settings |
Name LAN_zone
EnableiNAT (@ ©nly on public zones. Wam

M55 clamping

Default acceptance policy for local services |A|| enabled

@ ‘fou can restrict or open the local

Covered networks
Ld - e
LAN: L

VVAN: °

vpnt: (2]

INTER-ZONE FORWARDING

Use this section only if NAT is disabled on this zone.

The options below control the forwarding policies between this zone (LAN_zone) and other zones. |
"LAN_zone". The forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a
Allow forwarding to destination zones: < VPN ; wpni: o

¥ WAN_zone WAN: %

NETWORK ZONES - ZONE SETTINGS

ZONE "VPN_ZONE"

This section defines common properties of "VEN_zone".
Covered networks specifies which available networks are members of this zone.

| General Settings || Advanced Settings |
Name VPN_zone
Enable NAT

@ ©nly on public Zones. Warmi

MS5 clamping

Default acceptance policy for local services

[All enabled

@ *fou can restrict or open the local

Covered networks LAN: Lo
AN: o]

VWAN: o2
?  vpni: i

INTER-ZONE FORWARDING

Use this section only if NAT is disabled on this zone.

The options below control the forwarding policies between this zone (VPN_zone) and other zones_ |
"VPN_zone". The forwarding rule is unidirectional, e g a forward from lan to wan does not imply a
Allow forwarding to destination zones: 7 LAN_zone LAN: J2]

¢/ WAN_zone WAN: .

=WIT

(2380| 2=%l =2tH)

—

2|9| Add zoneg

22/35l0] LAN_zoneg M™$tL|CL

HHS= HER = did 9= dEgtLct

LAN_zoneS HX M8t 2t o
e 20 M2

22| Add zone2 Z2!8}0] VPN_zone2 MM stL|LC}.

HHS= HE/RE diE E9S dEgLCh

0] BE2 2t LED YA UM 0

VPN_zone& MM3stn Z
Mot 20| M 3ghu

0R
19
mjo



OpenVPN My 8- (RUgngAlf] 1)) WiTreqindustril Wireless Leader

SETUP > ROUTING/FIREWALL > NETWORK ZONES

SETUP TOOLS STATUS

PHYSICAL INTERFACES
NETWORK ZONES OVERVIEW
VIRTUAL INTERFACES
NETWORK NAME COVERED NETWORKS FORWARD TO DESTINATION ZONE NAT ENABLE LOCAL SERVICES ACTIONS
VPN LAN_zone LAN" VPN_zone WAN_zone All enabled EE|
BRIDGING VPN_zone vpni LAN_zone WAN_zane All enabled 4 =)
ROUTING | FIREWALL WAN_zone "WAN - All enabled 4 ¥l
DOS PROTECTION
MULTICAST ROUTING ] Addzone I
NETWORK ZONES
CTATI™ DNIITFR

(2380| 2=%l =2tH)

[

NETWORK ZONES - ZONE SETTINGS

ZONE "WAN_ZONE"

This section defines common properties of "WAN_zone".
Covered networks specifies which available networks are members of this zone.

| General Settings || Advanced Settings |

Name WAN_zone 2/9| Add zoneE 2 &/} WAN_zone=2 AL C}.
Enable NAT (@ only on public zones. Ws

MS5 clamping

Default acceptance policy for local services | All enabled

[ “You can restrict or open the loc

R 2 Bt WEYRE ST FHS Meygtc
< wan: bl

INTER-ZONE FORWARDING

| E
:'.
B

Use this section only if NAT is disabled on this zone. HHO J} E O a2 AHASE S
The options below contral the forwarding policies between this zone (WAN_zone) and other zone: Ol T T l:” _— ‘Iﬂ 12 oo '—I- _'_0"
"WAN_zone". The forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply LI- EI- IEII‘ |_| |:|-_

Allow forwarding to destination zones: LAN_zone LAN: E:

wesne o -| 7|0 MAI3H Aolo| HAE ShETLICH




OpenVPN Z20|HE MH (AirBox14)

WiTreg Industrial Wireless Leader

SETUP > NETWORK

SETUP TOOLS STATUS
PHYSICAL INTERFACES
NETWORK OVERVIEW
VIRTUAL INTERFACES
NETWORK NAME ENABLED IP ADDRESS NETMASK GATEWAY (METRIC) PERSISTENCE ACTIONS
LOCAL LOCAL 04 192.168.23.1 2552552850 e (0) Enabled 4
Cellular Ld DHCP DHCP (0} Default WAN config. =
VEN
BRIDGING ] Add network I
ROUTING / FIREWALL

Solip= 20ty SEteIE M| E A LT

NETWORK - LOCAL

On this page you can configure the network interfaces. You can bridge several interfaces
network interfaces.

COMMON CONFIGURATION

‘ General Setup | | Interfaces Settings | ‘ Advanced Settings ‘
Enable interface "

Network description LOCAL

(@ Friendly name for your networ

static

Vi

o

Protocol
IPv4-Address
IPy4-Netmask

Default IPv4 gateway

Default gateway metric

(B Gatewsy priority when severs
(Used only when s default gstews

211351294

117.111.29.4
(B vou can specify multiple DNS

DN S server(s)

NETWORK - LOCAL

2| 9] Add networkE 2 215} Network2| Local IPE
static@ 2 A™BtL|C}.

gateway+—= LTEQ| A F
DNS= AFE26I1 Q=

On this page you can configure the network interfaces. You can bridge several interfaces by

network interfaces.

COMMON CONFIGURATION

| General Setup | | Interfaces Settings || Advanced Settings |

Bridge interfaces

Enable STPIRSTP

Enable LLDP forwarding

td @ creates a bridge over specifi

@ Enables the Spanning Tres
WARNING: Some cautions must be

@ Enables the LLDP frame for

Bridge interfaces 3! Interface A& (LAN1)S
NSRS

Interface WiFi 222 M| 3 S| XSt & FHtakL| LY.
F2MEA NI ER)

bridge VLAN (@) Ensbie VLAN mansgement
=bridging)
Interface ¢ @y WiFi adapter: Wit
Ld E:' Ethernet adapter:
E:- Ethernet adapter:
MTU

1500

NETWORK - LOCAL

On this page you can configure the network interfaces. You can bridge severs
network interfaces.

COMMON CONFIGURATION

General Setup | | Interfaces Settings | | Advanced Settings |
Network persistence

Enabled

(@) Avoid the netw

Default

(B Defauitis 'up'e

State at startup




OpenVPN Z20|HE MH (AirBox14)

SETUP > NETWORK

WiTreg Industrial Wireless Leader

SN TOOLS  STATUS
PHYSICALINTERFACES |\ -.ovis DK OVERVIEW
VIRTUAL INTERFACES
NETWORK NAME ENABLED IP ADDRESS NETMASK GATEWAY (METRIC) PERSISTENCE ACTIONS
LOCAL LOCAL Ld 192.168.231 255.255.255.0 = (0) Enabled 4

Cellular Ld DHCP DHCP (0} Default WAN config. =
VEN
BRIDGING ] Add network I
ROUTING / FIREWALL
B0l P oM} 22101 = Ka| g oL ot (280 &=e &d)

WAN SETTINGS - CELLULAR

On this page you can configure a WAN interface.

CELLULAR

| General Setup | | SIM 1 | | SiM 2 | | Advanced Settings |
Network description Cellular
@ Friendly na:
Default SIM card * SiM 1
SIM 2
@I SIM slot sel
Protocol DHCP
Replace default route Ld @ Replac
Default gateway metric 0

WAN SETTINGS - CELLULAR

On this page you can configure a WAN interface.

CELLULAR

| General Setup | | SiM 1 || SiM 2 | | Advanced Settings |
5IM card 1 PIN code

|f-)

@ Enter the correct SLOT 1 FIN code or you

e m2m-static-server.lguplus.cokr

@) Required except for LTE-only connections

[SIM only

Authentication protocol

WAN SETTINGS - CELLULAR

On this page you can cenfigure a WAN interface.

CELLULAR

| General Setup | | SIM 1 || SIM 2 | | Advanced Settings |
Always disabled at startup

State at startup

Default
@ Default is '

Us= 'down’ if th

@Use:n

Log AT transactions at "debug"” level

=WIT

2| 2] Add networkE £ &!8} 0 Network?| CellularE

=AU 2 S2EYL L

=

SIM 7FZ0f Z0{ 7| TS E |2

APNZ 7| @IBHLICE

<LG U+ APN>
m2m-static-server.lguplus.co.kr

<KTmMobile APN>
Ite.ktfwing.com

ot




OpenVPN %EI-O Io|_‘IE LE-'IO-' (AirBox1 4) WiTreg Industrial Wireless Leader

SETUP > VPN

SETUP TOOLS STATUS

PHYSICAL INTERFACES

OPENVPN INSTANCES OVERVIEW

VIRTUAL INTERFACES

NETWORK NAME ENABLED MODE PROTOCOL SECURITY ACTIONS

VEN vpni s Client tep/1104 none 4] ¥

VPN1
] Add instance I
BRIDGING

RALITIM, T CINERA

OPENVPN - VPN1

OpenWPN can work in server mode, waiting for a number of clients te call in, or in client mode, where it connects to a predefined OpenVPN server address.

CONFIGURATION

| Tunnel settings || Auth/Crypto | | Client settings |
Enable virtual network v

State at startup Up v I

1) Default s "up” except for networks with protocol 'none’
Use "down’ if this network should be brought up only by event rukes.

OpenVPN instance description
vpni

1@ Friendly name for this VPN instance

Role Client (calling) ]
= E AX 4l
Protocol TCP 'l = El-ol <)I_-I— =2 o X TCPI
{@ Favor UDP. as TG leads to potential conflicts in the TGP over TGP redundancy mechdnisms % IA_l IE 1 194% Aéi xc'; EI' |__| |:|'
Listener port 1194

1) UDP or TCF port that the sarver wil listen to, and that the client will call

Data channel compression @ Use fast LZG compression

Tunnel type [L3 (IP) tunne| v
1@ Only L3 tunnels are supported

VPN subnet local IP address
10.8.0.2
1E) 1P sddress of the locs! VPN endpoint, not used in TLS client mode since it is pulled from senver
VPN subnet mask
265.266.255.0
1E) Subnet mas of the VPN subnet. not used in TLS client mode

Keepalive period 10

(@) Keepalive period (seconds). Evary such time, 2 packet is sent to 2ach paerto elicit a rasponse.

Keepalive timeout

a0

1@ Keepsliva imeout (s2conds). Connection terminates i no traffic is received from the peer for such tima.

LOCAL ROUTES
This section is used in both Server and Client modes. It lists the routes to be installed in the local IP stack

« Inthe client, it lists the server subnets reachable using the server as gateway,
« Inthe server, itlists the client subnets reachable using the client as gateway.

If the gateway is not indicated. it defaults to the VPN remote address.

TARGET NET NETMASK GATEWAY METRIC SORT . A‘I H‘I L‘"E-cll_lﬂ I:H (Z" 94
) a+ ¥ .
192.168.33.0 255.255.255.0 10.8.0.1 Default: 0 7_" olE%" Ol % AE_i g %I' I—l EI‘

) Add




OpenVPN %EI-O Io|_‘IE LE-'IO-' (AirBox1 4) WiTreg Industrial Wireless Leader

SETUP > VPN

SETUP TOOLS STATUS

PAVSICALINTERFACES | oPENVPN INSTANCES OVERVIEW
VIRTUAL INTERFACES
NETWORK NAME ENABLED MODE PROTOCOL SECURITY ACTIONS
VEN vpni e Client tep/1104 none 4] ¥
VPN1
= .
p—— ] Add instance I
A s
Sl IP= HOotA S291E X 2| & A& LT (290 etz =l 31H)

OPENVPN - VPN1

OpenVPN can work in server mode, waiting for a number of clients to call in, or in client mode, where it connects to a pt

CONFIGURATION

| Tunnel settings | | Auth/Crypto | | Client settings |

. = = o
Key type [No key (entails P2P, cleartext, no auth) 7] ?_l‘EI_|‘OI_|' E-"ﬁEE -c|>—| OH O_'%A‘I _(EI‘ 9| 310|
Data channel authentication digest [SHAT (OpenVEN default) v] MA™E RIS CH

[B) Data channel suthentication algorithm. Adds overhead io frames size

LOCAL ROUTES

This section is used in both Server and Client modes. It lists the routes to be installed in the local IP stack.

« Inthe client, it lists the server subnets reachable using the server as gateway,
» Inthe server, it lists the client subnets reachable using the client as gateway.

If the gateway is not indicated, it defaults to the VPN remote address.
TARGET NET NETMASK GATEWAY

192.168.33.0 2552552550 10801 Default: 0

OPENVPN - VPN1

OpenWPN can work in server mode, waiting for a number of clients to call in, or in client mode, where it connects to :

CONFIGURATION

Tunnel settings | | Auth/Crypto | | Client settings |

Remote OpenVPN server address W

@ Remote OpenVPN server address

OpenVPN AMH{ 7} ALE3t= Sl IPE
gL Ch




WiTreg Industrial Wireless Leader

OpenVPN Z20|HE MH (AirBox14)

SETUP > ROUTING/FIREWALL > NETWORK ZONES

SETUP TOOLS STATUS

PHYSICALINTERFACES | NETWORK ZONES OVERVIEW

VIRTUAL INTERFACES

DOS PROTECTION
MULTICAST ROUTING ] Addzone I
NETWORK ZONES

NETWORK NAME COVERED NETWORKS FORWARD TO DESTINATION ZONE NAT ENABLE LOCAL SERVICES ACTIONS
VPN LOCAL "LOCAL" LTE VPN_zone All enabled E
BRIDGING LTE “Cellular’ ’ All enabled 4 x]
ROUTING / FIREWALL VPN_zone pn LOCAL LTE All enabled [Ed3

STATI BOITFS

NETWORK ZONES - ZONE SETTINGS

ZONE "LOCAL™

This section defines common properties of "LOCAL™
Covered networks specifies which available networks are members of this zone.

| General Settings || Advanced Settings |

N

ame LOCAL
Enable NAT () Only on public zones. Warning
MS5 clamping

Default acceptance policy for local services

[All enabled

@ *fou can resirict or open the local se

C d network:
overed networks Ld LOCAL: |

vpnt: (]

Cellular: E

INTER-ZONE FORWARDING

Use this section only if NAT is disabled on this zone.
The options below control the forwarding policies between this zone (LOCAL) and other zones. Desfi
forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a permission to forwar

Allow forwarding to destination zones: ¢ LT Celluiar E

¥ | WPN_zone vpni: |~

NETWORK ZONES - ZONE SETTINGS

ZONE "VPN_ZONE™

This section defines common properties of "VPMN_zone".
Covered networks specifies which available networks are members of this zone.

| General Settings || Advanced Settings |

Rane VPN_zone

Enable NAT @ only on public zones. Waming

MSS clamping

Default acceptance policy for local services

[All enabled

@ *fou can resirict or open the local se

C d network:
overed networks LDCA.:E'__&_QQ_‘;

¥ vpni: il

Cellular: E

INTER-ZONE FORWARDING

Use this section only if NAT is disabled on this zone.
The options below control the forwarding policies between this zone (VPN_zone) and other zones. De
"VPN_zone". The forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a pe

Allow forwarding to destination zones: ¢ LOCAL LOCAL .f -
-5

¢/ \LTE Cellular: F

=WIT

22| Add zone2 =E!510] LOCALS A BIL|C

HHsts UEAL ST oS MetstLich

0] BEe 2 YET FAS YA 0|
LfEterLC

LOCALS BX 4 g5t z 5
dget 20| ML

2|9| Add zoneg £2I3}0] VPN_zoneS AAMstL|LC}.

HHSI= HEQAL s G MEdstL|CE

VPN_zoneg MMst1 2t 99 S
ddeh =0 Ny ot



OpenVPN %EI-O Io|_‘IE LE-'IO-' (AirBox1 4) WiTreg Industrial Wireless Leader

SETUP > ROUTING/FIREWALL > NETWORK ZONES

SETUP TOOLS STATUS

PHYSICALINTERFACES | NETWORK ZONES OVERVIEW

VIRTUAL INTERFACES

NETWORK NAME COVERED NETWORKS FORWARD TO DESTINATION ZONE NAT ENABLE LOCAL SERVICES ACTIONS
VPN LOCAL "LOCAL" LTE VPN_zone All enabled (4 =]
BRIDGING LTE “Cellular” - ’ All enabled E
ROUTING | FIREWALL VPN_zone vpni LOCAL LTE All enabled E

DOS PROTECTION
MULTICAST ROUTING ] Addzone I
NETWORK ZONES

STATI BOITFS

(20| =& 2tH)
NETWORK ZONES - ZONE SETTINGS
ZONE "LTE™
This section defines common properties of "LTE".
Covered networks specifies which available networks are members of this zone.
| General Settings | | Advanced Settings |
Name .
[e) o -+ =

LTE ?l2| Add zonez 2 &5t LTES & LICt
Enable NAT Ld @ Only on public zones. Warming
M55 clamping
Default acceptance policy for local services | All enabled

@ *fou can resirict or open the local se

= o — X o e
Covered networks LDC»‘«_:R‘_ - 9" H‘l OI': L-"E‘FI ﬂt OH OI- %1 O—:'l = |Aj E—lllI ol:ll- L‘l I:I--
vpni: L)

! Cellular: E

INTER-ZONE FORWARDING

Use this section only if NAT is disabled on this zone. R
The options below control the forwarding policies between this zone (LTE) and other zones. Destinali Ol —'?'——E—% 2t |:|| E-?— =1 %‘ Q"" % AH A4 0|' _C|>_O'||
forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a permission to forwarc |_|-E|"-|' L'l I:l_

=} .

Allow forwarding to destination zonas: LOCAL LOCAL- &.’ &

VPN_zone vpn- 7|Z0| MAB @olo| HAZ sF T C}




WiTreg Industrial Wireless Leader

STATUS > NETWORK

SETUP TOOLS STATUS

DEVICE INFO
INTERFACES
NETWORK
MULTICAST ROUTES
ROUTES IP CONFIGURATION
e 1Pv4: 192.168.33.1 Netmask: 24 MTU: 1500
SERVICES
GRAPH PHYSICAL INTERFACE MAC ADDRESS TX COUNT (INBYTES) Ot COUNT(N INTERFACE MODE MTU
G BYTES)
LAN 1 00:09:90:01:06:63 1463044 1648575 Negotiated 100 baseTX FD, link ok 1500
IP CONFIGURATION
IPv4: 192.168.1.249 Netmask: 24 MTU: 1500
GRAPH PHYSICAL INTERFACE MAC ADDRESS TX COUNT (IN BYTES) RXESTUENST, (N INTERFACE MODE MTU
LAN 2 00:09:90:01:06:64 2168743 2607354 Negotiated 100 baseTX FD, ink ok 1500
il VPN1 (VPN1)
CONNECTED PEERS
COMMON NAME REAL ADDRESS BYTES RECEIVED BYTES SENT
Not available (null) 699333 722179
ROUTES

The following rules are currently active on this system.

ACTIVE |PV4-ROUTES

NETWORK TARGET IPV4-NETMASK IPV4-GATEWAY METRIC
WAN default 0.0.0.0 162.163.1.1 0
vpni 10.8.0.0 255 255 255.0 local ]
WAN 182.163.1.0 255 255 255.0 local [\
vpn 192.168.23.0 265 255 266.0 10.8.02 i]
LAN 192.162.23.0 265.255.256.0 local 0
SYSTEM LOG

Save logs to file
Mon Apr 1 20:20:20 2019 kern.err kernel:

0.604000] Unknow marvell switch ident fff0

[
Mon Apr 20:20:20 2019 kern.err kernel: [ 0.620000] Unknow marvell switch ident fff0
Mon Apr 20:20:20 2013 kern.err kernel: [ 1.200000] Unknow marvell switch ident ff{0
Mon Apr 20:20:20 2018 kern.err kernel: [ 1.772000] Unknow marvell switch ident ff{0

1
1
1
Mon dpr 1 20:20:29 2019 daemon.err acksvs_event_handlerd: acksvs_event_handlerd: Cannot open /svs/class/apio/digital _outl/value, alarm ‘2
1
1
1

Mon Apr 20:20:29 2019 daemon.err acksys_event_handlerd: acksvs_event_handlerd: &larm "2° not available, not set/cleared
Mon Apr 20:20:31 2019 daemon.err block: Adev/ubil_2 is already mounted
Mon Apr 20:20:56 2019 daemon.err acksys_event_handlerd: acksys_event_handlerd: gnss action start_events failed (Mot found)
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WiTreg Industrial Wireless Leader

OpenVPN E{2g =01 (S2[0|HE

STATUS > NETWORK
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SETUP TOOLS STATUS
DEVICE INFO
INTERFACES
NETWORK
BRIDGES liiilLOC.AL
MULTICAST ROUTES
ROUTES IP CONFIGURATION
WIRELESS 1Pv4: 192.168.23.1 Netmask: 24 MTU: 1500
CELLULAR DN server: 211.36.129.4 117.111.29.4
SERVICES GRAPH PHYSICAL INTERFACE MAC ADDRESS TX COUNT (IN BYTES)  °X g\?T”E"ST] Ul INTERFACE MODE MTU
LOGS
LANT 00:09:90:01:1d:3b 13964211 3150997 Negotiated 1000 baseTX FD, link ok 1500
il VPN (VPN1)
CONNECTED PEERS
COMMON NAME REAL ADDRESS BYTES RECEIVED BYTES SENT
B a £,
Not available W 1247641 1751625
CELLULAR
IP CONFIGURATION
PV Netmask: 28 MTU: 1500
DHCP info: Lease time: 7200s
DN server: 211.36.129.4 117.111.29.4
RX COUNT (IN
GRAPH PHYSICAL INTERFACE MAC ADDRESS TX COUNT (IN BYTES) Sres INTERFACE MODE MTU
Cellular 00:00:00:00:00:00 4966436 14962637 CEERE TIPS U= MEL=STE oy
Password accepted
SETUP TOOLS STATUS
DEVICE INFO
ROUTES
NETWORK
BRIDGES The following rules are currently active on this system.
MULTICAST ROUTES
ROUTES ACTIVE |PV4-ROUTES
WIRELESS NETWORK TARGET IPV4-NETMASK IPY4-GATEWAY METRIC
CELLULAR Cellulsr default 0.0.0.0 223171.58.0 o
SERVICES vpn1 10.8.00 255255 2860 ocal 0
LOGS LOCAL 182.188.23.0 255255 2560 ocal a
wpn1 182.188.33.0 255 255 2 a 10.8.0.1 1]
Cellular 223.171.58.0 255.255.255.240 ocal o
SYSTEMLOG

Save logs to file

Tue Mar 24 17:27:16 2020 daemon. info dnsmasg[1932] ¢ using nameserver 211.36.129, 4453

Tue Mar 24 17:27:16 2020 daemon. info dnsmasg[1932] ¢ using nameserver 117.111,29, 4453

Tue Mar 24 17:27:16 2020 daemon.notice netifd: Interface "loopback’ is enabled

Tue Mar 24 17:27:16 2020 daemon.notice netifd: Interface "loopback’ is setting up now

Tue Mar 24 17:27:16 2020 daemon.notice netifd: Interface "loopback’ is now up

Tue Mar 24 17:27:16 2020 daemon.notice netifd: Interface "wpnl' is setting up now

Tue Mar 24 17:27:16 2020 daemon.notice netifd: Interface "wwanO' is setting up now

Tue Mar 24 17:27:16 2020 daemon.notice netifd: Wetwork device ‘cpuD’ link is up (called from cb_rtnl_event:carrier)

Tue Mar 24 17:27:16 2020 daemon.notice netifd: Wetwork device “lo° link is up (called from cb_rtnl_event:carrier)

Tue Mar 24 17:27:16 2020 daemon.notice netifd: Interface "loopback™ has link connectivity

Tue Mar 24 17:27:17 2020 kern.info kernel: [ 39.345571] dsa dsa.0 ethO: Link is Down

Tue Mar 24 17:27:17 2020 daemon.err uhttpd[2624] : socket(): Address family not supported by protocol

Tue Mar 24 17:27:17 2020 daemon.notice netifd: wwanO (25800 : wwan[2580] Using proto:wwan device:/dev/cdc—wdmD iface:wwanD desc:Huectel E(
Tue Mar 24 1722717 2020 j [ croto ani acksvs gl setuo wwanll

Tue Mar 24 17:27:17 2020 daenon.notice openvpn(wpnl ) [2623] 1 Open¥PH 2.3.10 mips—openwrt—linux-gnu [SSL (OpenSSL)] [LZ0] [EPOLL] [MH] [IP
Tue Mar 24 17:27:17 2020 daemon.not ice openven{venl) [2623]: library wersions: OpenSSL 1.0.2p 14 dug 2018, LZ20 2,10

Tue Mar 24 17:27:17 2020 daenon.warn openvpn{vpnl) [2623] : HOTE: the current ——script-security setting may allow this configuration to call|
Tue Mar 24 17:27:17 2020 daenon.warn openvpn{vpnl ) [2623] : +++++++ WARHING ##+++++: all encryption and authentication features disabled —
Tue Mar 24 17:27:17 2020 daemon.not ice openven{venl)[2623] 1 TUN/TAP device tunO opened

Tue Mar 24 17:27:17 2020 daemon.notice openvpn{vpnl)[2623]: fetc/openvpn/scripts/if-up vpn! tunD 1500 1503 10.8.0.2 255.255.255.0 init
Tue Mar 24 17:27:18 2020 ; LU0 I = 13 B T = N I = | 1 )

Tue Mar 24 17:27:19 2020 daemon.notice netifd: Wetwork device “tunD’ link is up (called from cb_if_check_valid)

Tue Mar 24 17:27:19 2020 daemon.notice netifd: Interface "wpnl' is now up

Tue Mar 24 17:27:19 2020 user.info quectel-CM: Cellular: localtime=1585038439, operatar=, loc=421E,cel | id=0E38421, mode=T7

Tue Mar 24 17:27:19 2020 user.info quectel-CM: Cellular: localtime=1585038439, operator=LG U+ LGU+, loc=421E, cel | id=0E38421, made="7

Tue Mar 24 17:27:19 2020 wser ootice firewall: Belnading firewall due to ifue of lan (he—land

Tue Mar 24 17:27:19 2020 daenon.not ice openven(venl) [2623]: Attempting to establish TCP connection with [AF-INET]WJ&ZHM [nonfy
Tue Mar 24 17:27:19 2020 daenon.err openven(vpnl) [2623] © TCP: connect to [AF_INET] %% 21194 failed, will try again in 5 seconds:
Tue Mar 24 17:27:20 2020 user, info quectel-LH: : ,operator= , lac= scellid= L mode=

Tue Mar 24 17:27:20 2020 user.info quectel-CM: Cellular: localtime=1585035440, operator=LG U+ LGU+, loc=421E,cel | id=0E33F13, node="

Tue Mar 24 17:27:20 2020 user.info quectel-CM: Cellular: localtine=1585038440, operator=LG U+ LG+, loc=421E, cel | id=DE35F13, node="
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