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INTRODUCTION

Of 7I0|E= Cr= MZo| HE& UL

1o dJd

X3

A

RAILBOX, RAILTRACK family, all models
Airlink & Airbox series, all models
AirWan, all models

AirXroad, all models

EmbedAir series, all models

RuggedAir series, all models
WaveNet-Ex series, all models

7
‘0

D)

X3

A

X3

%

X3

%

X3

%

X3

%

of 2M0oM 58 M=Z2l X 8ol "HE"2 dedte 8% *l =50 /U= MZF S olLE

ol

rir

o|oj gL,

HE mj7|X|of ZetEl W2 A|ZF 70|29 M HE MX|, 2M U AR, Wi-Fi Z2ZEZ0]

CHsH Qe M2 E CHEL|C},

O] &#Z 7}0|E0) A& WaveOS HE S M

- HE0 o HTO| ZHE0 U= BF
CHeRE & 4 YaLIC

&FL|CH4.16.9.1.
QIE Ul 3 AMO|EOA HAO KAHIOIE

—

- HMEBol A HEHO| ZE F YA AIOIEOM 2¥AM YHOIEE LI2EE 2

=
= AL

HYY ol HE 21(ACKSYS EAOIEO|M CHR2EE 7hs)s HYO MO Mt o™ 7|52

A & 4 QX BLICH
HE B3 A, VAU U 93 AN 28 By WX Y 2E BY Mee A
RS W2 M| 7t0|S0f RA2E|0] YL
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Regulatory information / Disclaimers

Of &4 LAN FX|o &% 8 M&2 MEZa i Ml A8 23M0 =& XdS
A3 =ofof LICE MZYMZE BAH2Z SQSHA| @2 0 ZXe #WE L=
FE(HU 222 FH S0 tiet ALEXte] Aets 723 o 5 ASLICE M=gHM=
of &xlel & 7h= E= M=GHM7I XI'8oHA| @2 HZE Aol X g[S nHz=z Q)
ddsts 2E[R £ TV G0 CHoll M-S XX ESLICEH o]2{eh 2E 7, M =£&
FELR Qo) Zst= ZHds 80t A2 AEAS MY YL|Ct

Of A2 YE= 01 §lo] BEE o= AT ACKSYS Zo| M7 0| S§ S [X| L Ct
ACKSYS & §d 4= Zgots 0|0 =etEX| @= ot FF2 BAH £ SAH
23 Blo] o] EAME "Ue AUZE" MSHH +=J0|Lt ALEXAF 25 AP0l Tt EH(2

=
Hehgof tiof M= X|X| &Lt
| M

ACKSYS = 1M =X| O] 2ZM0| 2HE MEF X Z2OYS /M, BE8Y = A= H2E
HHFeLC

of 2HNMO| Ms& 2= ot M2 = AT e JAS L

TH ACKSYS &= O AtEL =2 QI8 2diet & U= A 3 A2 A2 Hajof thsi A= XX
Ea=g

Of MZ0le S|=otA| 2 7= E& AMe 277 Z22tE + AFLC o3t LFE
=g5t7| flell &7 ME SE7t F7|H2z2 HEE0 ol2et BHE A2 td=2 M

rE

tof| SgtE LCt
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I PRODUCTS LINE OVERVIEW

1.1 Products goals

O] ME2 olHUH FX|of wi-Fi 225 MSZLCh 70 et Chet EZ2ZXE o

UAELICE XISt LI Wireless topologies examples & EZRSHM| .

ujn

A
T

1.2 Features common to all products

B2 7|s0] O] & 22 2& MEFM SSHYULICE

oo 1d

Networking:
Layer 2 software bridging, VLAN, Tunneling, STP/RSTP, 802.1p and 802.11e QOS.
Layer 3 routing with DSCP retagging, NAT, firewall, Diffserv QOS, Multicast routing
DHCP server or client, DNS relay

Configuration and maintenance:
HTTP and HTTPS Web browser configuration
Acksys WaveManager compatibility

SNMP agent for status and configuration
Events handler, alarms
Browser-based firmware upgrades
Emergency upgrade mode
Performance graph trace
Wi-Fi capabilities:
Radio:
» Dual band (2.4 GHz and 5 GHz)
» Support either 802.11n, 20 or 40 MHz channel width or 802.11ac, 20, 40 or 80
MHz channel width
» Backward compatible with 802.11a, b, g, n

Wireless Roles:
» Access point, bridging client, 802.11s Mesh, ad-hoc, RogueAP
» Access point: Client isolation, 802.11x authenticator, slow bit rates lockout,
clients MAC filtering
» Client modes: 4 addresses, MAC translation, cloning

Security (depending on the mode):
> WPA2, 802.1x (RADIUS)
» A/B/G compatible security: WPA, WEP
Long-distance Wi-Fi
WME/WMM configuration support
Miscellaneous: 802.11h, 802.11d, client 802.11r support.
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1.3 Extra features per product model

O MMOME= 58 2ZEQ0 Fdut 2HE 7|50 SBE sLCL O E §82 4
HZ2o| hE 2X| 7I0| =8 &XSHAM K.
Configuration and maintenance:
C-Key configuration backup
LED status
Hardware alarm contactor, digital output and digital input
Wide area radio networks:
2G/3G/4G data communications, 2 SIM slots
Multi-constellation satellite positioning (GNSS)
Ethernet capabilities:
10/100/1000 base T
Auto-crossing (MDX)
Automatic speed and duplex selection
AUE 7|52 Radio Card §& (802.11n or 802.11ac or 802.11ax)0f| [t} CtSL|LC}.
Radio card type 802.11n 802.11ac 802.11ac 802.11ax
Feature Wave 2
802.11 max modulation rate 450 Mbps 1300 Mbps 1730 Mbps 4083 Mbps
Max remote clients per access point 124 128 128 512
Fast Roaming v
Connect Before Break Roaming v v v
Scanning/roaming cluster v As scanner As scanner
Mesh v
Line Topology Repeater v
Multiple roles per radio v v v 16
(AP, client, repeater, portal)
Dual radio repeater v v v v
VLAN-tagged frames forwarding v v v v
SRCC support? v v v

L SRCCE= XM B FM ZI=2| 802.11ac 0| A2t &St L|C}: RuggedAir/1000 and Railbox/2x
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1.4 System design

A 1

Services: VI‘:,T.:;ZHTTPS Discover NTP || sysl DHCP SNMP agent GPS Configuration Upgrade
C € " row§er agent yslog DNS Relay server Backup Management
1| Configuration Events & Alarms
t — * 4 4 —
Layer3 : Routing, Firewall, NAT, Diffserv QOS |
+ 4
I Bridging, Vlan, Tunneling, STP/RSTP SRCC
: 802.1p and 802.11e QOS
£ !
§ Layerz:
& 1
z 1
1
1
1
|
Layerl |
\ 4 :
Kernel : WaveOS Bootloader
'
! Proc¢ssor
Hardware : +
1 Cellular card Alarm, Reset
1.5 Products settings compatibility
ME 282 & AHHO|AE Sof o= MYASALE C-KEY O Af HHe = ASLL O
A2 D= MESTo S| X| Gl
O MME RIE 7to| WY SBHMS HOIFLICH
Backup from Backup can be loaded in
RailBox/10* RailBox/10*
RailBox/11* RailBox/11*
RailBox/22* RailBox/22*
RailBox/20* RailBox/20*
RailBox/24* RailBox/27*
RailBox/27* RailBox/24*
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lIl DEVICE INSTALLATION

O| f=US 7| Mo HAIMO| LSS A=

o| = UEF MEF 82 LY quick start guide & HA
eHolsl| =A|7| BEEf L L,

1.1 Power supply

W2 AT TS FBO A MR 4HE MSULCL o U2 HY 3F IOl
M BOIOF SHe 2| 43HO 2 M2{sHof BHLICE. 3 T2{sfof T 7} ALgO| Y LICE 0l2(3
MBole 2 S4 B0 W2 M NXS QLT & Yt Wik 202 FHET} Zgof
RUELICE. Ol2{3H M| W AIZOIA HBohs X AH|of EFEXT HY 33 HAI7t
42 L2 MYS BT 4 9k B2 NE NEY TE 0BT & gk S| 2N &

OI¢|_| |:|..

A H

1.2 Antenna types

M= 7he LRI 22 AFE Rl = QHEILE Rt 2X] &R0 thol 2 gLt

o

Olziot 82 SAF I{EHO| LIEIY = A2 & AmEIOF SHLICH LHE0| o2 HX CtS
| XM K. http://www.antenna-theory.com/basics/radPattern.html.

Che MMO| EAIE! HAF HEIS 2 Otel|Lt 80| 193t EMS Of E 0|3
Ol Al 23t K| 2 Lct,

ot

4 Az

I11.2.1 Omnidirectional antenna (F.'-Ilé'“éi QLE{|L})

H oo
oot
= -
ik
A
Ot
=
0

OHE|LE AHE Al 22 B RO HiX| 2|0 RA=X| =H2I5HA K.

Antenna Radiation pattern

Vertical Horlzontal
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111.2.2 Patch antenna

X QHEILHS BB YALS DB AIZLICE O[S Soff ol WAMS YH|sHX| &1 Hof
A8 4 AL 0|52 Yty

QH™ O 2 7dBi 2F 9dBi AFO| 2 T ElL|CH

Radiation pattern

Z'FI]

Vertlcal Horizz?::}ntal

111.2.3 Yagi antenna

Of7| CHEILIE oHE0| HALE HSAIZLILE 0|52 YEHH2
OHE|L} 2O &5 LIL.

Antenna

2?0’

Vertical Horizontal

111.2.4 Dish antenna
HA| QtHLE= SAFS oF X[ = o &

Antenna Radiation pattern

HG5423D o
1207,

Horlzontal
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11.2.5 MIMO antenna

HEILt M=M= AOM 2Tt 4 QHL 7Y
CtH|L= 7|28 2= single enclosure Off 2 & 2] #F QHL MEES

3 7 LICE

RMZARSl OE|Lt O[El AIEE AZstol fE|Ltol AL EIF LR #oorRe
A zo) A 7| BRRLICH,

11l.3 Antenna installation

2M 7{HlE{ = SMA, RPSMA, QMA, N-Type & 2| ZF7t A& LICt SMA 2F RPSMA = H| =5}
HO[X|ZF S| TO|LE 20| AR E E|0] ASL|CH RPSMA = Wi-Fi 8 = 20 AFE & L[LCH,
GPSE= M EZ 2|t Z2 8= SMAAHYUHE AHE T LICH

Wi-Fi QHE|LE 2 X| A| 37| & 7HX] D243 Of & Ateto] Rl Lt

111.3.1 Legacy 802.11a/b/g case
2= O[E7tX| wi-Fi 238 278e = UX| B H 71X Fo|7F Ha gL T
7171 Ztol Azl Hoi=0of et ME2| EIRP & Z=7JsloF SHLICHEH X 78 Y
LHOl M 7 XIS OF &h). EIRP (Effective Istropically Radiated Power, 2 2 £ &),
I M|7| RSSI = &25| =O0I0F ghL|Ct A=K YoM =otd Hol(7|5 = Hat B
7t

=]
FAT8) Al 232718012 5= AL CL

Al
(i

a1
o
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Line of Sight (LOS)

Line of Sight

Near Line Of Sight = YHH 2 [ L2 CHH|LIE AFESHY Mg o= UX[Tt
Of Sight Ol = LM 2 K| B2 E=CHE 4= MO 2 Eo| ZRetL(Ch

UM o 2 NLOS HEHE L2 7|

rir

goi=0= HE, L, e Y, 4 SOl ASHEL

) ) =
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111.3.2 802.11n/ac/ax

Olg{st MefS E2tet 802.11n/ac/ax & MIMO(CHE YE CtE £8) 7|22 €81 O+F
CHEILIE AR 2M Ol = F | ZOiZ0| QUCHStEHELE S410| 7t L ot

802.11a/b/g M|&2 0|0| 5tL}t O| Q| StH|LIE AHESHX|TF CHO[H{ A|E| 2 E (B H0j StLt2
CHE|LIRH &) 2 K ohe| RASLICH EESH HO[Lt 7| EF O S0 £ S| H F=AT|E 2547

ol d=7h gLy,

°

TP!
© |
]

A T
P-—u =L

O §2& Ar83}0] =47|= O 2EJ 0| Ot PH|L0l| S3h=X| A4t &~ AU LTt

S2 2EHT MOk otLto| SHH|LEZE RAO{OF R L EE O 22| SHH|LtE 7t S

AHESH0] LHE =S S2|B2 7HA[MO0] =HE E 29| | E2|AH 0|19

= L o{ = 2|A0]-30] H[3l §50] BO{HLICL O] EX=
HIE FoE M2 HustA 2WEH 2 4= ASLICE "Slant Antennas” = &H =2 T
Aol|A0 2R &l 2 7Hef HubE FHILIZ BFSOf - LICE
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111.3.3 Cellular antennas

SHH[LIS StLIZH ArEdts 4% "main” PHILE HHYEO| AZE|0] UK =HQI5HA Q.

"diversity" 7Y E £ w45 S7HA7| =02 AHEE LT

> x|
> 222X S2M0] UK REZ St
> CHO[HA|E| QY| L= E et O QI HI} 7} YKX[SHK| Q& B X| 2L T}

r

.3.4 GNSS antennas

GNSS = GPS, GALILEO & R A[SH 2 @IK| =l A|AEIo] UBHE Ol 9F01 ) L| Tt GNSS 2
= active == passive 2| F 7tA| R&AO| UAELICE active CHH|LIO= CHHIL} #HO| &2
MU0 SFEl= HE TX| TF7|7 Y& LILCH

active Y= 7{ U E{0f| passive QtEH|LIE HASHH ©R S5 FX[7t +=H0| =& = U5
passive Y& HHYEO| active QHH|LIE HZASIH =410 USHEILICEH 24 & AH4)
Moot SHIE 9| OHH|ILIE AFESHA K.

GNss Al= = DjefgtL|Ch A 0|22 7ts¢t ot B 7XISHM 2. GNSs 741 FIt==0f sl & =

UAs =5t 7ol¥S ZHoHM 2.

Wi-Fi EE 22t HE2 S 72| RF NG S A8 = JUSLICE
- 24GHzO Y2 802.11b/g/n BEEDN} 22t = M 22 =25,
- 5GHzOl¥2802.11a/n/ac BT} S 2tE|= A D2 ZatotL|Ct
EHHol ds2 o FM x2S MEb ) T 7HX| Abek2 0 243{of gFL|Ct
> M, 2 NE AL S SXISHALE Mot 5= U= K| A A
> HE L SEQO0 o5 Mot = U= 2 MEQ HE T
> SUsH LM ZE8H= CHE wi-Fi K| E= M QIX|, EMTESY|, 28
X, 7|Ef RMFK|QEZE Wi-Fi 7t O X0 M 5= 44 &8 X 7H
> A|AHO| BE MNA EQIETF SAUSH X ES AFRE [f “hidden station” HTt
oISt B =
CHAE SHHILIE FONSHY| FHof DpRotE F4 MES ZX[SH7| I8 ofjH| AFO|E =
YLICH HRSHE K E2 40 2 S =& = UALBZE AP 7t B 2=E X
AE&3t= A0 E& LT

Wi-Fi 852 Eot 24 23 EF(RsSI 2t 2ol a2t 3 A Zet& L|CL RSSI 7t £E2
NMe|gd2 BUED FTE0| H HOE = JASLLCLAMZ ZE2 HE|, YE, E2 SE,
L oL ek SO 2t Eetd 4= ASLCL
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111.4.1 2.4GHz overlapping radio channels

FAxHE2 AHE S S Fabo| EAIYL D HEE X2 S 20-22MHz Y2 2 2y

— = O
2 LICE 0 2] Wi-Fi 20| 2.4GHz(5GHz X 20| AX[X| B=2)0M M= 77710 L= [fj 0| F 22
SffoF ghLCh OAFX| Hol ZHde 2 Qo =2utAQel 40| Mote Lt of X|H2 ol

HM X FO| e X2H SHE Aot 2 I £9] S ELIC.

Channel Centre Frequency (GHz)

1 2 3 4 5 6 7 8 9 10 11 12 13 14
2412 2417 2422 2,427 2432 2.437 24422 447 2.4522.457 2462 2.467 2472 2484

22MHz

41,6 11 2 A2 XNZFO0| HE 7H7H2 W XNoHO| JAX|Bt 1-6-11 7IO|EERI2
M o] J&LICE SMT| f20] R 1,6 X 11(0: 1, 4, 7 X 10)ECH O 7HUAH MEig|=
7 ]

A

L Me|go] 5{8 + gl S=2 MotE =

N |

o O

8% ME 7o SHez Q9 = FF T
&L|C

77

77
77

Picture llI-1: GX[X| f= X' 22| O Al
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1.5 802.11 regulatory domain rules

wi-Fi 2tC[2 X2 AFES HMO{o7] o o MAXH2=Z 22| AH8El= 3 7HX =82 Al

20| Q&L
- ETSL 8 =m7t8

- Fcc:O|= =718

- MKK/TELEC: OtA|Of = 7+&
8 1M SGE-L, 2abE, o=, 2F )2 2 K 82 AN F2 A 1AM
It & LT

A 92 24 RF U Y S AH8ots Al S MS e LIL.

L

A SIX| HES F4812{H Wi-Fi FIES 2817 Mol HES M| 272 MEfs|o}
st}

111.5.1 Antenna gain and RF output power

10|5 QHLIE A8 A= 0|2, AFEE T 7H0| M 318 &|= EIRP & =1t &= JUF L C

Ol 4% MBS FM ME MHZ =322 =00 SL|LC} (see Advanced Settings tab in
section VI.1.1.1 Wireless/Radio).

Cts MA0M= HE TS HES AEE QHEILIO HE3H7| fIg FcC HETSIHAE &2
U5 LIL.
&0 82l

RF Output power: QHE| Lt 10| ACKSYS £M 7| 7|0 A BEALE| = RF M &

EIRP: QHE|LEZF = ACKSYS 47| 7|0 M &EALE[= RF M &

EIRP = RF OUTPUT POWER + ANTENNA GAIN (dBi)
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111.5.2 FCC rules for 2.4 GHz band

2.4 GHz point to multipoint:

MAX RF Output POWER | MAX Gain MAX EIRP
dBm  (mW) dBi dBm (W)
30  (1000) 6
27 (500) 9
24 (250 12
21 (125) 15 36 (4)
18  (62.5) 18
15 (32) 21
12 (16) 24

O[=0] 6dBi O|&f¢Ql HILIE AEE

MAX RF Z3 2 1dB Z O}

H<2, 6dBi O|42| 0|50| 1dBi ¥ [HOFCE

2.4 GHz point to point:

MAX RF Output POWER | MAX Gain MAX EIRP
dBm (mW) (dBi) dBm (W)

30 (1000) 6 36 (4)

29 (800) 9 38 (6.3)

28 (630) 12 40 (10)

27 (500) 15 42 (16)

26 (400) 18 44 (25)

25 (316) 21 46 (39.8)

24 (250) 24 48 (63)

23 (200) 27 50 (100)

22 (160) 30 52 (158)
6dBi 2Lt =2 0|52 7t QtHILIE ALE S I, 6dBi & ZX1}5t= 3dBi O| = 0O}Ct
MAXRF &3 M3 2 1dB Z 28} 0f g L|C},
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111.5.3 FCC rules for 5 GHz band

MAX EIRP = special rules
MAX
Freq. . RF output MAX MAX EIRP
AN (GHz) | Channels | Location | “no\yep | Gain (dBi) | (dBm/mwW)
(dBm/mW)
) 36, 40, 44, | Indoor & )
UNII 5.15-5.25 48 outdoor 16/ 40 6 227160
52, 56, 60, Indoor & )
UNII-2 5.25-5.35 64 outdoor 23/200 6 29 /800
100, 104,
108, 112,
5.470- 116, 120, Indoor & )
UNII-2 ext. 5 795 124, 128 outdoor 23/200 6 29 /800
132, 136,
140
5.725- L
UNII-3 5 895 149 to 165 | outdoor 29 /800 6@ 35/3.2W
(1) 6dBi 0|42 0|=0| U= QHLIE AHE3St= B2 6dBi 02| 2tH|Ll O|=0| 1dBi
Z7te I OFCH MAX RF Z 3 POWER 2| 1dB Z &7t Ze3tL|Ct,
MAX EIRP = special rules
MAX
. RF output | MAX Gain | MAX EIRP
BAND Freq. (GHz) Channels Location POWER (dBi) (dBm/mW)
(dBm/mW)
UNII 5.15-5.25 | 36, 40, 44, 48 Indoor 16 /40 6 22 /160
Indoor &
UNII-2 5.25-5.35 | 52, 56, 60, 64 outdoor 23/200 6 29 /800
100, 104,
108, L Indoor &
UNII-2 ext. | 5.470-5.725 116, 120, outdoor 23/200 6 29 /800
124, 128,
132, 136, 140
UNII-3 5.725-5.825 | 149to 165 outdoor 30/1W 23@ 53 /200 W
(2) 23dBi 0] &f2| O| 50| Rl= SHHLIE ArESH= 8% 23dBi 02| SHH|Lt 0| =0]| 1dBi

S 7+ MOtCH MAX RF &£ 3 POWER 2| 1dB 27 2 3tL|Ct

ERELTS

DFS X| /0|

LBt

M

—

At “Radars detection overview (DFS)”.
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111.5.4 ETSI rules for 2.4 GHz band

2.4 GHz point to multipoint:

MAX
. RF output MAX MAX EIRP
BAND Freq. (GHz) Channels Location POWER | Gain (dBi) | (dBm/mw)
(dBm/mW)
|
ISM 2.4-2.483 11013 ndoor/ NA NA 20/ 100
outdoor

111.5.5 ETSI rules for 5GHz band

5 GHz point to multipoint:

MAX
. RFoutput | MAX | MAX EIRP
BAND Freq. (GHz) Channels Location POWER | Gain (dBi) | (dBm/mW)
dBm (mW)
UNII 5.15-5.25 | 36, 40, 44, 48 | Indoor NA NA 237200
If TPC
231200
UNII-2 525535 | 52,56, 60,64 | Indoor NA NA o
207100
100, 104, If TPC
108, 112
y y 1
UNII-2 ext. | 5.470-5.725 | 116, 120, 'QS%%rof‘ NA NA ey | 000
124, 128, Else
132, 136, 140 271500
UNI-3 | 5.725-5.825 | 14910165 | Forbidden NA NA NA
TPC £ 54 M K| E Q0|2 LICE SAMS A|&SHE 2 7o HX= M2 QX[T = UAS

1l
-
=
|11
=2
rir

=
e 2o HH RO Ztie K5 Hdot= HFLIF LI

DFS X| 0| Z3tL|C}t MM X “Radars detection overview (DFS)” .
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111.5.6 Radars detection overview (DFS)

L& XM F ZHI7t 56Hz LHF 2| £ 2|0|H A A”S Uoi5hA| E=X| &eldt=
A0l S UL O|H7t X =H FH HE/IE As2=2 EIOIH AN2ES SoloHA|
e MNPz Faeuch dolErt HAE I MBS dHAMSts A= DFs(8H Fits

MEhyta S| CF,
4o|E ZX= 0OkAH FXAp, WAl =&, Ad-hoc)0fZF ZQTILICH Z0|E

HX|(SE0IAE) o 32 ol &K= ERSHX| RX|T XK= =5 AMS ALESHO}

SILCHUERK O 7tE Mot =4, =5 A2 7% ssID Off Ciet AZEZ 5 &SHA|

AESLICHess A7M0] EoTh. A Xﬂi EErOI_E” =717l sSID AP & AlHELT| [

ZZ2H(YEIE A7 E ELHOF 6=,H_| C}.

40| EfX[= AHz2l, o2 S 7|Et /o] els FM M= 7L fFE = 7| {20 HEEA

2tE YL|CH M SEQIofE 24 Mz % 2l go|E THEH I H|merL|Ct O] HLIE2
L

2UHO 2 £ IHX WA o2 ALfE 4 AL

-

- f=EO 2 HO|H IEHS :.7(|5P7(|

. Ch2 2M MBS T Eof FolE ASe SAS
o 2o HS ZXIELIC 0|2 E:.marzz

XL/

o o

I=
_m

A BXI7l= ol2{eh %‘3% mjot7| fI=o[X|2F 1009% Y=ot E*XIE Bgg == flgLth
d2ja dM2 #E2 100% XI5t AS B—TLOFXI BEELCH o2 Qo) EXRE HXI7t
LSt F200 et o 7 K| 2 1 E o] e = AELIL.

ACKSYS N Z& M8 Jt53t R E K '2o| O|O|EH|0|AE 2KX|&tD, ZH x| 22 "Radar Free",
"Radar detected”, "No radar detection"@ =2 HA|E L|Cl X2 "Radar free" -== "No radar
detection"@ 2 HA| =l X L0t MEHSE 2~ QI & LT,

Seel 0] prs 07 LI 50 BRH Z9 MBL cACCHE T84 2ol 712t AlzRLICt
0l 71zt 5o MBS Mol 0|7} HER| Holohs| Ro] wiki MEIAE ASY 4
Q&L CF CAC 717t S0 20|57 ZX 5|2 SIS K22 "Radar detected” O 2 EA|ED
RIZe CHE g MeigtLict,

MEHSE XL 0| "radar free"Q! A2 HMEBO| &5 = YSULHE &5 5 ME2 AHEHZS
& Moz HLHESY E1|0||:‘| I Z ZMstL|Ct, E1|0||:‘|7f Z X Z™H Wi-Fi MHAE

SAlStACtE x2S LT

HO|E ZX| = L2 NoP(M 2 3|T| 7|ZH) S92 "Radar detected" @ 2 HEA|E L|C}, 0] 7|ZF
S HZF2 0| MES MEig = &L o

T HAH
N < o .
- 3
o .
< CAC Traffic NOP
J g
(]
/Fm r
e .
£ CAC Traffic
Ny
\ O
A v
It C — ==
P So<ev oy g<_£8-1-282§4
P5T2E28°& 5 s
< c o 8 g Se =
2320902 §0l0
O c O & »w O ® ©
EC S gitSo=0 ca@ 9.
T eTcO0E§ [t T — »n LT
52 5£5887% Se¢T g+
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ETSI 5= FCC EE0]| 2} & 7HK| L EHE QI

SES gRAlsiof gL 72Xz
A0l |0 mh¥2 ChSat Z I

SRR
o cre a2

- Pulse Width

- Number of pulses per radar burst

- Time between pulses (Pulse Repetition Frequency or Pulse Repetition Interval)

- Number of bursts

DFS 7t ERotxfd 552 L= 25 LTt
Channels BAND CAC period NOP period
36, 40, 44, 48 UNII DFS is not required
52, 56, 60, 64 UNII-2 1 min 30 min
100, 104, 108, 112, 116, 120, : .
124, 128, 132, 136, 140 UNII-2 ext. 1 min 30 min
149 to 165 UNII-3 DFS is not required
Channels BAND CAC period NOP period
36, 40, 44, 48 UNII DFS is not required
52, 56, 60, 64 UNII-2 1 min 30 min
100, 104, 108, 112 1 min 30 min
116,120, 124, 128 UNII-2 ext. 10 min 30 min
132, 136, 140 1 min 30 min
CAC X NOP 7| 7+2 [ gh L T
1. Slave device(Client)7} 20| ZX|E X|RASHK| &%= 42 EIRP & 23dBm 2=
Miehel L T},
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111.5.7 Specific DFS features for ACKSYS products range

ACKSYS M Z& AP, HA| =E 3! AD-HOC 2| M| 7}X| OfAEH dgtg X|SL|CE AP ¥
DFS € X|AgtL|Ct, MatA = 74| CtE OtAH HE(MA| £, ad-hoc)= H| DFS *i
g = Q&L L

|2 EEOAM ACKSYS ME2

K| YSHX| 24X 2t DFS 27 At 2 5 L|CEHEIRP & &4 23dBm 2Lt Z0HOf B L| T,
e 116 O CHF ETSI 2E2| cAC 7[7t2 10 222 ZANEkl= BHH XA AHEY
1mn YLICt O|E &3l XHE 116/120 O] U= HT40 H X§'E 116/120/124/128 O]
HT80 & A ¥e = U SLIC

ACKSYS M| = 0| X[ 20|F Ity 552 Ch3at Z 5 LIC

= Of
=

T 2W RES AESH| HZof ol &#Xx[E
s

- ETSIEN 301893 E&F. X| %= E2|A= ME2 DFSHAE 21 A /CE M0 AZ &0

UELCHL ZE WO 2R 2i|0|H BAZF7HELCH

- FCCLIE 15619 TtE E. X[/ &= E2|A = DFS HAE E0 MO Aa =0 QL& LI
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IV ADMINISTRATION OVERVIEW

IV.1 Web interface
MEes 4738%= o wWHEH2 @ =2t
reference & & &,
MEZ0| UM ASHHH 1
software & AH&5I0] TS = & L|C},

Microsoft Internet Explorer 11 2 N 2|t 2 E X

X QIE{HO|AN A TIMELICH Web Interface

40

>

I
it}
o
A
i
>
op
ot
1>
30
o>
-
il

IV.2 Reset pushbutton
RESET FAHEZS M| 7HX] 8= 2 AHEE L|CL
- BAE2 ) FEH NSO HEEHELICL MR EO| £|™H M FO0| 252 W77}X| DIAG LED
7Lzt o 2 A% F{ T LT}
- NEO| HdEl=
=N P/ NN RS
- AE M 2A S
gzt Lt B E

i
n g
o)

m ox O
e g I+
F|IT|

=
mlm 0X pio Mo

Jal

N
==

|0 qr r
I
!

o OH

ZIL|C}. DIAG LED 7 #@7tMo 2

o 0

rﬂkzl}
n =
T
o hu
T
nx
>|

.

—_

Z]20f) "Emergency upgrade” £ =7}
EIDII DIAG LED 7} it 2 | ZHetQIL|C}, O] B E &= Acksys
ESIAL FH HES A =8 ST 7|22

_\,J_
et
E
=
4r
om

o ot
E
i
n

WaveManager = H9||
HAEE % USLICHE &x)

™ Mg |

IV.3 Acksys WaveManager

Acksys WaveManager & Acksys M|&2 EAMStD, A4S =doldd = A2l p FAE
MEg 4= AS L CE Bt SSID, WiFi otk 7 7bs gL
Acksys WaveManager = A& 0| "Emergency upgrade” ZE Y I HY|OE CtA| EESH= A

7t gL L.

IV.4 Emergency upgrade
ZAHES Soff g eagolE" REZ SO{ZLCE F27[Hel "l &0l S0
(@)

o
MEZ o RO AXAHLE M Z0| 273| X SoHA| fh= HEf Sl 22 =72 =+ ASLICH

"Emergency upgrade" 2 E= B EH 0| XtM|S| 2 H &[0 [qSLICt. Vil Firmware Upgrade

IV.5 SNMP agent
X|E 0= Acksys WaveManager, HP OpenView™ ZE+ net-snmp dE1} 22 SNMP manager
oM 7 & 2L &S 5 &5t= SNMP agent 7} & E|0f /& LCF
SNMP Of|O|HE =3l Zof| XtM|S] 2HE AUSLLCE.
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V TECHNICAL REFERENCE

V.1 Networking components

V.1.1 OSI model

HERXZ 7|0 CHet =2|= 0SI(Open Systems Interconnection) 2 &= & Z&SFL|Ct 1SO Of A
HEDIRE 841 AAHRIS] JEX AFQAULICEL =71 AHES e O @3 E EXISHAM L.

http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html|

Application

Presentation

Session

Transport

Network

Data link

Physical

Medium

Picture V-1: The OSI layers

O] AtEX} 710|E= 2=l M 7HX| 5t2 A2l =2[H, Ho[H 3 3 HERIN SES
=L
V.1.2 TCP/IP model
TCP/IP = QIS CH R Z2 2| CIERIHO| M AHESl= Z2E EF AEQILICH
TCP/IP U E A0 FHASt= HX|0= 4 72| 2AZEQ|O A B 0| AS LTt Application layer,

Transport layer (TCP EE= UDP), Network layer (IP), LAN layer (Ethernet, Wi-Fi, point-to-point
S). TCP/Ip 22 oSI ECt Qe Z|AKX|T os12] 2E F StLtO|7| UHZ 0 ArstatA 7t

AZLCt
TCP/IP model OSl| model
Application
Application Presentation
Session
Transport (TCP, UDP) Transport
Network (IP) Network
Data link
LAN
Physical
Medium

Picture V-2: TCP/IP R &1} 0S| R & Q| H| 1

A ASH = 2ret SH N T2 XE MAZHUAS L EL

LAN layer address = &2t LAN O GZE CHE X2 HO|HE &Y =+ 2
2Lt 2tRHE SOl CHE LAN Of| AZAE TX(0f 22 LAN T2 HEI SE5HK| 5L
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Network (IP) address = 2t78 0| E & A= F25 F2l5t O] =X E siZAgLICt
oA A oy X7 €9 AN o UK @2 df 22 EXes ¢

St EACIE/OIZI L E 2HE HIO|HE BE - ASLICL 2t2H0l= CHE AOIE/IOIE
S tiet SXZ HIOIHE HEE = A= 22 E HO|S0| ASLILH.

Transport layer address, "port"2ti = g CH& X WEOAM 2HE S8 Z=1H
ZEM A0 MO E MESt= O At &l LICH.

i 712 HESHK| Y0 MAC F40 2t & F2[F 3 40| M2l S olae += U5
bridging =& switching O[2t11 tL|C} [P A0 e} CHAS AJE—"|'3|'0:| LAN Ztof| mjzl2
Olse &= USLILt O|ZF routing O|2t TrL|C}, EPOE'O IP =28 7HESHALE
MEiM o2 H| 2date = U 7tsdut 22 F7H 7|58 MSELICL O

V.1.3 LAN layer: network interfaces
TCP/IP HEY I 2| U2 M HEXA QA O|AE CHE AFELL SASH= S
Y2 O|HY LAN I 2= StEQ0] Bl 2T EQ0] E2O|H = & Z C
HAE5t= of ol 0| 2 = USL|C PABX, Wi-Fi 21 Z 2t EE= 0|53}
O|Eulat 22 T 5t Al - Y == AS LT
WaveOS 0| M HES{A AEI 0| A= 4 ZES JfEol5t= 2T EQO /M = o1 & LT
Ct2ar 22 AfOIOI S M-S

o=

-IPHER/Z ASO|L EE[X|QE2 49 2ZEQ0 AF,

- 22| 0|C|0], | 'Y, Wi-Fi "roles” EE= H2|X| 2} 2 812 EA OIE{H 0| A
HE|X| oM =%t ItsT HESA QAIHEHO|AE AF3e = ASL L °”A1| ZOEE
UHtM O 2 O] U LAN 1t 22| X| |0 wi-Fi 2 2t0[1E0f CH O] Ul AMAE M-S Lt
IPZE2EZ2 HE[X|7} 8 SLEQO] AL(X|Q ANH EZ|X|E B 1P ¥¢Z 74l £

QIHI| O] A2 FLCL
HES{= QI 0|20 [P F2F FO{5HH Ip AS0| AZE LT
V.1.4 Physical interface

=c|H AHHO|AE O|FHY ZrEL WiFi F4 7tEeb &2 StEQN X[ 2[E5t=
2ZEQOf 7ML E

0 WHTE P EF 20|, Save E =2 SFHQ H22|0 7|ELLCt O] 4% ¥
Aret2 ZA| MK &3, AR = & Save & Apply 201|2 Mg & L|C},

L

L

Save & Apply 27 /¥ X 27X BE HO|X|of M U3 BE TN #H
M8l ELict

Af

0Ot

=

Reset (A& 7tst 8F) & =2 42| HIO[HE O gt(OHX|8 XME save & BEAIL|=
ez Z=gL

Physical interfaces 5%/ Ol 7= 2| & QI E L 0[AE F-d g LT}
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V.1.5 Network segment
HEXI MOAHEE = COf O|¢o| ZHFHE H= AZSD 22|H "signals"E W&
UL E St= StEYIO o=l YLICE (of: R]4 7012, % o|O4l E&= O|Eull 5lE=Z
™ A =l RJ45 70| ).
o5l ==t HEIWAM HERI MOIAHES JHE2 "collision domain"2} FAFSHL|CE
HEE =g edS 2o =4I5t= X2 O|C|0j0f MA|ATHZ| 2|5 S7|=t6|0F St X E
LHEFER LI CF.
HEXHI 2%91X|= ZE AO|Q] =2 EHEESH| MZ0 HEXIE o2 MOAHE
=SL|CH Y E 2AHA| HERHR SlE= ZE 720 50| 2de = ooz Hd
MOAHEE 3/t HE ZTEO| £ M S F XL L.

S 110

V.1.6 Virtual interface
7tet QIE O] A= HIO|H =g Yo LSt E+ 58 X2 & #2id5t Z2|X QIHIo|A Es
CHE 7Hd QIHE Ol AL H A= i£E$JI01 WA & L Tt

Tt BX= LEH o 2 HE S M5t LT VLAN 2 A8SY St DHN|E Sdff 2 8l
02| =52 tHEsshs Hl AFE E L.
Cellular 59| Bl 7= 7He L E T O] A F &L Ch

V.1.7 VLAN
VLAN(ZH LAN) 7HE2 2t 619 =0 Q1o vLAN A ¥, vLANID & 22 &S24 O 0|H
A ASLYEREINAE EHQE O3 JHe| ot EHQe 2 2T & 4= U LICh

VLAN 0| = Of2] 7tX| 80| [UASLICh E2EHNLAE g
=0/ st 22[H HE/JIES SwotBHA &3 Sl S2ES A2[5tH E2|X|7} VLAN
DE7|MezHEME ZHS W = A=F L
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PC1 PC2
O J=|
g : ;g
é L
PCc3
With VLAN
PC1 on VIANL Bridge PC2 on VLAN2
PC3 on VLANI
Picture V-3: ZFEHE= SL% VLAN O /U= HFEO|AMBE AT T}

V.1.7.1 Frame tagging
HEXZ MOHETL 0{2{ VLAN Of CHoF Z2f| = M of Sl= HL
VLAN_ID 7} Ef 2 X|7d &L},

1=
2]
0o
=2
rir
2t
o

V.1.7.2 Vlan interface

VLAN QIE{HO|AL 22| OIE{H0|AA 24l EBfEO| VLANID & ZESH C
VLAN_ID & M5t Ef 1= S A5tz 7He QT H IO A R L|Ct. Bt = VLAN 2/ &1 O]
RE L7t ELfEH2 VLAN_ID 2 Efa7F X8 & L C,

10 o

I>—.-

VLAN Q/E{{| 0| A& &}9| H|4+2| VIRTUAL INTERFACES/802.1Q TAGS 2 71 &l L|C},

EX:v1.1.2.1 802.1g Tagging
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V.1.8 Bridge
H2|X|= 27 OJAto] 802.1 &3 HEQI MIHEE HASD myUSe MEiNoz
MEsts EXYLct 22|H2 os1 22| 20|0f 2(HIO|H &3 &

Eﬂﬂ%% ot EeE g2l 1P 270 ot O|HUll =45 J[Hte 2 MEELCEL BE2 &0[d
noE

O|FO{X|7| W0 0|0 3 Z2EZ2 EE[X|E Sof R olsE =

2|
OIEmo[A & 4= JUF LI

BeXls FZE A4 HEHI MAHENM AHE T2 MAC F20| WF =53 U
s EE I 22|X= HO|=20AM e ROt T2t e ZEZ0 METLCL e
TA7HHOIS0M ALK FoH Z2f 0| SHEH el ZES HQlet RE ZEO|M
HEELL

B2|X|= "switch"et= B7H2| SIESIO = LIEME 5= ASLICL E& 2h2E = 2(0[0] 3 oA
TE chd 20|10 2 QIEHO|AS| Of2] ZEE OE3ISHE "software bridge"S Zetet
U5 L L.

[ o) e ] o ]|~

Picture V-4: An 8-ports switch

Application Application
| T
Presenralinn Presentation

Session Sgpssion
Transpoft Trpnsport
Metwork BRIDGE Metwork

) Data Link Data Link
Data Lin Layer Layer Data Link
. Physical Physical )
Physical Layer Layer PHysical
— -
MNetwork Segment 1 MNetwork Segment 2
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V.1.8.1 Bridge upper layer interface
2tREO| SeE 2ZEQ0 EE[Xos HESXZ 4% AT MH[A7F HOIHE 7|2
HESE MAHEZ 2tE5IAL BE[X] XHE 4 = Us HE ZETG Lt

UELICL O] EHTt L E E ypper layer interface 2f11 L T,

WaveOS product

Upper O3Sl layers

Network layer

Upper layer
interfaces _\“‘—>¢upper port

software bridge Other network

interfaces
port 1 iport 2 port 3 iport N
tunnel
(virtual) Other network
Ethernet wireless || interfaces
(physical) (physical)
network
network ((V)) segment N
segment 1 network
segment 3

Picture V-5: 2T E Q|0 E2|X|Q| A2 AHZ QEHO|A
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V.1.8.2 Vlan bridging
WaveOS 0| = 2 7tX| 2| E2[X|7F A& LT,
> Transparent Bridge: VLAN 2 N 2|5IX| &= E2|X].
> Bridge-VLAN: VLAN & X 2|3}l= E2[X],
Transparent bridges = 2 Z 35X 0 A75t7| &L CH MohEl eS| viAN BHE S
AESteE = e = USLCL

a. Transparent Bridge

Transparent bridge = Z2{| 20| A] VLAN EE&= VLAN E{ & 12{5HX| EESLICHL Zg Y2
Olef =20 et 2= Ee(X| 2EZ MEELCH =4 Z2f| 40| VLAN Ej 17} 5t E[Of
UM HAL|X| 0 SAE LT

—

o
b 22X ZE& FMAH2 =z Ef A7 X g & = &aF B A7F XEEX| B2 =8| S
25 =5g + gLt o] E2X[of @2 E 22| 7tstt 2 F A2X[= A=l & VLAN Ef 1
E= B X EEX] B2 22 S BEHEOALL S ot & ASSHA 288 0F & L|Ct.

Ctg 282 S=0tM 8.

WLAN Tagged
Frames

s [

Picture V-6: Transparent bridge forwards tagged frames unmodified

Jd2{L} VLAN QIEL|0|AE M/ dstn (R &X) E2|X| ZE HEAY = JUSLICL O|FA

—=2=2 T M-

St Ef 1 AFE O] AR E| 0 SF VLAN Ol M CHE VLAN 2 2 Heksh 4= Q&L L}

=2 T M-

Transparent Bridge

Transp arent Brid ge

WLAN Tagged
Frames

|
|
Y
Wlan wirtual
interface

Untagged
Frames

Picture V-7: VLAN tag conversion using a virtual interface
VLAN QB O] A= Ef A7} R E|X| HRAAL EX Ef A7 XFE =4 =2 =

O~ T —

AL 22X 2 MESH7| Mo ESHA Ef 27 X[ F el =4l Z2| Y2l Ef2 S
SAM 2Lt B E Yo 4 E aijHof Bl 25 A& LIC.
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b. Bridge-VLAN

Bridge-VLAN O Al Z QIE{IH|O|A0|& SQlE VLAN S£0| UELICE O] FE0 Y&
VLAN 2 O] QIE{ | 0| A& %%*H M = glsL o)

=
Ef7F X HEX| &2 =4 EjE 2 E2|X|0f|M MEEX| Q0 ALK ELICH CHA 71
7tset 7|2 VLANID 2 EH:LE NEe = ooz =Ha[X|0|M M = Q&L T
SAM Eeigof EfASHALE HE D & = LS L L,

=2 T M

Regular Bridge with VLAN 1 virtual interface

A

h 4

i
i
I

Y

Regular Bridge

Switch that doesn't allow VLAN 1

o I -

1
gress

Egress
Vlan filter Vlan filter:
VLAN 1, Del‘ault VID allowed VLAN 2 allowed
Tag untagged: Untag Egress: Tag untagged: Untag Egress:
Default VID Default VID NO NO
Ingress Ingress
A A ;'E x k A

I
]
I
Y Y I

Regular Bridge

Regular Bridge

A

.
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Bridge-VLAN 2 BRIDGING / VLAN MANAGEMENT H|+& Ed| ™ 7IsgL| Ct.

Xk : Vlan Management

V.1.8.3 Spanning Tree Protocols (STP, RSTP)

a. Spanning Tree overview

Incentive
LAN Of| A CtFot AAX| &X|QF MAC E2|X|E &3 HZASHH 1IE°JEL SOyt
= A ELCHL O E Sojofz2f O3 &Fx)3 742 | 2|X] A, B, C 7 12, A 2F B AtO[ 0

S Z(O| G A & wi-Fi) $120| 93, B2+ ¢ AO|O| CHE 91200] 941, ¢ 2 A ARO|of
Ch2 eiZo] rta JPEY LT D2 Th A o @S Xt B EsjAES Hujn
AOIM B9 C2 CHA| 2UD, BE CZ CHA WD, ¢k AZ CRA 28U
S2EAE EAYUS loop 7 WHE Be jAH0| 2RElE "HREAAS

= (broadcast storm)"2 Z2f gt L|Ct.

%'::--;_;;""« Ethernet Link 3%'—’1‘:‘ s |
LT B C T

Radio Link Radio Link

StX[ZHloop £ @AV BHS I HAHZE CBtE

rir
i
o)
o
ot
>
30
o>
-
inl

At Point-to-point redundancy with dual band

Topology model and related terms

STP/RSTP EZ2X|= H|X|2 A 2 28|X Y =Y3 Y30 TEELC K
2L Bridged LAN O12H3 8 LICF 23[X2] 2 O|EH A9/, B2 753 A9/
U HZof ZeE AT EY 0 2a|X|7} YLch

StLe| 22| HESIA 3= HH end stations 0F 0{2] H2[X|E 24 AZE =+
AELICE. O] 2{st @ 32| Of = legacy Coaxial Ethernet, Twisted Pair Ethernet hub E=
FM dMA ZRIEQLICH FAZ F=S| 2 Mo EHe[X|7t HZAEO Us EF
STP/RSTP £ 0| A "point-to-point"2t B L|C}. Point-to-point = F 7H2| E2|X| /0]

STHAHO[ME HEY =+ S UL

seX|et =2H HIEOJEL 23 AO|2] QIE{H|O|AF port 2t 2 LICE E2[X|0= Of
ZEJVIACH FR 7|2 S ZENMCE ZEZ =2 @S MEot= AYLICH

22[X|& LAN O M O|S=HE MEot= E';*E.*Oﬂ._ T ZHX7F AL CE JW, 22[X|0fl=
ZE QRS YRX|oH| ?lofl 32 =2/H HESZ 300 HE2E o8 ZEJL UAS =
A LICEL =M, 22X 252 E2[X] oS ‘2!7(|3P7| o BE(OHE S8 =
U LIL.
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Operation

STP Z2EZ0| o= AZE 03] E2[X|0AM 2=t oF X|[HOAM BHE X[H2=2
TS &Eots LR G20 S25H7| ?lo) 2 & netetL o

HelX|e Eg| #+=& 2855 =850 RS Yot o] EB|= 37 BOXA[H
sz ME8EY 5 ASLICHL

STP = LAN FIZ0| #0st= E= H2|X[0|A 2Hdotz|0{oF SLICH N ZE2EEZ
RSTP = 420 2} ZO{Zl 230 G WEA 23351 0% &3 EFE 71535 =
STP Q| Flzt=l T2 EZ QL|CL,

A sa[X|of 7 AL O] AT 2ot El B2, STP/RSTP 2| HAETH 7|5
7tX| =2 & 7|2 0 OF LTt

o

=dot7| flof R

.I.I.

> ZMOIE{H O| AT} Access Point @1 AA%: Access Point O HZA=l ZS2I0|AHE 9|
=1 E Kotz 0 OfF gL L,

> E4M QIHL|o|AY ZEIO|HEQl 4% EE|d EE+ “4 address format
(WDS)”0|O{ OF B L|CHARPNAT 2 non-IP STP Z2| S M2/ 4= ¢l2). 0|AHL

2
29 7|50| Connect before break ZEZ MH™El ARX0|2t STP/RSTP 2
S HEL|CH,

b. RSTP overview

RSTP = EE|X|El LAN(FHM QIHLO[AZ 2t wWDS ARE)0|A loop-free EEZEX|E
TWSt= #E 802.1d O oE HEHA Z2EZYL|CL ESHHER R EEZX|0f CiA|
7
o

ER-IET EE% T 4 USLICHLRSTP & A WaH S76t0) T Y £AS
%|ASHEILICE BPDU 23 SH= T2 BR|X| 2o RSTP By I EB2X #ZO|
AFgE L

Protocol outlines

Root election
RSTP = WIEQIA EZZX|E Spanning Tree (an inverted tree)E Fo|TL|Ct HX
Ethernet/Wireless 7t CtE AQ{X|E AZASH= 220 A| Root bridge & ME{TIL|CH FE
BHE|X|7t MEiEl 2 HEQIL| ME CHE HE|X|=2 7HX| ol @A E &L CL
> Upperlinks: £ E EE2|X|2 HZL|=
> Lowerlinks: £ E E2|X|2 QAL X| Z= 23
3 ChE 2 22| X7t QIE 22 Eet Hlwste St 30| HZA =l I E (Designated

ports)2f & ¢ 30 HZE ZEE X|FLLCL OZA M StLEQ] ZET} Root
port = {18 EL[C},
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Port roles

soX|ol o2 ZEO &9 37t ACHH B F LX|SH7| 28 RSTP = O[22t ZES
F 7t E oLtz X G LICH RE ZEQF ST YA SHots 80 = WY =2,
CHE X0 Rl 820= M ZEZ XL o] Y2 ZE s Ttet0|EH

(2 ==& & LI T,

FE W AE ZED ozl 0| HEEL N X HY ZEE= THO[ 3{EL[X|
USLICL FE ZEO| Yo7t Ylot L RSTP = UM E= WY XEE RE XER
AR LICY.

2k RSTP & E2[X|0f TSt 5 7HA| ZE Fghs Fo|gLCt.

> Root

» Designated

> Alternate

» Backup

» Disabled (no link).
Port states
RSTP 2E T 2| & FLE LX|o17| 9o ZE= EcjHS TEHSILE MAC TS
Fg = glsUth 92 ¢30t 2 ZE= MACFAE Fe = UX|CH oL ERfE S ™
2 = SULL 2 ZE= Y ME 2 MetE LT

Topology change propagation
RSTP O|M ZE K& X[HE ZEJI 2T HEZ O|sotH EZEZX| BHFO|

MMELLCL2E I=|E|7<|($E Ol H|2E HEZ|X|)=BPDU £ E| EZ2X| HZE HEE
MAESIY HERFC| &2 H o2 2aAZE MEYT 4~ JOS 2 RSTP 7t STP ELC} HE

2|7k s LI,

Performance Improvements

Convergence speed

HE JHZo et £ F0[1 7[sH HESRIE 47| #loli RSTP = R 7HX| d5
O47h ¥ =5 g2l gL Ct,

The Edge port type: CtE E2[X| 7} AAE[X| g2 LAN O HAE ZEQL|CE RSTP &
OfX| & EZ Mo AEH 2 &I F3HSHL| L},

The Point-to-Point link type: & E2|X[E 2T HAGGIELQF &2 7t ZH|go).
O|ZA StH X|EE ZEZI ME ME 2 O Ha| MetE Lt

| My
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The forward delay: FEQI X|J = ZEE TE HEf=2 TS0 d2|= A|ZHY L CH
Failure recovery speed

U Mo EE BRI Yo7t 2 B AZO| BREE SE0 Y FLICL

o

H

A
Hello period: 2t E2|X|= X|"H&E ZEO|M BPDU & “Hello time” (7|2& = 2s),
RSTP 2} AN RFEE FH HZ|IX Q 23 EZ|X|s 3719 ¥z
BPDU(7| 22 & 3x2s = 65)E TAIGHA| 2 ¢ &% A HZ0| BOZl Aoz
gL ok

Hello A|ZHS Z0|H 22| X| B0 A| 237 &£ 7} wal x| X0k Bppy Of O B2 [ Z0|
A& E LT,

Best path enforcement

2E B|Xo| AHE MEHS EFE SE0| Cfst KMol B2 0|0jF % YAL|CH
h2bM RTSP 7H L2{7 20| A2 E ALBSIEE M 912 MHE & Y LICH

Bridge priority: T X H2[X| 24 &=2|Z H|
MAC FAE E2|X[ELCL A

+9 8 MHot0] LT 240

Oto
Pl
rir
Y
Ot
rir £
Ju o
m Q

oy
u
i
12
0f0
[l
$Q

Port path cost and Port priority: E2
D7 H=-5 Sofl 22|X[2] RE ZEQF T A

>
b=
m o 4

Backward compatibility with STP:

RSTP = STP BPDU 2| 2| HA| BH{TO| SiiE ZEOA HX| =T QNE{I O] 20 A 2| HA|
STP 2 E|SOrgfLICt. Ol=2 QI8 d50| Xotd 4+ USLICE WEtM LAN o] 2=
Ha|X|= RSTP & AtEYlOF SIX|ZH LAN 2 O™ sTP £ ARSI 2 2
=T L.

V.1.9 Tunneling

HEZ2 HOIH Zo s Bastcto] 2 40| 22X @A Z2EZ0| 2L
B HEHIE S =+ A=E 5= YL LICL

Generic Routing Encapsulation (GRE) tunnels = unicast/multicast E2{ &2 H&3te 5
ol= |4 olL|C}
A = - .

GRE = 2t WOl EFMERA FX|) 7o L HES DL Ch A2 XFE2 A2
Heostn WaolE ofMe o X H2 = 2|C|AHMSIEE GRE HH 22 7t X[ E 7H A=
ASLCHL A 3 o4 X|E2 GRE BH{E2| YF0| U= GRE 7t QHILO|AE Sl
T E LIk Zf GRE QB I O| A0 = B 'd BHCHHO| 1p FATF = E|Of /&L CF

Haotz|of EFE FHXE HMEE|00F St= I{Z(payload packets)= GRE ILiZI2Z
M=otz 10, GRE I 2l 2 CHE T 2 EZ(delivery protocol) 2 &2t & = MEFHL|CL

HO|ZE mjZlo| T2EE Q%2 ETHER TYPES & StLt7t & £ QU&LICH (B X RFC1700).
WaveOS = delivery protocol ZM IPV4 £ X| &l ghL|C,
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L

T > A L o
Chy ASHOIEC] AT £ Qs FP a2

WaveOS = 2|8 QEHIO|AF GRE HE QIHL|O|ALF HZASIY GRE & &9 layer 2
o

GRE interface: GRE interface;
Lecal TP 10.101.4.1 Local P 10.101.4.2
Remote [F: 10.101.4.2 Remaole 1P 10,101,4.1

Network 10.101.4.X

BRIDGE BRIDGE
-
Y Y
PCL 192.168.1.1 PC2 192.168.1.2

Layer 2 tunneling over GRE = VIRTUAL INTERFACES/L2 TUNNELS 2 4% &= QI& LTt

E1:VI1.1.2.4 L2 Tunnels
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V.1.10 Unicast Routing in IP networks
2L H20| OIS Y + AUt ¢ AXUIN B A 20 B2E N YAYUT SU
EHAHESIN UX| A2 ZAEVME S4Y = JULF LT
2R HE XS FHE OFX| Y= I2lE =45t 1
L XE 2K 2 I|7S MEts A2 2 MEiSH |

—_=e =

e =1 .
ArsL 2 s AEAIL 50 2t R 8 HO[ 28 AFE R L T

22 El2 oS 2 29| layer 3 0| Al =Sl L| L},
IP = AFEH A0 2282 Z2|5h= Tcp/Ip AEHO| AR AL|CEH oF HFH WHOA 1P
ZZEZ2 ZHHEYA QAEIO|AE HEO| LAN 22 FL|Ct Z} LAN Ol & "192.168.1.2"2t
22 1P FATF JAO{0F 1P Of| M AL 5= USLICL 2t HEYA QA O0| A= LS|
HE93 3= of QIEHO|AS PEE AT EY 0 AR eLct,
IP stack with network interface and software bridge
Configuration and monitoring tools
IP routing
IP address 1 IP address 2
IP interface IP interface IP interface
e.g.software bridge
e.g. e.g.
Ethernetl Wi-Fi client
Network Network Network
interface interface interface
e.g. e.g. e.g.Wi-Fi
Ethernet2 Ethernet3 access point

Picture V-8: Example of combined routing/bridging setup
2IRHE Sl & 4T = Y= 2 E LAN A2 "internetwork" & L|CF QIE{Sl XtA| 7t
'éQI o O ULICE 2t H XM= o HESZ HZEO| YA An EEI]
A& &= ZX YL

Wl et E & Satote O 0| Fit2= B=YLICH 4 2t 8 E0fA

2
&= MACTAA ZE| 22 A Y 1P Fas TS SO HEEX] F5 L L

Data flow for routed packets

Computer 1 Computer 2
Application Application
4 A
Trar’sport Trans!mrt
\gver Router 1 Router 2 layeqy
i P i P i
IP fouting routing routing IP routing
H IPin ce IPi IR i/f IPi
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WaveOS O A 2t E2 O HIE%E SIH IOl A7 - EE[AS O A E LICH ROUTING/
23

FIREWALL M E 70| M XtA|et LHE 2 2 ole o= QS L|CH & Z&: Routing / Firewall

V.1.11 Addressing in the Data Link Layer (OSI layer 2)

V.1.11.1Ethernet Address

oYl F4& SHEQIY F4 e MAC T2 E SL T M M HIO|[E= SHES
Hf

MZEAHME AESLICHO|: ACKSYS ME2| B2 Hex 00:09:90). OFX[2} 3
HE0AM HAELICE O] A= SEOAM %*%*EIEH HZASH o=l L|CT,

O[S LAN 2 3{E, 22X, E2[X| 2 7+ d& & UASLILEL 0|2 #HE §lO| HIO|EH T
MESELILE 3{2E theot T2 S57|2 448 & A1, 29X= E€HE Oiﬂi
A2 = AU 1P 2t et 253 AM = HE LT

Ethernet LAN example

No MAC address

No MAC address ’

Ethernet hub

|7i_||§||§| EII%IIEIIEI

chaining

MAC: 00:01:02:af:19:01
H[g;séeed pair Ethernet
IP address 3

V.1.11.2 Wi-Fi MAC Address

WiFi ZEES2 O|CY Fa HAS Ar%6+01 4 Jleg Ngon sad dt
CHIH 715 TYELICE 0l2(3t Fak 2 A X
SHo= AAEL L of: s RH FETL £ HEI%.MIé:t_IE 715 (
gl mj,

Ag0|Mg T

Wi-Fi MAC &2 Wi-Fi 7|28 AFESIY 2l sS4 = U=
HUlO| OfLl N A

AHXICI BSSID 25 AFE R = JAELICE Of: TCP/IP =& O
AHE.

V.1.12 Addressing in the IP layer (OSI layer 3)

V.1.12.1IP addresses

0| MM 0f| M= IPv4 addresses Off &
IPFae HERZL 2 FX[of 2&7
o ALSLICL P FAL YEtHo=
HA|E LT
IPFAEHEYIAJASAES F BEZCE LIELICL Ol 282 Fa 82 2tfE

ZEZMAE O5HA ot= AYLLL HE/A R#EE + o= HIE T2 "HERNA

= LI

EI...

4
o= FRE 4 HIO|E 2ol 10 WS ZO=

o

\S)
=
10
40
rx
&

BO| E (& 32 B £) £XH2 SAET}H SIS
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OpAF 2 AMHEEIL|ICH 0| & £0{, 0FA3 255.255.255.0 2 TA9| A2 24 HEE
HEQI FTAZ MEHSI D SIQ g HES SAE FAZ MEISHL|CE,
C

SHH2 0= D571 71 Sttt 78 I '1’9| HIE
Ol E £01,192.168.1.0/24 O| M /24 £ 22| 2|0 = netmask

Example: Class C network address and netmask

1/1/0/0/0(0/0|1(1|0|1/0|21/0/0|0|0O|O|0O|O|0O|0O|O|21{1/1{0{0|2|0|O0

193 168 1 200
11411241212 /1y2;1/1{2/1/1{2/1y1{1(1{1/1/1{1;0/0|0{0|0|0|O0
255 255 255 0

A A2 O A = Class A HIEQAE 1.x.x.x/8 ~ 127.x.x.x/8 HHEQZ, ClassB HERIE
128.0.x.x/16 ~ 191.255.x.x/16 IE 3, Class C HEXIE 192.0.0.x/24 ~
223.255.255.x/24 HEXAetd &L C,

HEE2EECIHAE FA0|H, "2 E FX|0f Cizt'S
°|D|°“—IEr BE HI E7r0 CENHYESAE BE2 HEQQ MK E CHECHO: 22 E
=), 224.0.0.0 O| 2| FA = HE[FHAE F4 X0 AHEE LT,

V.1.12.2IP addresses IPv6
WaveOs 4.18.0.1 IPv6 2| =82 Al7|s

e 'Stateless Address Autoconfiguration"(SLAAC)2 E3%+ S AE Xts 1

o SLAACE Sdl &%= DHCP MH| 80| AHA| 1P =25 Hde = ASLICE

o U2 FA_-_TAE JHNATE ALBY 2R g3
IPv4 2t OREE7EX| 2 Y2 |1Pv6 —T—-’t == 538 MH[& B ARE A& RIS o 2F = O
AL C of2 E= IPve T2 M YPStD SIS IPv4 2F WS 2} IPve =27t

LIE[AL AL ElE A S OIOHOPEh— 2 I FEgfLCt

IPv6 =4 E}Q

Prefix T a2t ESH SIS
Et
O &0 Y& o2 2o o|2|et F4F
AMESHE HEYA 2SAt= gXAE2|0f
2000:/3  Olobal  SSoHEA 28 jorsl RIRO| Whois MHIE ALR310] RS 4
Unicast o
HA T

OI¢|_| [:l-.

AN H

2| K| https://www.iana.org/assignments/ipv6-
unicast-address-assighnments/ipv6-unicast-address-
assighments.xhtml
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IPve =4 E}Y

- XA
Prefix | T IPvaot SEH FE o MY
Et Q)
olz{gt A+ tHY &3 E&= o[l LANDt
Z2 2R EEX| U2 LHk AN A
’ HELIIoAM AFEELICE ST &3 220X
. Link-Local  169.254.0.0/16 1O3H TQL AL 219 24 =XAL
fe80::/10 | pddresses (RFC3927) AfFE 8= ASHLL B3 22 TS 1P
mzlol AA = jae = LIEIE = ASLILCH
AN EE o 23 24 FAT 2gtE 832
2t EH &= IPve I 22 MESHA| OLoF gL,
Y3 2 FAE Py AU 24 EE
YO =E LIEFE 5= QUESLICEH A E= T4
dIA-E4 FAT ZoE 32 2 E = IPv6
ozl S MESHA| 2rotoF ghLCt
Ol A& HE[FHAE 52 AMYst= O
ff00::/8 @ Multicast | 224.0.0.0/4 AP EIL|CH SFAIK| =47} oLl CHAF
FA2 0 AR S| OF gLt
olgist =& 718 A 7|® =tEoM 24
Lr:::g:le or REC1918 address | OFLIL|C 0|23t =AL TO8IX| &S 4
fc00::/7 Addresses sigazciéloob(}.fz.O/S Ao HA =4 SEO| QSLICE &4 EE
(ULAs) | 195.168.0.0/16 CHA ZEof Ol3st 271 s I 38
IO 228 SH2| fIet 40| ofL 2t 7| Y
= =3 oA 2t Est7| flor 7L Tt
XEMISH LI82 RFC41932 & XS R

V.1.12.31Pv6 Autoconfiguration
IPv6 .- E= SLAAC § AESICE
o |PF
e 7|2 Ho|EgO]
o (ME4 AbEh) DNS 2|EH
SLAAC = T3 27 HEIHAE 2t*H 1 (RAE TS5t 2t HU M 2 sTL T
RA HA[X|0|= Ch=

2 Zote = Qe HEIF ZehE L
o MZ/FT F=YO| = On-link prefix(es)
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o 3 HCOj & HRIMTU); ZEtX 2= O[S 2 1500

o DHCPv62| 78 HA|; M = HEf X% DHCPv6 AHE 7ts, O = &fEf HI M Z
DHCPv6 AME 7ts
o A-flag; A = 1 2 SLAACE FA& T2 2O L|Ct A = 02 SLAACE FAE

o
TIOHA| ESS 2|0l LC.

o

o (MEH AtSH DNS 2|EH
(MEEALSH DNS 2|EH EE(RFC 8106)

V.1.12.4 Public and private addresses
PFAEHOl EE BEY 4 USLCL B AL AEYI 22 B8 HEYAE S
HIO|E{E T &S OF St= FA|Of O 2 = Of RUAESLICE YHH oz 2Z ISP Of| A FRISHALE
Yo LI T,

K| 1P =25 7HA| 2 QLO{OF
S SENHCR #e5tER of
o

ES A
=5 YA[ot= O =20 E L.

O X2 MA Sl

o
SHLICh ALR| 2 0fl A
bN|

=
Z0| M THE £XO

oS0 M MAZE =2 BE ARE 2[AAE [ AF
CHe2 0|2t F gL Ct O] 22 NAT(Network Addresses Translation, HI E 23
F2 Heho|2ta Lot

V.1.12.5 Routers (a.k.a. gateways)

tRHE Sl S4dts 4 HESA FXl= 7t 72 AO|ESOle] 1P A5 1
UXO{0F 2EL|C} O] AO|EQO|E AMESIO HIO|HE O ™ LAN 22 MEeLCh ZX| 7t
AOIEYOIE EE2= 4R HO|HE =4I &= AKX SEHES Gt |

=]
0l € =01, PING 280| X2 FEE[HEHE PING O SEot= AS =X

=
R[S W]w[]
\E\ Gateway
g+ i 1
% I = 10.1.2.1 192.168.1.25
2017110 sond 0 devica s o Device #2 must know about address
10.1.2.1 to send to device #2 192.168.1.25, to send to device #1

CHel LAN Of A Of2f CHo| BHSE{S AFRSIO! ChFS A2 LAN Of A AT = QU= &2,
LAN o HEQS BAE 2 22| XN Fao 2tLEI St @ Y EYI
Za0| Cfsf LORop EHLICH YbtHOoZ BLLE F SIS "default’® XHED ChHE
BHSE{E 0] 7|2 Z20] tht of 2l 2 X2l gLt
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~&7 Y N Default
J/ o oty ;;__i.% \ 10.1.2.1
] % L =1 \
o &= - /’-~,’ ~
"‘ c’\ ”--< Y \N\
! 1 [192.168.1.25
v Main LAN (Wi-Fi)l 151 2 g5

\

]
S 10XX.X/24 Subsidiary 192:1368-1-26 A
= e gateway |:||:||:||:||:||:||:||:| ‘ *\

] "I ’I ‘

I Subsidiary’s LAN

N ~=-’ e 192.168.1.x/8 n
\N_’, = ‘\-_—/

HEQT &K= DHCP Z2EZS AIE3I0] Ip TAE JHHSLICH DHCP AHE 2H
2tREHO| FAE SA0 M3Y &= USLICH Acksys MES DHCP 2Ei0|PE=Z
MMYSz{™ MM VI.1.10.1 DHCP MHE & Z8IM| Q.

V.1.13 Multicast routing

HEFHAE Efo2 THY HO[H T ZlS O 2] =L XHol| A B 2 5t= Bl AFEE LB OlE =
HIC|2 & (EU= At ot &= AE Cf) £= 24 2|9/(EH = AME Cis, BHe ALE
Ct)7t ASLICEH HEPHAE ESfjE2 QUM OZ ypPp S Z2ZESS *f%%”—l Ct.

HEPIHAE 2teE2 22 BHE2z WEHE XA HolH S§& EREINAESE
A2 SHE YL O 58S o2 L5t 20| ohM 1.

> BElXs 22 4717 AW 1P 2RE7 2ot HERA MIOAHE=ZD
HEIFHAE Zof| S TSl OF 2 LTt
ol

ok

—

| S

=
> IP 2tREHE 2Z 4
HE|F|AE TZ1S ML Of SHL|C},

\J

|7t JAALE 1P 2FRE 7 B2 HEAR AHEH 0|20

A2 L-O
> Ip 2t EH= HO[H ™EX0A RE 4729 ¥ =& dEHsof L(C.
HERIS| & =AE 0| Hoj #=4Xe 7 B2 A2z €M Us M,

HE[FHAE EfH2 HESRZ A0 2dX t=stA @8Y = JA&SLICL o2t
"dense mode"= 7HEHSER[TH RE2 HERIA 2|aA7F EHQStD =2E 7Hs5HK|
OI-A|_||:|. OII:||-K—|O§ AA|7|0| AL X‘||0|'E|0'| OIOD:| OlE 'sparse mode"El'_T'_
StL|CH EfEl S Niotste{™ &= 7HX| 7| 50| ZastL|C},

> A= 4ot = oK & &e{OoF L.
> S ERHE XNl 2] ER[S FH30F HLICEL 0| E S0, 7 72l +=417[7} Ot &
S &2 LAN 2| 2t H0| HO[He| ZAh= oLt ME &L, StLte| 2h2EH 20|

o —
StLES| =O{ T LAN O HE[PHAE S ES ZHi L CL

V.1.13.1 Multicast addresses

HEFHAE Fos YEHOo=Z HESA Wl §F fIXIE 7t2|7IX] &7 M
“sroup”O| 2t B L|Ct,

a. Ethernet Data link layer

O|CiYl S LIEYI(Wi-Fi ZBHOIN 18 Fak A HA HIO|EQ| K319 HIET} 1 2

AEELCHZY AOM MEE= X HR| HEQJLICH. o|2{3t 20| EEEIHAE
FAE=HEIF|AEO| 7| & THL|LCH,
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b. Network layer

IPv4 = ZEIFHAEE 2[5 0T "1110"22 A[X3}=
FE] |_|

DE 32 HE FAE ofFgtLCh,
0]7|0|= 15 H< 224.0.0.0 ~ 239.255.255 7} L& Ct.

[ |
224.0.0.0 ~ 224.0.0.255 HP|o| IE2 LAN MEE2O=Z AL 0 JASH LAN &

che e = Ble Lt

c. Conversion between layers

O HIERIAONM 1P BEFHAETZF HEEH O|HUI0| Z2f|@lS ZE[FHN2EDSHY| 2|5
IP 50| O BEFHAE a2 HBhE L T,

[y — |

IPv4 122 122|"01:00:5E:" + 23 6}%| H|EZ RHzlElL|C}

[Pve 152 159°|"33:33:" + 32 0} H|EZ HSHEIL|C},

metA ZXA= F 712 A2 CHE O&§S SHLRE =418 = USL|CH =4 HERR
ASO| 07| X| 242 052 ZE &|OoF 2L L.

V.1.13.2 PIM-SM

WaveOS = PIM-SM(Protocol Independent Multicast - Sparse Mode)= %4510

HEIFHAE EcfIo| ot etRE H 0|22 28 LI PIM 2 GO Bf &AQF =417]

Ato|e| B E F7F 2t E O M A E| 0 OF & L|C PIM-SM 2| FR 7|5 YL|Ct

- XEE HEFHAE S EO| oot S HiZ X[ 2l “rendezvous point (FHF X|H)”
(RP) 2FH E 2t2|gLCt.

- EZHEIHAE &AS A ESED 2[R
- 2 AVE MEY UL

- EEPH2ESEO Ot d=2E ASLICE

- EEPHAE 2t G HO[ES 2|gL

- YHEXNE =S ML L.

- 2?H 52 MalgUct

a. Routers redundancy
2Z HE/IOA oz HEFHAE 2t2HIF AR ZtsE M, A2 As2
G45tn o HEYZO ofst HEIHAEE KXE|Z "Designated Router"(DR)
MEdSHLICEH "7|X Q1 HAIX|E S8 DR AIE X5t Af MEHS Eg|AHY
Ol L|LC},

=

> i Hu

b. Local sources management
HEIFHAE AAs= -HEIFHAE H{EZE E2|HSt=s Z2EEZ0| EQSHK| ASLICE
JAZ2 SHX| XAlZ2| HIO|HE E-LCH AKX & EE2[X|= HE[FHAE EfEH S
2N EG M| 22 2t H 250 AMFEELCL

c. Local receivers management
MZ0, 2t2H= 2Z2 =417|7} "IGMP join" HA[X|E EEEI|AESIO XtAlZ gt
7tX] 22 HELIIOA HEIFHAE EjEHZ ®HSHXA| RS LICEH O|HA StH Q&
StZ0AN ZEZ HESIZ @HE HE|FHAE S EO| 2t R & 0| E2|AHE L},
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kst =47 27 icMp =2 =4S HE5H7| {8 HE[HAE 2tRH=
FI7|H 22 "IGMP global query"E T&310] 24 HE|FHAE =417(0f Cigt BEZ
M2 gLt
EZZ HERAS S 2(X|2t EE|X[= "IGMP snooping"S AHEot0| 2Z HEFHAE
EgiLE zHzted —1‘— UASLICE O|F 23l "IGMP global query"E 2& gl =
UG LICL O] HA|X| = 2FRH Q| | A|X|QF & ZHX| EO|M T L T
. AA P FAE 0000 YULH
- O FAE 7|Hte =z 51y, =4l HE|X|= ZAXE HE|IFHAE 2RHE ZtF5HK|

pen=2 HEIFHAE HO|HE 1 FA2 X E StHA| RigL T}

2= 24 #4771 A0 cfet F2[of SEHX| He™ 2R EHE= LANO|A O] &
ZoldS XL

d. Rendezvous points functions
HEIHAE S EO| O35l 7tsot 24 &A= HERIFQ Zt 2tRHE #85t= A2
mlst7| fIsl, 2 HE[FHAE O F0|= O] 1&2| "rendezvous point"2 Y24 Zl StL{Q
HE|IFHAE 2tRE7I S ELCL
HE|IFHAE 2~A0| H0|H&= WeetEo 24 2tH (S AIXIS| DR)O| 2|5
U702 E 9 rendezvous point 2= & EL|CE

7ol f¥2 HEPNAE Bt HO| Q3 HHF X g2z ete &Lt

=7 M 28 2, UF XNF2 B2E HH}010] ZEFHAE EGfHO[ 220N

ez A s2 5 g 4+ ASLIC

e. Rendezvous points selection
2= ZHEPHAE 2tRH= F& £Ado Qs Age HE XNEe=zE XHEE =+
UEL|CH O 2, LHE 2t*H e L2 S otLE 8of 1 EXE YA = LICH

. CI2 2REQ BN T4

- BSR (Bootstrap router)Ito| & 34

=42 ?lof o3 FHE XFo| L A5 ME|AE HSE + ASLILE 4
=P E HEY + UM, M =97t Yo B I F2 ZE ZHRHOA
Seot YO X8s MEot=FE EFE L

f. BSR election
HHE X0 sHozZ HHYE|H REAEYM 2HLHBSR)ZI X Y HOHEFE
X|Ho| HOo|l22 F7|HeE HEEEIWAESIEE X[HE LICL
B -0 oo 2= HEIFHAE 2t2HE HERX3IQ BSRZE X8 = USL|CH
242 ol o2 BSR = CtYsE LM+=2(2 Holg &= USL|CH O] AL OrAH
BSRO| A5 =2 MEAEL|CH

g. Multicast route selection

QUALAES BI2ES 0 BLEE TS £A8D (14 FAS R58D thatof
et MUSLCH B2, HEHAEES B2 S Of, BREE A& FARHE XM
3 slLha HitE Q20| (fe @H2 ST 2L EE 288 YRR Bl

due 422 HEoiof gLt o|F g¥e 42 TERPRO|ZD TLCL 27
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U= 2tPEHE BEFIAE HO|H 7L HCf HE¥2 2 0|t = ME HOI=S

X8E LAN o= o2 2t2H7t =X = ASLCHL LAN O] sLst IF0 CHal
g $ABIX| Y= 2 DR(Designated Router)0| MEHEIL|CH EESE PIM 2
2t 7tel 55 Z= & =Qlsta Fa|gL

V.1.13.3 Multicast pitfalls and solutions
w2 MF =7 0] HEPPHAE EffjEE MY I 27| £2 #40| difg =

LS T L =
UASLICHL 07| M= 7t Letdel 2XE 2385t o2 WEHS MAIg L

nx

a. Router misconfiguration
HEIFHAE E2t2HE= RPF % SSM G2 E A4St CHE 2tHO| 7t 57| 2
22 SLIIAE 212 Bo|2g Aoi BRELICL Maty YUANAE RES 2
IP HIO| 21t A2 E SHIEA AFdloF L|C}.
Solution: MX| ZHOZ Zt 227} SLIFHAE =52 8l 2HIZAH FAE|A=X]
sfoIstL|Ct

b. Sender misconfiguration

U QUIAE HES 96

o]
Jd2{L} QIZE|X| &2 ypDp EZfEO|BEE SAIX= HE|
=M,

=
| >
Im
Im
&=
1B
o
=
HT
IE®
T
n

Solution: SAIXt IP FAE DR It 9%t AEUl0 451, OF FAE 22
HERZ QHLO|ARM HZATHAHLE 7|2 |LUHAE 2t2E7} Ot 522 LAN O
DRZ2 A& FO|E 7|2 YL}

c. Small TTL
HEIFHIAE Ejuo= = 7tsd2 Aotsot?| f8 HERKIE S2Yst= 7|s0|
UFLICE

[HFEel #FE HEHAE MEX= 7|2 TTL1 2 M8

O|= E%9| Videolan VLC, IPERF % JPERF ot Z0| HEQA §Y U HAEO
B o2 AMEBEs ATEY 0 ZR2YLICH

=

P ZZ2EZO 2 TTL 07 HE mjzlo| E0tg &= U= 24 HEQIAS £
MgtetLCt o2k TTL= 1" "2 M&0S o|o|gtL|C}

Solution: L} 2 TTL & AIESIEE ME AT EQI0E gL Ch

AU RPE SHSHALE AE E16H=
0 2{sj{of Bt Ct.

F>
>
o
A
02!
e
=
0z
Rl
&
1o
bt
r
ox
u
M
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2 as 2908 H=E Z2E Mt §Y 2tRH0 s mZio] Ase=

d. MTU and DON’T FRAGMENT option
0|74 HE|FHAEND Iotz|X| AX|TH UuDP 7t YHt™o=z ALEL7] IME9
FEeELCH mzlo] Hiz F=20 A= off HESLRASl MTU EC 3H 2tH
2t E 7t T2l 2 THESS|OF 2L Tt SHX| B,

EE29| M&EAHE 7|28 22 IP Don't Fragment 221 AHE
£9| Linux HEQ ZR0|H, ZuHe= Linux OAM HAE= ==
2|AHOIM AZEQIOZL O IP S MATY = JUs =HE MISHK| &=
2 LICk

o

oY 2 ©
—|o mltl P

2 Tl

zl 37|18 Ar8stH YHHoZ HiZ Z2E wet £ 2t Qs 12lo)|
Asez EdE LT RPO| Ciet ECiHS TE2SI0] MTU & S0{0F of7| &0
== M£X}O| DR O| ElL|Ct

o o

O
O

Solution: THE3I7} TWRBIX| ¢S Aof maQ 37| ABSEE 28
TABIIILE, CHHBIE K| e ZEiOE KQEE HaXE LA

e. Wireless slow multicast traffic
802.11 =gt RE= EAHMOZ H|ICHEH YL|CHL AMA ZQIE= AHO|MO

—1r —

HOIHE H&e M of AHO|Mo Mot HIOIH £=8 AFSRLIC

HEFHAEO Mot 20| B2 AHO|Mez HEY I, 802.11 2 CiE1t 0
7| = gL,

AP = 75 7Y 2 S5 & A8 ZEPWAEE TS
2M Yol 2t 1 Mbps EE= 6 Mbps LI Ct.

AE|0|MO| YEFYAE T AS AP 2 M Of, %
Za| Qe T2 AEO|MOM AFRE % ¢ °
£E2 TS CHA| BRERAEFLICH

|.|'|
Ju
ot
3.

JERETL
. BHo= HEPPAE ETo| e =3
- CHE ETol o3 (= Y7t B
Solution: E{20| H=3tE MEfOIM TEFHAE ETO| 2H YIS SIS
gurch OfE Sof 0| 822 T8 GRe Y & Yu, Sl DR I RP
Afolo] H£BE BET +E USLICHO| BL RP I} EES P33t AT 22
o

Hetz|= A2 X610 2.
f. Wireless transmitting traffic permanently
BICIQ AL Bush RFAQLICE CHE SHHO 2 L&,

HE|IFNAE SAMX= = Q0| DR 2 &4

a2 0] DR 2 FAE RP 2 HSYLCHEAUAZE §E T RP 74 LAl SEHS
5= A2 M.

Solution: S2IXt2F DR AtO|9] HAZE7F M LAN 2 St = ot ELCt SAXt
RP ALO|S| ZE = M LAN 2 S1toi{A|= o £|X|2F O] @7 Atet2 & AATHL| L
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O|FO| 9B BBS MG Y2, ATl AAHS SMXI} RP S 24 LAN 9
SUs Zo| £ GRE HEZ AI8o0l EHAE GlO|HE O Zo=z
MUt

g. Wireless transmitting unwanted multicast traffic
O|EY M ITEQ HZE HAA ZYEE HEHOZ O|HHS BT
AHOME 2 2HEtetLCt

O[Ol A AP Off EEI3[= oIX| oF= HEPIAEE 0§ =2l 22

AH|O|MO| MEE0 HHYFS JH

1=

s

WaveOS O Al AP 7t Ct2 QIE{ T 0| ALt S E2|X|0f FIHE 2 0|2{gh 240
dle = AS L
Solution: &5 HE|FHAE 50 240 A= F4H AHO|MO
2HE 235ty L7t= EEPPHAE EdfjEsS X"
filter

h. Access points and multicast routers
HE[FHAE 2tRE7L A|ZEH ALE 7t5T U ERIR QIHEO|IAE AL O

I_

L_
_ITl_n:
@ |
3.
Q
o

A Ol
™ M-

HE|IF|AE EIRH & StLI7F UM A ZEQIEQI AL O] AP 7t A2 S HMIIEE
THER}AHLHACS 7|s) MEdBE X'E0| DFS X|H(CAC EE= NOP)2 ]
=0 Of&l A|RIE|X| U2 ALY 4= JYESLICE O] A HE|FHAE 2t HEe CHY
HME TEHY = 9o, O] HESR A QL 0|AE FRIS| FAE LICE

MM A ZOIEE ACS W DFS Of 2Jsff X

Solution: AP £ TH=2=2 XM H2|X|0| HiX|LICE HEFHAE 2t2EH= AP
SEHO 2tAIGLO] 22| X| RtM| 7} AL 7hstt A= ZhFiL(Lt.

i. Long delays at startup
Al F0 HEIFHAE 2tRHEs Yot O|HIEO XA BHSgtL|ch 2Lt
A8 XH= WaveOS 7t A AT E|H O &2 FH X[HZ

A E Lo
Olgjgt o &2 21t 22 20| gLt
- O ZT2EE (IGMP, DR MEli BSR MEH Rp MEH RPF A7),
- SAOf AlE,
- 220 2| E
- MA|EZ EfO|M
PIM(5 Z)0] AHEEl EfO|HH2| 2852 O] EHE STHAIZLICH
Solution: O]7| M= FRQot 20 M = JASLICEH 2Lt 2= AlZH Ao T

Yottt AS HAoiFA[7] BHHE L.

otHo 2= CIASH EFO|H(IGMP FH2|0{, HELLO % RD-Candidate Of|A|X]),

|.

HEAIO 7teiX|= =7t Fot 8 QF BE|FHAE 2t Eete| =gty 2|1 OHE
SHHO 2= JH RP =5 A1 0t 2| FF MO|MM 2¥E FAISHOF gL Tt

j. Associating VRRP and PIM
VRRP 2tREHE ZEIFHAE 2IRHE ALY If VRRP = OFAH 2
SEfOf 2l PIM 2R EE MIWSHALE YAl SEHRILCE O] %2 VRRP 2F & ot

Y
]

rir
JE

Q

o
<
pe)

X

0
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IHIO| A0 PIM 2 AHESHA| Bi= 8
TEIFHAE 2t2 0| HZoH
et 92 e e
1) HEFHAE EtRH=

2ot 2[5, SX[T

Zt

AT VRRP 2F &
QI H Ol A= 2| &

2) VRRP Hi10| OtAH
X| 0|
HE|FHAE EEfE O

V.1.14Firewall
Network QEHLO|AE= S& &
%= A& LICE Firewall
gtote2 ZF mf7lo HEE|=
=L =

AlEE S E5kE=
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2 2 VRRP configuration page A VRRP &
a4 = A& o
S 7K At S FE0f| S0{0F gL Ct.
D& = osdguch 4= RE QEHLOAE
1 A25HX| &L CE HEQZR QIEmo|A9|
HO| U= 4 VRRP 7t i AMElZ HMzhE O ofz{st
X| Q& L|LCt

AE|R FEE|R PIM O] CHA| AIZHEILICE O£ El0]3 2
2g olojsy, ol RUIAE Emmrt
2 o Acks %S onjgct,

2| S 2ot s HEH2 =2 "zones"2 2 AESHE
mis 28510 mizls TEEA AHER] 2™ =+

WaveOS 0| A= 319 HF2 ROUTING/FIREWALL/NETWORK ZONES OA Histd 7|58

8 & UASLIL

Xt

|

o
: Firewall
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V.1.15Zones and Network Address Translation (NAT)
2tREOM HEXHI QHEO|A 7o EgfjHES MEENM o= XEHSALE S 880F &
AL L Y2 LEH ol =IF K2 X8| floi ofgf Ip AHI0[AE I &3%}5}
Zte| 7 E 4L Tt
e Firewall 12|
o |PFA HB A& (NAT 7+8)

rr 4>

V.1.15.1 NAT/PAT (Network/Port Addresses Translation) routers

Z2Y UEYAI SY B2AXL SYSD B AAE ofpf YEYAR PN B2
ol HESIn W 528 b Rasl HEE 4 SeUr oxe BHMes o
s|Afel JHel WEYAS AASHE FX AT st AHUAAN B & AL Ol
SUst o9l HEURE MOl AEeD 2= wgo| G0 B A20lE ABE 4

QI L|LC},

AN H

ofgiet FF2l 280N Z o7l HESINE o7l HEHIZ 02U HUWtes
AOIES0[Q 2t E 7t gLt 2teHe W0 Qd) &= AZELCH 1P F27t
s=ils AS EXE| 25 2tREHE offl HERA 1P F2E5 YWE P FAZ2
H2tSto] "NAT 2t O|E& AFERLIC.

| My

common server
10.200.11.22

“public” backbone

’-
PETwL NAT router

:“ Private gubnet 1 \

o 0/24 S’\ /ﬂ
Same address

NAT/PAT 2tRE2| 42 HESRA= F 7h2] "zones"2 2 ZHELICL Z, HE0 2|5}

— =1 |
THE= HEE gnt Y 20N "public” IP FAE M3dte HEE @Y, 21
ZE|A7E QEO| 1P FAE QIASHA| @fnE |p FAE EEY = Uz ZEp0|H

gooz gL

O3 OFE NAT/PAT 2tRBHe Ee ZA(ZZH0/S0M HE222) IP Ho|HA™S

A5 AA ZEO|8l IP FAE DRS HEE IP FAE (TY IEr ot 2t E Q|

S8 FAQ iy FAE 7ie HESRA Us 25 FX|el ©E IP FAE A

FM(ESEM MELR) IP LO|HOAMZ HASLICE HEE JFHOM & If 2 F&

U2 AL HMI5H7| 28] NAT/PAT 2t2HE EZE HZE P FAO =AX-KE

ArESHL|CH [M2tM NAT/PAT 2 F2 UDP U TCP 2 &4 Zhs3st b |ICMP
o

cheEs Mg o+ slen H st 7iel X =22 &S

NAT/PAT 2tRB= S0|2= HZ =51 Wies A8 255 22[soF &LICE F 7HX]

T2 He HO|lE2 AFSE L

o U IEOIM dEiSH Y ZEO JHQ Oid 1P & 2Eots 74 7tse
EH[O] = & LICt.
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-

rir

I —

L& &gt B o= LIt

o9}

—

21
=
—

a
Son, 0f

Crefet M2[2 Qs NAT/PAT 2tREH2| 952 €8 2t?H2 dsELf
Theot 2T ESQ0] HEE[X|9] ds 2Lt RELICH

V.1.15.2NAT 1:1

11 NAT o] 82, Bigh2 0o M2 LhE B9 29| 2t ES Sall ==
o

=atolyl o

e MEU

ANEYOo=Z

EX2 H ol
Heg F90 chet 7iEol Slguth AgE SS9 S AZ=
1 olgfet Jtd MEUOM CHE FYEid 99 ZA

=

o —
Hots Aot AYLICE M2t Dget 1P 2 Es N MEUS

Heteh &= ASLICH

Cte oMM eE AMEul 128.100.0/16 O AA UHEQI3IZE 1 M
192.168.0.0/24 Of| CH& W E A7 YSLIC.

AA HEYIAOAM CfA HEQ IS MEY 192.168.0.0 2| 8% T4 64 71(192.168.0.0
~ 192.168.0.63)0f Y M| ASk2{ 0 SHL| LY,

0|2 dll, 22l 8™ HEE S &2 HEHIOAM "o Y AA A
7t MEUlS BHELCH 221 WaveOS MEZ0|AM 0] 7t& MEUIS Cha HEY A9
2|8 AR BHBsE A2 ol = USLICHE NEUS NS 64 7] TAE HSS

HMetsie{™ T4 Ip o MEU OFAIZF 255255255.192(E& /26 CIDR E7|)0fOF

gLt

WaveOS Product

Source Network [

Destination Network

| SUBNET 128.10.0.0/16 | [

PHYSICAL IP

route 10.10.0.0/26 =>128.10.0.22

[PHYSICAL IP | SUBNET 192.168.0.0 / 24 |
192.168.0.250 / 24

Default Gateway => 192.168.0.250

128.10.0.22/ 16

VIRTUAL IP

10.10.0.0 / 26

192.168.0.0 / 26

O|M M 192.168.1.0 MEUI0| CHgt AN A
Fa0| AE5HTH I FAE FI5tn HA

aLE 88 B2 E& 7|2 AHO|EROE S gt 32
u]

tstl DR$H 192.168.2.0 AMEU
! = 712k s ELU|Ct

£ Yolzt & YoB Cfa
=
=

IH I O] A0 2t MEUOf Lot MZ2| IP & EHS ZHS0{0F BL|Ch
WaveOS Product
r B S = )
s Destination Network
= ( )
Source Network | SUBNET 192.168.0.0/ 24 |
Default Gateway =>192.168.0.250
| SUBNET 128.10.0.0/16 | . [ SUBNET 192.168.1.0/ 24 |

Default Gateway=>128.10.0.22

10.10.0.0 / 26

10.10.1.0/ 24

VIRTUAL IP

10.10.2.30 / 32

192.168.0.0 / 26
192.168.1.0/ 24
192.168.2.8 / 32

Default Gateway => 192.168.1.250

| SUBNET 192.168.2.0/ 24 |
route 128.10.0.0/24 => 192.168.2.250

~

r
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V.1.15.3 NAT 66
NAT66 7I%% IPv6 HIAIX|O] IPve T4 TEALE CHE IPv6 T MFAHEAEDY AHE
A2 HSSHE O AFR K= IPve HER A 7|8 A HEE 71 Q1 WaveOs Of A

o

2 ZHEHSE HEZE NAT66 MX|= F 719 HERA &30 H9Z%0, O & StL=
P 2t2] =09 Lol 2= HEXHZRO dZE "W HERR d3A0|D CHE S
=" HEQAYLICE 22E HUOE B HEXIS 2E SAEE
QE L CH MEALS| FTAE AFESHH P I{ZI0| NATE6 &KX E Eubgt [
= M9 228 7ttt BRAL FAZ/0|M FAZ HSHEIL|CH

V.2 Wireless concepts in 802.11

V.2.1 Wireless architectures
F4 LAN(WLAN)2 Wi-Fi X[& 2H|O[Ee| AFZLCH 0|2 F0{T of7[E Aol X|F&l
TES mat M2 AL O
=2 ¢E1|0|*401| WLAN 2 4 85l= &M HESRA 0|80 s&8H2Z USLICE IEEE
802.11 82 Wi-Fi 2H|O|4d Ztof S415k7] fIet Ml 7HX| OHIE*'HE dolgtLCt.
E
el

—
=
I

e Infrastructure (AP 7} B E HE% =2 0|5t= E}OIOJE/A'II:I-I)
e Ad-hoc (L0 & m0of HE| EAM, 2ol g
e Mesh network (£ AH|O|MO0 | 2= = ol **O:I)

V.2.1.1 Infrastructure Mode
elZet HEYIAo= F 7HX 7L EX[(AHO|MO|2t g7t A& L CH

A H

e Access Points
o LCHE Wi-Fi &X| EE= LAN ZX[0f HMASHZ| {5 BN A X[-O| HZESH= Client
Wi-Fi & X|[(Z2I0|HE AH|O| M)

. Other Wi-FI device

 Obstacles
k. or large distance

Ethernet Equipment

A ]
B Wireless | .
II ¥ coverage area || = : ﬂ
o T— ) B i
—— % == / O

Local Network \ - Cl .
: I"-,__.ACCESS Point ‘ 4-2:';_“; ‘_,
] “\\___ L / Wifi Station
AN A~ Automation equipments

MEZABCs 4 ME S 7t
MEB=A2QCO| HOHE T4
MZ B = LAN If X|= A 2t C AfO|O|A T|O|E{E B A
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ol=gt ZE= WLAN S20[E0 3 AZ KBS Mot AP £ 0| &4
HEQIAO A == JAELCL S4ST| ™ol S20|AE & StLEo| WM~ X|FS
MEASID Q53 7|2 QSstn MME o 2 M WLAN(EM LAN)O| &Hojs{of SHL|C},

MEEL[= BSS(Z|2 MH|A ME)E FMoLICH O B2 AP & WLAN Of F7tstd
elmeto| = E HRE 52| oo o FM SEI0|HEE XA
WLAN 2 1~32 bytes 2XE 2 L ME LHFOZ AMEO| 912 &= U= |
AMHEELCH S2%H WLAN O (e BE FM AHOo|MI AP = &Y
AHESHEE T4 3{OF 2Lt

WLAN 2| AP = 74 S2I0[UET} 0§ S0 AHU HZAO|Lt ZEIH0| HM A 5
Ae=E &5 78 LAN O A O|=2=2 AZEL|C

Ad-hoc M HEYAO H|8H infrastructure mode HEQAE= XM S ZUSA
HOF #E| 3 ShAEl EE HQIEtE 0| S Mgl Ct.

142 HA™ 0|2 Ho= AP 7} EEI0|YE 7Zto] EAMES XE = e “clients
isolation" 7| & F&ELICE 0] A2 HZE A= MZ B X "local network"?} S48 &=
UX|TE M E C = SAS = i&L|Chotef O &=X). CHES =t BNEN "2
HEXI"Qt EAT = UX[2H A HE0= EAMT = QELCH O] DZME £2
SEI0|HE ZMO| Y= HNA K™ Qe HMA XH S2S 20 FL|CL

AP % & ZEZI0|AHEE AP O Q8 XAts2 2 FXE MAC 49| HEfE BSSID 2
(@]

== UGS CH ™A
= ESSID 2
SSID £

o[>

_

a}

= HATS —1 0 o 1=
Without client With client
separation separation

Local Network Local Network

P Ll
L | P
) ' acwn
o P —
“, e f et
o = L]

_

Access Point Access Point

X

ey EERETTE. Sl

B =0 e =

i %..'-J - ‘ - np—
Bridge Infrastructure Bridge Infrastructure Bridge Infrastructure Bridge Infrastructure

Infrastructure 2E 7HE0A S20|YEE EY FHO|ojoF TL|Ct 2Lt FM
Z2I0|HE LS o2 O 4l RX|E AP ZEOZ BSS 2 HE|X|E 2= 9ol MAC =AE
ZA| HE50] O M G| StLEe| M2 LIEFEL|CH (BHE: V.2.6 Wired to wireless bridging
in infrastructure mode).
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V.2.1.2 Ad-hoc Mode

M AFH YERKAOAM ad-hoc ZE&= M X7t M2 HE St HRHULICEH
ad-hoc ZEOM XSSIH S AMA XFEUY FM 2RHO| LHEE AM A X|H
Zoh Qlo] ME HE| o A= 2 FM X7 M2E E1 IO0 & O0 @Ae=
SAg = A&

ad-hoc HEQIE HAHSHEH 2 M OHEHE infrastructure EE7} OFbl ad-hoc
Rz F/d5}{oF gLt

ot ad-hoc HERZAS ZE £
AHE5H{OF gL,

>
<
=
m
rr
ofn
rE
ot
i

2ot sSID o =¥t ME

Ad-hoc HESI= O 7I7t2 &80 UAs XS 222 Asstoide S8
ZHR Ael, B 4 Xl € S SFOH0F &LCE d2iM O] HESHR
2EoM = HA0 A= BXES HESH| fet 0| YSLICH

HOot2 A SR RS2, Ad-hoc 2 802.11abgn/ac 2EZ 2tETHL|C}
=

WEP 29h2 A SHH, Ad-Hoc 2 802.11abg ZEZ Z-ETtL|CH

Ad-Hoc 2 E= WPA/WPA2 E0H2 X|ISIX| Q&L LY,

. et - -
il ™ | : | -

Local Network

HE A C D AME 4T = AGLCH
ME B CME 84T = AFL

NE B, DHYSE=Z Qs M2 SAlE 5
HE A BHE HOM Az 4 o
MEC=EADOUAMBE M = U5
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V.2.1.3 Mesh (802.11s) Mode
802.11s 3 YWERAo= 3 7K SF| &X|7t J}ELICEH 0|2 25 1zl 0
T2 M0 oLt

¢ mesh station 0= X}X|HQl 7| 50| JUSL|ICHO| : & HAFH).

e mesh access point = "HF|" A "7 WHA EQAE" 7|52 B& A
HA|ZF OFH Wi-Fi &X[E OA| HERKZO| AZTL|CT

e mesh portal 2 AIESIH CHE HERZR |2 OF HEKIY E2Xg =+

OH

S}o

UELICL O E E0, ZE2 O] LS Wi-Fi HA[O] HATL T
ACKSYS HZE2 *HH "AHO[M" Bl " HE" 752 FAStD JASLICHE F He FM
ZIE7F TEE HE2 A HNA ZOIEZ AMES = UGS LICEH
"/ﬂ\ [; "W ‘:!
\N_EJTWOF/{KL
Mesh network (802.11s) / g E et

S

[ MESH |

; “NETWORK;
Role 1 MESH =il

Roh 2 : Access Polnt

Remote PC B - % T 4

R?Ie 1: MESH

Role 2 : Access Point Rﬁle 2 : Access Point

i 3
Role 1: MESH %ﬂ_‘ Lot
i

AL

s

Ethernet Equipment
MEAZHHIX M2 4 = ASH O
MZ A B DEGEHFZE 7sS MSELICL
MZ C F H<= O AP 7|5 HSE L

Routina protocols

5 Al X8 AlO|e] & d2E Z7d%tHH 2t Z2EZ0| HERIIE 24
ShL|CH 802.11s = HWMP & Z = _EE—'—E Xo|sl1 CIE2 EfA} BIRE m2EZ2
AASHY| 2ot =H|E LTt ACKSYS &2 HWMP & #3igrL|C}

mlo i=)

Security protocols

802.11s HERI= Et0| QlAHLL V.25 7 Mesh Secure Authentication of Equals (SAE)
MMO|AM AHE WPA3-PSK (SAE-Personnal) E9HS A% & QUSHL|CL O] EQt2
infrastructure WPA/PSK 2} S AtStL|Ct.
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V.2.1.4 Wireless Network Name
SSID = 4 HEKINAM AMEXt A2 oL Ct,
SSID = AMEA7L HMASHHE=E &
O|ZQlL|Ct Z2}0o|YUE AX|= =HQ Lo
HA|X|E =415t0] RtAIC| SSID & Yeld,
SSID & MESI=E X5t g4 SSID &
Wi-Fi S410| &0st= &K= B5F
HEQRES ZM4E 0 0] 0|50 20| LiEtY
|

[
O|F

1=
e
Ot
rir

o ArEE=
HE| HREI|AE

Algh = AFERHOf| Al

o
o
(@)
N
rn
| "

rx 19 g
JL":=|—=
% o

" 2 rx
= _
o > JZ>
Ay
Jhu ro o
o im
Kl Hu

1
e
I
-
_|T|_

LT
>
ol

OF

ot

Of

FLICEH AME Ztset 74
i o2l +d= HIE%E
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V.2.1.5 Virtual AP (multi-SSID) and multifunction cards

Ol M2 the &4 FIEOM o 7t 7Io(°|E1lLI0IA)— Toig = JASLLCH o E
=01, otLte| B4 HXE ALESH0 02{71e| SSID & E=2EINARSIN StLtel A
KXot et o2 HK AP & SAI0| AlE8iolde &= °'*'—|Ef
StLtel M FHEZE SA| Tt QIHIO[AE X|RSts d%9 ZF YD ME=
MefoF FLICHuEtY S20|9lE HAMS MEst LR Hte

22 S7tsE U 18 9 =2 2= 2HEO|A0M SRELICH

i R

CHs A2 & QM O0|AC| "Setup / Physical interfaces Overview" I O|X|Of|
HA|E LT

V.2.1.6 Wireless repeater

UM ZOIE AP X QF £ AH|O[ STA X ARO[2] AHE2|7F HE 2o XF HZEY =+
= 47 74 A7 AME0H0 dE S,
T A= 2 7HK] dgE gLt

AN ZQIE AP X O HO|EHE HEEot= 20|

| m
|'|]0|-

I--
M AE|O|M STA X Off G|O|E{E TEst= AMA ZOIE ALY

o
=]
T =

o £ cigte SUsH AQX|0|M &M HE|X|E LTt WatA, 2|TE o i3 oiaf 7}x|
7
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Access Point Wireless Client
AP_X Repeater STA_X

- 8

=y AL V= o=p~3
= fi . N g I

N
T
Public Area

Possible Network Loop
if Access point and Client
wifi association

W —

Internal LAN

Role : ClienWPoint
2 y/

000000,
=<

Internal Bridge

oo HE 9 I S2H0|AE 2T 7E AN iolE o|olEet A
Al
o

ZAg|x|
A 2bH S| Z=O[30F SHLICHSSID 7t SYSH AQ). I8 HEYI 2mop MM EL|C)

HERZ F=E &X/ols F 71X &

> Z2{0[QIE Aot 2|mEo| AMA HQIE ATo|M St SSID & HHSHK| T
Z2H0|HE 0| APX 2| BSSID o A& ZNELICE S20|HE A9
"multiple SSID" 7|2 AtE3t0] BSSID T+°42| a2 SiM gLt
XI-I-I-

MH|A QM. A 7|7t St SSID 2 3Xf YEYAS SRS M2t XF
AMNEXHE BE HERA /X|0M S22t SSID & |X& = JAS LI
CHE:

AP_X 7t WM | 2B Z20[HE FZ0| A BSSID 0|2 HE L =X
Mo OF ghLCt.
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Access Point Wireless Client
AP_X Repeater STA_X
MAC_ADDRESS_X
i -] 13 1 L33 l L1111l
ssID1 v '5

Role : Client Role : Access Point
SSID1 i i
Enforge association SSID1
with MAQ_ADDRESS_X

Internal Bridge

> S2lo|olE 9t 2|mE|o] WA A EOIE AHo|A| CH2 SSID = AHELICH

AP X § HEME B[LHE Mg ER7 SlaLICh

CHA:
SIALEl HEQI0| CH2 SSID 7F Q02 AF2XH= OoF] SSID £ AFEd||ot
EHT0| dHstL| T}

Access Point Wireless Client
AP_X Repeater STA_X

SSID1

Role : Client Role : Access Point

o1 TP
| SSID2

Internal Bridge

DTUSO070 rev K.13



Page 62 /336

A2/ SFoff ORI = FEF:
2lOlEE SlLtol BM FIEE ARSI Za0IME+HMA ZOIEZI=
odste 23t AP X OIM 2ITEZ. J2/30 2lTEAM STA X 2(
M&S 2olstLICH 20l FHETF ShLDE Qs B|O|E = A0 A0 MES &
27| 20 XM2|Z0| 50% O] ZrATL|CE,

Access Point Wireless Client
AP_X Repeater STA_X

Channel A

Radio A Radio A

Role : Client Role : Access Point
ﬁ,’ J.?’—-"—-

=

Internal Bridge

o
AMElzks SEAMAIZI7] 28 9 22X ZAZI= 28 M 7HE9| CHE AE S AFRSIHY

T = T

AP dgtES 28l StLEO| EICIRE Al2stn SCI0o|E deshE Q6 CHE ZICIeE
AtEE = Ao 82 FA0 x4 = UFL L
Access Point Wireless Client
AP_X Repeater STA_X
B
Channel A P — Channel B i.
) Radio B
Role : Client Role : Access Point
A Aﬂ’—-ﬂ-
==
Internal Bridge
A
AME 7tsttfgEE F U2 S22l FZ 22X = S 2L Tt
Ch-

XE AEAHE SSID & H7| ?lof o MBS HABHOF LTt
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V.2.2 Hardware
SO M3t QIHI|O|A= SLH H™ote| HIO|E AMH[AQF 7|SH o2 SYUSLICH EX Wi-Fi
QI O|AE CHASILICE St == & JHe| QtHILEZE ZeetLch & HEf OtHILIE
AESIH S4 EEHO| et ELICE

MR QEEILE AR I RSB Hd K] X[Zo| AEELICHGNSS of gt TS A
&x).

r

MEe QETO|AL 38 DHY WEYI0| AZBUCH O[TA oY MY I8
S AR AHO| BRBLICE Of A MEO| MAIE SIM 7LE0] HEYLITE 2 4l SIM
JIEE MAY 4 USSR 274 5 170 SAHAS My 4+ AL

V.2.3 Modulation and coding

57HK| 24 HME A2 AHEE 5= AELICE 802.11b, 802.11g, 802.11a, 802.11n &

802.11ac.

V.2.3.1 802.11b

802.11b & O™ HX|eto| ==dE 2lsl K| ELIC 802.11b & M2|Z0| 7| jZ0
802.11b £ AFEsIH ZM H|o| 2 E TX|0 CHt XM2| &0 &0 LCt.

Op. Frequency Typical throughput Bit Rate (Max)

2.4 GHz 4.5 Mbit/s 11 Mbit/s

Ha: 2H M2l S HIE BEE2 AHO|M 2to| AH2|, SHE|LE 22 W £ =40 )

802.11b 2| X%|Cf O|OJH F& &#Z= 11 Mbit/s O/ EZFO0| Hol=l HMA HiH
AHESLICE 802.11b &X|= 24GHz CHEOAM A &SSH= CHE K&l 7HHS 2h&L|Ct
24GHz HLR[O| M ZFZ5t= FEX[ol= XY X, EFFA X A 22fE F4M4 Hol50|
=g LC)

o

—_

V.2.3.2 802.11g

Of M& BE2 24GHz T (802.11b 2F ZO|)0|A A&SHX|TH XL 54Mbit/s 2| G| O|E
&C = 9F 20Mbit/s O B N2|Ho =z AETL|C 802.11g 3= &= 802.11b
SIEQIO{ 2t 20| 7hs gL Lt

Op. Frequency  Typical throughput Bit Rate (Max)

2.4 GHz 20 Mbit/s 54 Mbit/s

HAO: M M2|E W HE WEE2 LHO0IE e A, ¢HILE FF 3 F4 =A0f et
e8I LT

802.11b 2t OFAFZEX|Z 802.11g & XA|&= 24GHz YA ZESst= CHE HEQ| 7HME
BFSLICH 24GHz HRI0A 56t &X|0l= BAHYH QK| 252 A & 2= FM

Hots0| ZE Lt
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V.2.3.3 802.11a

802.11a = 5GHz CHY O M &f&5t, Z|CH H|O|H &&=+ 54Mbit/s O|H, 20Mbit/s

-1 O
SHto| s Mol o Me|Fs s

Op. Frequency Typical throughput Bit Rate (Max)

5 GHz 20Mbit/s 54Mbit/s

M0 AF NElZ U HE MEES AH0M 2l A2, GEHL BN U BM X

]
=2

LS —

24GHz CHY 2 ot MENQI 427t 7| 20| MM CE AFEE|X| %= 5GHz T Y
28lM 802.11a 0Of Ar&tst oI"*OI UELICL dAB|Lt O] &2 Fut= Ot &
I7_|- C

%

o

E —

all MH |97 HQE= 802.11b/g HCF U7t H&LILCE

AL 8 gl 7|Er FHEOH ol o &A Z+El7| R0 802.11b ECLCt
A

rf
ox
|.|-|
30
o[>
-
|
oo
(@]
r\)

V.2.3.4 802.11n

802.11n 2 2.4GHz == 5GHz CHYO|AM A5E = USLICH MEISH SH=E0f Mt He
Sl HHE Eoiof Tt 9o &1 Attt MEE L|C}

=

EESE 802.11n Ol A= 20MHz EE= 40MHz o] XY =2 ARSI S
= ASLICE "HT20"2 BEE BE xE &=5S 2[0[5HH, "HT40"2

HsS oojgL Ly,

(]
N

02.11n StEQ0j= + 7 Olde| oY ~E
LICh AEEO0] M2 ZHJSHX| Eod{H Fi&

ol 3
2 A0 SfALE QE|LEZE HEE|0fOF BHLIL) & B2 2& HE 42 Q)

OE 0F 0
do oot rL|>
|0

7 SX|B S SE7h wAkE L,

82 ~2glo] 9 dlelLt +8 250 o HUL £u obts 2E Ee A
HEY 4+ USLICE WA 802110 BM ARYOIE BA7| &, 47| #, B2 AEY
- 0120 Al 74X] £X17H B EI00F BLICH

S4 zA0| RS2 HI6H7| flsh 802.11n 2 AER = HXE XE F S ChYst
& IjHH M2 ABTLCL Z & HAR2 MCS(Modulation and Coding

o
Scheme)2td BFLICE ACKSYS M&E=2 2O W2t 1~3 7§ 2EEHS MZ|gL o

Ct22 170, 270 &L 3719 2EECoR SdY + A= 22| HE HESSYLICL
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Maximum bit rate (Mbps)

Channel width | 20 MHz 40 MHz
1 stream
MCS 0 7.2 15
MCS 1 14.4 30
MCS 2 21.7 45
MCS 3 28.9 60
MCS 4 43.3 90
MCS 5 57.8 120
MCS 6 65.0 135
MCS 7 72.2 150
2 streams
MCS 8 = 2xMSCO0 14.4 30
MCS 9 = 2xMCS1 28.9 60
MCS 10 = 2xMCS2 43.3 90
MCS 11 = 2xMCS3 57.8 120
MCS 12 = 2xMCS4 86.7 180
MCS 13 = 2xMCS5 115.6 240
MCS 14 = 2xMCS6 130.0 270
MCS 15 = 2xMCS7 144.4 300
3 streams
MCS 16 = 3xMCSO0 21.7 45
MCS 17 = 3xMCS1 43.3 90
MCS 18 = 3xMCS2 65.00 135
MCS 19 = 3xMCS3 86.7 180
MCS 20 = 3xMCS4 130 270
MCS 21 = 3xMCS5 173.3 360
MCS 22 = 3xMCS6 195 405
MCS 23 = 3xMCS7 216.7 450

11 1: Peer station O] &2 guard interval 2 XNl = gl E% HE
MEEO| & 10% HATLICE Guard interval 2 802.11n 7| S22 & &
78 AlZte tEe = JSL L

B0 20 2ol BOM FEY #= UX0| HE HEEZ 2EZ 0
H| 2|8t LICt 3 streams T2 %|CH 450Mbps 7HX| M&E & Q&LICE
& 3 dH HE MESED NM2|F2 AHO[ME 7F AHE|, otHLF EE %
S SENOf| h2f FetE L o

MCS, HIE H& £k, 20 S HE 3 47 ZEof ciet xpAet E=
Zt HF2l 2 AELE 70| EE HXOSIM K.
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V.2.3.5 802.11ac

802.11n I H|@3}0 802.11ac & 80MHz A A7[(FHQ Y =71 =
HEAEZY 2719 MER MCS)E F7t5t10 5GHz CHE P X[ &IgtL Er.

Chg2 1,2, 3 AEYOR DA + A B2IN HE HES YU

Maximum bit rate (Mbps)

), 256-QAM

Channelwidth |  20MHz | 40 MHz || 80 MHz
1 stream
MCS 0 7.2 15 32.5
MCS 1 14.4 30 65
MCS 2 21.7 45 97.5
MCS 3 28.9 60 130
MCS 4 43.3 90 195
MCS 5 57.8 120 260
MCS 6 65 135 292.5
MCS 7 72.2 150 325
MCS 8 86.7 180 390
MCS 9 nla 200 433.3
MCS 0 14.4 30 65
MCS 1 28.9 60 130
MCS 2 43.3 90 195
MCS 3 57.8 120 260
MCS 4 86.7 180 390
MCS 5 115.6 240 520
MCS 6 130.3 270 585
MCS 7 144.4 300 650
MCS 8 173.3 360 780
MCS 9 nla 400 866.7
MCS 0 21.7 45 97.5
MCS 1 43.3 90 195
MCS 2 65 135 292.5
MCS 3 86.7 180 390
MCS 4 130 270 585
MCS 5 173.3 360 780
MCS 6 195 405 n/a
MCS 7 216.7 450 975
MCS 8 260 540 1170
MCS 9 288.9 600 1300
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V.2.4 Radio channels and national regulation rules

BM UEQAE 24GHz &= 5GHz 20| AHEZO| EX (ES A3 AHO|

tol SAIE NelgL|C siY X[Ho| & X Eo|M CHE ™A FX|o 7Hd0| Zilst

UELICL BM HEYT0] H5T M WIS MMt O 220 &l I By

MES MeEdgtL| ot

Region/country

BE IJ7I0M AR Ztsst 24 FO+E MO{StD NotetL|Ch S AFELZD U

802.11 2.4GHz % 5GHz CHY 2 CtE2 M HX|@0|H, 7|4 Xt 388 = UX
# 018 4 URON Heste g0l ue

Cs MetEuch XMEs 2
=7t A= = /s ME
"AP" GEOIM XME2 802.11d EE SOM 7% 2 =7t fXs HZ
Lt "S20IAE" HFOM HF2 80211d ZRESS ARBHI0 AP 01|A1
H&ste =7t A3 AH8ELC

BM AX S0 Chst XpM|S L2 2 802.11 requlatory domain rules, Appendix — 802.11

ot J rr

Radio channels O| 222 & 131N 2.

Automatic channel selection

U2 mOIE BEUNE HEO| B2 F Tt T I7I0IM AR TH53 BE K
SOIM 7K HBS HEe MEE & ASLICH AR AOlE B HEBH Sysh A
58 o|xet e 2 Mol MRS Mat Ao e MLICE 0] =0
2 2ME MY %05 % SO HEBO| HAIE A2t KAAYLITE

AP 0[2]0] e O] SMS QANSX 2BLICL 2|T/E, HAl X HES HEo| Y
ML oHIDH MYSOF FLICL Set0|QIE Qo] P2 AH 23 BES MY
A2E MStn AFE THs3H 2E AH0| ZHAME L
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V.2.5 Wireless security

M UEAI HUS WX 3

ol Sf
Paoh g2 SlaUth 7hg 2 O

o
rl

2. B4 HEYAC BE AZRE PH HEYA Hetd) T3 WSS Wotof STk
3. BE R4 YEYAS MINOR BUEY oto] YW YL 98 02 E ol
gLt

WEP encryption
Enhanced Open (WPA3-OWE)
WPA, WPA2 or WPA3 — PSK (Pre-Shared Key)

WPA, WPA2 or WPA3 - Enterprise, 802.1x === RADIUS 2t &= &
OSEN

WEP encryption vs. WPA and WPA2 encryption
e &4 EZSZX[0| U2t CHELICE OES ZE0 M= WPA 7t 222

D

k=Xe)

got7| ?lof ZQE & ZQE ZF37F RS ME0| WEP = 2fFh Af
&L

=

OolE

_—

—

IEr QlZer REO|ME 2t AHO|dD B E HMA ZOIE ALO|O =
37t JAS O, WEP EE& WPA/WPA2 £ AH8E = /UEL|CH

=2
=)
ol

—

Hl ¥ nx o2

<

.2.5.1 WEP encryption
WEP = R4 SilE 23 H0HE Y=3st=
&2l Jiel EE Mot flet AYLCE gLt
WEP = O O|4 QMHGIX| koM, 802.11N/AC 2
HESZO AM2steE 71§ €4 LT
ZAYLICE WEP E AEE = =3t
7| Zo|7t A™EL|Ct 128 H{E 2= 310
A

7|= HEX(16 Tl - 0-9, A-
21h HAo= ZXIAS ¢
71937 #l2 XS
HEXIOM AtEL

=
4712 718 Zolg

30 4> mo Mo ¢
$0
|.|-|
Ju

Im ©

>
Ins
=
s

53
= ASCI(O|= EE Wet 5#F FE - 9=

Am 4> i
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V.2.5.2 WEP authentication

WEP A2 Open System authentication 3t Shared Key authentication = 7tX| Q15

YES ALY = UAs L

Open System authentication 915 HHOAM WLAN S2fO|QEE 215 J0| AN
ZOEO x4 ZHZ M3 BR7t glEUCCL Mt EE 220 E= WEP 7|0
S5t A4S A=Y = USLICH At 2150]

BAHQ0| M A ZIER XS 9
7

Yotk EsUo 28 W HZ

WEP = OOl Zs ==t 5t7| ?I5H0
=HHE 7|8 ZHX[ D QUO{OF gL},
M

r|r ot

=
AMEE = AL ol FEH0[QE
H

I
=2

Shared Key authentication Q1% &
response handshake 7} AR & L|C}.

WEP & 9I50f AFZE LIC 4 &3 challenge-

1) SEO|AEE ANA ZQER 015 ¥ S HHL|C}

2) UM~ ZOIE = clear-text challenge € CHA| B & L|CT,

3) 220U E= F+H = WEP 7|8 AH2310] challenge text & 2235t CHE 215 @FC =2
CHA| H&SHOF 2L Ct.

4) HMA ZQAEE HEE =80 HH clear-text 2F H|wBL|CH O] H|w Zutof et
WA ZREE 3 Es £ SHES ttetetLch 215 X AZ = WEP £ A&
oY =gj|¥s L=ate = JASLC

A= HH ZF 7] 2150| 74 AAH QIFZHCH O otMsh AME B = USLICH

Ol 3% 5’| o150 AN Q52 HMISHA 7| ME=|LCH SHX|ZH A2

FEHYLICH S5 7| 2AS0M 4702 HENO[Z =S A0 X WEP 7| &

EEY = JASULCL met WEP 2150l S5 7| AUSEL HEd AlAH” 52

A8t A0 EFLULCE F F 25 HAHLIEO| FU4sto o= AFEE|X| 5L Ct

V.2.5.3 Enhanced Open (WPA3-OWE)

Wi-Fi Enhanced Open & OWE(Opportunistic Wireless Encryption)E 7|8t 2 S}&=
38 HERHIAS M= 2o #FYLCh AHIE, =2, A9 3 =A% 52| JjetE
H2=z Bz HERIAZE Sl &=t A 74l SEE X1|-‘—°“—|Ef. Enhanced Open &
152 HMSSHX| 5L

V.2.5.4 WPA/WPA2/WPA3 encryption

WPA/WPA2/WPA3 = 7|Z & D|2ie| Wi-Fi HERANAM F4M HOH Ez S AMA
Mol =Fg AA F&AIZLUCH 80211 BEES| el 7|2 22t HFHLIZ Q! WEP(Wired
Equivalent Privacy)?| €% 2 & 4HEE s AL Ct.

WPA/WPA2/WP3 = WEP 2| FAUTZ S ZASt7| s &=t HO|H ¥=3E N3

ot oruar WEP 0| M A FEIE|/}E ALEA}L OIS tetL|Ct. WPA2 = 802.11b,

802.11a ¥ 802.11g, L& Y U CFE EEE Zgot BE HFO[ 80211 HA[E

HDol: %AﬂﬁlElAAuL—“—-I’
(o] 3

ot o
=
d

WPA = 23} 7|22 ZHo 2 Qs O ol AHSHA| i2 228 2= YL/

WPA2 = O Z&3t |EEE 802.11i EQF B S EC} %20 st ZdL|Ct
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WPA3 = ELCt Z=st Az J|dl 9152 KSoH0] 7| ALEXIOA O L2 EZE
H&ste XA FHYULICE O] 7|52 WPA2-Personal 2| PSK(Pre-shared Key)E
CHAISHE SAE(Simultaneous Authentication of Equals)E Sdlf &4 3HE LT,

WPA3 0= EOQt FAHoz Qg ME Z2tE[X| U A ZHX| H{FO| UELICH
WaveOS = 2019 & 8 & 0|= Z|4l {2 At L|C}

%S Q¥ GOl SN BBt O ABEE Y3t YmalF YL,

TKIP (Temporal Key Integrity Protocol) = WEP £ 7|Eto 2 TjZl¥ 7| MH S XMSELCt.
AES (Advanced Encryption Standard) = O & XSt £E2 7

Chg M 7HAl 2ot &4 S0 defet = ASLICHWPA & B K] EELIh.

WPA Mode Cipher Type Security solution
WPA RC4 RCA-TKIP
WPA2 AES AES-CCMP
WPA3 AES AES-GCMP-256

a. Pre-shared key mode (PSK)

PSK(Pre-Shared Key Mode, personal mode EtIZ= THOJAl 2ZF WA ZOIE
ZEO|AE= UHERIN AMA5t2{H 22 E HISHoF LT A== 8~63 AtQ
eIz 7tseh ASCll 2XHY &= AL CH tHREE2 2 MMM M= CHA| Y8 et
HEE Y2 E MY = JUSLCh EoF 3= Wi-Fi AMA XZHO| MEE SEl=

X =[O OF g} L|LCf,

Wi-Fi 9| B E Wi-Fi &X|= 53t Pre-Shared Key £ 74X U 0{OF THL|C},
b. Enterprise mode (802.1x, RADIUS)

WPA/WPA2-Enterprise =& 802.1x & UM A X[BE Soff ME HEKZAO

AZSHAHLE, HM A X HE LAN 2[220] Cfet AO|EQ0|= AEStAHLL 2F0

AMIfg 42 ST ZX0M BNAE XTSI = &X| 0 2152 3L L

B 2|oje HZAN 7Y ™ 2o/ ES2 802.1X AHO| TEZ2st7| I 7HE 74t
2| B S0 2oESHY| W20, o Eot2 2|mH ZEOoAME= ALY £+ Sl&LUCh
WPA/WPA2-PSK = A2 = A& LILCE,

r-|o

IS Z2MAE CHE0t 22 08 Oo|HE=Z g &L

- supplicant ==& Wireless Node (WN)2t1 = St= A XL,

- Wireless access point or authenticator,

- Authentication server, & RADIUS (Remote Authentication Dial-In User Service)
server,

- Authentication g4l
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\N ‘re"lf:‘§ S..NE-'_IWQI%

Authentication Server
(RADIUS)

-
-
F .
» .
¥ -
» .

I 1

v '
v i
"
L
[

A\ |

Authenticator

Internet or other
LAN resources

Wireless node(WN)7t LAN Z|AA0] CHeE HUNAE S O A HW CHA=
SCO|AHEQ}t WNA X|H™ Zto| ZF2|N AHZZ, O|EH} "access port"(ZHS| 1 BHE
HolgtL Lt

Access point(AP)= WN 2| ID & Q& gtL|Ct O3 S WN If 215 A Ato|off = QI
£ ZQIE EAP HEEZ 8L CHERES 2 B). WN O] ¢I5E WM7X|("ZE"7} &
M{7EX]) EAP O[2|e| CtE EefHEH2 XX EsLCh ASE m7tX| —Z‘EPOME
LAN Of #MAgH 4= gl&L

oI5 AMHZE QBXOA WN O QABEUASES T LAN 2=229| EZjH0|
SEELICHARC 3 ). "port"7t 2 JYESLICEH DX R "port"?7t Eol MEIZ
X &Lt

o ro
rir mOP Im

I 802.1x = &2 Y=3stn FAES 2Qst=E O AEE 7|2 n=dst=
AMAERIS HSTHLICL
Authentication modus oberandi

802.1x = EAP(Extensible Authentication Protocol) 2 & SILIE AtStL|Ct 7%
UHIM O Z ALEE|E A2 L84 Z&L T

- EAP-PEAP

- EAP-TLS

- EAP-TTLS
AMEE|= EAP HHEH 2 M A X|HO| CHo 7| & LICH BHH B2|X|QF 22 A
HZOIE ZFZ0|9EE= Q2F HHI L A0jof THLCt HHZ MEHSH =
MB{/2EI0|HEQ| 7|}t et EOt =FZ 1Na{d|{Of gfL|C}.
OE &0 =2= 10 E20|AUE = L3S S{ELLICH

- RI0I0t A5 (MSCHAP V2 2 22| =)8 A%t PEAP 215

- QUSM ALE.
Preauthentication
SC0|UNE= dX| HA= AP E Eo| MZ2& APE ol=gt M AR
QML 802.1x T2 EZ9| £t Q| EE XA 2
MH QAZE AP Z ZUSH |2 A-E [ HZ /kI7Fo Ch=5k= A

—

%
=5 St AP O|M AFE QS-S Z-d=tsl{of
U

SCIO|AETE ALH 215 AEY =+ L =
2 LICE Of2iet M Z2 S20|HE F&2 AP 7L MaE M &y A 2B S
At gLt
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S ®)
2 |m

AP Q1S 2 20| ETZH S4l 7|8 ERot7| Mo M= gLt 0|
802.1x Z2E =S CtA| ZASHX| A= ot APOAM CHE AP 2 2SS 518
=

O] #+d 7ts¢et Al HIO|=0| 2 2HE LT}
V.2.5.5 Protected management frame (802.11w)
O] 7|52 3§71 DoS(MH|A HE) SHALZRE TXE E2gLC

Jl2XMoz e I Y2 ESE|X| UELICH =L 22t0|AHE = AP O
DEAUTH =S 2 = JASL|CH

O] 4% siH= Wi-Fi 2ALHE AL AP HEE =83 CHE AP MAC 47t
E%E_I DEAUTH Z2{| S 2| HA| S2t0|HE HEY 5= ASLICL SEH0[fE= O
T YE =4 OHZ AP QFS HAS EELCHL

802.11w = Zf Qo ZEE FI151 T2 MEXE QB LIt
Wi-Fi &H[7} SHIEX| 23t MESA28EH 22| =2 =MsHH ofjg =
| 7| & L Ct,

WPA3 O M= &l BHa| Qo] SHAF TAIBtE(of 940{0F BTt

WPA2/WP3 2%t B EZE MEISIH WaveOS 7} AHSC 2 H A2 2
enabled/optional 2 27835t 0| M S X|»SHX| = WPA2 m|O{ete| AZAS
QlZ oL,

V.2.5.6 OSU Server-Only Authenticated L2 Encryption Network (OSEN)
O] 29t R E &= Hotspot 2.0 r2 =892 AL E|L|C}

V.2.5.7 Mesh Secure Authentication of Equals (SAE)

802.11s Ol REOM= SEs ME 40| Ue sl =E7 §lel 2& &
Mot ST Ao =2 ZHFELCH SAEE AM8Ots 4% E& =E0| AP 273
&8 717 AO{OF gLCL LE7F St oo HHE 20| =EE Miojch o

>xIr

Lt 7|12 €0 Q=X 2QIgtL|CH Y2 ots WPA2 Z2EE N ET(AES/CCMP

ALt

~—

gz 7|= 8~63 X2l Qf ZtsTh ASCl At = UL € Y27t BE

M3 =20 M= A0{OF LT,
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V.2.6 Wired to wireless bridging in infrastructure mode

V.2.6.1 The problem

7l

T FXIoofF THLICE AP
SeILICE Of FO|M AP = O|HY AR[X| 2}

—

—

Setolole wi

T ARRLICE

. o
Wit
functionality

Client stati
embedd

Wireless

covVerage area R | Backbone

™

Access Foi nt

| LAN

Fi p—

AP 7} L|O|EHE Mgt

Chef MAC O] Z&hE LTt

—

In all frames this identifies the AP

BSSID source

Wifi header MAC address

destination

MAC address data payload

In frames from client to AP;

This identifies the client's
radio card

server's Ethernet card

This identifies the backbone

t In frames from AP to client:
This identifies the client's
radio card

This identifies the backbone
server's Ethernet card

HEF infrastructure H|O|H =¥ (3 addresses)

Z310|0lE AHO|MS ALLS

o

CHELICE AP Of THE MAC F&(F4d 7IE )8 71 B2 X = BAZ= A
olg] @M BX|E &7|= Ho|O, 2 K| 183 MAC FAE JHX| 1 USL|CH AP
CHot 2 Z2MA0| FHOSH| B AFSHA| %7 W=Z0 AP & MAC F
TSl TR US AAR HOLSO0|X| YSL|CH S210|HET AA MAC TAE
MAC A2 BIZotH CHE ZX7F LHEFE LI Ofel O3S &0t R
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? macz - - TN MAGE
MAC1 E : . /"'. 7~ * . ?
A &'1 Access point BLiE;kaDHE

Automation LANK

"
™ i I —
o -c. =3 ’

v d
source | dest data
MACT | MACA | payloac

MAC4

source | dest data
MAC2 | MACA | payloac

L
r

The device never In the dient bridge

rrtves fame | €= ——MAC2ismyself, do € T dest | data

not forward frame MACH | MAC2 | payloac

THE 74 SEHO|AEE AFEoI0 O YX|E FZSt=E 2X oAl

V.2.6.2 The solutions

oj2ict otA & S=otl Z2H0|AUE FOf A= AE E2[ZY = U= 4 74| RO
UL

e Routing. S2I0|HE ZHO| M LAN 2 IP 59| HEXIZ st SEI0|QEE
2tRE = NAT 2 2LICt 0|2 Of% 7Rt SFEMO[X|E 12 HER/AIE
Ze|sfop gLt HES| SHH, 0|Ad2 E2[E(layer 2 networking)O| OfL|2t

2t El(layer 3 networking) & LI C}.

e Masquerading. SE2I0|YHE7I M EKX|Q] MAC FAE XA MAC A2} "Level
2.5 NAT" EE= "ARPNAT'E HZAZ = QT E THL|CL “client (mfrastructure)"

2ol 7|2 SEHYLICE XtMet &2 otel MME0A Masquerading (ARPNAT)
M |3=|'c'>'|-|_| |:|.
=NeN=| .

e Cloning. 22t0[EZL R FHX[Q| MAC FAE AESI=E LCL O[A=2
otLtel 7 A= Mt LT

o HLC} Mush g @ HAS IZeHSt= “client (infrastructure)” 3 "4 addresses
format" E3& REE AFESILICE 802.11 BEER 0|2t T/ 2XME siZstH|
?Ioi "4-addresses" Q¥ HWAZ NSSHA|PE AFXE| FHASHK|= UGS LICH

mztA O] RE= ZS2I0|HER} CHE SZ X2l AP ZH0| & 2otE|= A2
OtElL|CE ACKSYS MZ2 E2 o3 Linux 7|gt E2I0|91E 9 AP OME Of2|
MM b o MYE o] BEZS X|YFLICE
o 2E@IZe 2ET} OfEHhE BEIHE 5|8TL O}
a. Masquerading (ARPNAT)

221y SHO| i of £ HUA S2A0|AE BAXE HXO MAC FLAE IP
F42 @B P F20IN BB HO|ZS SXTLICH

AP 2 M&E oM ua|x| BX A& MAC FAE AN MAC FAE
WAt = ol MAC/IP tHE S 7| & LCh,

Z 0ol AP OjA =02 M CHA MAC A=
TP QoM P =AZ XD I EK| MAC =AE %
4 LAN F0f A&t Ch

| £R2H2 BE M7t 220 oA O|RO{X|7| IR0 ZE EtAt AP 9

|IPE =
et L d8Lf Ch3ar 22 SEot ASS 7 goloF LT

— =]

A F2gLCcH 23X]=

ol el CHel MAC Off 20

®)

=
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1) B2l HOo|22 MAC/IP H2tat X2|gtL|Ct =, TCP/IP ZREE& N E=(TCP, UDP,
IP, ICMP, ARP, DHCP S)2t EEIX|& &= /U&L|LC}.

HOlE2 LAN OlM wi-Fi 2 Z =T YHO|EELCE HO[HE
Sot7| "o EREIHHAE ARP 2F/3H ue0| O|RO0{MOF 3tE=Z O|=
Hoz ZH7 =X E&Le 2L 22t0|¢E EEIX[e HRO| AT B
72 I ARP o] #i= = FX[0f oo A EE fleLCh 13
':'E'X|7f AP ZE2H HojH Z s 4lotH gk HO0|=0| H|O
10| MEEX| Lo|=|L'|E|- Of B2 EIIX| AM7t =2 o gl tHe 1P
CHeh ARP & AIRSIO] LAN FX|0|A HIO|&S ZHIO|ESts SEES
-| |.O:| |-O .u.ElOIOl MNCHE| A OIA|_||:|-_

—_=2=2 T AMd

2)

ne A rE
of

n M

_

B ™o > rT oofy it
DO

m 4% |

\12

Nz
i
o [0

FHl= HF0| 7LI|0|59r1|0|0| te Mol XFo 25 XF 2t
7tsst d9E Helsta Feto| o LAN S0l ?IXIet IP AIO|ERIO|(EIE =&
NAT)S A% + BISLICL 1 O|F& AP O|Af s=Aloh =2 o e 1P a7t
AOIER[O|e] F27t OfL|2t AOIE JIOIEEf O 22 A= ZHC 7‘*0|7|
M= YLCE 2Lt Lot MAC Fa& A0|EQ0|9] AL MaEfA F=4
Heto| 27tsgL

3)

4) DHCP = IP 25 285t H M8EHs Z2EZYUUCL 74 X MAC
Fa&E DHCP =8| ol # 2 ofL|2t H|ojE HO|ZE M= MEELICH Fa
Heto 2 Q5 DHCP AMHO|AM a7t LX|SHA| g LE. DHCP AH 2
AMgE FF5H7| 6l 23X|= At4lE DHCP E0] Oo|FE=Z SX|5H0]
=2X[E sfZH OIE*71I Ste{™ AP Zo0f 2IX|S DHCP AH7I |FLIHAE
IP Tj2lS HIIXZ HSE 5 A0jof FLICL =, =X -r|01| UAes KXo 1P
T2E Maotr| o I=|E'7<|01| DHCP A E{ 0] A] % Ag 5 A= 1P F27F A0{0f

5) ARP = MAC FTAE HAMSIE O AFRE= Z2EZQLICH A
Cf| O] E ETOH MAC FAE ZoSLICE Oo|2f{st =
HEXOM S+ K a|7r S EL| T

RP
= Eﬂ 71 #lal

clsco % 7|Er HE2 AP Ol "proxy ARP server"E MET = JESLICH Ol= AP
REAf| 7t B2 ZHH| S CHAISHY] IP A E MAC A2 BHESCHE A4S o|0|gtL|Ct
BEIX| = LAN o] 2E EX|7l MAC =XEEX| &M FtE & StLh= Z X8 1P
FA7F CHE AXNE 20]7] IR0 ZEA| ARP AHZI 2&5& = JELLC
SHEAM2 AP HOAM ZEA ARP MHE H|ZMSIst= AYLICE CISCO

HE0 M= O]Z "passive client mode"2t11 B L|C}.

6) BCH UK O Wi SO|A AHED MAC FLO| O|ESHo] IXS A
S8 ZEIYWEE TRERL 0| BEO|A 2H 7 LMBLICH CRYS| s, d
AZEQ Ol 7ol AFBEIR| $ALICH

b. Infrastructure client using 4 addresses format (WDS)
Z20|AETL 4 712| A A HEIF BEQ AL Wi-Fi & LAN MAC A7 25
HEAE= &5 Ty Y SHE AHESLICE O|E "4-addresses frame format"O|2t11
ShLch 24 T oM S2H0|UE MACTH M4 &KX MACS 25 HMESTOZM
S20[AEE= Wi-Fi Z Y2 LAN 22 SHIEA 28 = A2l AP = Q2USEH
SCO|QEN Elf= AE & = A& L
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MAC of the WiFi destination (either AP or client)
rff‘-—— MAC of the WiFi transmitter (either AP or client)

final dest. |origin source

Wifi header| RA | TA MAC address |MAC address

data payload

This is always the Ethernet address This is always the Ethernet
of the final destination device address of the originating device

4-addresses frame format

s3d A0 cigt of *EHOHH E2I0|HE E2IX|Q AP = H|O|E{2} O|Hul MAC
FAE BE Wi-Fi Z o He3sto] AP 2F 22I0[91E Wi-Fi MAC 45 B F
FIterL|CE M2t =g o w| Fi CHAMO =EE = QobD=Z Wi-Fi A7t
HNAHE D flef =gy o] HAZX| %2 HEfZ AMELCH & 7tX] wRHo=Z SUDH
ZE2MATL =S E LT

O ZEME layer 3 IP T2 SEHALICE
1) O EEE TCP/IP O|2|| Z2EZ S EHaIX|E = USL|CH
2) DHCP % ARP =S HAGIX| &40 MESI0] TEA| ARP EE= DHCP M B2}
Z2 AP EO| LR 29| AT 2XME &X|2L L.
3) AP & Et HEIX| Z0M IP HOIEQOIE ArEY = USH, O ZAE

_

2H

[N

131‘—# Of £ M2 X|ZEX] @2 80211 7|50 S/ESHERE ST
Helel ME ¢ =

o
ne -
Elrr

H
AP 2t S2I0|ET} S2tE|E AZEQOE AI2s= A
U= 202 AFE S| OF BFL| T,
4-addresses Tf| & YAl2 2 7|51t 2R X| Q&L T
AN: 4-addresses T2 HAIS WDS(wireless distribution system, T4 &4
AM2dhetd 227\ LT O 0= LYot HEOoZ A8 = U= =
Al X|™ELCE E™ Wi-Fi Ot7|ElX{(infrastructure EE= mesh)S X[ -S|
OFALll:l.

(=]

he

Confiauration

UM A ZOE HTHAP)2 &t HEFE ARPNAT X 4-Addresses 2240| O
X|etL|Ct. 22I0|ME EEIX|= ARPNAT EE= 4-addresses @Aloz2 MHE %
AL},

A H

c. Cloning
ARPNAT £FM2 Zgel2 24 QAHLOo|AN EsFe Mf M TX[OAM MAC
T JEE &ATLLCH E22 EXE= layer 3 9 IP Z2EES AE%IR
ARPNAT O] IP F=AE M2|5t7| 20| MAC 2 CHA|Of| &F 20| & L|Ct
Jd2iLt €& &K= laver 3 (Profinet & H|, LAN H|C|2 ZIH| 2l S)0|A IP & AFESHK]
%O MAC A+ THIE SHIEA AgE = A= 17 ID LT

=X 7lss Sl Ms2 74 AHHO[AS &4 MAC F2E2 /4 THIS| MAC
FTAE A = AU SME Fos 92, 295 % oY weht 242 2=
T EMMO| A ELCH £ FtEQ Rl MAC &= FA|E L.
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2 2Fel7| Yiof MBS WP S A @M £4 Zag £= RYE
BHLITE ThkA FIBO| LA 5

pd
=2
e
my
pull
o
>t
N

A
A MAC TAE Ex

P 7t Q= EXE CHE P Xt =2Tsls 42 MEO| 2HE MAC FAE
EXSI=E NEO| 7Tl = IP 7| gl X7t A HWY ZAS MSSIE=E ofof
SFLICE PROFINET ZHH|O|AM O 2XE 2X|St2{H "PROFINET cloning"& AHESHOf

1=
'S
LICE O] B2 A M PROFINET Z2f ¥ £A0| MAC FA7L =X 0] AFEE LT
V.2.7 Fast roaming features
=7 O|S3t= X2 S2t0|PE MFO0| X0 US I HESRI HE= XI5
sl L& 7 Oj7f HE =-E = UGS LILL fast roaming 7|2 4-addresses &A1t

S2E|X| OO Z STP/RSTP 2F S 2| X| & L|LCt.

V.2.7.1 Mono-channel vs. multichannel roaming

SCI0[AUE A2 ot MEME AP & H7LE 0l x2S FME =+ AgL T 4Z4e
Yrol= JEHEO| AL

Mono-channel

BE AP 79 OIL|0jE 51 ZYSIEZ 2= S20|UELL AP O THo AFE 7t
CHY=0| SOl LICE 2Lt SE0[AUEE S AP 2| EXLt HEIS €1 UAH,
SfLt7b MdEdoh XEo| g &2 ZHO

ST AP O SAY 4 UBLICH T8 AP 5
UOH BE AP S CH2 X Z MBHHOF BLIC

—_

Multi- channel

ez 1s2 4 hte mee
S 4 Yooz MENSHR| oML

SE0|HE= MEiS ZF X{E 2 Ktefti= AZHSHOF ShL|Ct O] A% X HZAE AP 9
MHEES ML B2 AZE 9 "off-channel"2 TSoF SFLICH O] A|ZE SQHo=
stet = glgUCh O o2 HOolH&= &7 Hotof el W& L
=2tO|IE Q| H|O|H X2|Z0| E0{5L|C}

Configuration
Proactive roaming 7|2 &d%tct = ZS20[HENM HMot XE 55 ZF5H0}
LI C StLE of&kel x2S R :

Proactive roaming =0 ZE3tE|X] %2 8% =710A 3ELEl= Z&E XMZO
Adeaz dX|St= AP E HE ZtsdE2 Z[OHRE/ X[ HOlH FHE fHEs
=L L

V.2.7.2 Proactive roaming vs. reactive roaming
Reactive

S20|UETL O O] AP 2 SME = @12 M reactive roaming O 24 BL|CE &0 7}
5 BO| ddstH 20| E APO|A 1ZZ &0 M AP E AXM35}7|
A|ZtStL|Ct O] E 2 —T“S%* =0| g2 B2 reactive roaming 0| 7| & 2E
REOME Ol ©& S0 xf'E A7H(YF "foreground scan"O|2t 1 & B0
AL X| pen=z I:1|O|E1 HE0| AFEE = = Y =0 25 KX E[X|TH 29

s ——

(o  K=]
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T2H AL S2|DAMO| BY UIIK| J|CH2{0F ) Of A|ZH Setols HOIHE HaY

= Lo =2
= ASLICL 20| ETL AP O HZY 5= @IS W{OLCt reactive roaming 2
NESE= =

Proactive

Proactive roaming & 4% f"#0] HF o B2 F7 ddst = U7 Hof
S2L0|MIET} CH2 AP 2 ZMS|T MEHsID MBHeChe 242 o|o|sL|Ch ME e Of7f
HE MEHSHH E1I0IE1 1 2|20 =2 O|X[7] Fof| o AP OAM CHE AP 2 BEO|
O|FO0{X[H, A} AP 7} 2%t FM H[0| Y™ MHZE T2 MAT WalE LT} kA
ZAME|E OO0y 719| =g

Proactive roaming & =A3}sia{™ Z2t0|IEL o|0] WZE|0f Yo AxfMo=Z
HOIHE u&tst= =2t AP & ZAMo{oF gLt o] ZEMAE  "background
scan"O|2}11 St G|O|H X2|&Z Ctax L

Configuration

23 ZZ0| N2|EF QF A0 2F S0t 2R 24 Mz 2| AL
TMoloF gL,

o

q2iLp £ ME 44 £ES eYHel 0| ofHUL. oS 23 ¥e o)
S0l8 B4, &= S0 ek LT AP I} A kg Ol BAX
Sk A

=N E JCH 2 & = JASLICE ol [HAHE 7|7t S20|= HIOHE &L ==
gloo=z AP O1|/“‘| AP 2 & Xt HMSSHX| b= Q0| £ELLICL Ol HFEH7| {d,
SHAE Ho™ "required level boost"(default: 6dB)2tX dBt= O] 2 (hysteresis)O]
&HZF L}

OpX[ete =, A LS ZMSHEEtE M2 M2|7F O X %2 AP 2 CHA| A5t =
A2 OFL[X|TH oAX| HAE|0 Ue M=A7|7F et AP E &= Ax ASHK| FELCH
"required level boost" T’d D7 Bz XHAS A|ZSHZ| s LOrLt ZHME A
AP E JSt=X| X[t T},

of 2g0|= tteet npeti|E ol 2k7h Lof S LILY.

A
Radio signal

Roaming not needed

Leavk /" \ A Threshold Hysteresis

threshold — ~ .
(configurable) \ (+2dB, configurable

Scan results considered

Minimum
signal level
(configurable)

Level boost
configurable)

Next AP ignored

v

time
—— Current AP roaming roaming takes
—— Next AP requested place

A1 Threshold Hysteresis = H & 2.2.7 O] A0 A FASH 4= Q5L CH
O|™ EHO{0| M= "leave threshold"E "minimum level"O|2t11 FL|C}.
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V.2.7.3 What happens when the current AP fails

w4 LAN It 22| Wi-Fi OIE[0& =, I8 = Joi=0 Met=lX| s LT TEkA
A W =H ols, 7IF Hah AP THA AEH S2= Q5) wxf HZAE AP Ut
=20 EQ| "sight"O|A] ZHAZ| AftE 4= ASLICEH

= LIC

&)

L0 E= AP & AH8E == A=A =lot= W 7HA] &R0
o

e APE EE HZ0| 7|2 £AL|1 Q=X &olstn
e OOHE =45t JA=X],
o T&E HIOIEO] Tl =t

=] =254,
o TEE AZOf et Aot=

3 LSt
RFEIL el X[HEX| Ee™ HO[HI HEESED YE FE
HIHE, A= &= HIOJH ACK 7t 23ise glo™ HA0| BOo{FLICt o|™o X
CHE AP 7 O3] FHO| U™ SE0[HE= ST AP = Hetstd, X o™
Z20|YME = reactive roaming & A|Xt&LICE Long-lived &OHQ} short-lived ZOHE
MES| L&25H7| {6l o] Z2EMAE 70| el proactive roaming ECF O =24
HrEst L Ct

k=]
=
Ct A
T

2
=H =

Ral
o
I
[=]

>

g

—

In

Configuration

SC0|E FoA EY TEMAE E2|AHSt= FEHE H|Z2S =8 #48¢ =
X|H2 AP O F+HEl H|Z Fot==0f 2t ety 9|
lojHel= A7t i<
7| A4SHA| 7| HEZFLICE,

L =
ot, +&ftEl HE & 3 0[5t2 2F3HA

r[ot

AP F0M HIZ HH2 HEE =+ UASUCLL F0] X=+E Fois § 2
HAIE X2 22 A8 7t K2 ol =

o ~
M2 HYFS LH[RLC

V.2.7.4 Scanning
27 d2 SE0|YE AHO[H0] AP T StLteb AZASHY| o F=He| AP & = O

LIC}. O] SSID € Mag &= Ue
AP 7t SEIBILICE SHO| =AE= M2 TS X[do AP E MES= O AHEE LICH
A 705E X0l HXf AP 2| XiE0| Ot B2 SEtO|AE = "off-channel"2 7+FE|D{ Of
AlZt ¢ HO|HE ®™ESHAHL =4 = gl&LCh HOolH= HmAELCH AP Of
g 22|7] {8 S2H0|AEE 2= XHE=Z 7+7| ™o AP Off "power save
mode" EA|E F&E5I0 AP 7t O S0 Zf|@l2 HEHEE = JUXF L HFE B2
AM e 2 FES5HH KNE|Z0| =HE[AHL HIo|H7F &AdE LT HEHEE HO[E 7t
X7 B2 AlZHZ 5 85H7| foi & AM 7[2t AO|e] K| E Y &= USLCH

ujo

Configuration

T 7HA| &7 mpEtojE e AW KE SED AW ZF AL O ZagLh O] X[H2
A FI|7) OfL|2f, A7 F7|7F SO{ELICE W22 A O Al FHZ=(C Th2t0|H).
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. 22t0[AUET AP O HALO] UX| @2 BRX(SEI0[UE MAIE = £ i)
AP 7t LXEZ| ARREEl B2, mgket HIO[E 7t fle 8=z 7| A2t "R"0| 0 22 EFEE|O]

A7 7171 ofZh EarE L o

l Scan Request l : 1 Channel ] l Scan Request l
: 2" Channel l

3" Channel

Breathe time for

¢ ¢ ¢ ¢ ¢ data transfer
A4 \ 4
AlB R|B R |B R C A
P i i I
Scan Period
A: Initialization = a few ms B: Channel scan = 56ms
C: Padding = configurable by steps of 4 ms R: Breathe time = 200ms

(C = & AHHO|AUM F 71| HEE HM 7] AO|2f X| )

Reactive (forearound) 278 AtO|Z 0 M 'R X|HO| MAHEZ=2 S2H0|AETL AP O HZEO UX| @2 SH0=

X Alzto] Et=EL|CE

BB X2 HE 243 0|0 Y = JASLCL OH2 MM S HXSIM Q.
20d AMls €Ed oz Fxd AL S 0] Y=Y I =7t M2 F¥S
PO M "scan threshold"s FdE =+ UFLCH O mi2t0jH= =YO0| QS|
QUCtD FHSE M S AHBLICE "scan threshold"€& 0 22 MHSIH O]
7|50 Hl2-detE Lz =8)).

— HA
e B2, & A2 M AP oA it Mz A 7[e Bl E LTt = A7]|7t
AL 3 G5 A 7[zZho| dM Z2MAT SX|ELLCE sAE =M 7|7}

HAUEL RoW A T2 MAT CEA] AR E LT

TAME= MBNZ|Z2 Qs LA G FHOA WEA Hstst= fls 2tE YHX|SH7| ||
hysteresis (O|2)7} S EIL|Ct O] g2 "leave threshold"0| AR L= S|AH|Z|A|ALL
S st Ct.

Radio 1 Scanning disabled
signal
o . A Fysteresis
threshold A —
(configu- \‘/: e A (configurable)
rable) i :
! :
Scginning | i
enforced i ! Scanning /
! | enforced
: Leave J
: threshold : / .
: :
; . — .
' scanning scanning ! time
stons restarts roaming i
takes place
——— Current AP signal level

£ X: Scan threshold = H7 2.2.7 O| &0 A 3+ 7hs8HL|CH
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V.2.7.5 Advanced Roaming settings
712 29 HEH0| SE5HX @2 497 ASHECE o7|0= Xk QtH L Mz2|, Bo
Mz Zalg OlM =8 2 270 ArEk[= CHFF D[M =7F0| g LCt.

a. Directional AP handling
Wi-Fi 22l0|HEZ} EXHo| L0 Q0 X|gd QHHILIZE XS0 nEE|0 e
Z2AE HX), Az HHO| O AP 7t & XM QtHILES| CHE Z 0 {X|SHA|
CO2 £MN 2o X2 CHE AP 2 2SS0 £ Al7| YL L

Good signal area

U2 7t F2otHete X7t Ol 5ot7| 20| = S| AP 2t HZ0] F7[A & LICE

k==l
=2 M= A= BAE f SCH0|HEE g & = 0| HES

o A AP 7t
ol 4 Azt

Excessive signal detection threshold L{Zt0|EH = |#0| HE =2 W X} AP E
SHOZ [HLIE 2 AM™SILCH Maximum signal level It2t0|BH = CH2 ¢4 S22
=2 Mz HEES 7T AP 9 BN NAHE |SETLICL A= 4 A7 =0

IT —
S8E Lt
oY N0 o

Chg oietol&of & 7HA| Miefol &L Ct.
7:

HE DE ASE B UM HUS A0 YUBCH WH A

3) 2388HoF 2Lt

> O 14

M

M

f

o O|HTt LIZI0|HE &2 A Y AP E 22|l &= HFEH Ol Current AP
scan threshold 2t @ 2tx|X| &L CH

o =3t A ZL2 Threshold hysteresis OH7if H4=T= ArEEL|CE

o OZ = A HN A7H FO& &g AZE X AP 2t HZAO| BX|X| UA
St7| QUsHA] Z|CH 2| S = QISHA| &L,
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Configuration

Maximum signal
level

Excessive signal
detection threshold

Current AP leave
threshold

Minimum signal
level

AP eliminated from candidate list

AP
AZH I
Ze =

OpX|2t dZ 0| Minimum roaming interval O] Z1}5}7| Moo= 20| LMK
UASLICEH MS ZEZO0| Ho st 0] AP 7 ALl FYo|A O] Oj7f Has
orZtol Mz HEo =2 Qlot 2 2UZ dX|Sh= o =20| ELCh

EN27F ELHE HEBO| 22 AP & MEELC 22 AP = 2Y0| Q¥ E
UL AP L|CH

\J

No-return delay 7t ZItst7| Fo| 220| AT AP OfAs ZY0| LA
UL LITH Of DY W4 M op@AR Ol3) X AP 7t YAIHOR Of M7t E7)
LHEPLLEEE AP O] aXtR Ol 232 M8dte O £20| Euch

Smoothing factor (RSSI decay rate)
Cto ot2ti| B & O|HEE E2|AHSH7| e A YL|CE

—

e scan threshold

e leave threshold

e excessive signal detection threshold
YA Wit =S 2Idl, O] 2= met0|E= 2 AP 2| RSSI 2F H| W & LTt
X AP 2| RSSI = ©IXf AP 2RE =4l&l 7hE =2 2| H[20] Tl AlLtEl X[+
Ols oz Fo|g Lt matA 2ix 4l 2fHo| ofL|2t i} H| & LTt H|Z
Mz g2 PEXN QI HIE HEE M7 YE2 HEED sgot =4 HE2
A E B2 H|E Az 2f| AT AL ELCE

AAREL RSSI B 2| O|F H|ZO| B3| £|Z2 HIZE O M=2517| @[3l 0|5 Ex2
A= A+=E 238 = JUSLCE O] 2212 "RSSI smoothing factor"0|2t1 B L|C},

ALt M 7HE 22 2of B[ 20| HZE HEES LIEHLIC
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Smoothing factor = 1/16th THA|C| 0 1F 1 AtO|Q| ZrAL|CE O|E =9 3/16 442 O™
HIZ2| Mz M|7| 20| CtS1t 20| ArEE 2 2|O|ghL .

3

o 7IE Z|Z H|E, . = 18.75% of the signal value,
C B H| = 3 B _ 159
L4 T = H ||_, 16X16 15/),
o N HW H|Z, 2 xBx B =129,
16 16 16
o = TIH

Configuration

HetRA QHMO|AOAM 2012 OrX|ar H|Z0| HEE=E HEEE HA|ELCH
=SEHEOl Z2 100% (E= 16/16th) & AMEoCH= A2 7t %22 A=t H[ IO
MEEICHE A2 o0|gL|C}

c. Off-channel configuration

Off-channel Z22 QH/3F AlZAQ X|£H AlZtE HEZY = JUSLICH"scan
period" AtEI2| 'B' If2}0|E). O|E &3l CHEZ OH|O|Ef S E0| AP Off TSt QUX| Tt
CHE XHES A7 S0|7| 20| S2H0|AE0| MES 4= gl AP O HIH7I EFot
M2 sflZ2e = JUSLICE BT X[H2 (B M X|HOHR HE), (B2) 7|3
ANAEZ=2ETE X2 CHE A7t S| REFE EF), B3) ZEE 2F
HEALE 7tse 2 SE2), (B4) SsE 7| X[HS| A LIt

Lot A= AHXf XHEE SOH7HA| 4 xHE 7to M=t = QJUFLICH CHS
AZ0M= 5 71| XfES AZHSHOF SFL|Ct St AZH AR A 'B' SQF If2t0|EH
"Maximum time off-channel" L= & X AP H|E 7tZ0| 25 A E I{7tX| HO|H
MEE SO7HA| 911 X|H(B2)-(B3)-(B4)O| Ht=&L|CE O] &% Te X|¢(B1)9

URE Hopstn SANQ K2|YS Mool BR KelZS FHAITLIL

{Scan Request } 1" Channel (Scan Request)
2" Channel

3" Channel
4" Channel
/ / { 5" Channel l
B

+ + Breathe time for
NIAL:

data transfer
B

)bA* B’I\ ‘i 2
Y\

Scan Period

C A
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Configuration

2t = (B2)2 "Off channel adaptation delay"Z, (B4)= "Per channel probe response
delay"2 78& &= 20, "Maximum time off-channel" It2}0|E £ &}L}Q| 'B' A7H
AEA0 A Z xfE X|& A|ZtE Holgh £ USLCH o RE I20|H=
+4ms 2 74Ol L| L},

Default values

7|2 i2tolE A= 20| EAE AXEH A7 A|ZAG 2710 X2 =24l
AELICE 7|2 "maximum time off-channel"2 125ms O|X|2t, CHEE9| AP

100ms 2| H|Z F7|& 7tX|12 U7| WfZ0 O| mteti|H & OE”:.'JE'OE 100ms £ A}
ZAAELCH CHE & 7|2 nel0jHe 30ms 2 HAFEEX2 MY ZEE= 28ms

LY &l &l LT},

hu ofn rir <>

M 220 DFS 20| ZeH=l AL, "Maximum Time off-channel"0f| EA| =l X|¢L
DFS Q| B "M@¥ =28 JF X|AH"Q| X[AgfS D2{d{of SL|Ct.

For example. if we scan channel 36 (not DFS) and 52 (DFS):

"Maximum time off-channel"2 "Offchannel adaptation delay" +108 O|2F0|0{Of
rL|ct o] mEtO|HE H[9 FH H{ZO| 125 7} EA|Z[X|BF 125 + " Offchannel
adaptation delay"2 2 At5 =€ LT},

"Off channel adaptation delay" = 3028 2 Ll Z!), "Per channel probe response" =
3028 2 LH &), "Maximum time off-channel" = 150 2| AL, AA F7|= xHd 36(
56ms)0|Al & X E(200ms), A2 52(2F 138ms)=E =07t Eko "Delay between two
successive scan cycles"@ 2 LCHA| A|ZH&HLICEH #[Cf K| A|ZHQl 150ms & HCj
X|CHZIC 2 AFE X RO, £|CH MH|A ST A|ZE2 138ms & L|C}.

138 HCF =7 & W42 2735IH 2tRHQ| CPU AFBE Z[UX|2 B0 28 =+
USLICE OE =0 HEFHAE 2tRE, 223tE VPN &2 SA|0| s=Hst=
FYULICH HXZ O] oo M= ZICH 138 + 56 + (56-4) = 246ms A AZH F7|7¢
S YL}

)

27 KEE dAx0F AZMSIE{ M "Offchannel adaptation delay” = 3028 2 Lj &),
"Per channel probe response delay" = 3028 2 L&), "Maximum time off-channel"
= 200(%, 138 + 56 + 6ms OtEhS A = JASLICL A F7|= Ct3 0t ZSLCH
e 36(2F 56ms) CHS A1 XHE 52(2F 138ms) "Delay between two successive scan
cycles"S HA|SED CFA| A[RFSHL|CE,
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V.2.7.6 Authentication speed up
AZ UMM APt SEO[HEE= O =S wetslof gL
&0 et S7h L ot

=

Kl

e %

=2t

rir

WPA ZZEZ0|A PMK(Pairwise Master Key)= HIO|HE Lz 3tste O AFEE QA
7|18 M5t o A& L C

- WPA/WPA2-PSK: PMK = Pre-Shared Key O| A I8 & L|C},
- WPA/WPA2-EAP: PMK = Radius server Of 9|3} Hi = E!L|C}.

2ok 70| 02 Za Y 4

Security policy Number of frame

Open (without security) 4 frames
4 Authentication frames
4 frames
WEP
- 4 Authentication frames
8 frames
WPA/WPAZ-PSK = 4 Authentication frames
= 4 Key exchange frames
. . > 8 frames
WPA/WPA2-EAP (with radius 7 Authenticat
- uthentication frames
serve r) - Several radius authentication frames
4 key exchange frames

"4 Authentication frames”"2 802.11 T2 E =0 9|5} &= L|LC},
AA| 7|5 W&tst2™ "4 Key exchange frames”O| ZQHL|C}.

Wi-Fi 22}0|AHEE Radius AIHHE 9155I2{™ “several radius authentication frames”
O| ZotL|Ct =Y =& CIZaH| W2t CHS L L.

DTUSO70 rev K.13



Page 86 /336

a. Pre-authentication / PMK caching

0| 7|52 AM85IH PSK ZEXE WPA/WPA2-EAP X 2 AtEct 2150
8L = F0lsLCh

AP H|Z2 A AT /PMK Y 7|5& MEELILE 142 X e = 752
HEfSHY] ArEg = S L

&2 & 7tXl 71
o
—

ofg 122 AMA

F Aot 240| 2gste B8R AS22 AR

%
15 TZ2MA°| 3EHAE E0FLCT

Step 3

AP1 AP2

Backbone

Radius server

Step 1: Wi-Fi 22I0[QETI HZ22 AP1 1t %E'—Iq Of A0 Z2t0]

A eSS +AHLLICE Radius MHE PMK S AP1 2t Wi-Fi EEH3|°“E

D20 M&SHLCE AP1T 2 Wi-Fi 22}0|9EE= pMK £ =2Z
X &gt .

O| CHAZ} ELHH Wi-Fi 20| E7L APT1 Off HZEL|CE

Step 2: Wi-Fi SE2I0|HEE= A T2NAZE AP2 & ZMTL|CEH AP1 2| Hot T E
AESIY AP2 O] AFH 9152 M2|gtLICt O] HHAIOA Radius MH = PMK &

AP2 % Wi-Fi 2Ei0|EZ HM™BTILICE. &= CfF PMK & EZ
X &gt .

Of EHAIZF ELHEH Wi-Fi 22t0|AE &= AP1 Of A& HZE LT

Step 3: Wi-Fi S20|QIET} AP2 2 ZUTIL|CH AP2 o Wi-Fi 22I0|YE & Z&H

WAl PMK 7} SHEFEX| =tQlgtLCt.

PMK 7t SHI2™ AP2 = Wi-Fi 22t0|21E 2t WPA HEMO|IE AlZfetLCt.
PMK 7t SHI2X| %S M AP 7} Radius Q152 A|ZELICE
O ThAIZt ELIH Wi-Fi Set0|AETF AP2 Off HZEL[C
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b. Fast Transition Support (802.11r)

0] 7|58 AF8IH 2= WPA/WPA2 MAH0| CHst Q150| 4 =g Yoz
ZO0{SLLCHRE ZEQ ZO)).

802.11r M= YUA| 7|7} B2 (back bone)S E8 MZ CtE AP 7H0f| EAMEIL|CH
HEZ2 Sel0|E 20| ATt 802.11r & K| gL Ct.
Ofzf 22 802.11r Q= CHHE B FL|C}

Step 2

AP1

AP2

r Backbone

Radius server
Step 1: Wi-Fi 22I0|AE= AP1 2 TN 25S F=ATLICL APT 2 PM
7|12 MZEEL|CE O] My o5 ZZMAE= Wi-Fi S2t0|AETJ o8 T
e Bo|E S MABtLICH,

al
E P
=
=

2IA|
#l5H

N AN

Step 2: Wi-Fi 22I0|2E= AP2 £ 25t 2F 2HO|A O|F EHAOAM XMEE
CIOIEE AtE%LICE O] HO|HE S AP2 = O] Wi-Fi 22I0|AET} AP1T 2
HEHOZ QABTEASS & = USLICE AP2 = (back bone AHE) AP1 O|A] QA
712 AT XL AP1 0| AP2 Off 23t B & 7|E XNSotH Wi-Fi 22I0|HE=
AP2 Qo] 1 ZEMAE A=Y = UF IEr CHE A0= Wi-Fi 220|AET}
AP2 2 MK Q15E AlZgtL T

=

=
=

=
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V.2.7.7 Connect before break

M HEHE HRP 20|, EY ZEMAE F el FM FIEE ALESt= ARk Wi-Fi
SEIO|AETl CZ AP O CHA| Y = A7| Tof| &k 2x AP oM ZE2|He=
HAEE8 Belle A2 20U CH Ol Z2fO0|AET HERIINM TS| HZEO|
E7|= AlZHo] BrEAl EXetE 2[0|stH, of 7|zt st 2l &S SXISH7| sl

AdE HALUS2 12l £40] glas 2095 288 =+ SlgLUth

HERQH T Wzl &40 St £ fZE|AH0[He] f7F SF5H7| I8l Acksys =
"Connect Before Break"2t1l ol= §d 2 BEE JLJSLICL O] EEE ALEStH
izl 2HES 27|H22 £2 & A2H HO|H M2|Z2e &Ed =28 = ASLC
Connect Before Break 2| & & 2|= 'ghost’ WiFi 2EI0[YHE AFES 7|22 510
TH AN ZQEFS HX| (2E)Sts Zless FTHYLICL O 'ghost' WiFi
ZE0|HE = HO|H WetZ St= Al s Yot UMA ZOIE HZASHO LIS HAE
ML ZOER HERZ MFol= &M=z 20tHQ S2t0|fES] SEYLICL MEtM
AMEA| 2o SLet & 71 SE0|YETL JELICL StLt= AP 2 EZfEHS
MS3t= active client 0|1 CHE StLte= Zeti|= AMA ZQIEE HMSI0 2tF S
=M 5HE passive client & LICt

SiZf AP 9| Az o] 2 AA g Ot 2 HO{X|H, passive client 7t 2 7|&2
S50t ME2 AP & ZX[St= SA|, AXi AP E [{L} O] {22 AP O CHst HZ
TIZMNAE A|ZFSIL|CE O] A|ZF Z9F active client = SX| AP O HZAE= MEE
X5t Mol mjZla AL wakst = QUEL|LCE passive client 7t M 22 AP 2f9|
HAZS SHEAMS O, N HEXIO HELH QHSH = ARP W22 Sdjf, d2|n
S AP 2} active client 2| HIH7}I H|O{ QJU=X| 2Qlst 20Tt SXi AP 2F AHZO
=0 EY Lt

active client 2| HZ0| BOX|H & Z2t0|AUETJI A2 HHEL|CE passive client 7}
active client 7 k|31 1 Bt AL & OFEIEX| L CL
a

XE0| NAT 2tRHE FdE[X|] &
f (WDS)0| HL3otL|C} O|H2 HEO|

= ASS 20t

W

H

312 Connect Before Break O|l&= 4 addresses format

o
AEAY = Ues WML ZRIETE WaveOS Acksys M ZTH 2

EESH Connect Before Break 2 Y ZIC|2 FHEOAM s = UX|TH O] AL LI
Aot ALY = JS L CH

Connect before Break 7+¢1 A| O{Z2|AH 0¥ = E APNUS0016 Connect Before Break &
ARSI K.
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V.2.7.8 Connect Before Break with Predictive Linear Handover

i

Predictive Linear Handover (PLH)= Connect Before Break 29| E7 %t
REQALCHL PLH Y1252 ZHY FH|7 22 AP 20| HEE QI

— — =
O|35ts 870 HEfot=E 2 IS LICH Chai 22 20 Hetel

A H EL OT _l =]

o 0

joz
g

I‘I 0

AL

o ME F2Z 0|SOHs K (A, 7K, L HA i)
7

o BEO| ¥ ZHAL = HiX|E HM A ZOAE

S|
o OHE|LIO| HiY e ot uiste M (kM0 QAHLE XH2Fo| ot distoz
i
S QH|LIZE of E¥E 7t2|7]= "back lobes”
AP OHE||L}O| MXF A28 AHLE MAF HOX|= Aste

— oo
2ng|Eof ciet XpMITH L&

M 7HR| 712 A

1. M YOl AFE Hol&l HQ|[min, max]0l Y10 S7} = A S0 AR A

"SEYCHS FEE ARE)YLICH

2. O|O|E 23 (active AP)OI| AFRE|= AP = A HO|El QA Zt HQIE BiofLt
LHOll S 2 AP 7} Y= Z20) 3k APK|E L Ct.

3. Active AP 7} AFH Ho|&Zl .7_ AAZr OIPe 2 HOX|2 22 AP 7t gl
H|&F &FEQZL 2L CHE, &Fo|slioF &h.

WiFi 22I0|¢E(PLH & AWst=)E XK}
el 2 74X| Z27F }S LI

FRONT PLH

S
&

of 2= U= &0 2ot AP & AFols AYLH. AAS2 XFo| 25|
s

KILEZE2 €10} UBLICh O Rets| L3H0] PLH £ AP 7
A #Ho| 0[N 7t 5 SHLIHCE %2 AP = HEBLC}

r
El
M

U8
1o

4o ﬂJ|HJ
1=
Ot

Ir
Y
o
-
|
O
—
T
rr
nue

o 2F0| HiX|ot=X| HZF0| HiX|ot=X[0f
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Rear PLH (REAR)

SCt0|QEQ| 2HLIZE O|s2 gt #ers Zt2[7|1 AP 7t Ol ¥es 7t2[7|1

UCED 7pg gL et
A

V7
b7
ﬁ
b7

"Emergency" 2 Ef
22 HY JElE =U%5t= HAE SSRLCL

o &g UHL| 0|27t OFE GlaL Lt

o =Y QHHO|AT HAK|0 UX| AELICE.

o Y QM O|AS| MOl HlA A ZLELCE SEL T

o TR ZH MENO QUAELICH FRONT= 2 AP Off HO| =3 AL XutiEL Tt
REAR= 2 AP 7t C7ti JEL|CH (etdo =z O|z2{st 4% CHE FMe =R
MBHSHO{OfF StL|CH OHX| 42 AL, CHE 2iC|o| HZAO0| A=K A&L|Ct)

H| & AEf= SNMP OID statusRoamingUrgent & AH&30] & xg = JALSLICH
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V.2.8 WLAN Association Controller

WAC(WLAN Association Controller) 7| 52 UMA ZQIEQAM ZEE BHA HIE AE|0|E
S 20| E EA HOE SESt= WaveOS 2= QL L}

V.2.8.1 Load balancing

ELC HHEAS AFRSIH £ I O|A9l AP 2F WLAN LHO|AM Zts%t AP 70| STA £
SEEA AZASI= HHAl© 2 WiFi Stations BE= STA S HOE 5= Q&L

2t AWM A ZOIELE XX O| AP QIX| {E E TSI X|XO| AP QI AR Z2H QHO
SHEStD AZ Q™S oL T AP 7 XA AP 7} Ofd HAR ZZEH QH(
SESIX| U0 A4 9™HE HESHL L

WAC £ RSSI 2F &7 CUR(Channel Usage Rate) EA|7|E AESI %Mol AP £
MEHSHLICE AP 2| CUR & AP Y S{&L|&= Z|Cf STA =0 Cist 2t& STA 2| H|EZ2
LIEFHL|CE M2t ZH AP &= CUR 2F RSSI & 7|HtS 2 STA Of Chst ¢9ZA XM4E
ALtgtL|Ct AP = STA & 3 STA =2} RSSI & uatsti, 28 STA & &0}
St= AP £ 24t A7|0H0| A 2788 T

Z+Z2H 98 Al AP Q| WAC H|22 ZHEFHIAE "T2H ZX|" HA|IX|E HEFHIAE
OE0 £t APE ERLICH Z2EH ZX|AIZ0= AP 2] MAC 4, HZEl STAQ| ==
X STA Q| RSSI 7t ZetELCH Z2E ZX| =4l Al =4l AP = CtZ CHO|0] 2t Z 0|
£7d STAOf Cist X[ &l AP & RO|O|E-L|CE

OrX|gte 2, AHO|M2 7Y =2 2 AP O HZE L L

—

AFlL ArL
CUR =30% CUR =T0%
RSSI=-38 dBm prob annoncement RSSI=-38 dBm

-
3

V.2.8.2 Band steerina

Band steering & Edl Y 0| 753t STA = AP 9 & =&t O (YEt™ o 2
5GHz)2 2 O|s& &= /UGS LICt
Wi-Fi Z&X|Q| "Dual-band"?| XM=, O|XN ZEX= 24GHz E&= 5GHz Wi-Fi
HEIO 8 = JASLCH O2{Lt CHER| AH[X 22 H H B2 A X|HOo
cldgt [ S2t0|E X7 AZT LY S 2L CH S210|E X7t AZEEE
5|28H 24GHz WiFi HEY3 9 5GHz CHHEOIA Wi-Fi X7l 01 E7ESHA

=] AL A
= & AL
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HE AE|0E S 2 GolE 78 ME X7t 5GHz WikFi HEX A0 HZELICE 5GHz
A& ZXE sig Yo sz Mo zN & Lfge HEHHel HZF FFS
S e AYLCH

o e
O

ruon s < Enable Band Steering N s

= Rasbox series <
( - S e

(2
S

V.2.8.3 Roamina control
ZE gig{Al gl HIE AEOE

HE A Qo= ACKSYS AP = & AHO|ME RSSI £

DL EHZUSEE AASH & Q&L|ICH 29 Ko<= RSSI 7t 3|2 YUAZf O|ote 2 EHo &
AL AHOM HZAS S{HMste HeZ FMELICL M2t o YAZECH W
RSSI 2o A4 QXe HEE=LCH O2{L st REE AKX L= o 52AS

b
= 2f
= E|'O| |_:| (=g | T Hu_l ]QiH :u_l E:I 2 c'>|t —|—_|_-'::._‘| TE—|I- =’ I—l EI'-
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V.2.9 Hotspot 2.0
WaveOS & Passpoint 2 L21%l Hotspot 2.0 & X|TILICt O|H2 S& Wi-Fi StATHO
O g0 oHESHA HE8e = JUEE A E ME2 FMd &L

Hotspot 2.0 WEYIS =H= Wi-Fi HEHIAE fot AEH |l "roaming"&
MSots AYLLE H MAE ol O ZX7t AME 7tset S St200| XAise=
FHSHA HZELL o7|0s R 7

ﬁ

O oo X o%
o HERHA 3=4t= &/ A&t CHE S5 X

o S B2 & Wi-Fi M X[HO] E2f A1 QHHSHX

WiFi 22t0|AEE Acksys HM A ZIEQ| ID, ?IX| 8! HEI {0 it 2Ol
dEE Y + UAGULCH Eot S20UE= HE JEOM AHE Jhseh 1P T
(P4 E= IPve), XEE= 23 MEYH X 2T FEO| et SES AM=
ZOAERRE 25t AN A ZOE FE 2400 0 SEE &S £

>
C
il

V.2.9.1 Generic Advertisement Service (GAS) Queries
Ol(Organization Identifier)& Al{H|A 3ZXH7t IEEE &5 7|0 &5 =
N5 AMEXYLICEH Acksys HMA ZOIEE= MH|A SFAL| O € H|Z20| =5t
SEI0|AHEQ EHZ AL o= QJUESLICH S20|HETL AP 2| OI € QA=

MH[A SR 2AE Hot Xt ZSHEZ AFESHO O] AP 2F HZEE A|=8tL| Lt

=2tO|EZE AP 2| OI & Q145X Xt S20[HAETE AP 0 GAS(Generic
Advertisement Service) 282 M&sI0] AZ Hof| HE A0 CHet 7 HEE @8

+ gL

V.2.9.2 Access Network Query Protocol (ANQP) elements

ANQP & f2(E)= AP O 2E2I0[HE=E FE5I0 AP HERIA ! MH|A SFAE
Aldeh = Qe F7t HO|H YL|CE S20[AUETL GAS 282 & 0| YEE 2F5IH
ATHAPE B2 |EOf CiSH XIS LIELIES ANQP 7|5 222 GAS 7| Z3|of
HELCH 2E0|ET EF IEOf Ot RF¥2=2 SHSIH AP = 7dE ANQP IE
HEIt ZEE GAS 8 e METLICL

o M2 0|E: E0|A 0|E IE= E0|A2 2F & E0|A

o Domain Name: O| IE = AP 2| =09l O|2& X|HEL|LCt,

o HERZA 21F |9: HIEYA 0| ASRA(Additional Step Required for Access)7t U=
4% 0| Z2OU2 AT HEYINAM AESt= 215 RS ol Lo

o EU AMM|Y 22 2 ALAYO| [EOfl= HEYIALL MHIA SZAE A=
FEI 2ote|o e, Eot X4 ZFE ALE5I0 0 @45 TESt= AP E
ol5e = AELIC

o IPF2 7H84: 0| [E= S2I0|UE AP StATHI AZE = 0|2{st 220|HE|
stotah = Qe B S Ip =4 |0 O HEE MSEL|CH
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o NAI €9Y: AP 9| NAI Y =2 I 2 AP £ ARSI A4 4= Q= NAl(Network
Access Identifier) =091} NAI EOQI0] Q50| At2st=
AL T}

) &% %EHﬁ: Ol EE%% = = = o=l =
o SUR O|F: GAXE AL YK fS HEE HIY & U= AP HAs
S

V.2.9.3 Passpoint Profile Types
He €A PHE 4 Y=E M QlE{mo|2ek Hol
O (@]

2
THED, 2 S 7Y

T

Passpoint 18 Z2EH2 F 7HX| 22 Q9% & USLICH HS20 =201} ANQP
DTZ2OUQALICE HS20 =22 AT 20 7|52 FHSID ANQP Z=Z2Ma2
ANQP 802.11u 7|52 F+dgL| L}

M

FYoh 71d Z=Otof cHot Y2 Setup(BE) Ol MM (Passpoint Config Profiles).
oM &= = UASLCL Ol2iet Mz 8 Z2EE Ad5te O 20t E= MH|A
SeA7H MSslOoF =Lt

Profil Description ‘

HS20 Operator Friendly Name Ol Z2LE ARESH0 XM ELf= O| &2
golgtL Lt

HS20 Connection Capability Ol Z=mUS A8 AN Z2EF Bl XE

HS20 WAN Metrics 0
HEz=ZS X|dgtLct
A

HS20 Operating Class Ol Z=2EES AE35H0 AATO| &5 = A= MES
|
HS20 OSU Provider, Passpoint Icon Ol Z=2ntUZS AHESH0 OSU SEAE do|gtLCt.

H SEHOAM IEANQP O 2 X & H <X
X|Yste{H o] T2 ES Attt

ANQP Venue

0%k
w Mo o

ANQP Roaming Consortium ALAYOl IE O & HER AL} MH[A SSXHE

BEIF ZeE|0 len, Hot X4 SHE
=5 A
o= T

S oA

Q48 H&sHe APE @

30 = 1> I o &

/> oo uE 0=
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ANQP Network Authentication Type

ANQP IP Address Availability

ANQP Domain Name

ANQP 3GPP Cell Net

ANQP NAI Realm

ANQP Override Element

L E2/30f ASRA(Additional Step Required for
Access)?t U= 8% 0| ZE2EH2 AT HEYJI0M

Aot 91F REe FolgLict

M2 EIE HEATONM AFBE 4 Ut Ipv4 X
Pv6 T4 282 e Arﬁaucr.

7Ql’éi‘;.“—l Ef.

O Z2mMAUS ArEoI0] AEH 2 XHEP 2 HAE
=

ZE2ME@BGPP) 225 HEAHAY High 24 =7

JES 2L

AP O NAI =0 Ql ZE2IMAS AP & AHESHY °”A1I e
7= Y= NAI(Network Access Ident|f|er) ool
st AHSHH NAI =0 Qlo] 2150 AFROP“

A

0L 1>
I m5£

= 2ggct
Yol ¢2 7 F7H ANQP 24= WES H0|Z2E

16 T2 X|’gsto] o|gd + QAQLIEf ofg{gh g2

T8 O ol el ASHM XZE + A= ANQP
249 &S MYt
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V.3 Cellular interface option

V.3.1 Networking model
HYslEl 22 MR QIEHO|AE MY SIM O XIFE BIX0| (SR AZHLCH

— — O1—- oOod"
24Xt AE AHLOo|A0 1P FAE EoﬁHOF SFL|Ct [M2tA, MEZ QHIo|AE
£33 IP 2, VLANS, 20|00 2 Eg|X|of =&, &M AE MEl EM T2 EF 51 Z£2
23 AS MNE Ao E AE e = 5L Ch

AZ T MBS YK A LEYI0| UMAS CHS fH P YEYIR CA

—= T

SgELTH

b

m

olHl JHOI AN At M YU |p YEYILS QIELIQALICH QIE{L AL
ety oz XL HE|oh= NAT A OIEQOE Sl MEE22 ME2 2&
OIHHO|AE HF =EOM XY 25 + YSH L
= DA KRS AEE AEE W 2FX=s ©E 3 E= VPN S SOl @A ol
AE] A[20f CHet ANAE HY 2t EE = ASLICH

router

—_~Y

"

Data Center

AEY SHUE ALY W O3 F 7H] 2% 7Is= M2[ooF gLt

= QR 23 HEF HO[H ME Ztel S42 A BR A0 S7|(0H 72
el 82 HE=)E Sl JEIJ— + W HAON = AHS(ZEHC Ol S5

O|ROIHLICE A& “ts¢et 7ol SEE ¥2{¥ MFut HojH ME ZHo| =z}
VPN = 2783t A0 sg'—IEf(—S—oXPP B2o| ROAM 72 SEE HSdt=
B0 x).

= EZ ZXOf oot BHA HS: MEZS LAN O A= CHE EX|I7F MES QIHUW =

GlOJEl ME{O] TSt 2EZ ALZSh2{® SYRLO| F7F NAT O CiSsfof Shuct,
MF2 SYXIO| NAT 2 €7 220N A3 22 FK| FAES 2ot YH2
Ux| RELCL O SRS ohZstAY HBS ME(SS) AHWO|A0 NAT 2
M7 of FL|Ct.
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V.3.2 Configuration
X Al 20tz Zootr| fof AE2 AHO|A= 7|E2Xo=E HE@de (0] Jelz
HEE Al 2Hdotsof gL IR 22 22 2 Fd2 SIM E=0M M3 Lt

71 2|0l NAT == VPN & 2735l 0F 5t=X| ZF8H0F gLt

VPN O] Qio™ oYl = Wi-Fi 239 X7 AHU HMAZ = YT E S| 2[d|
NAT O] Zegt = QUEL|CH VPN 2 ALESt= 42 NATO| /U&=X| &= VPN ol 2EZ
it €14 2 RROM AHESHE T4 X|7F HAlof e Eepa Y Er.

=7 oty FAHS 28517 flof 282 QAHLOIAE HESRR SO HiXE =+

OII:II_|-I'|O§ 7=|0| A'II-IEll:I:] PSIp= E.I O|E.|_u_|0|i |-

SEET] 712 ZE7t D THE DNS MHiE
SUNT B MH2 OHEUC o2t BXe duHoz WHHOINE AgN
UEE HWE + YLk

V.4 Satellite positioning (GNSS) option

MED oHmolAet &M HM3BElE GNSS 74 aiE GPSER), ZEAHLURD)
GLONASS(2{A|O), #|O|F=(S=)2| Ul 7kX| 7|& ?Id A2EE AHs22 AHEELIL.
AXIE

W= o

GNSS 9HH|L
ChS Wl 7FX] & 2 N /X E EMY = JASL L
o & OIE{I|0|A "Device Information" I{|O| X|0f| EA|gHL|C}.
e Acksys SNMP MiB(service Status AM)0| A = SRLICH $[X| H|O[E= 2 2=0OFCt
AFso 2 MZE IMX|H positionValid EE= gnssAllPositions & OH—fS o= *HE
DX EL|CH GNSS &K= X oF HOt X[ E 255182 O 2 FLa0A 442
et st

IS2gMotE Y28 H F2 40| ERELICE GNSS 2fH|Lt= 2elo]
= ool =25 A OF SLICE ChAl AJRSHALE /XS 82 =2 2|2 4712 50|
1

3|
=
=
= 251

O
LIS = =+ e 8% TXIE =70t ol &f 30 =7t 28 Lt
HtEH O

H—

0

olo
21 =

. TAHBE ZO AAY 202 FI|Ho2 ASLICE

o ZMSIEl 4R LHEE "gpsd" MHO| HZTLICH AFBE ZZEZ0| CHBE XbASH
L& &= http://www.catb.org/qgpsd/qpsd json.html.
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AHE 20| BEAZ= 2XFE 0 ‘gnssAllPositions’ SNMP OID £ £ g2 EXfgo
A

O
|2 SLYUL e =M2 €2 728 239l ez FdE LT,

Valid flag | ®IX17F B2lX| %2 ZF 1, Ct& HIOIH7E R=E%
BF2

Dimension | | =/ZAIEH Y22l 42 2, 17 F8%t 4% 3,
XE L = =B8R 0EET

Date Opx| g =8 5%t
YYMMDD(E, &, ¥) E&= {FROX @2 E% H[J
olo
AA O

Time Opx| g =73 A[ZE A|Zt0] 7hsot 82
HHMMSS.ddd (hour, minute, second, dot,
milliseconds).
ANZtE AL S = 8l 2%
HMZ0 22Tl ssssssssss (1/1/1970 O|F Z|CH A|Zh.
shAb 1000000 ECF &

Latitude | XEZO|A +DD.dddddd degrees, 2® 6 Xtz
Opo|HA 7|2 Mk HEEFS 20|

Longitude | Greenwich Of|A] +DD.dddddd degrees, &% 6 Xt2|,
Oro| 4 A 7|3 &= Greenwich AZ€ 2|0

Altitude HHH.hhhhhh #[2| =0|= O/ Ete|2 EA[E 2HZ
o|0oj

Speed kkkvwwww =8 HR| £ (Km/h), 253 6 At

Direction | True north A DDD.dddddd degrees, 2&2+%& 6 X2,
DDD #%l= 0~359

¢ =52 B0 =751 2EE = JAELICH

ofl:

2:2:180131:095959.000:48.817204:2.007647:0.000000:0.000000
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V.5 High availability features

V.5.1 Router redundancy with VRRP

Wi-Fi Z3& A8%H0] Adu S4ots 25 AI2ECEIR, E”EY0l ) #2
HEXIMN S5 2teE82 S 018 82, = A BEx 425 230511 = =9
NS RS Ex H2E gt 5+ AU F RV YYH2R 4S55tes s
Hx d2= SR H2 HOIHE H&otAL 38 2E WHYS Fsts Hox

AMEE = AL

MZ0l 1P 22 REMAM AMBEl= 4% EX MFO0| #Y 2t*H LS st== 238

= AELICE O] 7|52 VRRP ZEEEZ AL850] X|FE AlZto] E2iEE 2t Ydte
ZA8eLICE LHM O 2 "master"((E= "primary") E2FREZI AMEEID OfAH

slave"(S££ "backup”, EE= “secondary”) 2t E b AFEE L|C}

X0l M= AO|ERIO| A7t StLEE B ELCt 7H8-go| w2t of AO[ERO] IP

OfAH EE= £20|E 2tRHE FA XL LH O52 &4 "virtual router'2hil
SHAHE et o}

Mr Y 44 o> =
B rE E o
N mlo

}'L

o

rr rr 0

n
A

72| AO|ESO] =4 A 2t B O siiEdt= F 74| 7t 2tRHE At o
% A°| DI-AE.IE 7(|I-|-<‘5|._T|_ B°| HHO-IOE XII—IO} EI.E E|'OE'|E B°| |:||.AE.|§
I Ao HiQio2 HdYEH NIHEY load-sharing 2 N3 = A& LICHL
X

)
all

0z 4o rot
m

OF

I

.|

S
E YOi(Eeto|UE 2E) A OpAFHe| HH Foj7t =gt & 24 =& 7t9|
A3 =0 dE0 HEHez FEE F JF 22K)0| ZX|EX Bz LIHX|
HEXIE S=E/0{0F LICE

HAlE o= WY 2t?EHE Bt5a 20| BEL
|
o IP AOESRIO[S] MAC =27t HELIASE ™4 CIHO|A0| EELICH

OrAE O A 7|2 240] P& A2B 7| =440 CHAl AJAE0f B 22 EHOIN 2RSS
CEAl 718 & LI L.

roioll= ol Ul Aols #IX|, O|EU HE 2] HMOtxR, 74 FtE FOf, HH HMx

AN

Hl oN npx
m e >

L

\J

I
e

25 olojZE Lt

HYRHE X7 I8l M| 7H<I MH|AZF S=SELCE VRRP = @B E ZX|8tD A
XNEE HatetL|Ch 94 =X 2 3 2t HQ W 22 H Zto] TCp 9ZE 57|z .
O|HIE Z2|Xt= LEE B HLIEL
V.5.1.1 VRRP
VRRP AlH|AE= SIEQI0 Fof ZX| I HE M=t=a N2|gLC 2¢47te] HAEAS =
RFC3768 © T EIL|Ct VRRP Z2EZE L ZHEHSHL|CE VRRP OFAE{&= VRRP Hi S
ANt F7|HQ YE =S HE[FHIAETLCH #MAH2 &8 M2 FX|SHH
ARP £ AtE3I0] HEZO AOIEO| IP FAo M HXE %*au:r. S e =

MEE "master"2A F7|H 22 "advertisement" Z2| S 2 HL|CH

ORAEZF S5 28 24 gs Sof HMgl fdstn 24 btAE7F 22 E s
CEAl 714 & LI L.

o
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tefAl OpAE 2R EOIAM VRRP AH|AE= SEEY FOHE HAISt =020 ME
OpAE O] B 2L RLCH

HH2 OrAEHO| EXE BAIZ 5+ UAX|T Opx
BELt HESH3 StEof7t 2T XS0t

T s sug &= AXNT WS = g3 A2HO
2P EE 7HE & A7 WZO(OFAEOA 7] 2240

US| ez o] ZdetE) e S2LICE Ofof gt siZX2
S LICE

204t HO| 22K AMO|9| 7|ZH2 Cigir Z2 o2 7|

o Time to detect the failure (O|C{Hl &3 C2°2
29 0f7f #H==0f W2} CHE)

Advertisement interval. 2 -2 CIAEZt7| HOf| %[CH 4 H{2| 2+ 7|CHEILICE
HHOIO| A 1 ZS CIA| Z2ESH= A|ZHE ms) QI L|C}.

29Xt TAETL AOIEQO| IP A0 HZE M| MAC F2AE &
"gratuitous ARP" ZH S HEQI EEEIHAETH A|ZHL|LCE,

o EziE 23} HEXI Eejmo] Mol HOZLH HE7t SN =gE £

o1& L|C}.

AN H

rE
b
=2
=]
m
un
m
!
I
[=]

O

o
40
7
N
b
=
us

Jal
=
0
o
40

1
£Q
|.|-|
i

VRRP Instances

VRRP QIAEAE= SiLEOl 2fR2EOIM ofLte] AHOIERO] IP F=AF EE[StE
S M YLICE otLte] MESIo] BRI E|0] ASLIL.

0| o|0f (f=™ VRRP QIAHAE= Ot 22 &M 2 JHEL|CH
e ID OrAE Sl HiH0 38 7t Fa AYH S QL|CH
Pt AZE ID= AEYUNA DF8H0F SL|CHVRRP &
ALESHE D133 A O|EQO|7} o] 742l B 2).
e Virtual IP address QIAEHANM Zt2|Stes FTAYLICH ClHO|A0 &
CHE2 |p FACEE == DHCP M3)2t E2fofF ghLCt,
A

~~
T
e Netmask 7t P F

of CHet 28 HE LT}
e Network interface b 1P A1 HIQIE =l 2| H (O Ul.) £

QIABIATL £31 TEOE 4 29/He] Ay, Of

—

=7| JEfet 22 R 7HX| £80] 58 L

m
no
o
N
A
o
>
m
0%
il
3o

HESZ QHHOA= O P 20| HRATE & UGLC L™= SiLt=
FH0|H 2| SYERHE Fdotd BLEP0= HN2E AMEE|H CHE ofbh=

SAENM mAS CHE MEUC=Z Z2Edts O AEE= 7hd AOIESO]
T2 YLCE
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VRRP Groups
IP 2IR2HE Oz MEU(ANS)S &5 AZATL|CH o
SAEJL EfRE ABS FASIEE Stg{EH oF AMEHIC
H {0 SLICt O] & ?I8 VRRP MH|AE MZOEX QI M
AZ0M StLte] MEUIo] HujstH Z& MEUO| dulist AXH
= MEUOM SElS XL L

§ DE MEuo Uz
OIS 2 MEYoE
=] S ma| st o},
xtE st 12 E

A F5H7] flofl €7 QAL £42 A5 0 Zel gL

e Name ACIESIO] Mg ZXAE2 YU ArEEHs ¥
15 O|Fm CHE = AUFUEL gLt A8A LFE

O|HX|EZ CtE O|F& AHEOHA| Gi= A0| FE LI

e Initial state MH|A AR Al BE QIAEAO| MENE Sofl 27| AE|
¥t £ 71 wWalElL|C LEtX o2 OFAE = X330
OfAEO|D EHAHE2 XMHZ0| EHAOIX|TH Hp Al
Ot L|Ct,

e Advertisement period O] VRRP Of7f HWaz= 1&F2| VRRP QIAEHAQ
JNIECE=

e VRRP instances list g0 YEQl QIAHALICE

e Connection tracking  EZtSE7F NAT/PAT ¢ L Hi0| =ZdstE O
VRRP 7} AZ S &7|2t8l0F gfL|CE HE =X MHAE

AESHEE A5t D S 2 F-5{OF ghLCt.

a5 £92 7| JEIE M elot OpAEQt #AM 5 fooF LTt

i

RFC changes
RFC3768 Ol = Ct21t 22 Ml 7HX| & E 7| 80| F7tE| A &L T

e EIO|HE= seconds 7t OFH centiseconds EtYZ2, 0 7|5 VRRP
V3(RFC5798)01| Al 7t =2 A YL|LC}.

o MEZ "fault" MEIE Sdf E2XQ SI=Q0 FHE FHY = /JUSL|CH
ZI™ot VRRP Z2EZE 2 24Xt 2t EH S =0 H2[ghL Cf.

o OIAE Z2IR2EQF B 2IREHO| MAC FA7F MZ2 CHELLCH &, 7F4 MAC
Foe XNRAEZX AELICH M2tM 7t 2R EHE Arﬂor“ 7‘Utl HEE
OtL|IG 2t IP HEYA MX|o| CHEEQI ARP ZEEZS XN2|8H0F BhL|LC}.
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V.5.1.2 Connection tracking

"connection tracking" AlH|A = 23|28 "connection tracking and replication”
MH[AQLICEH 2H2E7F NAT/PAT 2E L [, ¢4 =X AMH|A = ORAEQ £2{0|E
o] AZA HEHE F7|ot2tLC 92 HE &= 7tsot of a2 O AEHOM £2|0|E2
MSEUCHAR?| =M= =4 Ze|Z0|X[8 AN =X|= ME S HEKZ ZE0 w2}
CLSLICH. &0 2o g2l ¢Z0| M 2tRHE MSEX| XS 7ts40| ezt
USLICE AHEXIS| 88 2 AT EQ|0{7} O|F &EH|ot HZ S CHA| A| =8| Of
ShL|C}

= g

HE HERZA B3 E AFESIH A4 OO €5 MEUA AHE 7tset EX
O|HYHE &Y = Y& LICH

TCP G242 HHSAHLt SN2 UHOLCH EE= UDP S £0| ™3t [OrCE AMH| AT}

M BHEILICH AFE XS] O Z2|AH| 0|4 0f 2t o|2{st O|MI ET} B0l 2t o~ Q& L|CH
Olz{ot ot o) A&3t=0f UDP REEIFHAE TIfZle 2 ¢4 EE2 EXst= # Y
AMAHOZ MEELICHL O3 B2 HZ0| A2 [ HEKIAS LHERRE

B X|SHR| B 2|0 2k7to] K|S EefgtL|Ch.

V.5.1.3 Failures reporting

2tRE7t MEfE BHYGSIH R OHIET M0, Lt "alarms/events” AMH[AZ
CHofsh QIS MBS O[HES MFT 4 USLCL XFE YAHA £ 1E0)
XE8e dEf2 SO7tAL L2 I X ES AESLICt O|HIE 8l ZAS
L= DS 7138l oF L Ct.

ne

[t
— N
e
1

el
[0
OF

V.5.1.4 Force routing via the BACKUP

O|E S0] OtAHE S A| MFH8l0f 5t Z9NE 2
Mot 40| R8T = USLICE O|F S8 AE2 M =% =F0A [de =
AU 7[2H2 2 MASTER &2 24 =%l 230 22 17¥E[1 BACKUP &2
M 2= 20022 IHEL|ICEH SNMP HES A H AA|HOE MASTER 2| &M
=92 0 22 EF0f ZH=E HWHZ e = USLICE O|ZEA Stz Alter VRRP
action (X MM Alarms/events)2 ALE5I0 O|HIE EZ|7H SNMP Trigger &
ZZO2YsHoF SN, 9lZA MASTER &2 Oo|E21 24 =9 o XHax
QIEMO: 7| 2etS RXITH B -230)2 X[F{OF BL|CE.

OID adminEventEnable & SNMP 2 H&SIH E2|H 0|2 el== X509 Fol=
RIEMZ MASTER &2 24 &=%l0 B8 o= AUZLICHO: 230-230=0). 12{H FA|
BACKUP S 29| M3l0| EZ|HLEZ 2M 29|7} O s&LCt.

d2{H OID adminEventDisable & EL|H ZAMO| FAL|D ZANHEOZ MASTER

20| QM 222 25t &~ 9loo 2 MASTER 7t CHA| O|O{ 25 LT},

#0{0

1o
H
1A
|0
ll
<
>
(V2]
_|
m
p)
=2
R

00
Ot

Op>

M
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V.5.1.5 Miscellaneous questions

a. Access points configuration
MMA EZQAEE= SE0[AETL O IP FTAE AIBSIL A2 HEY = UAEE
o| =TEA| ARP € H||EtL|C}.
b. Throughput
ZE 3]0 AME HO|ALH = B E HO|E 7} StLIS| 2t E O ofs A2t
2R E L= AL 7t dS D24ofofF SHL|Ct 2t ol2{st - doA= X232
5|2 MI|ZFo| MHto 2 X|$tst= 0| E&L|LCT
A2t Z0HE Z0|H A|ARIO| O | HHESHX[TE CPU 2F WE A0 F7F £517t
Ze2|7| {20 F83% X2|&0| E0{sL|LCt
c. Wi-Fi bandwidth occupation

VRRP & A4 F=H2 MULTICAST =& 0f| o|=&L|Ct 57| CHYZE0f O/X|=
Aok= neo|{of gL .

1. 2E VRRP Z2{|¥ 2 37|E Sl 3 2| MSEL|CE Master(Wi-Fi 22f0|HE) —
AP Hi&to 2 £ B MEEIL|CEH UNICAST 0Al AP 2 3t HH M& 5|0 AP O] CHE
ZMAE Seto|AEN (MHIE SE2) A{HSE L|C

L-_O H+Hd
2. AP — Backup (Wi-Fi 22I0|YHE) Hdo 2 G2 HE MESEE o
HZEI|AE ElL|C}
3. APO| HE|FHAE/HEEIIAE T U2 AR 7t53H 7R e HMxX
20 (2.4GHz CHE O A 1Mbps = 5GHz CHY O A 6Mbps)2 M&ElL|CH 7HE
ol A
A H

22 HE M&EE2 H Y3610 BEFHIAE S8 =Y + LI CHE A
X))
4. M Mz HQF 20| 4 =X 5 SX|0f= 2AO|Lt0|E AESHA| %= 40|

O

SLUICH Y Z2 02 T3He & CH2 0| QLI
o

=]
VRRP 7|210] B242 [{%Z0| O 20| HRY4E R8¢ H0/E D0 AR
% 9l ofei=o| ZolgLth

d. Influence of Wi-Fi handover (roaming) on VRRP takeover delay

"SE0|E" Wi-Fi 7|50AM 2Y ZETJL SHMIIE|H F IIX| B3RO B2 H
S THo| AStLICE O]2{gt B TF A[ZH2 VRRP "Advertisement periods"2 742
HFE Al O2{E[0{OF StH, m2tAM 1FO0| ol =23 XAz Qlsf X ¢

LS
HO| 2 7} & 45X G5 L L.

a
o
if}
1=
—

1. OHE Mg 2oz Qo SH

“advanced roaming” ®2| Maximum time off-channel, Offchannel adaptation
delay, Per channel probe response delay O|2t= Al 7}X| I}2t0|E{E AF235}0]
U X oM T = JUSLICEH BE AP 2 7|2 m2t0|lHe| AL, SH2
65ms & Z=1toHA| 5L T

2. SHAPO|M CH2 AP Q| HEQH Z QISH St
0| 32 =T 7|7t2 EQF Of7f 9| ZF, AP 85 U AP A5t 22 B2

2 0I0f et FatE L Chet 2210 WmEl 7[ZH2 14ms(22t 815, fast

- HAO,

DTUSO70 rev K.13



Page 104 / 336

AP)OI Al 300ms(WPA, RADIUS dialog, 915 A O, slow AP S)7X| CHEst 4
ol L|C}.

A H
HERH ZZ ML= VRRP AH|A0| oSt wi-Fi 32 &4 AXE AL
CHE AP E HE 20| A8 = U= B2, CHE AP Of Cist HAZAO| = A
O|0{ZICt= 7+ oo HA &4 AX|7} HlggdotE LTt w2 X HZ0| MIjfstH
EtO|T{7t Bt=2 E| 0 VRRP 7t HAS ME|ot= & 2 LICH ¢IX AP 2 &4 3t VRRP
YA ZAF AL0|o| Z[C A|ZtS LtEIL = EfO|M= Cha1k 20| A ttE L T

A 37| 71200] 2 ZELH 2 %

Timer = (scan interval parameter) + 2s.

7

. 2XE0ES FS:

rlo

Timer = 2 x (scan interval parameter)

e. Influence of the priority field on VRRP takeover delay

VRRP &£ & 0|40 #ei8 H2|stE S MA S LICE "priority’ BEE HIYHO=
e WY 7t @M =912 ZYELICL OIAHC| @R HX|SHs Ef0|oji O
M =2 EEOof wet HEtHLCH M =27t =25 H0|AH(2l4)7t O
S L[CF J2{Lf @M =% &0 ¢HEd O|fE VRRP QAEAO| ZF ZX| 0
SHEHEl g ZHE, OFAEQ B 7hojl= 2 2H4 2 AFESH= AO0| 5L
OrAE 9| "advertisement” T2 @ CH 7| A|ZH2 ChZ 0t 20| AAHEILICH

Timeout (in ms) = ((256 — priority) / 256) x 1000 + 3 x AdvertisementPeriod

& =0, ME2 £7| Y&0| “backup”0|11, Advertisement period = 100
ms O| ™ default timeout 2 CtS1} Z& L Lt
(256 — 200)/256 x 1000 + 3 x 100 = 519 ms (+4 ms)

f. Takeover caused by a Ethernet link loss

MEElE 2ZESR0 A StER0 74 a9 Hotez Qs o|Hul &3 £4S
HAlot= O 2t 2 =7 23 & ASLICL 299 0] 4% Q= X[ T

O|FO0{& == gla L

g. Packets are not routed from wireless to wired interfaces! What is wrong?
Advanced settings/bridging mode setting & ARPNAT 2EZ JFX|Z|RAESL|CE MM
V26220 23 2 E2|X[E|X] 2 F4 AHLO[ATH =4I HO|HE
et Ee = ASLCL B AHI0|AE /X|St= "network”= non-bridging 2 2
MH | AL S2t0|9ME E2|& B EJ} 4-addresses 0] OfF $HL|LC},

h. SNMP
VRRP -’40 CHsli SNMP OIDs 7t OF%&| ™Oo|x|X| §AUSLIC L2t SNMP &
AESIO VRRP £ 8T = Y& LICH

J2{Lt SNMP ER2 Fo|x0f Yol 71 W HEY 5 UASLIC

V.5.1.6 Link layer redundancy with RSTP
WaveOS = STP X RSTP ZEEEZ S X JLCL 3 AT ZEEZSE EZ|X|
THA0M Me|= UL &E V.7.83 Spanning Tree Protocols (STP. RSTP)
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V.6 SNMP agent and ACKSYS MIB

SNMP ZZ2EE2 2| AH0|MIF SNMP O|0|ME Zt9]
OIO|ME= Zf Z2|El= A|AEIOA AMIMZT SNMP
HagtL|Ct,
SNMP £ Sdlf C}3
o K| AEf =2l
o MEo 4™ HY

o O[HIE Ztz

mjn o
>
=
o
mjo
o4
1o
o
-
_ITI_
wn
pd
<
v}

o
Il
1%

V.6.1 SNMP security

V.6.1.1 SNMP V1 and V2c
SNMP V1 I} V2c O A, 292 Community String O OjZEl P 7|k HAA K| Ofof
[HEL|Ct S2t0|HEQS| 2IF2 community string S A0 M, IAQE
Aol At MIAER MESEL|CH

SNMP V1/V2c HSL|E|l= SNMP AGENT }2] HFOIM 8T 4= JASL|Ct Fr .
SNMP Agent

V.6.1.2 SNMP V3

SNMP v3 Z2ZEZE SNMP vl % SNMP v2¢c EC} O Huost H0F m#HL
MSELICE SNMP v3 & O|0|MEQ} oY e[x Ztof| MES=E 2™¥Z 25
Lotstn AMEXL 7|8 AMA KHOE MESH= USMALEXL 7|8 HOoF &
Tt Lt

SNMP V3 = HOts 215/ =et 8l dot 2019 & BEZ2 2 LigL L},

[l
mo %2 mjo

[
N—r

a. The User based Security Model (USM):

usmM 2 25 & 72 BB Ezx=3) 7IsES MSoHH HAX] $+ZO0|A
eI

= 2|5t 0|2 (Security Name), 915 S & (NONE,
MD5 = SHA) & 709l ME T2 E 2 (NONE, DES = AES)O| &L LCt.

WAVEOQS = AES128 2 AES ¥ =32 X| gL},
USM Of CHSH XpAM|SH LHE 2 "RFC 3415"E & XSIM Q.

SNMP V3 AF2Xt= SNMP AGENT 19| M50 -8 5= &L|Ct
3. SNMP Agent
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b. The View based Access Control Model (VACM):

VACM 2 AEAE £ 715 +8st7| {1l MiB ZHM 0| Mg = UK
ol & ééoh_ PDU =0 M At gtLICt

VACM O M Zt2[Xt= CtEE e &= ASLICH
> ZH AF2X} (EE= SNMPv1/v2c communities)d| 2 OH2 &l SHet
<+ V1 HARLUE| 7[E 2¢F B &
% V2c ZFLUE| 7|g 2o 2 &
% USM
2|1 “Security Model, Security Name”2| Zt ¥0f 1& 0|22 Y LICH

> MIB 3¢l EZ|E ZAL Helg = s MIB N s =Zgdts
"Views'S 2| LILCY.
> 2t A0 oot AN EM 28 XEE 2710 thieh §171/247] 2ot

% ZF “Group Name, Context Name, Security Model, Security Level’=

XEE 2200 Cheh 47|/27] dots &Ee = ASLICH
% Security Level:
e No authentication.
e Authentication and no privacy (data encryption).
e Authentication and privacy (data encryption).
A HotR ™ V1 and V2¢ & security level 2 “No authentication”2 2 gL|C}.
© WAVEOS OM Af83t= HEIAE O|ES WA U EXIUQ I HEAE
O|E LICH (SNMP TEIAEO| Tt AbM|et LH&2 RFC 5343 & X).
VACM Of Lot XpASH LE 2 “RFC 3415"8 HZE0HM &.
SNMP AGENT o2 O 70|l A AFEALS| KM & Fots 19T + UAS L.

Ex: SNMP Agent
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SNMP OO|HEQ| Lot ™2 WAVOS Off 2= SNMP £t FAl0f 2 SNMP V1, V2¢
EEL V3 =2 Al'-9-°|' A OIA|_||:|-‘

SNMP V1 % v2C 9 4%

OIEH0|AE S3) HRLIEIZ Bl

Recommended tools
o Net-SNMP %!

o lIreasoning™ MIB browser &

(JAVA 2R)

V.6.3 Using the Acksys MIB
Obtaining the MIB

Acksys MIB & www.acksys.com 2|
UZSLICE ACKSYS MIB It XhA|

7| X|of =gtk of

"public" HRLIE|l=

2 5 ASLIL

J|2Hoz giyl/mrlz RYED

t10 ALO|E: hz‘z‘p//wwwnez‘ snmp.org/

t1 AFO|E: http,//ireasoning.com/mibbrowser.shtm/

Ch22E MM0M HEEl= B0 ZHolE
=AM RAFLIE OID

S2YME ol HAE Mt HEY| £= MIB EEIRME AHESHA K.

Relevant OIDs

Acksys MIB = LCIYot HX|E X[ALICH 2t 2= OID & WaveOS 2f &0
HELL 2= oD d3¥0= o] oD 2 #FE HAAE AMEst= HAON EfAE

ZotE| | /UAESL|CEH "WaveOS L

H 70| Ef10f| LBHEl LTt
Otzfo M= 2= OIDs =
o .1.3.6.1.4.1.28097

Acksys MIB root 2 10|

HAlo] HH 280.1"0F Z0] TR HAYO R =

OI¢|_| |:|-.

AN H

o iso.org.dod.internet.private.enterprises.acksys

CI2 OID &= WaveOS 0
MIB £ E*}-OHﬂR.

acksysProductID

acksysProductSerialNumber
network-product.administration

c-key-management

networkStatus
networkConfiguration
serviceStatus
servicesConfiguration

SgetL|ch 2t &20] g +X| OID 3

T od

L rHHel 23

=)
—

admlnReset adminSave, adminApply, adminResetFactory
C-KEY OIM d& XA MT/=5tL FFH2 =2 C-KEY 2| SE
LED € off A|7|04, C-KEY 2| @FE FAISt= 7|5, Acksys MZO0f CHoH
oot HIAE %EE'EI El XS.
Sl AT HIER/R SE, &= V64
ol30] THE MBSl YEAD Tl
A S MH[ L E

o120 & MFQ MH[A Fd, X V66

X V65
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Changing the configuration
networkConfiguration EE£ servicesConfiguration 2| &50| HZAZIH HA LfE0| I3
H22|of HEZX| LELICE adminSave OID & 92H HF FONMELIX] A2) HY
AO| A=K & = JASLICH saveNotRequired = MEE[X| A2 HZH A0 PSS
o|0|gtL|C}. saveReauired = E2&F T HZA AP0 S22 o|0|ELICt adminSave Of
"1'2 HOol I+ M2 HEE = ASLICH
FH X o 20 2Aio] ofF™ /40| AXEl XSO0
e LCH d2{Lt HYo HE = HEEX] %2 HE|=

adminResetFactory & '"1'2 AH
MEEZEE S& 4802 4
X[ &Lt
Applying the configuration
S| ME= BHA LS XM adminApply £ 'enable'MES MEESIHK|
A2 H-™SIHLE adminReset 2 "1'(ME2 MEEehE A3 = JYSLICH Fa:
ME HERZY ot AIARIO| SXIZACHE CHAl ARE|QZ7] ME0 WERR +4 #HE
Atet2 ME5IH OO|HENA SEHS BX| 2¢ = UESLICE SNMP S2t0|AHE A
FH™E M HERZAY dZ2Y = U= ZEF OO|HENM SEHZS &2 = Sl&L Lt
O| A2 FE 7tFE|X| F&L|Ct

4 OF

V.6.4 Understanding network status tables
HEZ2 oXf HESR 4Ei= otefofl R0 }A=LICE
e statuslfWlanTable: & ¢l F4 QIE{L{|0|A AE{Of: BSSID, A{d, EQt HE, AZA
HEf, =2 =F 5)F LSS
statusifWianChanne/ OID & 4 QIHHO|A0A AR L= WX 22 EAISLICH
g n-1m2 kY ME ZENAYE ZY SUS LEFS LT status/WianFrequency
OID 9| FI}4=2t 0(MHz)2 S LgtL|Ct,

J|2MO 2 status/fWlanPreSharedKey OID 7t SNMP V3 2o EZE = ZF<2
admin acksys group 2t ZIMtE = = JAELICL. &2 SNMP AGENT 5t H+F0| A O]
T2 =8 = ASLICHL B=E: SNMP Agent

e statusPhvWifiTable: 2C|2 ZtE 2{|0|=, &dal/H|2dat ME, S2AH ZE 1t
&2 20| FtEO| tiX| & EfE HA[SLIC

e statusPhyWifiScanTable: Acksys MIB = statusPhyWifiScanTableStart OID O '1'2
2 EH51 0] £ AM  MHIAE  KNSLUCE AMZ AEDE =2
statusPhyWifiScanUpdateTb/ OID & 20| AX| ZMO| ARE|YE=X| olgt =+
UELICE inproaress & OFEl ZHMO| ft=X|X| AUZS 205D, available 2
AMO| FXIZJSS 20|stA, statusPhyWifiScanTable OlM ZIE Zolgh =
USLICE
StatusPhyWifiScanTable 2 M4 ZQIE, HA| ZQIE L& OfEZ AHO[MED 22

= 4 Mo AR 7tset ZE R4 EXE 2YTLICL 0] EO|AM= SSID

BSSID, A= #=F, FOIx(MHz), EQt St &2 78% BEE &= = AsUC
StatusPhyWifiScanSignal OID = Z2H Gl H|2 = AoM 71 A5 e dBm
CIR[E HAISIH, O] Az Y2 AR 7tse 2N S22 MESE L dutdo=z

Ol2fot =i lofl CHo A= M= =F2 HOolH = el 4
e statusSpanningTreeTable: X|&E0| STP/RSTP 7t EHM3t=l
STP/RSTP EE2|X|2| HXH HEfE HA|SL|CE
e statusSpanningTreePortTable:
O] #0fl= &Elf SpanningTreeTable 1} AIi'd E2| ZEO| Ot =7t HE I} ZoHE(Of
ol |C}.

AN H

2o} gL

X7t s ER

for
4
A

|T
ru
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V.6.5 Managing network configuration tables

HEXI 4 2A2l= 0SI 22| 3 HF 2l IP AlS(tecp/ip), HIOIE 3 A F(netif) & 22|
A S (netohy)S LIEtW= 370K 222 FEEL L ZF ABHAM 2H oD E #2
Q& L|C}

AN H

A
T

0 7ls2 &E Oj7f 5 71T AP 2t STAEEIO|YE)Q| ZTH0|EZ "repeater”

Hol=2 i&LICh

2t HO|2 & otLtof S M sta{H BtE QI A0 ol MQIBEl 'rowStatus' E&

'createAndGo'2 A S|OF BHL = N7HstHE Mg A9l rowStatus' &=

'destroy'ot= = H7dOF 2 L|LCt.

CAVEATS:

e SNMP 3 & QIEIO|ALQL SAIO FH2 = =
MH|A & StLIO|M CHE AMH[AZR HE W8S HNusts o R =7+ 48 =+
A& LICE

|I-|0

e SNMP OO|MEE= ¥ QEHIO|AZ THE Z|LO|EHE QIAGIK| ZotL|CH 2 HEE2
Otefl O X|of Ltet RU& LI

e WEB QIHHO|AE= AP € WPA/WPA2 PSK 23S M 2lst1 WPA Z8HWPA/WPA2
sshe K| QSR LS L|CH ESH WPA &S T E tkip, aes = tkip+aes = K| 25HX|
RSLICHL SNMP & Soff o|2fet 2= F StLE dd5tH WEB QIH I O[A0| "No
encryption"O| EA|& L|C},

e AP9| 7|2 WPA YT = WPA2-PSK X WPA2-EAP 2 EO| AL AES 0|11 WPA-PSK
S WPA-EAP R EQ| HL TKIP+AES YL|Ct ZS2I0|HES| F2 7|2 Yz+&
WPA/WPA2-EAP-TLS 2 EQ9| A2 AESO|1 CtE ZEO| AL TKIP+AES YL|Ct CtE
WPA &t & 78T == QX2 WEB QEH O] A0 S2|80F ThL| LY.

o

V.6.6 OIDs relevant to IP layer
IP AlSot 2HE OID = Ip 278, 298 A 2ot ze|of 2ot AYL(Ct ofzf HF =
OID HIO| =0 AtEXf= SNMPV2c BXHE ARESHY W2 o YStALE A X = ASL L

e configlpSubnetTable: IP A70| = 78 7ts¢t HERIA QIHHO[AE LEL|Ct
Jl2Moz YERQA OQHIO|AE configloSubnetinterface & AHE%t0] FXM
IR I O|A, O|E Yl QIEIO|A, 7tat CIHEO[A EE= L2 tunnel GRE QIHEO|A &
StLte| QIE{m|O|ARH X|-g 4= UL LICE
HEQZA0 CtE QAEMO|AE FI7t5I2{™H configlpSubnetBridgeEnable OID O 2'E
Mo HEQIAE HIXZ2 MY O  configinterfaceTable & 22|10
OIEI|0|AE FI4S{OF TLICH (B'E  configinterfaceDepends in section OIDs
relevant to Data Link Kayer.

e configlpZonesTable: AFEXt HO| network zones 2| YEH A™MQL|CL O] HOAN=
NAT/PAT(IP Masquerading)E 242t 2 configlpNatipForwardTable & O|&3}0
Ft HdE s¥8E =& JELLCH

e configlpNatipForwardTable: configlpZoneNAT O] ZM3tEl AL of Yol A
E2{{EZ private zone 2| X[ 2|C|&MdT = UFL|CH

e configlpFirewallTable: X|HE FHOM S Lot 22 #2|st= H AHEE LICH
ot MEHGH HAO|M CHE ClHIO|A = Yoz U3 ELfTZ drop, reject
L& forward & = J}SLICH
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configlpRoutesTable: EX d= =EQLLC. FY d2= §F Z2E Es
HESIO HZ2g = A= AHIOo|A S AHO|EQ|O|E LiEH LT,
confialpZoneForwardTable: ¥ 7t A& & I ZQL(Ct o Yt CHE Y 7Hof
ME Mg 28382 = USUCL O HO|E2 IP Masquerading & H

S0 2 A+EE LC}

configlpDscpTagaingTable: =0{2= 2 =0 HEE DSCP Eji1 &
SEYULCE o] HolZ2e| 2= &t LX[5t= =4l =2 ¥2 DSCP EfL0| EfLT}
XZELULEH gt 1P HEQIAOM CHE 1P HEYIE THE 2HREE Aot
El2E X8 = ASL o

Acksys MIB = DOS E= 2] 7|sk H&: 7222 2d=ts(of /&
synfloodprotection: SYN-flood protection 24 3}/H| 243}

dropinvalidpacket: 2d AZ0| gl= EXE =2 S AH /=5

V.6.7 OIDs relevant to Data Link layer
T4 QIHm 0|4, 7he QIEIO|A B E2|X|of Cict 4 MF 2= HOolH 23 AE1t
ZAHO0| JAELICE configinterfaceTable = X3Pt Cts ¥ E OID HIO|20A AtEXt=
SNMPV2c EAHE ALE5H0] dS A USHALE AHE = ASLICH

configFilterGroupTable: A& 2 E2|X| E2H O&EZ 22l = AUASFLICE XAet 2H
A HE = configFilterGroupRuleTable 2 & =35I 2.

configFilterGroupRuleTable: 2= EH 1&°| EH &2 LIEUCE 2 2
AE0|= StLt Ol HH &0 ehE 4= USLICH StLf O| 2| &It YX|St=
=g Yol AbA|E LT,

configlnterfaceTable: 2= =2| QIEHIL{|0|AY} O] H|O|Z0| LIEEL|CH H2 Ciz
HO| M2t oo|ME0 2sf DFEELICE AEAE W2 MYUSHALE AR =+
& LICE  configlnterfaceDepends OID £ AtE3t0 O|2{st QIEmO|A  ZH9
HERT HAE 22l = ASUCLCH HEYT &A= StLtel E2|X| QB I 0| A2t
StL} O|Afo| H| EHE|X| QlHmo|A 7to] ZH&MULICE configinterfaceDepends
OID Of| M 44 QIEm 0], O|E Ul QI IHO|A, L2 E{'E GRE 2IHI|O|A & VLAN
CIE O] AR 22 StLt 0|42l HIESIX| & QIEI0o|A of2fo EE|X|IE X8
= QUEFLICE O] A2 FFoIX| A2 SNMP OO|HMEZ @F HAIXIE EU
AHEALS| EE HEELICL

EESE  configinterfaceFilterGroupindex 2t configinterfaceFilterGroupDir OID =
AEst 2 QIH I Oo|A0M B OE8S 7+ = USLICH

configinterfaceTable O LI€E ZE QIHHO|AE CHE BEOAM XMIELULCH =7t
Td2 07|0)|M =elg = JASLICE

configlfMeshTable: /4 7t Hi¢| ZQIE ZFQLICE odX HA| ZRIEE= HO!
2 E =2 SAE B X[ AgtL|Ct

configlfBridgeTable: MAC EZ2|X| HERI =ELICL. STP/RSTP 7 2-d3tE
Sa|X|of Cish STP/RSTP & 8T = ASLICH

configlfVlanTable: 74 7t&%t VLAN QIHL|O|A S EQL|CH

configlfStaTable: P12t S2I0[AE =R L|Ct O] HO|A Set0|HEQ| Y F
2Ot Q 2ol N5 FEEZ &2 = AUSFLICL

Zt HoF Dol ©8 0| /USLICE EQt REE Hold M o|gst +d2
HgdljoF St CHE HQt ZEQ| F45 FA[G]oF ghLCh Che2 XHE Ho
40 gt LTt

—_

0x

_
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WEP configlfStaWepKey1 - 4 HEX (characters 0-9, A-F) or ASCIl & 4|
=AIE 2 FO|El WEP KEY #1- #4
configlfStaWepKey 4 712| WEP keys & X MEHEl 7|
WPA(2)-PSK configlfStaKey A 3827|9] 7'O|E 8 to 63 A}. Z0|7}
64 A0l Z2 16 TF HA2Z AIBE
configlfStaFastBSSTransitionActivated Fast transition support (802.11r)
WPA(2)-EAP configlfStaKey Password
TLS mode: ME{DH 7§01 7|0f HZAE H
configlfStaEapType EAP method: TLS, PEAP, LEAP

configlfStaFastBSSTransitionActivated

Fast transition support (802.11r)

configlfStaldentity

LEAP/PEAP mode O CHSH ATt 4| =]

configlfStaPrivateKey

SNMP-SET Of| A 7HQl 7| Il LfES
PEM HAITLS REQAMEHOZE HEE
ts

Z b= SNMP-GET 22 HA|:

0 : key not set

1 : key is uploaded

configlfStaCACert

SNMP-SET & Sl CA-Certificate Lt 2 9|
HEE PEM HA(TLS ZEQAMEHC 2
AZE It

Z1t= SNMP-GET 22 HA|:
0 : key not set
1 : key is uploaded

configlfStaUserCert

AZESH ALEXL QIBA Tt LHES
SNMP-SET 0| Al PEM HAI(TLS
ZEoMEheE HEE 7t

Z1t= SNMP-GET 22 HA|:
0 : key not set
1: key is uploaded

configlfStaAuthentication

PEAP ZEO| AT THA 2 of Lot 215

o=
'ITOC:!

configlfStaWpaKeyCachelifeTime

Zcto[UEZL o|0] 2IZE AP =
E”'ﬁ% B2 AS717t RAlE=
AlZHZE)
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Chg oD 2% SE Mg RO, 2Y FAH0|AES 72 TS O £20| I
+ ASLICH 2RA0|AET 2YS AFSY ZR0IT SHFFLICH

AN H

configlfStaRoamingEnable Z2c0|¢E 2 2 E 243}

[OtHS] B5 OID £ 2’2 HFE ZR0|8t 5 E L))

configlfStaRoamingEnableDBM XY AP 2| RSSI 7} O] Zt(dBm) Ol2f 2 HO{X|H S2I0|HE = S| AP £ [{L}
CH2 AP 2 2 S A=FL|CH

configlfStaRoamingRequiredBoost 22 A AP M7 A AP O] O] 2t2 T 4h(dBm) O| &0l A0 Tt

configlfStaRoamingScanPeriod = ol Al HAM =T| ALO|Q| K| A|Zt (millisecond)
configlfStaRoamingRssiSmoothingFactor SIX| AP O| RSSI = Z=AlEl OpX|St & 74 o| H| 20| CHal AHAHEICH o] H|Z1}
Hwsto] OpX| 9 H| 22| SR =& MESL|CH RSSI B Al== 11t 16 A0 2]

WO = 1/16 | THAHE LIEFRLICE(O: 3/16, 5/16, 16/16).

WEB QIE(I O] OfA = 2 E SEIZ HAl: 6%(1), 13%(2), 19%(3), 25%(4),
31%(5), 38%(6), 44%(7), 50%(8), 56%(9), 63%(10), 69%(11), 75%(12), 81%(13),
88%(14), 94%(15), 100%(16)

Default:19%(3)

configlfStaRoamingBeaconTimeout H|2 742 9

configlfStaRoamingCurrentApScanThreshold & AP A&7} O] =& (dBm)2 X1t SEI0|HETJ AME SX|gtLCt.
skl

configlfStaRoamingMaxSignallevel Zf S3tE|x] Y&

configlfStaRoamingMinimumStaLevel AP O MB = O] £F(dBm)ELCH oM 29 S OfL|X|2t HXY AP E= [
L2 AP 7t Sl B0 ABELCE O] FHE ALESHA| R=s MHsi{H
0

configlfStaRoamingAbovelevelThreshold S| AP O QIAEl AMls 40| 0| M|SHdBm)S x15tH SE10|QE= 12
AP 2 2YE AEYL|CL O] FES AFESIX| (8 Aot H o

configlfStaRoamingMaxSignalLevel O +=F(dBm)ELt 2 AP = ZUY LIS AP & MEE [ 2M =2/}
=1

configlfStaRoamingMinRoamDelay OX|9} @1 0| K| A|ZHms)O| Zafst7| Mojle 20| $=3E|X| g&L|Ct

configlfStaRoamingNoReturnDelay 20 Mt AP = 20| LESHK] Y& LICE (ms, ZITH 180000ms)

configlfStaRoamingThresholdHysteresis 0| ZH(dBm)E ST AAZt S| AHZIAIA 2t S MESHT| sl 20 LA ZHo
Tt A ZAE L

configlfStaRoamingOffChanMaxDelay HZAE AP O|AM CIO|E{E B As{OF St= Z[CH X2 17| XA A|ZH(ms)

configlfStaRoamingOffChanProbeDelay My Mt s m2H QNS MET| M BZE WX|E s XA AlZHms)

configlfStaRoamingPerChanProbeDelay AP O] 8EH2 J|CtE|= AlZH(ms)
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o configlfAPTable: 7+ 7t AN A XE SESLICEH Y8 AP 87, 29 MAC EH
S Q) EEO Oot 2E FE2 HOM ol = JASLICEH
configlfStaTable O|AQ} OREZEX|Z ZF EOtol= X|[HE F/40| JUSL|CH MEdTE
HOot Mo 2™Z St CHE EOt 142 ZA|gL O}

SECURITY SPECIFIED CONFIGURATION DESCRIPTION ‘

WEP configIfAPWepKey1 - 4 HEX (Xt 0-9, A-F) EE= ASCII YA EXtE 2

X O|=l WEP KEY #1- #4

configIfAPWepAuthentication WEP type: open, share

configlfAPWepKey HX A El= WEP 7|, 4 72| WEP 7| & StLtE
MENSIO] LIEFLY= 1 1 4 AO[2] Z}
WPA(2)-PSK configIfAPKey A 357 71(8~63 XhRLICH ZO|7t 64 At B
16 T+ @MSE Y MEE
configlfAPPreAuthentication 802.11w EOt7|& &gt
configlfAPWpaGroupRekey GTK(HE':?H*E/ | HAE =3t 7)) 7|
dE ot AlZH ZHH(X)
configlfAPWpaPairRekey PTK(FLIZHAE Azt 7)) 7| KM ES fst AlZt
A (=)
configlfAPWpaMasterRekey GMK(GTK E 4 M5t7| Qe HEEHCE At L=
OrAH 7))e] 7| M2 et AlZH ZHE(X)
WPA(2)-EAP configIfAPKey 8~63 At 40|29 7 &=
configlfAPPreAuthentication 802.11w HOot7|s & d3t
configlfAPWpaGroupRekey GTK(EREINAE/HE|IFHAE A3} F|) 7|
M dES ot AlZH ZHH(X)
configlfAPWpaPairRekey PTK(RUNAE =3t 7|) 7] MlHS et Al¢t
A (=)
configlfAPWpaMasterRekey GMK(GTK & 4435t7| s RN E AIBE=
OfAH 7))l 7] Ml-dS fIot AlZh 7HE(x)

configlfAPRadiusIndex configRadiusTable &-59| MEHZ| OE A

e configRadiusTable: AP EQt F+4= fI5]f &H[E Radius AH 2| 52| H|IO|S | LIC}
02 Radius MHE ZE& = JUEZLICE AP & Radius A|HE StLt MEiEE =+
ol L|C}.
AP Of CH®F Radius A{H{ 2| MEAZ |l CIE{ I O|AQF SNMP Of|O| M E Zt0j| CHELICE &
MH|A BEO|AM Radius AHE HESIH | QIHEO|AZL 2MTHLICE SNMP O
ol5ff dFE Radius +d= S7ote{H HX E CIHLO|AF ARSI AP & H
Radius RE2 HZABL|C

e configDetailsNasld: Radius AH{2| NAS 3& AEXIQLICE WPA-EAP ZEEOfA
AP Of A&l L|CE
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V.6.7.1 OIDs relevant to Physical layer

configPhyWifiTable

HZ HUSHAL AN = gl & == MEO AX|E 2iCj FH=0] et
Ch& L Ct.
configPhyWifiChannel 2| '0'2 2tC|2 tE7t 2] Y E= Xts AH'E MEHOf| CHsH
THE RS2 LIEFHLICE XtMB X2 HE = configPhyWifiChannellist & & ZX5HA| .
configPhyWifiChannellist &= S22 & & otLt O|& Q| XS =t = JUSLIC
configPhyWifiChannelList 2| 'auto’ &&= '0'2 At& A2 MEHZ LIEFHL Ef.
BM ZtE7 2210|9E 2A BEE 2HEY QI configPhyWifiChannel 3
configPhyWifiChannelList 7} £A|k|= 8% L4l configlfStaScanChannels =
ERSHM K.
V.6.8 Integrity check management
18 dAF MH|A= SNMP O M AREE = JAELICE MIB O] = O|E ®It & 7K 47t

0 7.
oz
22 0] ASLIL.

M 7HE0| et 2E =2 o7& +=8g

serviceConfiguration/configMD5SUMstatus
Fge MBS TAHSE BE Mo oy R2Y Aus

OID configMD5SUMstatus

E2|AHZLICE get 2 Acksys OlAM HI%h 2 DIO[ZAZAEQF H|wSHH FX|0f A
e oY 5 BrEtetL|Ct ™ E oY S £ 2 configMD5SUMfiles OID & A28
AdS = AFLChL

serviceConfiguration/configMD5SUMfiles

OID confiMD5SUM I} -2 Acksys Ol M K|St |2 00|23 EQ} H| WSt 4=

ool 555 utehotl 8 OeE2 MO2222 F=E LI

O|: /usr/bin/ls;/usr/bin/cat/usr/bin/ssh

Address: |10.10,1.150 ~

SMNMP MIBs

Advanced...

i [#- | sc-passpoint
i [ | sc-async-sysupgrade
sc-md5sum

- | notification

<

- [#F configMD5SUMstatus

‘ acksysProductSerialMumber ¥

Result Table l

| OID: |.1.3.6.1.4.1,28097.10,12.2.0

~ | Operations: Get

~
O =

[LIC} AR RS

&

~

MName/OID

Value

Type

IP:Port

configMD55UMstatus. 0

4

Integer

10.10.1.150: 161

configMD55UMfles.0

.fetcfmodules.d/athsk;. fetc/configfwacd;. fetc/config/dhep; . fetc/config/system

DctetString

10.10.1.150: 161

>

V.6.9 Managing service configuration tables

ME[A 9 2= & AMB, DHCP AH|, DNS Z20[0]

SE L

Web server: O| ItE QM=

=alXMo|1 MESH
= 4 2o= ™

AHESHH 22t0|UE

UL

20|

DNS relay: DNS 25 3

HTTP S HTTPS AHE Ed3tstn

DHCP: DHCP MH|AE HEQIME €2 HIYLCH 2 YES
ZH| 7t &l StLtel DHCP M 7t Ot &[0
MAC Z=A0| et stAb U3 0|2] HMo|g

2-dstof 2teh ALY,

= O

MSH

ol A
AN H

o

=
23

o
JESN

A O]
T A
lE
_i

I
L|C} MA 2
I

CHsE AH|A O 7

= LICH

O] A0f CHH
|O

FCHSH
o

|
|~ H

ot

A
2

==

=
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V.6.10 Using SNMP notifications (traps)
HEZ2 SNMP V2c ERE X[ JIZ LTt (notifications O|2t L& &)

Acksys MIB & AR& 7ts3BH SNMP

Lt Gt T},
AtE St H
"Alarms/events” E=xX).

o
E™E

ol#l E 9|

o
EHEZ

3 43¥g Pyl

= o

otz #0f= O[HERI EBY Zko| DfZ O] Liet QgL LY.

U (8

OID .1.3.6.1.4.1.28097.11 (notification) OFzH 0]

ClE{H| 0| 29|

Event name Notification name oID

LAN link linkAlarm .1.3.6.1.4.1.28097.11.1
Wireless link linkAlarm .1.3.6.1.4.1.28097.11.1
Input power powerAlarm .1.3.6.1.4.1.28097.11.3
Digital input digitallnput .1.3.6.1.4.1.28097.11.4

Temperature limit

tempExceededAlarm .

1.3.6.1.4.1.28097.11.5

Wireless client assoc.

clientLinkAlarm .

1.3.6.1.4.1.28097.11.6

VRRP state change

vrrpAlarm .

1.3.6.1.4.1.28097.11.7

2} O|HIEO

Ha7F MIB Of

O[HIEN Cioh JMSt SEE HMSot7| o &0 seld=
CHsll A8 7St

Lt E LT,

0OID.1.3.6.1.4.1.28097.11.255(notificationBindings) Ml A &t 2= U L|Ch

%
oj2jgt w4

UL,

.
o
2

rr mjo
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V.6.11 Examples

O|2{st O|H AAZE+E= SNMP-SET(Linux net-snmp I}fZ|X[0] HMZEHE Ar%HL LY.
AAE2 2|sA0M dHEEE |0 JSLICEH CHE Z 20| CHs X[ A2 2 AHESHA K.

O A3 BE= ME IP TS B0 BHE &S HEELIL

H— 1 =]

# define a shell macro for snmpset

alias CFGSET="snmpset -m ACKSYS-WLG-MIB -c public -v2c"

# configure it with a new address and netmask

CFGSET 192.168.1.253 configIpSubnetIPv4Addr.\"lan\" a 10.0.1.2
CFGSET 192.168.1.253 configIpSubnetIPv4Mask.\"lan\" a 255.0.0.0
# save and apply without rebooting

CFGSET 192.168.1.253 adminSave.O0 1 1

CFGSET 192.168.1.253 adminApply.0 1 2

2 AT3ZELE 2 M A 9| factory-defined AP QIE{IO|AZ LHE E2|X|of A
Z2l0|MEZ Mt WPA-PSK 7|2 MH™tL|C}.

g4

Wi-Fi

# define a shell macro for snmpset

alias CFGSET="snmpset -m ACKSYS-WLG-MIB -c public -v2c"

# delete existing AP interface

CFGSET 192.168.1.253 configIfAPRowStatus.\"radioOwO\" i 6

# add a client interface

CFGSET 192.168.1.253 configIfStaRowStatus.\"radioOwO\" i 4

# configure it with WPA/WPA2-PSK

CFGSET 192.168.1.253 configIfStaSsid.\"radioOw0\" s myNewSsid
CFGSET 192.168.1.253 configIfStaSecurityMode.\"radioOwO\" i 3
CFGSET 192.168.1.253 configIfStaWpaVersion.\"radioOwO\" i 1
CFGSET 192.168.1.253 configIfStaWpaCipher.\"radioOwO\" i aestkip
CFGSET 192.168.1.253 configIfStaKey.\"radioOw0\" s "shared psk key"
# set bridge type to L25NAT (therefore, not WDS)

CFGSET 192.168.1.253 configIfStaWds.\"radioOwO\" i disable

# save and apply without rebooting

CFGSET 192.168.1.253 adminSave.0 1 1

CFGSET 192.168.1.253 adminApply.0 i enable

1
1
1
1

CH2 2 factory-defined AP 2 A|XtstE 2T EQt 553 AS MdetL Ct

# define a shell macro for snmpset

alias CFGSET="snmpset -m ACKSYS-WLG-MIB -c public -v2c"

# configure the existing AP interface

CFGSET 192.168.1.253 configIfStaWds.\"radioOwO\" i enable

# add a client interface

CFGSET 192.168.1.253 configIfStaRowStatus.\"radioOwl\" i 4

# configure it

CFGSET 192.168.1.253 configIfStaSsid.\"radioOwl\" s "acksys"
CFGSET 192.168.1.253 configIfStaSecurityMode.\"radioOwl\" i none
CFGSET 192.168.1.253 configIfStaWds.\"radioOwl\" i enable

# set MAC address of next AP

CFGSET 192.168.1.253 configIfStaBssid.\"radioOwl\" x 90a4de214f85
# save and apply without rebooting

CFGSET 192.168.1.253 adminSave.0 i 1

CFGSET 192.168.1.253 adminApply.0 i enable
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V.7 C-KEY handling
MZ 2tolo] L X E0|= C-KEY 7 &AHE &= ASL|CL.

Warning: “WLg" MZ Al2|=2t E2| C-KEY
orAL|C}.

(k=]

V.7.1 Factory settings

& ASLIL
C-KEY 7t 27|t 20|= O] YEf= C-KEY & =58 YOl Sls Lt

V.7.2 Understanding configurations and their signature
C-Key O = C+=0] ZetE LTt

- AE 2Y AR
Do X3l 74 Tl B

- OF7to|E0f it M (C-Key A{H, MD5 sum).
=

HMZFZ2 CKev & MATH EOME &5 =+ JU=F 4 Oho| LY

FAEHE WE SAZ20=s MYUE M= A2, BEa 22 3
YOO EE LY.

O] MEf(ZED Al MENOAME C-KEY LED 7} 7HX|Z C-KEY Of AT £ ¢f

Asez MYEALE YO O|ELX

| O & 7}

rir

e
x| 2

-0 iz

2 1o

- MEO0| factory @822 MEFEH MELsH7| Hoi| HE M HO| 4K & LT,

- MBI R #EE C-Key of SASHE LR MBO| M2 ddE C-Key ML

& ZOLE = CHA| A4t L,

78 Al CKey MEO| LHFE ML CHE BF CKey 74 & olid
=

A Ol

AN ).

of ZXtofl= R 74X 27t S L C.

_|

- 21 A 282z MEd HYs a3 2 MS0| MEYED C-Key LHEO| =
F2ElL|CE o] A2E NEO| C-Key T
L

ZP LR T2 ZAEO FA A
AFSBHD Q| Brolohs stAlst Z2 Y

|C

_

=

Mgo] L=

=
THd22 SAELCHE QHEHO|A Ee= SNMP & AMBSH0] O EALE S H|gd3te

=
- UWF #dS #E5ts 49 WE MB0| HEE X EeB=E OF MEY 2 C-Key 0| A
RELX EELCH Y HEE 95 MEHLICE O] &2 @ AHL| 0|20 Bt

SHH BEA|E L CH ASA HAEN 283t C},

TT o d™9
- C-Key & HE (et CHE ME)O| ZotEl O E fde=z HI
HAS A W WE 80| XX dME LT O[O C-Key 75
d20|= olg{et M7t 2SR Gh& L .

V.7.3 Not using the C-Key

Stel Ctg
H <}

C-Key & ArE0HXA| E =5 52{H C-Key S HI FO{OF &L|C("erase” 74 7|5). 1HH

C-Key LED 7 &7tMo =2 HZL|C} O| LED € H|ZHStE ] 1dY &= US

L|CF.
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V.7.4 Replacing a product on the field

MAE|O] A B0 HMED ShT TAO| CKey O WO ACkn Fpo) BABLIE
O[Fl MZoO| w450l @KL WRICID JpEY =ASUC CH8S S4E NEB
'DP'OIA M HIE NP'E FYE HEsHE BALIC

2T Atgh C-Key & 22[5t4 CHA] 22 = U= 4™ AT FE210[H],
1) NP 2| C-Key(/= B)E A7
2) DP o MRS N1 AHO|EE &e[et = X|X|CHo| M LIALE Z LTt
3) DP Ol C-Key & 22|TrL|C}.

4) C-Key 2 NP Of| 210 LIAE =Y LCE

5) NP E 8T X0 &&ista #0522 CiA| AASLICE

—_1
Ot
kl
Bl
i)
ot
-
|

NP 7t O|HO| AFEE XMO| JA1 10| C-Key E HIZYSISH=X| HEE =4l
L 7HOo.
HA — O_|_~
6) NP M2 7{11 "Diag" LED 7t Mo 2 HHE Wf7HX| 7|CFEIL|CH,
7) "Diag" LED 7} #r7tMo = HHE I§77HX| Z[A 3 X s EH HEZ AlE +5LICH

Jd2{H HE0| 21 Al 4oz MHYELIC "Diag" X "C—Key" LED 7| 2%
=MO 2 HHE 74X 7|CHE L Ct

V.7.5 Working with the C-Key in the lab
HE0 M= WE Fd0[Lt C-Key B2 F&5| €X T 5= ASFLC

C-Key & &AL £X| Y2 HE0M HES AEY = USLCEH C-Key E AESHALL
ZE2|5t7| Fof 2 HFel Mes NuAlR.
Ciefot 748 HAES= S¢F C-Key & H| 225l OIRE HEI 2 F= A0 S5 UL
TG0 BEAZRH C-Key Of MY = UAZLICE "C-Key disable” E2f1 XM= C-
Key Off M& =X @& LIt
E10 A BHo=Z IfMHSIH "C-Key disable" S22 7+ X| & L|C},

74 HYHETY = X27])2 C-Key HES HES L

V.7.6 Programming a set of identical C-Keys
HE HMES A Fd2 TH|SHLL C-Key E Z2 02 UTL(CE

1) HAO| AT MEZ 0N C-Key E M A2 LICH.

2) MEYstn HRo| el HES Lt

3) "Tools/Set confia/C-Key management"0|A] "Ignore C-Key settings" S "save
option"2 MEHBHL|CY,

4) Save H power off

5) C-Key % X5t S AU CH FE LED 7F sMe= HHE W7HX] 7| CHE L CE.
HWEE = ME2 M IPFAE AMEELCH

6) " Tools/Set config/C-Key management " H=0| A "copy"E =2 2tLILCt.

7) MEe| MelE N == YE C-Key & MHAHe = 5 HHAZ SOt LICH
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V.8 QOS Traffic Class Management

V.8.1 Traffic Classification
EgfE 2F= HE/A AFBo 2ot EfEH2 oy EfE SHA2 EFS= A0
o eefL Ct 7*”OI 21t EgfE SefAs AFEXIYA LAEl= MH[AE FEoH7] |5
CrE2EA Hel& = JELICL

HES EX Zeezol i Eo YL ]| 7|Zsl0f EajT A=2lo| H2lS W2l
s 00| M2 12 SMESIE 2= 22|18 i 521 72 223 Y=Y
A Zef Ggg o YLt

Ol ME2 o|Hul AFZO|M EF IEEE 802.1p(Vlan &M =2 0f| He|E Ecid Z2HAE, IP
A SO0 M DiffServ & 9 IEEE 802.11e ET2| WMM O A{ [EEE 802.11 L1IE$JEL(WLAN)O1I
CHoH 22| gt

V.8.2 802.1p traffic classes

IEEE 802.1p EZE IEEE 802.1Q EZEOA Holet THE VLAN EfO Z 2 A2 O
oyl =y e 3|5 LHS| PCP(Priority Code Point)2l= 3 H|E =ZE=Z AMHA
ZEHA(CoS)E HOELIEL QoS HAOAM EgfEZ {Est= O AI8Y = JA= 0 1t 7

Atolel 24 =9l #ts AL

PCP Traffic Types Product Internal Traffic classes

0 Best Effort Diffs?g\;::“ g;_f)':f%

1 Background 1

2 Spare 2

3 Excellent Effort 3

4 Controlled Load 4

5 Video 5

6 Voice 6

7 Network Control 7
0| |2 IEEE 802.1p M =% > 72 WF E2fH classes 1 —» 7 0| OjE L CL.
IEEE 802.1p 24 =% 02 M =217 EEIX| @2 A2z 7HFEE|1, Diffserv 24

=917t ti ! AFEEL T
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V.8.3 DiffServ traffic classes

DiffServ = I|Zl 25 SXOZ |P 82| 8 H|E Differentiated Services Field (DS & )0
U= 6 H|E Differentiated Services Code Point (DSCP)S AtE%L|Ct DS EEQ} ECN
o= Q2% IPv4 TOS REE CHNTH L CF.

N &Z2 DiffServ 2| Class Selector & LIEILl= DS BEQ| MZ 3 HIEDH ALE35I0] LfE
Ezjg ZajA 0 » 7 off DfEBhL|CY.

IEEE 802.1p 8 &=%| > 00| A= &% Diffserv 24 =fl= AEEIX| L

CDI: ::;:Iector V;Iausis Product Internal Traffic classes
000XXXXX CSO 0
001 XXXXX Cs1 1
010XXXXX CS2 2
01 IXXXXX CS3 3
TOOXXXXX Cs4 4
1O0IXXXXX CS5 5
110XXXXX CS6 6
11 IXXXXX CS7 7

V.8.4 WMM Traffic Classes

WMM 2 QoS HIO|E E2ig= XM2|5t7| 25 802.11 HIEIZ(WLAN)O CHSH 4 712
M HFE FolgL Lt 4702 2 9= 05300 7t =2 24 =%, 30| 7t
2 9 =) YL

WMM Access Categories Priority
AC_BK (background) 3
AC_BE (best effort) 2
AC_VI (video) 1
AC_VO (voice) 0
EESH WMM 2 LAN 2| AE 2(802.1d) MH|A S22 WLAN 2] WMM M| A =HF 7t9|
ojgS K@t
802.1p PCP WMM Access Categories
WMM Access Categories Priority
0 AC_BE (best effort) 2
1 BK (background) 3
2 BK (background) 3
3 AC_BE (best effort) 2
4 AC VI (video) 1
5 AC_VI (video) 1
6 AC_VO (voice) 0
7 AC_VO (voice) 0
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O] ME2 LAN 9| Layer 3 Diffserv ZEQF WLAN 2] WMM MM A B3 ALO|Of| CFS
O &2 F74etL|Ct O] O E2 802.1p @M =% =0 € [ff, 22|11 VLAN 2 4 X| 2t Diffserv
o]
AN

HEO UAS I A E LT
Diffserv Class WMM Access Categories
WMM Access Categories Priority
CSO AC_BE (best effort) 2
Cs1 BK (background) 3
CS2 BK (background) 3
CS3 AC_BE (best effort) 2
CS4 AC_VI (video) 1
CS5 AC_VI (video) 1
CS6 AC_VO (voice) 0
CS7 AC_VO (voice) 0

V.8.5 Traffic Class to Queue Mapping

V.8.5.1 Queue definition
HEQA B2l L FHE Qaf UZ 4+ 9= WS BR4AD 0 &Y
mjzls 7| 2o 5L

HMZ2ol 2t QlEIo|A0f= HZI0] MEE7| o M == CH7[E0] AL e

V.8.5.2 Queues of Ethernet Interfaces

O|FHl QIHmO|AE 871l RE HEE 2Lt F 0-7(%M &% 0-7)2 00| 7}E
=17 0] 7t EE L Lt

V.8.5.3 Queues of Wireless interfaces

FM QIHHO|AE 4 49| CH7|EE HE=E aelgLc th7|g 0-3 2 4 &%I7t 0-

30|11, 02 2 $$I7P7Pé*%:l_3%7 X RbAL|C}

V.8.5.4 Queue mapping

7 OjE2 Ef Sejalt 7 M =9 7t A& "olgtLct,

i71E M =22 86l HERA AAHE2E 20| HEYIAR ML= =ME L =
A& Lt

FM QHHOo|ALl 2 WMM 2 EffE Z2AE 7 ojEo MBL|CE CH7|E M
=%l WMM M A HE M =200 siFetL|ct
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V.8.6 Queue Management

SUB FO U UMY of2f EHT Sz~

2 b 4 Yooy, E3Y 2
Mol M2 CHE g2 AEZS 7HY 4 AT, SYS A U2 S ZRE
2|7t WAL

B2|e S Fo| TS H2lohs Yol ShFBLIC

The product offers 2 types of queue management

> FIFO Queue: {72 Y ZE SRt A Q0| YEHE =AMt &
Lt L E

> FAIR Queue: 7 L{§2| E2iHEO| 0jg] S EC=E
CHoH =73 SHAl X 2| &l L
V.8.7 GRE Tunnels

O M&2 GRE HE0| 2fsf ez

A MES He|el
GRE E{40] VLAN 2 VLAN &M = |PCP)7f 0 ECt 2 MEZ
Z5tE VLAN M =2|E IP I Zl 0| CHT DiffServ SEiAZ H2HSL|CH
VLAN M &2|(PCP) = 0 O| AL} =3}
|

ZES d&5gHo
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V.9 Train Communication Network (TCN)

Train communication network (TCN, €X} 4 HERIA)= S W CIXE A2
9._”&'6._* HEIE do|etL|LCt

11: 0] MMOJA] “coach”S} “carriage”Bl= Ft0/S o/0/= & 2/ BtL/LC}

H40
rot

V.9.1 Train backbone
Ak SA HEYAE HY EERX|Z HYE YUO| LEAX)E EEE JXt wE
HEfIZ F#dELC}

2t AQX| LE = 12| HEQ A (Consist HHEA)E G} =20 HATHL|CE

Consist Matwor! SISt Netw

End

End
Dluic- D!‘Hm DMM

let:ll |Dﬂviﬂt

Switch Switch Swritch
Mode Node Hode

o—ofto—oto—o0

Train Backbone Network

V.9.2 Link failure in linear topology
M EZEZX| 0N 23 o7t LAlsHH FXto| Z ALO|o| E4I0| FO{ - L,

Switch )_ Switch >< Switch Switch
Node Mode M Hode Mode

o—o0 lo—o'lo—o'to—0
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V.9.3 Ring topology
Y EZE2XE A8 3 F

SO Al CHHl B2E S50 &= HE/JAIE
A& LICE

——1g| Switch X . l

Swritch
Mode

Mode

[
:- Swritch H Switch Swritch
Mode Mode Mode

Swiktch w | Swikch
Hode = Hode

Switch . Switch
Hode

Switch Swritch
Hode . Hode

X

Hode

V.9.4 Carriage coupling

NelX| ASE2 A W B NES HZot= HAHLS LI

=9 i3§PEI71'—f 20| B0X= HYHZ

Olo B4 He] Al X} 2t WEYI HjHO)
ST Eot Eet il WEO Wit & B4, el A 1% HERBE SHesiA
SHORM I BEND S2HOR NAAA AL ABLIC

V.9.5 Wireless carriage coupling

7 72X HEE2 B A QF HE[X|ete] HE

A <> A

A4
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V.9.6 Neighbor discovery

24 HRCHHAER Ol E2lX N YEYAI ot =EOME ZHY0| A7
z0 74 22 S ¢E HESRA dM= B4 0Nl EEEHAE EHo=2 2l
Of 2{ | & LIt

) A
A 1Y

Y »

Bad ‘
Coupling S
~ | \J ),
«r
< Bad >
{’ﬁ - e > ﬁ - Coupling » J/ﬁ
N Good N N

Coupling

ist Network

I.,Ef:.l vevin I.,i:.:ﬂl

Switch i Switch Switch

‘/_‘\‘ node Node ._(

AZE HEYZ UXStHH 24 AKX LSVt JHE TR fETH AKX =0 AT
MBS 2 2 MEH=X| 2HOls)of BHL|C}
Che WS AFRSt0l 9 BAlg F48 4 YLt
- ot 2RO HALE HEAIZ|7| @6 X|gd HLIE AFE L CE
- 7ts% MO|5 QtH|L} EE= RF 24| 7| & AtESHLICH
- F EX ARO|e] S¢tE s E UL
- 3 A% AAUEZ MBSt RSHK| s AKX =EE N Qg LICHSRCC Of7H M
XI-_JF_)
a .
ola3t RE HHS AIBYR 2 HEY 2HME MAY & Y&UCH 1Yo E 27D
2xto] RHO| sty R0 4ol ATE @7 YHME AlAH =2HES Sim
Geol Zeat 2 Fo| 07 #4 ghe X 0| WaYu
sgot x| HXE HEYS X5t H 2= 29X =EVF iE|X|e HE LEQI9
A2 WX|5H7| sl AN L EZEX|E AASH0F efL|LCt.
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V.9.7 Topology discovery
EEZ2X ZML 2ROl CH2 BE e =S50 2t =Sof ofg HXI2 BHET oY
T E AM HHAECH MAE|O{Of LT,

V.9.8 ACKSYS’s Smart Redundant Carriage Coupling (SRCC)

SRCC(Smart Redundant Carry Coupling)= 22zl Wi-Fi 9Z S O|Hul 3 E At
S5 link-laver W22 2757 fl8f A4E dH2(X|el FM HEZEZ A=3
MH| AL CE,

e = ) - O EE ) - O ==K

-O—O -O—(O- O—CF

Picture V-9: SRCC 2 T+ d =l 0|F =} O|C{ull HZ 0| O A|

SRCC #M & X: SRCC configuration

V.9.9 Operating mode
SRCC = Z 7HE|X|e] W& EZZXE dMote A2= Al%ct T & HR EHA0AM 21
HEIX|E AMetLCH FHO| 2= A X S0M HEZ0 Helot MEHE XAts2=2
Mgt

el TE

TGEH7} MFED SRCC & £ AXtO| YR UEYAES APt & FA| Ao[o] 2O
yag Aoz MY

0

LSOl X7F 22lEl 49 SRCC= RF 32| EF= #Alot ¥ZF0AM 3 E E1 HX
TZMNAE CHA| A|RFSEL|CY

QI Ak}t Ztof 2 7| R4 AT 7ksTH R, SRCC = St S4E2E, THE St
Wolgo= MYt ikt Zto| B= YIS LATLCH

Link used
far communication

© e e ) < O e K

Coach 1

=

Coach 2

ci A% Switch Switch i 5}"}} ______ /-"::: LY Swilkch Switch i
4 Hode N “ A I, Nade Hode *\

Backup link

=
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V.9.10 Redundant mixed mode
O BEL & CIZ 017 Qi OFF|XYLICE 0 Z2 2Kt Zto| oG HHE ALEH
QUELICL o] o|fHl &3 &= FM d3 2 B & LLL

O+= E--0H=] EF)-—O0O{=

O—0 -O—0 O—0

— Wi-Fi
—— Ethernet

Picture V-10: SRCC 0| &3t =28 2&

Olet=s @ ESZXTF 7t5 AX| A2, 7H2[X] 2 3 Zof E+=
sggLct.

Lot O] OF7|EIX= AKX =EZ O|HY HiO|IfA 7|52 WY O £3 SQLCh
O| A otH AKX ==0f FOof7t 2Wsl = Of7|HX 7t SEE[X| gL T

ofE2 LS olHUl FAYLICE O] 3= AAEO] FOHol| BHHAH o2 TS| 238 0%
=2 Yoles 2R gL

V.9.10.1Prerequisites

SRCC 7t SHIEA ZSst2{dH H 7HX| AP 40| EagUoh 72822 AL8Xts
BE[XE =2 olul QIHHO|AE FItoior L FF EEERX E= ¥
EEEX|0|M= o] EE|X|of Cs} RSTP E g}l oF ShL|Ct.

o Provided by SRCC

SRCC SRCC-managed .
Wireless interfaceJ ! Provided by the user
L | 3 Added by SRCC
J : Added by the user
Bridge
Lan1 Lan2

RZO| % 74ol RN FLETL HAE F, £ WH QTS UL (AP Tt S240|AE)S
THS 1S 0|52 w0 HZst7| Yoh BaIX/0) FIHE & AUFLC
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O|[F Sofl 6|& =0 SRCC HE 0| X} M 70| W= MR S + HK FH0A
2HE MHA M2 ZQAENVIAN ZY Es= QE)E ABYE =+ %lﬁ'—llif. Otz
Crojof &2 Ol2f¢t 7tsd= EO:I"'—IEf

) p . ' | Provided by SRCC
'SRCC SRCC-managed H )
‘Radio Wireless interface . Provided by the user
' ——— | ——» Added by SRCC

TrTTTTT ' Added by the user

4
Bridge
Access points
Radio2 K !
e - i Lan1 Lan2

V.9.10.2 Topology discovery
AZE Al 2E AQIX] =20 A= SRCC MH|2= 74 7hsT 7|2 ¢t 2%t L

- O L "1

jzol ot
AQIX| wEOf Cfg S22 HMS SYFLCH I3B 2 SRCC MBO| AX PEE
QIAJSHA| ELICt ERYSHR| ALE 20| = BRI 0f EAIOM 2RI F UL

MEEOl A LS 837 Y8 SRCCE APY THE 2z A= 280 End A
End B)S ALB3I0] 2 7jo| A9X =E7 XHE Hxte] SYs H0| ALK Of2E
stoIBtL|C}.

Axtol 22 20 A= F A= A2l & 70| ZOtof 5t AXto| B HEO| A= F
Xl AXtel & 70| HCHofoF LTt

Coach Or | Coach

[ = = \
S5 =g REO| AR AKX AE Y2 HAHO| YELICE O] ZEO|AM, 7H2|X| 7+ O] Ul
3 E EXo R E FX[E o Ho|| ZMY = Qe SHS HSTLICHL EZSEX| A0
ELIH 2 ME0= EAtel BE X =F0| HEA|ELICE XtM| EXte| MES YH
SRCC & £ YAE A< W HEE|X| A2 MEF, CHE SXte| ®E:)= M +
USLICF
x| 2= ME2 SA0| ©RHO| HAXOF gL|CH O™X| 2 22, £[20] 0| 7
A2 HE2 TtEHO| Qs EXSIX| e Aoz ¢FE = JSLCL &8 T& A7
AMNELE =817 Qs ESEX| dM THA 7|2tE S0|AHLE AFE = JAELIC
O| A0 = SRCC &+A 2tC| ZtEO| FM QB L|O| AT} MEE[AHLE & & K[ X]|
RS
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Terminal product

oA EE2X| HM Z2M2As AKX LHE JF E0M oLt O[do XMES 2
Ao 2 Oyt 28X Hel Xtsez FAo| OhX|9 AXiof ZEXE A=
gL ol 1 2 E/MOl BX7F X2 4 20 =22 EX%of A1 F
2] SRCC MZ0| Ao 2 E0f 10| Hde B2 7140 542 Mg =
=L

V.9.10.3 Neighbor discovery

EZ2X| ZMO| 2t2E|H SRCC 7t 74 X ZR2MAS AR LLEH BX[7) 2tz

RE ruY B3NN IEYH SOM £ StEHZF e E L T

i

oEHE XNge 7IzhE3 2838 7ITh ol 3¢ = &0 X g eAuEFI 28

BAZHEL Zot B2 maY A= ZFELCH

—

Link establishement
threshold

Partner
marked
as valid

Link establishement
duration

Signal level

Time
Picture V-13: Partner validation process

L Zho| MEHS ThEE DE AHO|MIF TA| HE 2t B £F0
M AE SF0BH 7| EHe AL o),

52 23 Do ¥ EE22X AN o) MYEH S20) HZ0| ASH "boost” A4t
MGELICH 0| ot 220 YU MBO| L3tED MUY JH540| HOHLICHTHE
ME M20| AROIA %

AME 7tset 2
7| =S LICHE,

Z2X A4 S0 22X 30| Zeo| A= EF dMEX|
&KX Ha L.

62

i=]
—

0z

L Hd
Ale 2AEnt

=]

SHRIZH Ol MAMOIX| &L ufetk EZ2X| H4 S0 CH2 X9 XZO)
F2HE PQO|T RF A 0| ¥Ioty| HR0| TAN O Ta| SXE 2 MELC
MEEl @M DFELTHE 4 YBLITh
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V.9.10.4 Link establishment

RE MEUZ MEEE Z 29K LEO 24 Adeh(HM A ZQIE £ SEH0[YE)0|
LI ELLCE ol2fet FX= el §2 228 flof &t sSID et #Hstn nFot 7|E

A3 |0 2 7Ho| 2M AP-Client 23 E A
A&AtE Zhseh 2F 20| CHsl St = 4
A2 S MSSHOF gL|Cr SRCC oM 2| =AM
T G120 SRCC 2| L& A4t Zut@iL| .

A Eth g || Wieless [ [ g Eth A
Second link
channel
Eth CoaCh Eth Eth CoaCh Eth
A Eth B Wirele B Eth A
Firstlink

channel

Or

S Eth -
CoaCh Eth CoaCh Eth
A Eth g | Wieless | | g Eth A

7 Second link
channel

Picture V-14: Example of channel allocation among wireless links

A YOI 24 ZIE ooy HEYIS AZEO B KN CHE K=
(o]

HOIHE &Y = U

IRe Y37 s
QAIEE o YA} A

SR Chotey &=x). X7t 0] REE
A& LIt

—

1
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V.9.10.5 Summary: initialization outline

SRCC X7|3F A|RAOAM OOl AE2NE AMXO| QHEX 0|1 MEHO| HEs A2

Ct=ak ZELICE Ofel THAl= AI&E 230 LiEtLE 2 M= 7F Of AR LT
74 39 & MIFE&E AKX St XM md HESRIE FEotH AN

TEHE X5 LITHA EHA).

J8 OE & ME 25 74 HI
Mol LELChso THAD. 4 M=
E= So0[E(Z20|AHE) A“Oﬂ/ﬁol Az
OAHE S20/29 =els 7|CHE

=of0|E 7 AR [ 74X] 7| EFEl 2(S3

O HEE;HAEol.O:I
rE AXtol mo| £
StASEH I_|I:|-

il — =

sM He

2

==
CI
[=]

Ct
TtA), AP

K22

QA E CtE Zix}o
DM NED OFAE(HMA ZOIE)

A|EH DA|X|2 EYL|CHST CHA)). 13 Cfe
AsShS5 CHA)OAM AFS 22 A|ZHEIL|CH

oHH, S0 Off 0|0 =2f0|E= OAHZRE AX HA[X|E 7|CiE|l= A= &Rl L ChS4
THA). =A5HH 20| E= 2EI0|UE AL0M AA2 AZFREL TS5 THA).
oSk Mz, mof 22X £ AlZE Z1KS2 H Se THANE Qs O] £7|3F ZEMA
St Chet O|R7t AFULh ofgfet 2 =7|8t= S0 E&= S1 HHAOA EMI
Al ZHELICE,
Wired discovery
A —120s — Ethernet discover scan duration
Wireless discovery
S0 - 60s — link establishment duration
Wait for slave Ack Wait for loss of master
S1-120s S4 — no limiting delay
fesasclionlcdslinsoy I
Wait for slave ready Wait for startup
S3 —200s S4 —120s
Peer reconfiguration timeout “
Wireless link ready
S5 — no limiting delay
Legend State purpose

State number — default timeout
Configuration parameter name

V-1 smooth X£7| 7 &
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V.9.10.6 Partner loss

EX7F 225 X M2 HOX|HN ¥EF ALo|e] M=t XA ELICE SRCC =
of M= HAS FHotH X|FE 7|ZhESEE 23 7|Zh olyd S X¥e PAUESEE

23 GAZH otz BOXH 37t SthEl A= ZhFELCH O Cho[ojaz2 o
THAE EOolE Lt

Broken link threshold
Broken link duration

Broken link duration

Signal level

Link marked
as broken

Time
Picture V-15: &M 213 7F X2 2=k Of| A
237t BOTl Ao 2 HAL|= FA| ZX = QF M CHAE CRA| AZSED ZHIA QL A
OIEHE CtA| &#e2{ ghL|C}
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V.10 Security Management
MZ0i it HESR AMATF QHESHR| =HR15HY S| &
O|E <IdH X1|501| Oict HMAE HERKR MIAHE =
Hotst= & MEZS Fdsi{of gLt

rr o

V.10.1 HTTP/HTTPS server
Y= ALESHO] & AEH I 0| A0 Ciot BMAE g 4= AL CL
» Username: root
> Password: 7|28z 37t 2L UX| ST
MH{QLO| H|O|E W 2H0| A2t = & HTTPS MHE 2d%tet = US LT
Hob +=F0] 2 XM MF ABME HMSSHK| EeEH 7|2 XWI M IS XM7t
A& E LI
KM ASME Y2ESHE A0l SSHLHYUSMer F=otEfX| @2 74e 7|7F 25
ZehE PEM I+ 0]|0f0f &h.
ME T+ Al T=X: Web Server
V.10.2 Bridge mode
He[X| REOAM E2[X] VLAN 22| S AFESHY MZ0f tHet HMAE MolE = AL
OIS E AFEXIE ZotE HEHR MOAHENM MEF2| 4 2|0 VLAN 2 Ar8gL(C}
Of HEHZ MOAHEN AZE ZEQ HE|X| 4% AT AHI|O[A0|MEL O] VLAN 2
s8¢ttt
ME T4 Al &ZX: VLAN description:
VLAN oJCthet 2FO|Lt 0|52 2 HetLICt

VLAN ID:
VLAN ID £ =gt}

Default VLAN ID:

Ol 2MEZ X|AsHH Ef7} 7KI"*EIXI A2 D= A EZ|EO| VLAN O HfX|E LT,
L EG SFLEO| VLAN Bt 7| 24k0| 2 £ /USL|LCt

Default priority:

M &=¢IE dEgLCE 0l M2 7|2 VLAN ID 7t el E Z20 AF8 Y =
AELICE

Egress untagged:
O SMES M ASHH =T 57| Hof| VLAN Ef17F 2 Aol A XA LT

Interface:

VLAN 282 HEg% M C}.
ZHHE VLAN 2 &8 2E[X|o] ZE QIHHO|A0 T E|0{0F BFL|C},
Enable the Bridging VLAN
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V.10.3 Router mode
2t2EH ZEOAM CHS2 AMESH ME0f ot AMAE MY = YESLICEH
E2Z MH|A0| CHot =28 YMALICH QIFE AR ZEE(X| %2 HERI FHo

~
o
CHoi M= ArE ¢ et 2 &g3l{of gL Ct.

- O
AHEHSHE Yot L(C.

.I.I.

=
MEez d&Es 2 Ediy

M= 7 Al &=: Routing/FireWall

JIZI
ru|0

V.10.4 SNMP access
7| 28O F SNMP OO|MEO|AN =M
£ 38 X 7HY OIDs Off M2 5=

- O O
SNMP HMAE EHSSIHH OE =0 "view" H7|/A7| HetE EH 0IDs 2 H$Hst0
SNMP HAM|A S BHFG[OF ShL|LCt,

SNMP v3 EOt AFEXHE MM =2 Q&L
ME 74 Al &Z: SNMP Agent

Hot2 glon 2E SNMP vii2c ARt
Ct.

o} &l
UAs L
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V.11 Rogue AP detector

V.11.1Rogue Access Point concept
o4 AWK A mOIEE Molo| Kglo| FIISHE oo|H ol ZHAP} ke 22 HEYS
B2|REO| YAIH A3t 90| HOt EYI0| MA|E T HAA mOIEQL
oy M2 EOIEQ ST S20|AEL 2 X% BE AIGX EE& 220|HET}

—
- =
HEQ0| REOZ HAAT 4 AT ogot0] 7|Q HEYT| Hotg EMAIZLIC
CESHOFA GHAA EOIEL 7| HEQ A0 RES Hisfish 4= Q&L L},
=<
=

oy o | = 102 O
Ofd MA EQIEE CHg1 2 8o 2 2M HEAY &S
e HESQIO EOF FAH = .
o 77t "man-in-the-middle" 4= AT = YZE o ZN AKXt
OisiAtet sgdez HZASH HAIX|E A 4
sofl M2 &Y Cztotn QUCt A BrsL|CH AX|
9| Sl X Of & LIt
o F& QIHU AZ Z2 OjHAQl 7|52 F10dt= 7R SSID & E”L|Ct
AEXZE HZSHH IR SSID 7 SEI0|EQSl BEM MO FItk|:n
20| ET} 7R SSID E EREEI|AEGY| ARSI CHE2 Z2l0|9EE
rag-PNEA] S [ )
o A HEOI EEZ ot SEE NS LICH
e WiFi )\-I‘—O-” I=II-|I-|O| |

ZHE| | K] &%= RF d E= Z2Hd S *%%*LIEL
HESIO 2223 HOIHE 7t5 UM MHA HEE HdTL
WAN ZE {4l AN 22 HASIH HELIA0 DHCP E FYst0 EXME
Ao = JASLICH

o AFEXIZb WMA X|EO| RRSHA| QCHD W25t AZSte{n & O VLAN
Xto|2 Qs MAEDE g2|aA0 AAY 5= gio EH O|2 QI8 IT A0 B2 Hd
R;gol HI-AH%I- AE OI¢|_||:|..

A H

Ml

V.11.2 Rogue Access Point attack

Rogue Access Point = 12[9| A R0| F7ISHE o|HQl SAXIL FII6tE 22
HIES{S 22| Xte| HAIH QI Aot glo] 2o HER A0 EX|& Lt

otd AWMA EQAE= FF "BEvil Twin"SZ2 =ZELICH 2O|mo|E 2Ist IEEE 802.11
HEOM= AMEAZE AP B QAR = Q= 5 JHe AMEXI7E JAZLICH (Service Set
|dentifier(SSID)2} Basic Service Set Identifier(BSSID)). 21 2{Lt O|2{ot AlEHX= £AH £
= UASLLCEH AR AP E SXISHH Evil Twin AP 7t M dElL|C}

Evil Twins = RAP = 5 7HX| HEZ EXjT = JUSLICL.
e Coexistence (&Z)

e Replacement (CHA|)

T 4 25 RAP = S EE APt L3 SSID & AFEEHL|C

DTUSO70 rev K.13



Page 136 /336

vil Twin O] Z2 a0 SZ=%L|Ct IEEE 802.11
o M2 AP Of HZAGHOF BHCHa A

o
pca=R-— “—7:'”" RAP O| Mo S =0 AFEXRIL St & gfLCt
"Replacement” FEOIAM Evil Twin 2 SHEQ AMA ZOIEO Ot BIHQl SH2=
Ieh SiY UM ZQIEE BSRSHY CHMgLICH S4E= AT BX|SH] XSt s
St2{TH RAP O &St QIHU AACEE HMA XFHL Lot HELIAO Chet HZ)0|
AO{OF StH, TRIS| B2 2 X0 AZEY = U= o X2 AP E Soff WjZS a0l

+ &t

=}

V.11.3 Rogue Access Point Detector

ofd AN ZQE Xz 74 HERIS E=5t= G

UM ZRIE HX|= X2t B9 & 7HX| s sAYLICE WE Jﬂoﬂ “*IOWIE
27t Mol FA0IE ZH0| RF 27 =7|FH ofd ML XHE BXASH HERA
22| XA LE =+ U= 7150] A OF L.

RAP EfX| Z&2 SSID ¥ O|&El= BSSID Of st 74 Z2Ho| YRS A8dH:

e SSID,
e BSSIDs,
e Channel,

e Encryption,
e Signal strength.

SSID E= BSSID = HIO|MAE 7h5d0| 7| ME0(BSSID AFH: A ap 2
&Yt SSID & MAC FAE TESH= RAP) UM A ZOIEQM AL &

H|w St L|Cf. (OPEN = Open, WEP = Wired Equivalent Privacy, WPA = Wi-Fi Protected
Access version 1, 2 and 3).

AP Of CHs|l AtEX}7E O Ash= QB =l RSSl(auth_rssi)E AFESIH, 27| RSSI 442 &8
7t&%t [auth_rssi - delta; auth_rssi + delta] 2| LHO|| RUAO{OF SHL|CHEEZL2 15db). RSSI
17|17t o] ZtAZ Hojd f 217t E2[AHELICE

A= 250 o3 e E CHE Hug2 Al 20| HoL L o] ¥n2|E2 2F
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V.12 Internet Protocol V6 — IPv6

V.12.1 What is IPv4?
IPva = AEHWU Z2EZ HT 4 5 2[0[RLL IPv4 = 22| XS ol 2 =
sixE 7|2 Zls Ut FXI7F Ao AMAT HOMTE 99.48.227.227 It 22 1
AL IP Fa0t dHELLE ES SO o AREOAM OE HAREZ HOHE EWHHH
HEHIE Sl & X2 P F2E Zot= HO|E TiZI0| HEE|0fOF LT

V.12.2 What is IPv6?
WX B2 QIEU MH|AO|M Of TS| AHEStD Q= IPv4 ZEEF B A5t XS]
Q8H, AEMICH QIR ZEEZS(P) TA EFOE JUE T2EZ0| IPveQ L|C} QIE o
HZE ZE AFH, SUE 5 LEHOIM 74 @4, 1oT M & 7Bt &K= CHE FX|
7Hofl S4I5H7| /s M= 2t2tel 1P Fa7F HagL ot

V.12.3 Why Support IPv6?

IPv4 O =, IPv6 2 CHE o 7HX| 523 XtO|FO| J}ESL|CH HIZ 128 H|E IP FAE
AESICH= A QILICH 02 A RHK| ShAtO 2 Q8| 0|23t St =l 37|22 = stekst

Fa7t £EBLCH

IPv4 = QIE{Sl =2 32 HIE FAE AEYHLL J, 3 %429 9 W 72| 2732 1P
FaE XN = ASLCH ROt 2 4= AXT oA 42 A 9 HI 74| IP FATF 2F
2 E gEiel, 5E P27 HESL e FA FF X 0[0jX| 1 G U

o) O
340,282,366,920,938,463,463,374,607,431,768,211,456 7H) & X| A = USLICE IPv6

FA0| =& IPv4 40| =HLC} 1028 HY & F&LICH WEtA IPve 2 T4 I=, =2
Y X7t AL SEE7|0f Z22LICE
IPv6 O] =82 O|™2 CtZ1t €& Lt
o [ 0|2 NAT (Network Address Translation, HEQ|3A FA Hazhg g LT}
&Lt

e RIS
of 0|4 AM F27H0] FE0| Q& LICH
SAE HEHHAE B2

ok 8o Al

g1 =0 2gNel 8oy

oS (quality of service, flow labeling 2t = £&) X| &

[ ]
I_

[ ]
F-\J
o

[ ]
Jo Ay

re o3 ox b
rob rin ot for
o)
n

broadcast
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IPv6 ©| O] &

o
<
o))

Lo rr
rlo
09
10

$0 4
o> B>
— N g0
Ral
[

IPv6 = Zt2|5}7|
Xzt

>
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IPv4

429 x 109 = 43 & J}o| FAE
ZEX| 2 A& e

X| 70| Y= ZE AFZHO| B AFERIM
IPFEAE gEe = Q8 =2

SESLCt

HE® 3= +=30[LI DHCP &
AH835t0] L4 sof L Ct.

IPv4 Of = QIH Ul J&E X257
ot B2 28 0|7t A, KX
2|0 B2 ol 2agtL|ot

_,_
1

%, I:I_ =
NAT =27t et de = gle 0
Hol FLE oA & 0], end-
to-end Zt FEES HEIY +

BlE L.

HA H

HOot2 O Z2|AH 0|M0| Ehad
o IPv4 &= E0t2 F=0f

A
M-
T4 ALK BR_ASHCEL

-
o

MM oZ HotEl HEQA
=, IPv4 QIE{ 49 0|5

A 42 289 7IsS ML

MALACH, IPv4 = MY ZAHES
23|st= WS HESLCt

V.12.41Pv6 address format introduction

IPv6 A0 HIAE HA2 ‘aaaa:bbbb:cccc:dddd:eeee:ffff:gggg:hhhh’O|H, Zt EX}=

4H|EE LEEHE

)
RIS QYLICH MO YU 02 MEFe £ AUXLICE 0|5 2

Fao HMAE HAON B HB ALBS}0l Qolo| 40| OHIES XIHE + UL

IPv6

3.4 x 1038 = 340 = 1000 = 749
FAE JHX| &L o
X+ E3Ho| Hu Ae|ojgE <

670 = 42| FAYLCE

IPv6 HERAIE Ats HEHT 4
758 MEE LI
S9| Uit 2X|2 32 O ZtEstn
#e2|ot7| gLt

Bofst T4 Btz oY MY Fa
x|30| Hse et

HEYS Fa st BA|7 BRK
a=Tula)

IPv6 O = Metst 7| QlZ2tet S
A% = QA= IPSEC O] LHE | 0]
A& L Ct

IPv6 o =& = 23 Bl RALES
Zotst Iff, Ipve = A S FEsta
S X[t ZFotst RS
7t L& L C}

k=

.

—

—

r
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St7|= Ol Al LT
+ aaaa:bbbb:cccc = AOIE HFOYLICHL & EZEX|= ISP EE= RIROf 2|3
AOIEOf P E LT}
« dddd = MEH ID: 7|2 EZZX[(AIO|E EZZX|: AIO|E L F)L|C}. IPv4 2F
St 7, B Hw 239t HEE MEUYL|CE
. eeee:ffff:.gggg:hhhh = QIE{HO|A D L|CE QE{HO|ASl MAC £ L& EUI-
64 YAl (Extended Unique Identifien 228 H X522 T & L|LCt,
FAE ol Qs 00 2 4Ere = ASLCH
2001:0db8:3c4d:0015:0000:0000:1a2f:1a2b <> 2001:db8:3c4d:15::1a2f:1a2b

& Mo B YEHE LI &Y 02 YEEA Gel/h

2001:0db8:0012::/48 = 2001:db8:12::/48
2001:db8:1200::/48 # 2001:db8:12::/48

- YE B Ipv6 FEALE 09RO QgL
. 2002: /16> IPv6 OllA IPv4 2 2}RE
- fe80: /10> @3 2Z F&
- ff00: /8 > HEIFHAE F&

2
K

2

19

Fot 24240l 1P v4 Bl ve HIO|H Q™S HluE 5= ASLC

IPv4
1 byte 1 byte 1 byte 1 byte

5 & S
> < >

N
v

& S
< < >

Version | HdrLen | Type of Service Total Length

Identification Flags | Fragment Offset

Time-To-Live Protocol Header Checksum

Source IP Address

Destination IP Address

Options and padding (optional)

1 byte v 1 byte o 1 byte o 1 byte .
Version | Traffic Class Flow Label
Payload Length Next Header Hop Limit

Source IP Address (128 bits)

Destination IP Address (128 bits)
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V.12.5Class of IPv6 address
IPv6 F=20= F ZHA] QRO AT ASLICH
® Unicast
o IPv4Rt SUSHX|TH &3 2Z FATF FIHEYS L L
e Multicast
o IPv6e ZEEE 115, £3| ND(Neighbor Discovery)(RFC 4861)
o BE HEPPHAE FAE £f00:/80] £EHL|Ct.
o IPv6Ol= IP MEY HEEIHAE FATL ELICH

o M MEUH UM 23 2Z BEFHAES AHEELICEL

V.12.6IPv6 address types

V.12.6.1 Unicast Address

23 22 FTA (© LAN):

,Link-ioc]al prefix; 0 i interl?ce ID ]

24 HEIYAMT fFEotH F0|M= F2SHA| ¥SLICE
OlAl : &3 2Z T4, Acksys MAC 2 00:09:90:00:5a:db
e FE8B0::290:E8FF:FEO00:5ADB
Z2Z2YH QLIFIAE FA: OIHU AN SLBFL| Y,
e OfA|:[2001:db8::1]:80 or URL: http://[2001:db8::1]:80
O Al : AFOJE HEAIZ 22Y FLIIIAE ALt = aaaabbbb:cccc:
Subnet ID=0 and IPv4 = 10.11.16.1 (=0x0A0B1001)
e AAAA:BBBB:CCCC::A0B:1001
V.12.6.2 Multicast Address

2 E: FF00: /8 = HEIFHAE FAQIL|CL

8 bits 4 bits 4 bits 122 bits
11111111 Lifetime Scope Network prefix .. Group ID
ffoo Oor1 1,2,5,8e Multicast ID

1 - Node (interface local scope)
2 — Link local scope
5 —Site local scope
8 — Organisation local scope
e — Global scope
0 — Permanently, globally assigned, well-known IANA
1 - Non-permanently assigned muticast address (dynamically assigned)

o ITHQIIPV6 HEIFHAE FA (FLGS = 0)

e 0x00000001 ~ Ox3FFFFFFF ¥¢l9l & ID

o FTHOlIPve HE|ZHAE OF MK} (FLGS = 0)
o 2| 040000000 ~ Ox7FFFFFFF
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Ol Al:

NTP(Network Time Protocol) 7t ID 0x40404040 Of & & x| & LLCt,
o S IPv6 HE|IFHAE FA (FLGS = 3)

Ol Al: RFC 3307 &=

FF02:1 = B E SAE HE|F|AE

FF02:2 = 2 & 2t H ZHE[F|AE

(22 UERZ), FFO5:1 (AIO|E)
(2Z HESRF)

B
b

V.12.7 Services supporting IPV6 addressing
o M= & LIEEO[~& HTTP/HTTPS
o Syslog EA/

o Z2fO/PE HZL NTP

o SNMP

o IPv6 OfA BZ 21 AH T2 X &= 7f5 0l 814 RADIUS 2/&
o A& cf2E

o &34

o 228

o HZ/X/

o HZ/X] WIFIARPNAT & WDS)
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V.13 Asynchronous System Upgrade

M2 2AH EO| 2ESHA| gh= AlZt0] 2t ELl HYE YYo= M= ASLICE (O
2tRHE O o|Est{H HXE SX[6l{ofF g
= 0t SHE TS| 2fsh =2 il POz ol 5@ YEE)E SAIO| 87|
@& L Ct
2X= HS7|A QO 0|E 7|52 MBS, 22 3T = /ASLCH

o QIHUIO] HMAY = A 2, 7|X7F 2 SO|ALE Xp1of AS UHo =

Firmware & 2E=2tL|Ct,
o J|X7F G Ol AKX S UHOI|TF Firmware & Y 1|0|=510] 2tEE CHA|

o
Agg = AL

JF:.%ICH A&t ga8|0[= XM E =2|ot=s AYLICH AHEAE HAAS

|5 2!
O LS AIA" HOO0|EE Y + AU A" Y2 0[=F flot R

EEy =)
o« E8 ZW A A0l F20|= of <f

I MEO) N 2HRER HYof Hasts A AlAH
o

2l = 7 S SRSLCE M0
25 o A glol, ¥agjols 72 ot b

r
0

g. °*c+|0|EE oorgte I, BYO{7t SAl eMMC Off & E|Of
&t
2 ChA| ARFSLB O QFE|QALL BB

Rallbox V2 & AHESHH, A
M=o ™0| SEEIX| E
EfE NEZel 2% o

ol @iE|o =7t &ML

ol
N=]
O

AM Of 2t IW%* AL

0
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V.14 System Integrity Check

WaveOS = Ot JjAM 2Xoz DZAM AS A|AHS ESAZSLICH 2AM AS
i 1 s

O
NAHS, 29 HAES TAsHe 1Y RAYS HA

Oy - EF
T3 22YLICL O] 7|s& Sof 2142 HES0| o =82

&K EUA=X € = ASLCL

It A|AEIO] AN AALE, 0|2 MBI 2t rOE_O_I ‘checksums'&E+& “fingerprint ' Al 4hS
J|Hto 2 'O;H_l Ct. WaveOS % IS checksums '2 & & IO MO,
ol i

|
29| fingerprint '8 Xt H|wgL|Ct,

rir
o
)
o H
r|r|
:T

o checksums O] SotH HF2| FZ2-90| ACKSYS 0| A SHRUS Mt &S
2L

. DHOF ZIP}CH2D MZ0| 24 E HY & YBLLE

o1 A= AN
U o| s Al(condensate)S AlLtst7| loH, SHA| =7 2EIZ0| HEEL|Ct 0] 42 MD5
HAb LN2|Z(1992 H RFC 1321 )2 7|HIO 2 11931 CIX|E A E A ASH=
gt=QLICE O] 224 AA= HIDS(Z|A &Y BX| AN Msts B2 7|s &
SHLEO|O, O] Qlof| ofsf eto|Mez +=HE|X| (U=X & = ASL L
F44d A 7|52 SNMP QIHI 0| A5 S MS&H, O F o 242 AH2Z 0
AMNE s=de = AU

e SNMPD QE{HO| A0 A ZiK| 4]
o 20 el &4 Al

X} OID(Object Identifier, Z4X| A/ EXHE HolgL|Ct,

o BA TY A% ol s
o AAE 21 U0 CH2H 22 YASR F7|S
o BIZE TACICH HAIKIS SHLEY 7|Zto, BAIXIOl S S b0 AI%t
20 WZE TpUQ| 0[S T} 1 hAIZt0| ZHELICE
o 2M AIE LEE HAIKIZL o, 0l S 2Xte0| A% 221}
AnteLict
UKl ALZ ARZE, SNMP HHZ Sof ChY ZHZ0IA WaveOs THU0| e
USR] EOloHe UYL
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VI WEB INTERFACE REFERENCE

VI.1 Setup Menu
Ol U5 AH83I0] 24 QIE{HO|A W HEYY S42 FHY & YL (R

SETUP H|O|X| SICHOl= 2 7 2= 3 7l e] HEO| /}EL L

@ Reset Save | Save & Apply

©

o7+ HES 20, save & =2 S7HY HE22(0 7| S L ol 32 #HE
A2 ZA HE8E|X] b0, IHA|RH = E= Save & Apply 202 M-8 LT},

Save & Apply E FE E|H X|F7X| Z& HO|X|0|M =t ZE T HE A S

HESHA ELICH

ot
kel
>
m
rir

Reset (AIE 7ts2 89) & =2 &4 HOIHE O L (OHAIH MF save

)22 E[=ELICH

VI.1.1 Physical interfaces

Wireless overview section:
O I|O|X|0| M=, +d & 2IC|R 7tEL| 7HE &
H O| X| SIEHO M= global Wi-Fi 48 BAT

0

ot £d2 SSID E2 EojFLICh
=

SETUP TOOLS STATUS

PHYSICALNTERFACES | \WIRELESS INTERFACES OVERVIEW

WIFI 1

El Al You can set up to 8 simultaneous roles (wifi interface types) per radio card, among the following combinations:

LAH1

LAH2 Channel selection Max number of interfaces
VIRTUAL INTERFACES Combination Multiplicity Can use DFS Access point Infrastructure client Mesh point Ad-hoc
NETWORK Multiple access points single, auto, multiple yes 8
VPN Client/ bridge single, auto, multiple, roaming* yes 1
BRIDGING SRCC single yes auto auto

unsupported unsupported

Other ! Ad-hoc single no

ROUTING /| FIREWALL

When using several roles, they all use the same shared channel; in this case, the client role must not be set to multichannel roaming.

Qos
Repeater mode is a combination of two roles: access point + client.

SERVICES

* The roaming feature is not yet available for IEEE802 11ac cards.

WI-FI INTERFACE

__ ]
SECURITY ACTIONS
A=

WiFi 1: Wi-Fi 5 (802.11ac) Wireless interface
& CHANNEL 80211 MODE $SiD ROLE
Automatic 802.11ac+n acksys1 Access Point (infrastructure) none

WI-FI INTERFACE
ROLE SECURITY ACTIONS
Interface disabled

o | ]

WiFi 2: Wi-Fi 5 (802.11ac) Wireless interface
Y CHANNEL 802.11 MODE SSID

GLOBAL PARAMETERS

RADIO REGULATION AREA

Country [ United States []
RADIO CLUSTER

Cluster mode ‘ Do not group El

Save & Apply ] @ Save ]
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WIFI INTERFACE =& 12 Zt WiFi QI 0|A°| o MHS QfstL|Ct.

802.11abgn Wireless Controller (Radio A) Q E
\;EQ' CHANMNEL 802.11 MODE SSID ROLE SECURITY AQTIONS

40 802 11na MySsid Access Paoint (infrastructure) nane f;:l

MZ & SsID MM /

By

AH

JI2MOo 2 (X7 A7), FM 7|s2 HE Yt £ JSL L ]
AtEste{H 2™ HE S &3} offoF sty —_—> o

ACTIONS
Interface disabled

2iC| R 7= 2 3t/H| 2 d3tE Save & apply 202t M-8 & L|C}

SSID & 4 X[ot2{® Remove HHES EEOHM 2. 12|11 Edit HES 3l 2tER &S

20 SSID 2785 HULLIL

Global parameters section:

GLOBAL PARAMETERS
Country [ United States [~]
Cluster mode |D0 not group E
Country:
S8 3710] R0 ek N8 & e A LI 1 Tefo] ABEch £
SCIO|HE AZU| M XME2 beacons 0| A AP 7} K| SSH= =7t AHEFLICE

Cluster mode:
2iC|R 7IEE S AHESHY, StLEe| 2IE|27F oY x2S A7MSt CHE 2tC| 7}
AP O] AZ |0 OO|HE 7‘*%6&% T = USLICL O ZEOAM ATH
ZE2MAE Ol ME2 WoliohTl $X T A7 2tC|= O] B2 o2& LT

Group for scanning & 1 E{SHH, SLES| 2fC[ 2 FFEO| A AP Of LS AZHO|
YLt 2t 2 SHO| 7t Mol AP & HEE + JEE LHE 20 R
=0 MSELILE Ol AP M= 2f|#0| & 7t=0f Cisl = 2sioF &S 2|0|gfLCt.
efAf FELE 91X, =58 8 #0l2 FE2 MZ 0 7Ht/OF &LICL Xt0| S
135l 2 Ed|A g RAEE HFE A 288 = & L

Of ZEO|M 2 Oi7iH=£= HlO|H HE0 AHEE[= 2tE 2 7= 80N
7tA & LT

of

DTUSO70 rev K.13



Page 146 / 336

Group for scanning S ME{SIMH Scanner card ZIC|2 HEOZ AFHO| AR FIEE
MEieh = JAE L

RADIO CLUSTER
Cluster mode Group for scanning E
Scanner card @ wiFi1 O wiri 2

Group for connect before break € B 5t H, & 2IC|2 FIEQ| &5 YA2 Group
for scanning 2t FAtSHA|TF 20| Wl UfOICH & 7E2| 7| 50| WetE LT} O
7|52 Connect before break 443 0f| XtA|S| AHE|Of AESLICH.

7|02 Wii 1 QIET0|AT} 7|2 FtE2 MEE|X|BH O]= YAIX Ol AEjo|D2
fhegol B RS0 e 0jxx| L

O (k=]

RADIO CLUSTER

Cluster mode Group for connect before break El
Primary data card @ wiri1 O wiFi2

Secondary data card O wiFi1 @ wiFi2

Ol
o
F9l

Bl Fteo| £ 7K 758 BE +ULEE aNE 4+
M Kol Mat Fhs LI

[
=
M HEZe 4% F 7180 Chsh s Lot @ wiFi1 T wiFi2

o]
=]
Q FIEE MEHS}7|OF S H =L} @ wiFi1 O wiFi2

RADIO CLUSTER
Cluster mode | Group for connect before break |z|
Primary data card @ wWiFi
Secondary data card @ WiFi

Case of 802.11ac Wave 2 products:

Wi-Fi 5 (802.11ac Wave 2) Wireless interface

'W' 5GHz band : Warning: Saving a change of band reboots immediately O 'j

b‘-"f CHANNEL 802.11 MODE SSID ROLE SECURITY ACTIONS
Automatic g02.11ac+n acksys Access Point (infrastructure) none @ i’ﬂ

802.11ac Wave 2 2}C| 27} Z*:HE Railbox/6xA0 1} Z2 HE2| A2 &M 1S

ZIglsl7| Mof| Fht4 e (5GHz = 2.4GHZ)S ME4s|of $hL|LC}.
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VI.1.1.1 Wireless/Radio

a. SETUP/PHYSICAL INTERFACES/WIRELESS SETTINGS/DEVICE CONFIGURATION
General Setup tab:

O HM0M= BE|2 7tEOM E-8T = U= Zr SSID Off Tt 5380 2= 8= &

7 ASLICH

DEVICE CONFIGURATION

General Setup | a/b/g Data Rates | 802.11n Mcs l Advanced Settings '

Enable device =]

802.11 mode [802.11g+n (2.4 GHz)

@ Changing the mode may affect the list in the "a/b/g data rates’ tab
[20MHZ ~

@ Automatic 40MHz HT mode is not compatible with AP, Ad-hoc, Mesh and multi-interfaces

Automatic channel select "] &> Automatic channel selectis not compatible with Ad-hoc, Mesh and multi-interfaces

HT mode

Channel 1 (2.412 GHz) - Max Tx power 30 dBm =

2 (2.417 GHz) - Max Tx power 30 dBm ‘
3 (2.422 GHz) - Max Tx power 30 dBm

4 (2.427 GHz) - Max Tx power 30 dBm
5 (2.432 GHz) - Max Tx power 30 dBm
6 (2.437 GHz) - Max Tx power 30 dBm

) This field is ignored in client proactive roaming mode; see ‘Roaming’ tab instead

|l

1

Enable device:
O] M AE8FAG MASHH, 2IE| F¢ g3t d Mg 5

Eor g = LICH N2t
oM FHE=0| H2ds) £|of F4SH0| 27tsdH LT

$Q

802.11ode:
= 802.11g+n BE& 2.4GHz CiS(802.11g)M A Z-S3tH, 802.11g X 802.11n
X2t oL CE

= 802.11a+n BE= 5GHz CH9(802.11a/h)0Il Al ZHESHD, 802.11a/h X 802.11n
KXot = 2hE LT

= 802.11ac+n R E= 5GHz CH O M ZH53HH, 802.11ac, 802.11a/h X 802.11n
KXot = 2hE LT

—_

At10:802.11a+n/ac+n 22 FEE NES ME CHE Fht R E AFESH7| &0
802.11g+n 22 4zl CtE ME1 4l = glsLCh
HT (High Throughput) mode:

802.11n & 802.11ac REEOAME 7|2 HT20 ZEE A% 4= /USLICH O R E
7|1E2| 802.11a ¥ 802.11g ZEQt OHEH7LX| 2 Ef% 20MHz &S Af-gobfl_||:|-

2L =S =22 H 40MHz(HT40) EE-= 80MHz(HT80) XH 'Ol Al 242t
SO E, 271 E= 4712 A% 20MHz M EE SE = ASLICH

2= oH =2 T M-

802.11ac ZENME= 27 EE= 4 79| 20MHz XL S ETtE | 20MHz for 802.11ac
= UELICH 7|2 HE2 AP 7t A= XM Of| beacons = 40MHz for 802.11ac
M&St= MHEZE X5 Z™E L CH 80MHz for 802.11ac

I

—

802.11n EEO M= QXS 20MHz M2 & 7HEH A IS

_

O:I, 40MHz automatic

A0MHz X gojq &t 4= Q& L|C}, 40MHz 2nd channel above
40MHz 2nd channel below h

72 e k'Y MMO|A MEHEIL|C} (OF2] &X) EX
20MH
HMEe 7|2 Y HE 9 £ ol nFSEE My -
2 UL LICH E8H 40MHz 2 AFE 02 MAstn MEist =2 & & &Lt
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XS 40MHz 2=+ Ad-hoc, Mesh 8! CtE QB0 A9 S 2tE[X| &&LIC)

—_

HT40 ZE& MHEYSIH = JHX| =7t 40| LIEFELIC

LELE | 40MHz 2nd channel below |-
[:;I Automatic 40MHz HT mode is not compatible with AP, Ad-hoc, Mesh and multi-interfaces

Disable HT scan Q Do not scan for overlapping B55s in HT40+/- mode. Turning this on may generate

interferences/conflicts between APs that have their frequency band which overlapped.

b i 2 v Q Henor 40 MHz intolerance in coexistence flags of stations

Disable HT scan:
O FMO0| &dotx|™ A[AEEZ 2F 22| 40MHz FOA Cf
AX|SHA] ¥ S4SHA £|H, 0
UG LT}
HT coexistence:
Of FMHS AIFESIH, A|[A-2 CHE AP 50| 2X x2S AFE5t s 8% E1I0IE1
&S QI8 o2 X' 22 TA(aggregation) SFA| 211 I
&0l CHE AP 2| 41220 7MY S E0|1 S FES THAZ & ASLCH
Automatic channel select (ACS):
MEel 9o met e S Arsez dEg & ASL T

- AP OIE AP E AT I, S %7ro1|16+%| =€ e SN 4

MEBLICE S ML MS Mol ACS  MASHK %1 MY CHE M
MRS AFBOH 2

+ Clent S/ B0IUSE 8 37101N 8185)= 2E K92 Hueic M
AN 222 NBHotIP, ACS 2 MESHR| BT AL CHE MY MRS ALBSHN R
Sel0|QlETt 2% BER MYE ¥, 0l M 222 2T Ho| K2 3202
ChHI Lt

= 7Bt 9= 7|Et S (mesh, ad-hoc) 2 St AME T X[ HSHH, O] D7) =
AME = Hlol EEMHE JAoAM M2 S HEBHOF LTt

ZF17 - "40 MHz second channel below” ZEO0|M= ACS E AISH 4= 9i&L|CH

Channel:
SR 80211 2.5 X WED F7j0l 7 FHO| Wk A S22 Ak + Al
Ol Q=2 22I0|HE REO| AFEE|X| ASLICEH AZHY| HHEE Z= X ES

AHB 87 G2 LICHE Y O #40f ofs) HSHE 4+ 248).

=

A0 et T 2M FIETF o2 Wi-Fi 922 SAI0 M2l = JSLICH O] AL
"SL0[AHE" 7|52 & AMET A St E -G OF SLICH O XM HES MM
V.2.1.5 Virtual AP (multi-SSID) and multifunction cards 2t Appendix —802.11 Radio
channels 2 &1351M Q.
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AP 7} 7HE m8lE T} gl
Mz Here & Qe
+

MEfSHEE Ctrl

M2 MEdSta, S KDoA HO|E 7t X =EH CHE
o] A2 S MEdT = QUESLICH EEF2KMAA o2 RHES
=2 =7 E ALESHA 8.

11: DFS CH& A2 2 ALE3H7| ™of| =l X[ (CAC AlZhO| 2 EIL|CH o XtA|St
M HE = V.2.4 Radio channels and national requlation rules /M &SN 2.

O

a/b/g Data Rates tab:

DEVICE CONFIGURATION

| General Setup | | a/b/g Data Rates | | Advanced Setings |
Automatic supported rates ¥ (@) Uncheck to select custom vaues

Automatic basic rates v [E) Uncheck to select custom values

Automatic supported rates:
O] M2 MASIH, AP O Client Of| Al ¥2|= £ Hote = UYSLICEH
Automatic basic rates:

O] g2 tHE 77|17t M & 22 EQL S

St7] o X[ IsHOF ot S8 =T
= Qe AYYLICH A B E J|& rate £ X[} E|= rate set 0ff ZEHE|0{OF BHL|C}
%X rates Of| A e o] FnArg
el EREEIHAE G HEFHAE m2f g2 MERE XK 7|2 S2 8 AH8SHO
MESELICH ol2{st Z2 el H&2 =02, 7|20 22 S0t MESHA S
’5@3}01 ’8%9 7Hﬁ§ 2= UX| T, ol= XY AHH2|X[0of E&Z O|F LI CHproduct

Ee X2 S5 = AR 7] W20, MHESEy Yo =4E 420 5
we| YAStL O H2 I FS AF8SLICH ML ZOIEQL HALH Xts XS
& Mo LdO2|FMINSTREL €12|F)E O WEAH +=HE L|Ct

802.11n MCS tab:

DEVICE CONFIGURATION

General Setup | | abig Data Rates | | 802.11n Mcs | | Advanced Setiings

Automatic BIZ.11n rates ™l () Uncheck to seled custom values

O] FMEZ AMA ZRAE AN SEtO|HAENA X[ E|= MCS(Modal Coding and
1

Scheme)E Aot &= U= M YLICE
X

a/b/g =2 OHE7HR| 2, &
TEPFHAE =gl 955

THEO| RlE L.

2IOA 7IE =2 MCS BF MEHSIH 22 EFAE G
betAZ = JAELICE Og{Lt O] B2 a/b/g 2F 5Lt

—

0 242 802.11ac BHC|@ FHE O ML ALBE 4 gi&LICh
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Advanced Settings tab:

DEVICE CONFIGURATION

| General Setup | | a/b/g Data Rates | | Advanced Settings |

Max Transmit Power

@ dBm - leave empty to use max value allowed by your country and your radic card

Antennas | All

]

Do Profile [ Default v]

Distance Optimization

Q Distance to farthest network member in meters.

Beacon interval

@ in multiple of 1024ps. Used by AP, ad-hoc and mesh modes.
Fragmentation Threshold

RTS/CTS Threshold
Retry settings 7
Short retry 7
() Retry for frame sent without RTS/ICTS
Long retry

2
Q Retry for frame sent with RTS/CTS

Agregate retry 10

@ Retry for agregate frame {802.11n only)

Max transmit power:

S =82 Nz FOU MES| 78, #H H 2R 2L 7S wet
NS 2 ALELCH O 82 4 =30 teh oots - S 82

gl QHH|LE ZHof = E L T

Antennas:
AMEE[X| = QtHLIE O 7|0 AM HZdote = A2
C

O =
ISAZE = ASLICEL M R HHL

OHEILIO] FBAIZ & B HE|LE £ W Al HTE BE
HIZASE & UELICH 80211 THF B2 AEYS PO T, 24 J2 AEH
S0t S 40 L

| QLEILIE AHESHOF B

o = =

SejE LTt
QoS Profile:
O] M0 M, SETUP/QOS/WMM | O| X[ 0 "Ho|El & 7tX| QoS Z2E S0

Mevg 4 &Lt

- Default : 2& WMM(Wi-Fi MultiMedia) O§7i #H =0 ClHoll & x7| 7|24t
AtEEtL| Lt
- User : AF2 X7} HOIE WMM(Wi-fi MultiMedia) Oj 7 =5 AF2%tL| Lt

Distance Optimization:
2 39| Z0|7F 300m ECt 71 22 0] &M
AlZH B 7EX|2 E0|EBLX| T SAl S
™ ZX|X| Q| H2[E 7| Yo gfL(Ct.

2 A2, 0] M2 Wi-Fi LHE H|BtH
2 SHSIALE aA7|1X| = @EU T 71
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Beacon interval:
O] FME AtESIH, = 79| beacon =&Y ZtAS 78 = USL|CH

Beacon 2 AP, HA| =E 3! O EZ(Ad-hoc) 2H|O
A 2E HT 25, SSID 5)5 €2]7] ?l8f A& L
712 4¥e 802.11 R0 et CHEL ot
Beacon A4S ZO0|H X 20| O H2 LHAZS AFESIE=Z, TM Wi-Fi d50|
MotE = UX|T A =43 O Ye| X = ASLCL
Fragmentation Threshold:

O] M2 802.11a/b/g ZEO|A, Z[CH 802.11 =& Q 3 7|2 HIO|E THQ|2
TdgL . of AAE =15t T gl2 =g E Lt

= = = 2

RTS/CTS Threshold:

Mo Zhtdol B wi-Fi 50| X 2 42 CTS/RTSE AHEELILH 0] FH2
ChA0l 80211 a/b/g el A7IE MoLILt o A7|g Emts mYe
CTS/RTS Z2EZ=2 HSEU L E= 54 iEIOI*"OI Ae G20 AHOIM A 2F
B ALO|o] WZHHM, A= & = Q'XIW B= & & 2= M HW AHO|MO|EZ, AR
240 BE Waighol = AL O 20|z 0] = 7|50| global Wi-Fi 452

XotAl7|= 82 = AU
Retry settings:

g TAUEKX 2 ELj= HIojet =i Y2 =l SEHE eELLH SuUXt

= = =
2ol SEHS UX| ZoHH =2 ¥ S ChA| EL{ofF gfL|Ct.

802.11n OM= O =gj| 2 StLte| 2 =g = Hetzlot A-MPDU(Aggregation

Multi-PDU)E B &= QESL|CH SEANQ T2 7hE ACK =g ¥of o|s) =2l
SES 2ol A-MPDU T2 A-MPDU LHO| 2t ME |0 Cist stLto] 2ol
SHE Z&sh= T "block acknowledge" Z2{| & 0f o5 2ol SES BHELICE
SOIE|X| U2 =22 LS50 A-MPDU Of| A ZHH & & L Lt

Ol M2 MESIH, A E S+=E Hojg = ASLLCHL

Short retry:
Ol M2 Z2| HolH =g g (Y E£&= A-MPDU)O]| CHSH THA| = S8 HE gLt
Long retry:
Ol M2 RTS/CTS Z2E=E & E =2| H0[H =g |(HE E= A-MPDU)L
A Sl+=5 AFeL o
Aggregate retry:
o] M2 A-MPDU 2 TA &l
HUZE Z)00 CHet A= =

of| (222l 802.11 =2 20] A-MPDU Z¢gj|ge=z

i
IHBE(E4SH2
A2 MBS
=& 2d™gtLcy.
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b. SETUP/PHYS. INTERFACES/WIRELESS SETTINGS/INTERFACE CONFIGURATION
Of MM2 2z} sSID of thsll =AM ELC 282 M=t ssID o 2 H-g& Lot

211 : Interface configuration 42| 0{2| H&0f|l= Advanced settings E0| A0,
O| € Device configuration A449| Advanced settings It 2&F3j A= QHE L|LCt,

Loops pitfall in products with more than one radio

= M Ol”ol T4 FtE7 A E MBS0 M=, otLte| 2th|RE 7 SSID = M~
ZOIER gdalstn, CHE 2L E S SSID 2 S20|HER P50, B4 £
=M EE = As '—|Ef

X7 712u2, F FHUE WRHez o AZ5I 3ot SSID E 7HE AP G2
2485l A0|2 2, & RS B&F 2delctn 1 F otLE AP G0 S20|E
A2 HPGSLH o|2fot Rt WZLICt
HE2 M =27t =2 H0|E ™& (radio 1->wireless->radio 2->internal bridge-
>radio 1) =22 WEH SHLILL 578 = A= gt GE2 HMES ST =7|=t

= MAESt= AYL

General Setup, Access Point Mode

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |
Role | Access Paint (infrastructure) [~]
ESSID

Maximum simultaneous associations : . S
Max allowed by radio card (see documentation)

@ Specifies the maximum number of clients to connect

Hide ESSID I:l @ In order to comply with the DFS regulation, clients might not associate if you chedk this option

and select a DFS channel. See the user guide for more details.

Network

@ lan: g%

unspecified -or- create:

@ Choose the network you want to attach this wireless interface to

Role: A ¥ = roles &= U< 54t
e Access point
e Isolating Access Point
e Client (connecting to an Access Point)
e RogueAP (WIDS)
e Mesh (802.115s)
e Point to multipoint station (ad-hoc)
e SRCC

ESSID:

EMd HERQR 0|52 Ad™eLIC O AtM|et 882 V.1.15.1 Wireless architectures =
TGN Q.
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Maximum simultaneous associations:
Access Point(EM UM A EQIE)M SA|0 ¢ 7tsst x| O 2zjo|9E &2
AE5= A0|H, Pt EE WEH Y MH[AT 2Hd3tE|[0f QUICHH, SA|0| HZ 7hsot
Z|Cf S2tO|HE =& Jo|8ljoF gL,

Hide ESSID:
O] FM2 HERIO|A SSID & EZEINAESIX| A= ETILICE O] = ATHH 0N
AP 2| SSID & &2 = 917 [[HEOH S2O0|YET} O|2| SSID & Y11 U0{0f SiCtE=
A2 olO|gtL|Ct 7% SSID W DFS 1n2{ Aretof CHet AbM|ISH L& -2 Radars
detection overview (DFS) M- Z0ISHN Q.

Ct.

Network:
Of M S ALESIH QAHMO[ATF FI7tEl HERRE MEY = USLICH =7
MEME 2E E2| AHEO|AO|EHY S M ZEYI} lan HEYAO 22X &0
UELICE @ an: 2 @
toF QEXZ HIC E X210 ) unspecified -or- create: 282 dASHH, M
HES A7l YdELCL 0] 82, &4 QHH0|A= Ats22 0] ME22 HESA0
FOte| D A HERIZOAM M AE LT WhatA, 0f @ B2tet S50 = ER0f2 0
7152 AHE5tA, Tl ArEdl{of L Lt O XiMlet @782 Network MM S

ANSHM 2.

Mesh ID (only in Mesh mode):
Mesh ZE7 MEHE|H O] M2 ESSID(Extended Service Set Identifier)& CHA| &L C.
O] ZE0& Mesh O|E& 7|t Lt

General Setup tab, Client mode

INTERFACE CONFIGURATION

| General Setup I l Wireless Security | | Advanced Settings | | Roaming | | Frame filters |

Role [ Client (infrastructure) v]
Multiple ESSIDs

ESSID acksys

Network ® I IFee

&) choose the network you want to attach this wireless interface to

Multiple ESSIDs:
Ol 28 MEiSIH, THY ESSID &=0| ereless network nicknames &52 2
MSHEL|CE o2 72| SSID @F H ot Oj7fH+=E MEigt = Qlol, Z20|UEE=
Olg{gt =g & SILIE M= E L2|= AP Of| HZTLICE HY LHo| LX|StH= AP 7}
7ol 2%, 4 =20 wat SSID & dEig = AS Lo
Ol 7|s= AMtE5tH 23 7|5 f3°* plen, 2ok ST ESSID 2F HE o
070l A Z Ll LIk REA| et I—H 2 Wireless SSIDs MM Z &SI Q.
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Global Parameters 2| Cluster mode 0| A CBB(Connect before Break) £ 1EHS|H,
Network Z =7t bond interface 2 C{X|E L|C}. O] QIE{HO| A0 O|EZ X|H5HOF

gL Cf,
bond interface create bond interface:

@ The duster mode “roaming before break™ require 8 bonding to work

Wireless Security tab:
Ol w5 AHESIH ST SSID Off M8 F4M Hot = MEish = QIEL|CH CHE

HOt M| Al= Wireless security 430] Y0 UAELICH
Security:
XYL pE= Mo encryption b
Mo encryption
& Jgnt 5Lk WPA-PSK (Personal-depracated)

WPAZ-PSK (Personal)

WPAI-PSK (SAE-Personal)

Mixed WPAMWPAZ PSK (Personal-deprecated)
Mixed WPAZAWPAI-PSK (Personal)
WPA-EAP (Enterprise-depracated)
WPAZ-EAP (Enterprise)

WPA3-EAP (Enterprise)

Mixed WPAZMWPAS EAP (Enterprise)
Enhanced Open (WPA3-OWE)
OSEN

WEP Open System (deprecated)
WEFP Shared Key (deprecated)

1 1: A Z2t0|= SEI0|AE = EAP-TLS S AFR3H= WPA2-Enterprise
IEE NeIsties, 2E Y| WPA/WPA2 AE{IZE2I0|= UM A

of Ats2E XSLICt EAP-TLS &S ALE35I0] WPA2-Enterprise 2

AH%&E AL20|= CCMP Z2EZ9| AF20| AN EH, CCMP & X &= WPA2-

Enterprise UM A ZQIEQ|TH HAZELILCE.

>

dEioh S=0f mef LF £J0| LIEfLEALE ARRtE o UASLICH

Fast Transition Support (802.11r):

O] &A= WPA/WPA2 R EO| S2t0[AHE0| CHSHAM2H LIEFELICEH AP Off CHdH 802.11r
EEZ AMES 51852, 0| HAEAE MESIH . 2 Al 2150 ERot AlZts
2 = AS UL

7|52 B8t AP, 0|SA S0 9l ! NAS ID S M} RAshfof guct

Y |E

= O

o
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Wireless Security tab, No Encryption mode:

INTERFACE CONFIGURATION

| General Setup | | wireless Security | | Advanced Settings |
Security

| Mo Encryption r

ol7[0M = 28 &=0] gl

Wireless Security tab, WPA-PSK, WPA2-PSK, WPA3-PSK & PSK Mixed Modes:

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | MAC Filter | | Advanced Settings | | Frames filter |

Security [ Mixed WPAWPAZ PSK (Personal) v|

Protected management frame (802.11w) | disable v |

Pre-Shared Key I/‘) g
=

@ This key must have a length from 8 to 82 characters. If the key length is 84 characters it will be
used directly as hexadecimal format

Group rekey interval

@ Time interval for rekeying the GTK (broadcast/multicast encryption keys) in second

Pair rekey interval

@ Time interval for rekeying the PTH {unicast encryption keys) in second

Master rekey interval

@ Time interval for rekeying the GME (master key used internally to generate the GTK]) in second

Protected management frame (802.11w):
802.11w H¢t 7|5 &gt/ datatL Lt o] &
WPA2/WPA3-PSK 0| =74 X USL|Ct. O XtMst &

M2 WPA3-PSK & =gt
frame (802.11w) MM E Xt 13HN| 2.

Protectedmanagement

Pre-Shared-Key:
pre-shared (AFH 0| 3REl) key £ 8~63 72| ASCII EX} EE= 64 719
16 Tl=(256 H{ E)¥ &= AGLICE. LEZR0| U= =M ot H 00|25 ArE5HH 7| &
Olzisle ZOF QUHt HHAEZ 7|2 FA|SH 2 Q& L|C}

Group rekey (AP mode only):
Interval : GTK(EZEIHAE/HE|FHAE (3o} 7|) 7| & ALSH7| ot ZHE(xX)
LI

Pair rekey interval (AP mode only):
PTK(RLITHAE 2423} 7)) 7|2 AAISE7| I3t Al 2HZ(E) QL ct,

Master rekey interval (AP mode only):
GMK(GTK & ‘4-d5t7| ?I5 WEH2 2 ArE &= OrAH 7)) 7| & Aal5H7| flt
LA (z=) YL,
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Wireless Security tab, WPA-EAP, WPA2-EAP, WPA3-EAP & EAP Mixed in Client Mode:

INTERFACE CONFIGURATION

General Setup Advanced Settings | | Roaming | | Frame filters |

Security [WPA2-EAP (Enterprise) v ]
Protected management frame (802.11w) | disable v |
Fast transition support (802.11r)

EAP-Method |'|'|_5 v |

Server CA-Certificate Choisir un fichier | Aucun fichier choisi

@ Please check this device's time to avoid 3 certificste out of date emor

Only PEM certificates are accepted

User certificate Chaisir un fichier | Aucun fichier choisi

@ Please check this device's time to avoid 3 certificste out of date emor
Only PEM certificates are accepted

User Private Key Choisir un fichier | Aucun fichier choisi

@ Only PEM keys are accepted

Password of User Private Key Y.

=
o]
-

User identity a{:ksys

Protected management frame (802.11w):
802.11w HQt 7|58 &/d3l/H|&/d3tetL|Ct O] M2 WPA3-EAP & =gt

WPA2/WPA3-EAP O 4N U&LICt O B2 dE = Protected management frame
(802.11w) MM S EINTIA| L.

Fast Transition Support (802.11r):

WPA/WPA2 ZEO|A O &5 HASHH, 802.11r ZE2EEZSZ X|/St= AP Of| S|
Z2EZS AEY = Aoz, 2 Al QZA|ZH0| EhEE Lo}

Z 283517| QI8 AM-= AP, mobility domain, NAS ID & MAESIH Fdsfof &L|Ct o
XtMIet S 2= Fast Transition Support (802.11r) MM Z EtNEHN 2.

Server CA-Certificate:
HE2ESH CA QIS A Ot X E MEHSHL|CE QIS ALt 7| = PEM(Privacy Enhanced
Mail : ZHRITE 27t ZotEl O YY) HA 2 XS E[0{OF StL|Ct O] ¥AI2 OpenSSL
ZZNENAM HOBLICt "BEGIN"S 2 A|ZESt= & 1t base64 HMEE AHESHY

OIFClEl 0|7 HO|E{ 2 AlY JH53h BlAE mMAQL|C,

m g
El
o
(o]

EAP-Method:
O] et=2 A2 EAP (Extensible Authentication Protocol)& LIEFE L|CL.

MEH Tbs o 22 TLS, PEAP, LEAP I L|C},

: AE Z2t0|= S2t0|HE = EAP-TLS &8-S ALE3I= WPA2-Enterprise

StiE, BE 93Ol WPA/WPA2 AE{ZZ}0|= AMA
2 H3LC EAP-TLS &EE2 AHESI0] WPA2-Enterprise 2
= CCMP Z2EZF9| AL8O| ZH L, CCMP E M3dt=
WPA2-Enterprise UM A ZOIEOTH HZAE L|C},
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EAP-Method TLS:

User certificate:
2T ALEX QIS A ISl /X[E MEHSIL|CE PEM((Privacy Enhanced Mail:
HIEE 7L ZotE oY) YAo 2 XS E oo ghL|Ct

User Private Key:
HEReg el 7] Mol /X & dEigtL|Ct PEM 7H ¢l 7|2 S| & & LTt

—

Password of User Private Key:
MESSE 712l 7|0f HEE A= YLICH

User identity:
EAP-TLS 215 & AtEE 2102 MIELC O] 215 2HH0A O] EE= RADIUS
MHOME Mol AFEE|X| RELICH 7| 2442 acksys YLICE.

EAP-Method PEAP:

EAP-Method | PEAFR v
Anonymous identity incugnitu
I:;I This identity it used during the authentication phase 1.1t is recommanded to set a different value than

user identity

Server CA-Certificate Chaisir un fichier | Aucun fichier choisi

I:;I Please check this device's time to avoid a cerfificate out of date emor

Only PEM certificates are accepted

Authentication (phase 2) | MSCHAPY?2 v

User identity acksvs
L= .:':\

Password

=
[
.

) oersnanns

Anonymous identity:

Ol ¢S A8 Z2EZ0| 1 EAON WEE ID & PHY + ALUCL 0] g2
RADIUS AH{O A AFSEIX| X3 TLS Ef S AFets o LS 2AQLC} o
oL HEYIOM =BT & U002, HOKY IS0 AgEE 200} O

!
A

Authentication (phase 2)
Of 2E0|= Q5 ol metE LTt XY 7HX|= MSCHAPV2 B AL == A& LT}

\d
b Mo |

2°85te A0| FFLIC

=260
1EE H| 4%, 215 LHo| AH8El= ID(AMEXL ID)7F AFE & L Tt

o

®)

Y E

Ji

User identity:
150 At &= ID &LCH.

Password:
AEXLID Of Cet Y= QIL|LCF
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Wireless Security tab, WPA-EAP, WPA2-EAP, WPA3-EAP & EAP Mixed in AP Mode:

INTERFACE CONFIGURATION

| General Setup | ‘ Wireless Security ‘ | MAC Filter | | Frames filter |
Security [WPA2-EAP (Enterprise) v]

Pre-Authentication /! PMK caching

Protected management frame (302.11w) | disable v |

Radius-5erver

Radius-Port

1812

Shared secret
e =L
@ This key must have a length from & to 83 characters.

NAS ID

Group rekey interval

@ Time interval for rekeying the GTH {brosdcast/multicast enoryption keys) in second

Pair rekey interval

@ Time interval for rekeying the PTH (unicast enorypticn keys) in second

Master rekey interval

@ Time interval for rekeying the GMK {master key used internally to generate the GTK) in second

Pre-Authentication / PMK caching :
WPA/WPA2-EAP 2 E0] M AR 1Z/PMK 7HAl ALR S &1 8%12{B 0] HAUAS
MEiSHL|CH O B2 HEE 2 2{H Pre-aquthentication / PMK caching MM &

Sankel Vi [key

Protected management frame (802.11w) :
802.11w HQt 7|58 &dsl/HlgdstetLtt o] &
WPA2/WPA3-EAP O 574N QUSLICH O XtAeh E
frame (802.11w) MM S EHISIAM .

M WPA3-EAP & =3t
E Protected manaqement

Radius-Server : Radius(Remote Aunthentication Dial In User Service) A{H{ 2| |IP =&
IE = URI(Uniform Resource Identifier)S 7| /gL Ct.

Radius-Port : Radius AM{H 2| UDP ZEE 7| gL|Ct.

Shared secret : AP 2f radius A{H 70| SR &[= HZHS 2 8~63 A} O{OF SFL|LC}.

NAS ID : Network Access Server ID £, O| {2 IP =2 4l Radius MHO|M AFEE =

ol L|C}.

M H

Group rekey interval : GTK (EEEINAE/HE|FIAE A3t 7|)E AASHI| fet AlZt
A Y LT (BRI X)

Pair rekey interval : PTK (R L2 E 223} 7)) & AASH7| f{ot A|Zh ZhA Y L(Ct.
(EHel: =)

Master rekey interval : GMK (OtAE 7| & AIE35I0] GTK & 44
HAYJLCE (B =

I
>.
3
mjn
M
>
e,
N
)
_c')_l-
>
N
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Wireless Security tab, Enhanced Open (WPA3-OWE):

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |
Security

[ Enhanced Open (WPA3-OWE) (=]

of7|0f M= 28 A0| SAE L.

Wireless Security tab, WEP Open System & WEP Shared Key:

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |

Security | WEP Shared Key [~]

| Key #1 [=]
@ WARNING: WEP encryption must not be used in 802.11N modes

The following keys may be given as 10- or 26-digits hexadecimal strings,

of 5- or 13-character strings converted to their hex value.

Used Key Slot

Key # I/‘) Jﬁlgl.
KHey #2 I/‘) A@"
Key #3 If‘) A@.
Key #4 I/‘) A@I.

Use Key Slot:
Of ZE= %[Z0| AHE T2 WEP 7| MEiSL(CE

—

Key #1 to #4:

WEP 7|7} Z&E|0f JELICE 7|= HEX(16 Tl== - X} 0-9, A-F AH8) E=
ASCI(S AL 22Xt H4 2 Txr%% 2 ot0] ol E Lt

o

r|r

ASCII A2 7|A517| 9|2 2XtE S YHSI=A 2 NS LICH ASCl 2XtE 2
HEQIOM AtEE = UYL E HEX Z HBHEIL|CH 4 7)2] 7| € Holsto] &lAH 7| &
HAS = USLICH HEKIOA A
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Wireless Security tab, OSEN:

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |
Security | OSEN E3
Radius-Server
Radius-Port 1812
Sharedeciet I_,) sessscssseetee AiZe
@ This key must have a length from 8 to 82 characters.
Osen 29t 2 == Hotspot 20 r2 2ZEE9 2 0 22| YEL|CH
Radius-Server: Radius A{H{2| IP 2 = URI &IL{CH
Radius-Port: Radius AMH{ 2| UDP ZE QJL|C}.
Y= LIt

Shared secret: @AM|A EQIEQt Radius MH 7H0| S /&= &

Wireless Security tab, SAE Mode (in mesh mode):

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced mesh settings | | Frame filters |
Security [WPA3-PSK (SAE-Personal) ]
Pre-Shared Key |/;) T | He
@ This key must have a length from & to 83 characters. If the key length is 64 characters it will be used
directly as hexadecimal format
Security:

ot 5t Q21 WPA3-PSK SOf|A MEHSIM L.

Pre-Shared key:
070 MESH HERZ 5+ 7|& YESIH L.
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Advanced settings tab in Access point mode

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings | MAC Filter | Frame filters |

Separate Clients @ Prevents client-to-client communication

Power save buffer per client 64

@ Maximum number of frames to buffer per power saving station per Wkl Access Category. Must
not exceed 24045 frames

Maximum total size of all power save buffers

512

@ Maximum number of frames buffered to all stations, including multicast frames. Increasing this
limit increases the potential memory requirement. Each frame can be up to about 2 kB long. Must
not exceed 24045 frames

Disassociation low ack @ Disassoc the station if a lot of frames are not aded

Maximum station inactivity 300

@ Disassoc the station if no adtivity is detected during this period

Separate Clients:
O] &M 2 Isolating Access Point S&2 Bt AL200t At = ASL|CE O]
SME HASIA =H 20| EN 2| EASHE HS HeetL Tt (0]=
PEWME 27U O XHMet §E= |

Access point
ENSHM 2.

mo T

2] (
nfrastructure Mode MM

Power Save buffer per client:
2} SCO|AE0 sl CHo | &= = =
Multimedia) Y M A B3 3 E™ AH|O
TS =M= et LIt

O = =& X|EELCL. WMM (Wi-Fi
= HIE 2 =9 = L|C} 24,213

Maximum total size of all power save buffers:
DE AF|O|MO| Tl BT 4 QU Ao) T £2 XIFELICE O] MBS
|8, HAHR HE2e @5 ArO| ZotetLCh 2 =2 ¥ 2 (T 2F 2KB 7HA|

7ts8LICE 24,213 TS Z0psiM = QHELICE

Disassociation low ack:
Ol FME MHSIH, AP A EHH T{ZI0| 50 7§ O| & 22I0|AHEY A SE 2HQIE[X|
YoM SZIO[AERIS HAO| HO|ELICH HEE2 =y o SEO| g™

2H O[S =2|5HM K.

1

Maximum station inactivity:
SCtO|AHEQC| HZAO| K| 7| MO CHZ|SHOFSH= A|ZH(Z=) I LICL. 7I U2
300 Z=(5 2)YLICH O] A|ZtEQ SEt0|AET Zdate|X| o™, AHO|MZ
=2|5tA 2.
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Advanced settings tab in Client mode

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced Settings | | Roaming || Frame filters |

Bridging mode | Wired device cloning (only one) V|
@ Allows to set the bridging method. Applied only if this interface is added in a bridge

Pre-connect with local MAC address Il @ Allow connecting with the AP bafore cloning

Cloned MAC address | |

@ leave blank to clone the first device found

Key cache life time | 43200 |

ALY

@ alue in seconds.

Deauthenticate before reaming to next AP J @ Cptional. When ON, the previous AP stops transmission immediately. saving up bandwidth.

When OFF. let more time for the AP controller to manager handower.

Uomatcachelokiiacanizes s @ When scanning for APs, ignore those APs found prior to the last scan pass.

Multiple connection failures watchdog I =

@ Delay (seconds) before sanitary reboot sfter repeated failed connection attempts to all legitimate APs
around.

Leave empty or zero to disable.

Bridging mode:
O]l 2MEZ AHESIH O] QAT O| ATt ‘='E|7(|01| FItE|= 42 AHMIe &2 Network
M Xy, AR E B2 d EHEI(XEMBE L8 -2 Wired to wireless bridging in

infrastructure mode M & 11)8 MEHSH 4~ 9;'\%'4 C}.
AL TSt W2 Ch3af 25 L Lt

e ARPNAT (pseudo L2 NAT): =2|HQl Ip F4& (Y AHFE)E =2/H 2l MAC F&
(HolH 3 ABZE £ A fdst= T4 Het BAoz J|2ge=

ARPNAT 7t B E|Of A LT
e 4 addresses format (WDS) : £M1} M MAC 2 Sdff &M HEYIE =%
e Wired device cloning
e PROFINET device cloning.

Cluster mode 0| A| Global Parameters 25 E| Connect before Break S &4
4709 F4 %*'(WDS)% MEHSHOF BFL|C} Cloning 20 CHet XtMSH HE=
Cloning M2 &SN 2.

Pre-connect with local MAC address:

Ol M2 54 FX| E+£ Profinet &X| Cloning | AMTH AHE Z7HS LI CE XA 5HH,
Ol EE= Profinet ZH|7F ZHX[E|X| b2 M, 22 F4M O{HH MAC =& E
AHESHOl HE2 AP Ol HZY = UASLICE O] 4 LHE A|ZH0] X[ = Ethernet
I = Profinet ZH|0f| Ci2t Cloning O 2445t H, 4 ZX[2] ARP H|O|E0| I Of4
FROHA| YA ELCE metA ol2{gt B4 EX|= ARP HO|Z2 Mz & 7K,
MZ0i| AMAe = SlEL T

Cloned MAC addr:

O] M2 M ZX| EE+& Profinet &X| Cloning 0| ATt AHE Z7HsBHLIC}. Cloning Of
AMEElE MAC FAE ZH HEdte{H O HEO| Yst, AME X #HR X E
Cloning 5t2{ ™ H| & FA 2.
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Key cache life time:
WPA/WPA2 EAP O M2t AFE 7+SBHLICEH AP 7F OKC(Opportunistic Key Caching) &
Pre-authentication(At8 Q15)2 X|&5t= 4%, 0] 8-S AHESIO] 2f PMK 2| 2I0[=
Bt S 78 = JASLCEH 7|22 43200 (12 AlZh Y LICE.
1 : OKC = 802.11 2 2tS/ PMK & 7/:2 JlHlO 2 AXE WE 24 J/58/L/C}
O/(CEE ArESLH O 2] AP 7F PMK £ 78 + L0 SFEf0/AET AN AISE
ol A Y PIZE/X] @2 AP E 238 + 2L/

Deauthenticate before roaming to next AP:
Ol S MESIEH, SetO|AEV OHF ML ZRIEZ 2 US| Mol S2H0[HETL
6“KH °”A1IA ZOIEE QAT MY = Az, a7t O el siH|E LTt O]
S M| R W, AP HEEHZI W& ME|ot=Hl O B2 AlZHS oL T
E'CEF O|F H{T 2| WaveOSs 2t2| z2tdg BT &= A& LLCL

Do not cache old scan results:
O &2g HALHR, OF A7 Ato| 20| A7 Z

Y35 K| QS LT 0 M 7|2HoR MeE ol YLtk

[ES=]

Multiple connection failures watchdog:

O EMS ALESIH, He| LHo| 2= AP 7} U2 [, HMA ZQIEOf CHE HZO
A2EHo =z 25 P._ %, ZHE MEYSAE 28 + UASLICH ¢2 = Hel=
HA|ELICE

Advanced settings tab in Point to multipoint station (ad-hoc)

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced Settings | | Frames filter |
BSSID

@ MAC address format as § pairs of column-separated hex digits.

BSSID:
O] SME ALE3IH, 0] QIEH 0| A Q| BSSID & MAC T4 dAloZ MHT &~
USLICH A2 gMo| H2 L2El 16 Tl =XHOl: 12:34:56:78:9A:BC) & L| Ct.
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Roaming tab (only in Client mode):

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced Settings | | Roaming | | Advanced Roaming | | Frames fitter |

Enable proactive roaming i @ If unchecked, the device wil not roam until it loses its current AP

List of channels scanned for the next AP discovery 11 (2.462 GHz) N
36 (5.180 GHz)
40 (5.200 GHz)
44 (5.220 GHz)
48 (5.240 GHz)
149 (5.745 GHz) -

@ If no channel is selected, all channels will be scanned

Delay between two successive scan cycles '1 ODOD

@ “falue in milizseconds, e.g. "10000". Must be greater than 0

Current AP leave threshold B0

@ Walue in dBm, &.g. "-50". Below (worse than) this value, the device will try to use another AP

Required level boost G

@ Roaming cccurs only if the candidate signal level is above the current AP's plus this value

Current AP scan threshold 0
@ Walue in dBm, &.g. "-40". Above (better than) thizs value, the device wil stop scanning. Set to 0 to scan
uncenditionally. Incompatible with the Maximum signal level option

Minimum signal level 75

@ In dBm, e.g. -75". 0 to dizable. Reaming won't occur if the candidate signal iz below this level.
Asszociation is still possible if no other AP iz available

E2|H ZE7}'4 addresses format (WDS)' £ 28 E A0 24 7|52 A8 +

7| W20 o] §40| LIEFLIX] Q& LICE ESBH Connect before Break 2 ES MENTH

A0 2t Proactive Roaming = &3 2}sl{OF BtL|LCt,

Enable proactive roaming:
2% 7|52 A85tE{H, O

Ot

52 HASHH K.

0

List of channels scanned for the next AP discovery:
AP AME 2o A7 KM ES MEASHM| Q. O MEAZ 2|o| TX| 74 &Kt xi 2
SES UAELCE & 74 Oldo XHE S AFESHH AP 7t MEZ2 ZHY3HA| ficbz UL
UA HiXE = AF UL DLt 7Y 20| ME2 ALESHA| = of 220|E Q|
CIOIE XNz2|2H0| ZUASHA =0, A7 T2 A= AP LS HOLL CHE xHE S
220517| 8l 7| M2 HE= SAISHOF 57| = /ILICH WEkM B f4 H=Z2

87, Melgds 2Kz =0l=2 24 H otLfe] M ET ALEStAl= 40| EF L.

o= -

Delay between two successive scan cycles:
A 70 AFO|E ALO|Q| A|ZF (milliseconds)S 7| 8L Ct.

Current AP leave threshold:
AT AP 2| RSSI 2X0| 7| &gt &t (dBm)ECH ZO{X|H Z2t0[AUEE o] AP & [HLID
CHE AP 2 2YUS A|ZSLCH ZARQO0| A7HGHEH 0 22 AFSHM 2. 2O} A=
ol S8 22| X| ST &2 O/ B/FO0jAl= Of Of7f #+25/ O/F 0] Current
AP minimum signal level 0] %& L/L}.

Required level boost:
MEZ AP 7t O[T AP HC} Ot O L2 M3 =4l @52 200 20| HX =2
Pt = A=X[0f Chot z|Aste| 7| = LICH S AP o Mz ut O] gtE HS

=]
=
ZIMSHOFE 22 AP 22| 20| EhlBtL|Ch
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Current AP scan threshold:

X AP 2127t O] =& (dBm) O|O0|H 22I0[YUE= [ Lt2 AP Of Ot A=
SXELCE =UG0| A5t M 0 22 EStM . ZOf 4= 2E S0 S 25X

e L
Minimum signal level:

23 0| OfLf2far EEHE|= AP 9f 2[4
ZUE AP 2 HO| MT Tt 0| YR ELCH o
HAE AP = QI3 CHE AP E AFEE 5 8
=022 BASHH Hlgdst LT

IS 2 SK| (dBm)S 7| BHLICt
20| Sy YL mvar s
o
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Advanced Roaming tab (only Client with proactive roaming enabled):

INTERFACE CONFIGURATION

General Setup | Wireless Security

Advanced Settings | Roaming | Advanced Roaming | Frame filters |

Excessive signal detection threshold

Maximum signal level

Maximum time above maximum level

Maximum time under minimum level

Minimum roaming interval

Ho-return delay

Threshold hysteresis

R55I emoothing factor

Beacon timeout

Probe on beacon timeout

Maximum time off-channel

Offchannel adaptation delay

Per channel probe response delay

Roaming log info

]

@ In dBm, e.g. -20°. Leave empty or 0 to disable. Roaming will cccur when the cumrent AP signal orosses and
exceeds this wvalue, and there is an acceptable candidate around.

This allows elimination of approaching AP antennas that will be soon overtaken

]

@ In dBm, e.g. -30". Leave empty or 0 to disable. Must be greater or equal to the "Excessive signal detection
threshold”. Roaming will occur whenever the curent AP signal is above this value, and there is an acceptable

candidate around. When selecting the next AF, the ones abowve this value are considered last

]

@ In number of scan cycles. Leave empty or O to disable. Maximum time allowed with a signal level superior
to Maximum without a disconnection when no other APs are available for rocaming. Furthermore, when this

option is activated, the client will not connect to any AP supericr to Maximum.

]

@ In number of scan cycles. Leave empty or 0 to disable. Maximum time allowed with a signal level inferior
to Minimum without a disconnection when no other APs are available for reaming. Furthermore, when this

option is activated, the client will not connect to any AP inferior to Minimum.

0
@ In ms. Leave empty or 0 to disable. Roaming won't occur before this delay has elapsed since the last
association

a0
@ In ms. Leave empty or 0 to disable, max 180000 {2 mn). Roaming won't occur to an AP that was left
recently (before this delay gos elapsed). The delay is cleared for APs that are not around anymore

2

@ Value in dBm, e.g. "2". Hysteresis used for all thresholds. This value will be added and substracted to each

thresheold to set the comesponding threshold hysteresis interval

| Last beacon weight: 19% E
@ The RSSI of the cument AP is computed over the |ast few beacons received. Select the importance of the

last beacon relative to older ones. This value commands a decaying factor. Default: 19%

7
@ ‘Walue in beacon interval units

@ ‘When beacon time out occurs, probe the cumrent AP for the last time in the hope that
deauthentication won't be needed if the AP answers.

125

@ In ms. Maximum delay offchannel {during which data must be buffered by the associated AP). Several
channels will be scanned without returning to the base channel, until this delay is exhausted. An upper limit of

10 times the beacon interval of the cumrent AP is enforced

30
@ In ms. Adaptation delay after a channel switch, before sending the probe request or accepting beacons.
Reducing below 30 ms speeds up scanning but decreases AP detection likelihood

30

@ In ms. Time to wait for an answer from the access points.

For DFS channels, where probes are forbidden, a floor value of 108 ms is enforced to ensure beacon detection

Display scan process while associated

Display scan process while un-associated

Display best bssid selection comparison

Display roaming parameters

Log fitered table of APs used to select the best AP (limited to line buffer available space)
Include unfitered APs in the above table (show all APs seen)

Rize log level used to display reasons for fitering out APs

OooooOooO

Display roaming state changes
@ Select the rcaming log info will show in product log.
To show the log you must to set the wireless dient log level to rcaming or more and general log level to

notice or more in "log settings” section.
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Excessive signal detection threshold:
AN AP 2| QM &l ¢ 2| (dBm)O] O] SHAX|E =ut5tH, SE0|AE= CHE AP 2
2YUS ML BHl2dst 5t H B FALI 022 27F5IM .

Maximum signal level:
O =& (dBm)O| &2l AP = EUE C3 AP E MEIT [ @M =27t ZSLICL
'Excessive signal detection threshold' 2Ct 3L} Z0t0F 2tL|C}, H| 2 d3t st2{H
H& ALt 022 4E5IM .

Maximum time above maximum level:

CHE AP 7 23S & Ble 49, @2 &4 80| 2ietez X M= =58 RAIE
= A=, Z AlZhAH 7] T)OIL'lEI' O g5 2 delotH, ZE0[UEE

Maximum O|&t2| AP O HAZASIX| Q&L CH

Maximum time under minimum level:
CH2 AP7H 2WE 4 Qe B2, 97 B 90| Hadto
= A, EO) A& F7] )L o] 282 EdststH
Minimum O|S}2| AP Off HZSIX| Q&L Lt

Minimum roaming interval:

HBEAPZI SYoHA O X2 HEY 4%, O Old ZUSHA| ol = 7/l g&
2L ZE2MA ALOJOf E[A X|AHA[ZH (ms)E HEL = JUSLICH HZH3 of ™
HI®| FAHLL 0 22 27E5HM Q.

No-return delay:
0| B2 X[FoM HF EHE| BOM = AP 7F &4 HOte| &7|= 2 =0
YA M27t 02 S0t B 4 USLICE O|H S/ AP 2 LHA| 2 US|
Eod{H, of &h=0f X|HAIZE (ms)E F7te = UG LICh H|Zd3t 523 H|%
FHLL 022 MM |, XCHX|= 180000ms (3 &) LICH.

Threshold hysteresis:
SEE =AM MzoF Eo0E g W ZESste s&2 HlohY| flo) A4, EEh 3 Aot
SHAIZ2 2 + O|H(BE)H S22 S ELICE dBm THRIZ EA[(O]: "2")0lH 2E
SHA kol A= O|= & LIEELCE O] 22 i El= otAlgt o|F 485 235H7|

RSSI smoothing factor:
SHA 22 AT AP 22 E 4= beacon 2| Bt Z3ut H{WELICH B 24= 0|
"o Aol O|F beacon O At2tA|= S5 ZEeL|Ct 21X AP 2| RSSI =
=4 E oK & 72| beacon 22 AAHEILICE (7124 19%)
Beacon timeout:
AZS XSt M AP E = %X} AP Ol M, ALZH O = F2HE beacon 2|

Aot
S@lLICh 8% 712+2 AP Of Sl beacon 20| it CHE ULk

Probe on beacon timeout:
beacon FE2&Z QlIs HAO| SiX|E|7| MO, 220|HE= B2 0| =g U2
HLfD, o] =gjo| £ &H HAZAZ SliAlSHA| & LTt
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Maximum time off-channel:

i

= AP Of 2[5l HIO|E 7t HIHE E[O{OF ot= 7[ZHYLICt SEtO[AET}L CHE XHE S
W M, o7 AP = S20|AETL AP S| B2 =0ts H7HX| 0= HIO|HE
I5l2t= ¥ S EEU Lt €8 AP = 1 S HIH7t FF3HM HIO|E 7t

LTt O] o7 Ha4= 270 7L CHE M 2SS A7WStE 7|2HS MetotEZ, AP
2TE7] Holl AP MER SO7HAE & &+ AU O] 7|2 = +

o| et 3 A 27Y5HOF gLICE Of 7|ZH2 AP beacon ZHA 2| X|& 77t 2
s 20 sUHCHL 2 =& 9F 10ms YL L

=

noom

Im E|>
= B nx & r
M NI

3

=
==

O Df7i =7} &38| AW A= SX| AP XHE 2 SO0t747| Toj, {22 Metsta
o H Z2HE HH = &L
Off-channel adaptation delay:
Mg Met 2 =228 982 L7 L beacon 2 F=E6L7| MO, S=2 L[St7| I3t
X[AAZEJLICE (ms) 30ms O|SH2 ZhASHH AZH £ 271 WatX| X| 2 AP
7te-d0| ZagLct
Per channel probe response delay:
AP ZRE S-S 7[Ct[= AIZHYLICE (ms)
T2H @FZ 2L T2 H E& beacon 2 7|CHE =, AT T AZHE XY S0
F= AZHULCE O] O H-E o T 22 QF0| 3T O, X2 EcfLiat
AP((E= e HEE)Q| M&dS nefslfof gL Tt
T2 It FX|E DFS ME2Q| B2, beacon ZX|E EFSH7| I3l 108ms 2| Z[AZk0|
M EE L.
Roaming log info:
230 #AIBHOF 5l= 2Y EE HESIN . 74 2 52, 28 &
A7dsH0F gL L (MM Log settings &)
Roaming tab with CBB (only in Client mode):

INTERFACE CONFIGURATION

| General Setup

Ol =2

M

| Wireless Security || Advanced Settings

Roaming | | Linear Roaming

| Advanced Roaming | | Frame filters

When Proactive Roaming is disabled, the device will scan the general channels selection configured above.

@ When Proactive Roaming is enabled. its suboption "list of channels scanned' will supersede the general channels selection above.
DFS channels are subject to passive scans.

EnatEpoachile e @ If unchecked, the device will not roam until it loses its current AP

Access point selection algorithm

@ Use Predictive Linear Handover. See 'Linear Rioaming” tab for specific options.

36 (5.180 GHz)
40 (5.200 GHz)
)
)

List of channelz scanned for the next AP dizcovery

44 (5.220 GHz

48 (5.240 GHz

52 (5.260 GHz) (DFS)

56 (5.280 GHz) (DFS) b

@ fno channel is selected, the scan list is the complete list of available channels

In 502.11n HT mode 40MHz, if the primary channel of the AP is not fixed. you will have to select both the

primary and secondary channels

AP 2 112|Z MEH AXtE=, Connect Before Break & MEASH 220 2F LIEFEL|C
MEHSIH Linear Roaming O|2f= A §10| EA|E L|CH
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Linear Roaming (Only in Client mode with CBB):

INTERFACE CONFIGURATION

| General Setup | | Wireless Security || Advanced Settings | | Roaming | | Linear Roaming | | Advanced Roaming || Frame filters |

Radio position in the vehicle ® Front ) Rear

Signal slope determination jitter | 3 |

@ Minimum variation from highest sample to detect slope direction change: e.g. 1 means detection needs
at least 2 dB difference since the first 1dB is ignored

Urgent state threshold I 70 I

@ Level below which connecting to an antenna backlobe is allowed

Front position

Candidate minimum signal I—GU I

@ Mo roaming occurs to AP's which are below this signal sirength

Candidate maximum =ignal | 40 |

@ Mo roaming occurs to AP's which are above this signal strength

Roaming request low threshold I 5 I

@ Roaming is attempted when curent AP drops below this strength

Roaming request high threshold |—4U I

@ Roaming is attempted if current AP climbs above this strength

Rear position

Candidate minimum signal I—GU I

@ Mo roaming occurs to AP's which are below this signal sirength

Candidate maximum =ignal I 35 I

@ Mo roaming occurs to AP's which are above this signal strength

Roaming request low threshold I 5 I

@ Roaming is attempted when curent AP drops below this strength

Roaming request high threshold |—4U I

@ Roaming is attempted if current AP climbs above this strength

Radio position in the vehicle:
MZO| Ao MHO| ZAEA=A] T ZEEA=X] 6 £
O|F 8ol AZEY 07t Mz Ao Hatof| A 24 =+

Urgent state threshold:

O[ 42 QHEILt backlobe(QHE|LIO A Zdiot= 29| HiAtZ Qlof LS, QHE|LtS)
FUOZ ot 22 LiVhs S YLICH)O| HZEE 3{80t=, z|H M=

of 2 & LT}
Signal Slope determination jitter:
AL ek BiolE ZX[5H7] 28, 7t =2 ME A vl W ok x4 Bt =X F o0
715t . 7| Fojg 2, A Bl dB = FAIEIEE, 74H12
Z|4 2dB 2| Xto|7t HegtL Lt
Do not roam if current AP is the best candidate:
Mz CHE YA +d2 2 28l oXf AP 7} x| ¢e| 22 = 2
FEY = JASLILEL O] FUS AHESIH 0| SAE Ije = Y2z 2Hast =Y
k=3

==
=8 Moted = Aol tEZE2 B2 SLe AP O M CHA[ 2YEL(C
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Candidate minimum signal (Front position & Rear position):
AP 20| 3{&E|2{H, O] AP 2| A= ZE&= 0| gt SLSHAHLE HOfF g LT}

Candidate maximum signal (Front position & Rear position):
AP 20| 5{8&|2H, O] AP 2| Az &&= O] gfut & Y5tAHL ZHOtOF g LT},

Roaming request low threshold (Front position & Rear position):
oM AP Q| Mz &7t O gt ot 2 HO{X|H = 30| 5{&& LCt.

Roaming request high threshold (Front position & Rear position):
SAXf AP 9| tlz &7t Of gf O|&f0|H =2 y0| 3| & & LICH.

MAC filter tab (only in Access Point modes):

INTERFACE CONFIGURATION

Wireless Security | | Advanced Settings | | MAC Filter ‘ | Frame filters |

| General Setup |

MAC-Address Filter | Deany all except listed V|
MAC-List [00:01:1B:3A:44:2C |ﬁ
[00:01:2A:23:87-1A 0

MAC-Address filter:

5|8 Ei AR 22L0|9E MAC T4 B2 XIFE & USLICL TR ¥
A9 I FROlE M, MAC FAL HA EEE 4 )

=
u]

4% ZHE H 2 datotM g, ol
oz HOt 9EtS Tt

T}20f 0] 7|58t oF ofztg B 4 gLt
MAC-List:

518 EE HRE 220U MAC FAES YHBHHR. MAC TAE £ RHalX

220z TEE, 167+ 2XtAZ AHILI

0ix|S BE 0 2%

o %
22Zo| HA ofo|Z &
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Advanced mesh settings tab (only in 802.11s mode):

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced mesh settings | Frames filter |
Path refresh time [-_.:.,:..:. ]

@ inms

Min discovery timeout [-_.:.,:. ]
@ inms

Active path timeout [5.;..;..;. ]
@ inms

MNetwork diameter traversal time [.—. 0o ]

@ inTU (1 TU= 1024 ps)
Root mode i Proactive PREQ with PREP v

Enable gate announcements

Active path to root timeout [.f 000 ]

@ in TU (1 TU= 1024 ps)
PREQ root interval [5.:..:.-:- ]

@ in TU (1 TU= 1024 ps)
Rssi threshold [,:_ ]

@ indBm (0 to disable)

Path refresh time:
O|H0| HMEI A=2E Sl LIOIHE M&Y W, s BE} path refresh time KLt
el Bt E Z9, CteR(7] [o| 0|2] dME AESH0 Z=27F Btz E O 0[0|
AME| = gL C O|"AISHEH IO|H 7| A|ZtO0] E2X{EAH EUICt path refresh
time 2, active path timeout B.C} ZFOFOFSHL|CE, (ms)

Min discovery timeout:
42 AM 280| S E M, min discovery timeout & SEO| £=AE|X| o™ H=2
ZAM QEO| ML EL|CE O] A A|ZEXRDM= 2t2 A 20| Ch3f PaXoz
A Ztz=apot HAlSHH = Hj = S71etL(Ct O] 242 ‘network diameter traversal time’
O & Hi O|&f0[0fOF StE =, A[Zt Z=it= HERAAM 7tsTt 2O B2 S15tE,
¥ 3EHE 2F XS F Si0f gLICt (ms)

Active path timeout:

42 A0 ZH = K[V

0122 27t REGILID UFEL XQ AINYLCL F, 22 Y
Fol, WAl EO[Z0) BBt AT 4 YBLICH Z2 AN (4, ST of %S
MYUBILICE QHXHE AT Of AlZH SOt FRE ALBE 4 o0 1 30 HMS

ALIoof BfLILt. (Lol oS¢t &

—

Network diameter traversal time:
HWMP =& 0| 0| E Soff MItkl= Ol 2ot o4& AZERLCE
Rssi threshold:

ojg] HAEAAL Z2MAE AR 5 Ble 82, Ol SHAgt O|THo|H 23
(plink)7F ERILICE ot AFE X o O0{d Z2MAS AR 4 8l= dBm
RIAZYLCE O] 7SS ALEOHA| 28 02 YoM 2.

Root mode:
O| A2 O] 2H|O|{40] RE L EQIX| 0§ FQt O] AHME CHE AHO| MO 22|= HES
LIEFLICH RE L E= FIHLRZ EREIHAES A CHE 2= =20 A4l Q
Z=IE LELCL O|ZA ot 2t 8 238 S271 EelE & ASLITh o
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2 A0 RE REZ 2FY = AKX EREIHAE DA
RtHoiIE: 18 7tset Y E2 SYULLE 7|0 = M 7tX| RE EEE ALY
&= UAELICE XtAISH LH-8 2 IEEE 802.11-2012 standard, chapter 13 2 HX3HA 8.

e Proactive PREQ: ZE AHO|M2 2E LENM ZERZ [O|E HZ2E A=
HZEJJAE HWMP PREQ Z3S FI|Xo 2 EHL|CH

e Proactive PREQ with PREP: 2E AHO|ME2 ZE LEOAM ZEEE [O|H
HAZE MYsls EEEI|AE HWMP PREQ Z32 S F7|Ho 2 MSstn
REOM 2 =E29| 9 HO|H Hd2E &7d5t= HWMP PREP iEﬂ%IQE
SHESIEE a7t

e Proactive RANN: £E AHO|ME, F7|/HoZ2 EZEI|AE HWMP RANN
=g dE B Xpdlel FAF LELLCH (=4 AHOIMZ2 FLIFHAE PREQ 2
AHE3t REO| Ot Z2EE 28

rl

ChZ Di7f = Setot RE REOf mh2t ChEL T

|

Enable gate announcements (root mode only):
Al QF2| HERAIO UMA & = Aes 4%, BSOS E 1 LCE O]
420 HERIZ= Ee|X]| 7|ls& #d12 A7 [[HT | 24 true ILICE O] E2i=
2 2E LEOA HEEN, WY FE SEE Sl HA| 2F 2 MAC F20] M~

W=
2+ ASS gils 9= Ut

Active path to root timeout (root mode only):
0| g2 proactive PREQ Ofl 2J8l ELiX|= Zt2 2, Active path timeout 1t & 2 5}X| It
O RE LEO|MTF AFEE LICH.

PREQ root interval (PREQ root modes only):
0| Zt2 proactive PREQ EZ2EIAEZIO| A7t 2+ LIEFRHL|CY,

RANN root interval (RANN root mode only):
0| Z+2 proactive RANN E2EF|AEZHO| A|ZH 2t S LIEFAL|CE
Frames filter tab:
B2|X| A HEA QIHH 0|20 2atE 24 QIHIo|A s, =2 l0] Sare i

o
ZEYY + ASHC

INTERFACE CONFIGURATION

General Setup | Wireless Security | Advanced Settings

MAC Filter | Frame filters |

&) These filters are used only if this interface is bridged

Input filters group +| | No filtering

Output filters group «| | No filtering

KI{EY

Input filter group/Output filter group:
routing/firewall/bridge BE MM0|AM, =H|E HH & StLIE HEISIM Q.
O M2 MEE 22X Bridge filter MM 2 &H15HM 2.
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SRCC configuration

SRCC 7} SHIEZA 2tSste{H, & MM 9| (Coach end type 2 N 2|TH 2= Of7HHTY,
7|1Xtel 2 E HME0M SLSoF gL Tt

General Setup:

INTERFACE CONFIGURATION

| General Setup | | Frame i Advanced SRCC |

Role [SRCC ~]
Network

@® lan: 2 e e

unspecified -or- create” :

@ Choose the network you want to attach this wireless interface to

Redundancy method | Wireless (double WiFi link) V|

Coach end |EndA V|

@ 2 devices at the same end of the coach must have the same end code

Link establishment threshold I 50 I
=

@ in dBm.
Below this threshold, a potential peer is ignored
Link establishment duration IGD I
@ in seconds
Broken link threshold I 70 I
TP
(@ in dBm.

Below this threshold during more than "Broken link duration”, a link will be closed

Broken link duration

[660 |
(@) in seconds.
The given 880s include the maxdmum CAC duration {see user guide for more details)
Wifi band [802.11a band (5 GHz) v]
HT mode [HT40+ ]
First link channel | 36 (5.180 GHz) v|
@ This channel cannot be subject to DFS
Second link channel | 100 {5.500 GHz) v]

Network: SRCC 7t =7t &M HEKXIYL|CH

[
=P
= HEot ZEE MESIA R,

|Wire|ess {double WiFi link) v|

Wireless (double WiFi link)

Wired ("mixed" mode)
Mone (single link)
Legacy V1 (double WiFi link)

Redundancy method: C}

Coach end: &8t ZX| AX|9| BE H|E2, Coach end type O] &30 gL|Ct =
End A EE+= End B O OF $fL|C},

Link establishment threshold & Link establishment duration:
Mz A 27t d3 83 7|12 S0 23 43 YA LE =06ts 2%, HRfA
DEE Q&Y Ho2 HFE UL

Broken link threshold and Broken link duration:
BojZl YA 7|7 0|4 SO, MHE Y30l MII YAt of2 = HoX|H, YA

RO Aoz ZtFED SRCC = FM UX| ZEMAE THA|ZFSHL| Tt
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= &
wmw <2

mo rx

23 7|7t0f|l= DFS CAC A|7HO| =ghElL|Ct 7| 22f2 660s =, 600s(=M

?lot 78 CAC AlZhet 60s(i Tl 23 7|7t AHM)) 2 O] F M US LTt AXY
DFS CAC A|Ztoj 2t O] gt2 &Y = ASLICH LEHA Ol Y2 111.5.6 Radars detection
overview (DFS) M S ZOSHM Q. /2| OHX|S} 4 71 Of7 H==0f CHSE XbAM|BH LfE2
V.9.8 ACKSYS’s Smart Redundant Carriage Coupling (SRCC) M2 &0 SHM Q. Of2f
O H=2 Sl A8t 2T F4d 238 #de == ASLIChL

Wi-fi band:
xF Y39 Wi-Fi ot H{ULICH 5GHz CHYOl= 802.11a & ME{SIT, 2.4GHz
0= 802.11g & MEHSHA K. 802.11ac Wave 2 X E Q! Railbox/66A0 2 SRCC O
24GHz &4 OS2 At &= &L

HT mode:
OfZ2|HO|M @F At 2t HT80 ieee80211.ac ZEES MEHSIY, 213 Y

3A =8 =+ AgHCLh

1H
mo

First link channel:
MW SRCC [T Aot 2HE F4 A EYLICH SRCC 7t F4 HM0f DFS x2S
AHE3SH| =20, DFS 22 20 HAZUJASLICH O|Z A SHEH A = M7}
DFS O|HIEOf| 2|5 SX|=|X| Gi&L(Ct.

Second link channel:

O|A2 & BiR SRCC =T At HAAE FH M IYULICH HF0| HS= EEZX =
TEE0 A F MHE 25 EeLCO

Advanced SRCC parameters:
olziot 472 O FoIsiA HESOF 57| Z0, =T E AMHEXI7L AHESH= 0|

g

INTERFACE CONFIGURATION

| General Setup | | Frame filters | | Advanced SRCC |

Ethernet discover scan duration I 120 I
o
@ in seconds
Wi-Fi discover ap ssid Ia'-\"“l{ SRCC DISC I
LS L L3
Wi-Fi pre-shared key magic [ ——— Arle
@ This keyy magic must have a length from & to §3 characters.
Peer table timeout |2|:l I
@ in seconds
Target table timeout I 120 I
o
@ in seconds
Peer acknowledge timeout I 120 I
(L
@ in seconds
Peer reconfiguration timeout IED'" I
o
@ in seconds
Internal L2 GRE interface ip prefix |192 168.40.0 I
. . .

@ The netmask for this ip network is 255.255.285.0.

Thus the first 3 ociets only are meaningful

DTUSO70 rev K.13



Page 175 /336

Ethernet discover scan duration:
O|AZ2 o|Hull EEEX| AM AZHO| global 7|ZHYLILE. technical reference 444 0f| A

MY AN, SYe K9] ZE SRCC FAE SA|0| MY #0f FLCh IHX|
Ote A2 0| D7jEiss DE SRCC BA|7t HYUS He S0 MZE AN 29l
AZtE 2385t= ol ==0[E LT}

Wi-Fi discover ap ssid:

i
S A T2 NA0A, CHE BN QR TIEHE 0| 2l8l AM8kl= SSID YL C.
Wi-Fi pre-shared key magic:
Of 7|5 ALt ALEAI7L ARAIQ] 7| & Holg = U2 B =, Z} ALEXjOiCt CHE 7| &
A& 4= USLICH

Peer table timeout:
SM AN ZENA 3 HAHO DHE O M BETL SHEA SX|(F3 4
LA 2L O|EhE|CHZF LAY AR2X|H, O IFE L= Peer table timeout 7|7t 0| =0
IEL (peer) SZ0IM ARIE LI

Target table timeout:
O| 42 peer table timeout 2f & Y5HA| T ©H| H(CHE 7H2|X[0f /= FM peer

J15)00l CHol & & LICE AbMSH I8 2 SRCC 7|z XS XM . 20| tid
table timeout 2Ct 7 251X| 2B =F0A ML T

Peer acknowledge timeout:
Master 7} H[2tot & OF7[HIME 2l = R= MEHZRH SHE 7|tal=
AlZHL T},

Peer reconfiguration timeout:
OFAEZE BE THEHIL 2T A2 Fe5H/|E 7|02l = AZHLCH

—

Internal L2 GRE interface IP prefix:
SRCC 2| U5 += GRE L2 E{2& AFEELICE O] GRE 2/ HH0|A= C 222 IPV4
FAR THEUCL O Bf s 712 P F494 ALZAIY HEYD 7t SE0| LA

8% P& ST Bl U 91 YUE HBYLIL,

O| Dj7f = GRE QIE{HO|A |P HEALS LIEFHL|CH OFX| 2 Xt 2M DHE L9
xE =0l AP QI A2 1 2 A I_n_, SCI0|AHE %|F Igel 4% 2 E oML L
O Al
User prefix: A.B.C.D
Final IP
role
AP A.B.C.1

Client A.B.C.2
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VI.1.1.2 Cellular (on some models)
General Setup:

CELLULAR

| General Setup | | SIM 1 | | SiM 2 | | Advanced Seftings |
Enable interface L
Network description Cellular

LJI Friendly name for your network
Default SIM card SIM 1
® SIM2

LJI Sl slot selected at startup

Protocol | DHCP ¥
ReplaceldefanlBroute Ci @ Replace the default route to use the cellular interface after successiul connect
Default gateway metric 4

@ Gateway priority when several default gateways are configured; lowest is chosen.
(Used only when a default gateway is defined on this interface)

Use peer DNS L4 I,JI Configure the local DNS server to use the name servers advertized by the cellular peer

Enable interface:
MZ2 OIEH0|A L X7

.l
=
ALEote{E O] M3 %AS HE

Network description:
HEI0f et dHO|Lt 0|5 S Y=L

Default SIM card:
AlZ Al KIS MEfEls SIM 22U Ch

Protocol:
IPv4 O CHSH A= DHCP BF X|&IE LTt 2 FAt= DHCP MHE &3l IP FAE
M| S5l OF 2 LT

Replace default route:
HA5HH, DHCP MM XMSdt= 7|2 A O|ERIO|=, HZEAl 7|& AHO|ERIO|E
HOo{Z Lt

Default gateway metric:
DHCP 0| M M| S3t= 7|2 HO|EH 0|2l &4 &=2 /LTt

é T Kl 7|2 BRIt Itst BR, ‘replace default route’ £ AEE I MEZ F =5t

22X E LICE “default gateway metric’ £ AFESFH = é4§7/ HE 2X/&/x/8f F}E
HE2 HESZ It FEE FEEF ALEE L/,

Use peer DNS:
2 & DHCP Ol M kX2 DNS 2+, 0|2] +d& DNS off =7HELLH MAE
SHAMISHH X7 M| SSk= DNS CHAl, CHE AA(0: LAN MEN)E AFEY = JASLICH
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SIM1/SIM2
£ ¢2 27 oM 222 AL 220 SIMO| =X OIS0 BAQ0l £ O KA
Jhs et ot

WAN SETTINGS - CELLULAR

On this page you can configure a WAN interface.

CELLULAR

General Setup ‘ SiM A | SIM 2 ‘ Advanced Settings |
SIM card 1 PIN code

I,J "eee Aee
(@) Enter the comect SLOT 1 FIN code or you might lodk your sim card!
SIM card 1 access point (APN) ‘

sl2sfr

(B Required except for LTE-only connecticns

Authentication protocol

|S]Mon|y v

SIM card PIN code:

PIN ZEQLICH 25 O = 2t H OI0|25 SE5IH Y27t BZ2 2 HA[FL[CL
SIM card 2 access point (APN):

2 X7 HE5k= APN RL{CF
Authentication protocol'

2EA7L MBSk 915 BEYLICE SIM 2 8iiE SIM Ol LY E Q15 EES

Ar& L Lt CHE &A1 2 FA[FQl ALEX} O| E/H| 2 M 7 HagtL(Ch (3t7] L&

SES)
PAP/CHAP user name (only in PAP, CHAP or PAP/CHAP mode):
2HY ZH|E 215 5k= AFE XL 0| & |IL T,
Password (only in PAP, CHAP or PAP/CHAP mode):
ALSAF OIS B E HIUHSYLICE O S ST Of0|2S 2B w7l
HEOZ HA|ZLCL,
Cellular Advanced Settings:

CELLULAR

[ General Setup | [ S1M 1] [ M2 | [ Advanced Settings |
State at startup | Default

]

@ Default is "up' except for networks with protocol 'none’.
Usz "down’ if this network should be brought up only by event rules.

Log AT transactions at "debug” level @ Use only at Support Service request, since it can flood the system log

State at startup:
‘down’ & EHSIH AEH= B2E T 2EX0|A HES A LSHA| o, A% H
O|HI E /LT MH|A0| £ 20| gLt

Log AT transactions at “debug” level:
WaveOS 2t ME2| 7tE 7t AtMoh 14 X B EHMM S =270 7| F2FL O
K& MH|A 238 Al02H AFE SN 2.
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VI.1.1.3 Physical Interface: LAN
Frames filter

SETUP TOOLS STATUS

PHYSICAL INTERFACES

VITF1 1 PHYSICAL INTERFACE : LAN 1

VillF1 2 In this page you can change the physical interface settings.
LAN 1

LAN 2 PHYSICAL INTERFACE SETTINGS

VIRTUAL INTERFACES

NETWORK Frames filter | 802.1x Supplicant |

VPN @ This fiter iz uzed only if this interface is bridged

BRIDGING

ROUTING  FIREWALL Input filters group |+ | No filtering E
Qos Output filters group [+ | No filtering |Z|
SERVICES

Reset I @ Save I @ Save & Apply I

Of HO|X|oME Ol I HO[A0 /28 EHE HEY + JUFLICL

Input/Output filters group:
routing/firewall/bridge EE MMOA, TH|E ZE T SILIE MEISL|CE EEY OF0
X+
= L=

Cist of XEMS HEE 22, Bridge filter MM S &SN Q.
802.1x Supplicant
O] oAM= OlEYll ZEO|AM 801.1x 2152 &dsted = JUSLICH FIIK|= MBEHE

2 X[ E L.

PHYSICAL INTERFACE SETTINGS

Frames filter | 802_1x Supplicant |

@ 802.1x Supplicant

Enabled

EAP Method | PEAP (-]
Phase 2 [MS CHAP v2 (RFC 2759) =]
B Enigma

Password

=
i
-

I,’J [TTTTTTY]

EAP-Method:
A8 EAP R (PEAP &£ TLS)S MEHTL|CY

Phase 2:

Ol 2E0|= Q1T WOl LahE LICE MSCHAPV2 BF AFEE 4= &L L
Identity:

S0 AHEE|= ID YLC}

Password:
AHEAHID 2 HEtE S YL L
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EAP-Method TLS:

PHYSICAL INTERFACE SETTINGS

Frames filter | 802.1x Supplicant |

@ 802.1x Supplicant

Enabled
EAP Method [TLS =]
Identrly IEmgma
ch cerurest parcourr. | cape
(@ only PEM file are acoepted
Client Certificate client.pem
{@ only PEM file are accepted
Client Key client.key

@ Only FEM keys are accepted

Client Key Password

I,I) ssscecnee Agle

Identity:
O] ZE L EAP-TLS 2= = AL

Mot

210 YEE NS ELCH

CA-Certificate:
AYREH CA ASM Tl XIS MEBLICL QBMOt 7| PEM HA2R
M-S 00F StL It (SH7| W& & =X)

Client certificate:

PEEY SCH0|QE QS A Mol fIX|E MESLICL PEM HA 22 XS E|0f0f
gL ot
Client Key:
PREEY 7| Q| /X E MEigtL(Ct PEM 7HQl 7|2t S| & & L|Ct.
Client Key password:
SE0|QE 7|2 2t E H|YHMS E 7| UL T
212 PEM & 42 OpensSSL ZE2FEOfAf /& XL/ X 0] "----- BEGIN"C =
A|B48} O/ GI0JE/ 7} base6d B4 22 oA ZE O/ G/OjEZ, XY I3t HAE

gLt
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VI.1.2 Virtual interfaces

Of MHEMME 7he AHHO[AF 2ald & ASLILE 7hy AHH o[~ S2|H

QI M O] A0 HZAE LT StLtel 22| QAT 0| A0 o2 7h AHHO|AS FIhe &
UAE L 802.1q EH 2] B2, 7t SIHIO|AE= &4 ECfH0 802.1q EHAE F7}5t4,
4 Ei=OlM Ef2E M ALt

VI.1.2.1 802.1q Tagging
802.1q Ef 1=, X

LI
1
I
i
M
rn
Im
o
JH
njo
N
M
Ot
d

LAN(VLAN)S 2 2&5t= O AF8E LICH 2 D52 29| CHE VIAN ID £ F0Etoy,
Ol A& WOl w2tz = MOl =2 )E EAISH= O AFE2ELICH O3 CHS VLAN
AlS

|
Ef 1S AFEot=S Fd& X 25 Wel & gX[e S
X

td AHEO|AS Hd £ 0|5 Aot E

VLAN Interfaces overview:
O] HOo|X|0ofl&= dd=l XN 7tat AHEO|A =ZZ0] HEA|E LICE.

SETUP TOOLS STATUS

PHYSICAL INTERFACES

802.1Q VLAN INTERFACES OVERVIEW

VIRTUAL INTERFACES

80210 TAGS 802.1Q TAGGING

BOND INTERFACES

L2 TUNNELS NAME INTERFACE VID PRIORITY ACTIONS

RIRELESSESITS VLANS LAN 1 5 Video (5) 4 =]
NETWORK VLAN3 LAN 1 3 Voice (5) |

VPN

BRIDGING ) Addlﬂg[ l

ROUTING / FIREWALL

Qos

SERVICES

Remove HES 22510 7H4t OIET0| A K|AHgL|Ct X
Edit HES 22/sto] 7t QT 0|~ 4Fg ™t 4
Add tag HE= 2510 M| 7t 2IEH 0| AF Y-gRL T
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VLAN configuration:

SETUP TOOLS  STATUS

PHYSICAL INTERFACES

802.1Q INTERFACE: VLANS

VIRTUAL INTERFACES

802.1Q TAGS In this page you can add a 802.1q tagging on one physical interface
BOND INTERFACES For Wifi interface, you can create a VLAN interface only for Mesh and Client Role, this interface can then only be routed (it can not
L2 TUNNELS be bridged)
WIRELESS 55ID5
NETWORK 802.1Q TAGGING
VPN F—
| General Setup | | Filtering |
BRIDGING VLAN description VLANS
ROUTING / FIREWALL
Q03 @ Friendly name for your WLAN
SERVICES VLAN ID 5
LAY [Video (level 5) v

@ The priority that will be assigned to tagged egress traffic from this port

Interface Ethemet adapter: LAN 1

Ethemet adapter: LAN 2
* \WiFi adapter WiFi 1 - RadioTest
WiFi adapter: WiFi 2 - acksys

VLAN description
VLAN Of CH3 MEHO|L} 0|28 7| Y&t |Ct (MEH AFEh

VLAN ID
7tg QHmo|~2| ID & YUHSIM . st =2| AHMHO0|A 2{0 2 VLAN ID &
HH5H 0kt B2, S 22X 0| ABHE AHESHO] ID & 2 = ASLICH (o
510 120)
VLAN priority
of mEO|M, Ei 17t XIFE £3 EfTo| LYY M 295 ML}
Interface
7HAF OIE{ O] A

£ MHg 22| CIEL0|AE MEISIM L. Wi-Fi QEHH0]|A9] AL,
Mesh % Client E2H0j| CHSHA{2F VLAN QIE{HO|AE MHE 4~ ASL| L Of

= H
SIHHO|AE 2R E &2 = JUXT BE AHE|O|ALf EE[X|E = SlELICH

802.1Q TAGGING

| General Setup | | Filtering |

) Tnese filters are used only if this interface is bridged

Input filters group «| [ No filtering v |

Output filters group |« | No filtering L |

Input filter group/Output filter group:

ot /et /Ee|X| BH HM0M, =HI e EH & otLE MEELH O B2

HEE E2{H, Bridge filter MM S & 10SIM 2.
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VI.1.2.2 BOND INTERFACES

AHESHH, o3 HERA 7IEE S0 A=2 52 5+ U0 718 MO
L|C}. CBB(Connect Before Break) ZES A% Moz £& ©

2 MMEL|C} Add bond & 22310 A

Ct,

30 A Hr T
o> on 2 on
|0 o mfo

-

SETUP TOOLS STATUS

PHY SICAL INTERFACES

BOND INTERFACES OVERVIEW
VIRTUAL INTERFACES

IS LR BOND INTERFACES
BOND INTERFACES
L2 TUNNELS NAME MODE ACTIONS
WIRELESS 5SIDS ™
R — ] Addbond RJ
VPN
BRIDGING

ROUTING / FIREWALL
Qo5
SERVICES

BONDING CONFIGURATION

| General Setup || Link maonitoring | | Filtering |

Bond description

bond1

@ Friendly narme for your bond

Bond Mode 802.3ad LACP v

Slaves Round-robin k-
Broadcast ]
802 3ad LACP

Minimum links Acksys connect before break

@ Specifies the minimum number of links that must be active before asserting carrier.

§02.3ad system pricrity

802.3ad system MAC address

802.3ad aggregation select logic | Stable v |

802.3ad LACP rate [ Slow M

Transmit hash policy

[layer2 v|

Bond description:
=3 QIHm 0|20 Ciot AFO[LL 0|5 7| T

— O

Bond Mode:
Zost 28 nc 5 MEHSEMN 2. Round Robin, Broadcast, 803.3ad LACP, Connect
before break 2E7} Q& LICEH O[2{gt Z=0f CHot 4FH 2 ChE IO X[ Of| A
XS & LIC,
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Round-Robin Mode
Round-Robin EE= EE HHAO| AMEELICH THZ] ME2, TetA LHOM ZdstE 2t

FIENM =AHe 2 A ELCH O 2E= YFsS S22

1

BONDING CONFIGURATION

| General Setup | | Link monitoring || Filtering |

Bond description

bond1
@ Friendly name for your bond
Bond Mode [ Round-robin v
Slaves 7

ﬁ" Ethernet adapter: LAM 1
7 s )
o Ethernet adapter: LAN 2

Packets per slave

2

@ Specify the number of packets to transmit through a slave before mowving to the next one. When set to

0 then a slave is chosen at random. {0-85535)

Resend IGMP

3
@ Specifies the number of IGMP membership reports to be issued after a failover event. Ona
membership report is issued immediately after the failover, subsequent packets are sent in each 200ms
nterval. (0-255)
Slaves:

= 749l O|Hul QIE{H O|A(LAN 1,LAN 2)5 MEHS|Of BtL|Ct.

Packets per slave:
HESRR FIEOM, T2 2 0|F5t7| o Eli= miZl =& X|ELICH 242 1 0| A
65535 7tX| CHFgh o= UAESL|CE 7| 22f2 1 YLt 02 YHSIH o] FER=
MEREL|CE,

Resend IGMP:

YO =X| O|HIE = LAlL|= IGMP "M Y E0MO| =& X|JgL|Ct HOf =X £
SA| ofLtol MY EaMT7 FHE N, O|2 IfZl2 Zf 200ms ZHAL = HEEL|CH
(0-255)

Broadcast Mode
O] 2 HE= &4 0|8 QHEO|AN 2&E A2 W&ot HEEEIWAE HAHMO| 7|82

o T
1 AgLCL Ol 27 3{8dS MEYLICL Ol 58 EX2WU M8 = ASLICE

BONDING CONFIGURATION

| General Setup | | Link monitoring || Filtering |

Bond description

bond1
@ Friendly name for your bond
Bond Mode | Broadcast v
Slaves 7

‘,',_:, Ethernet adapter: LAN 1
L E_‘" Ethernet adapter: LAN 2

Slaves:
= 72| o|f Yl QIE{H O] A(LAN 1,LAN 2)& MEHS{OF ShL|C},
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802.3ad LACP

Ol RPE= 58 23 e BE2 Yoy Ao, st £ 717 MK E gL Ch.
IEEE 802.3ad & Y3 E X|JAot= AQ(X|7F EeTtL|Ct CH&O| CHeE =20|E MEi2,

S SiA| 2==0f Z|eket L o

:ﬁng|

Bond description

bond1
Q Friendly name for your bond
Bond Mode | 802 3ad LACP v
Slaves 7

d.:- Ethernet adapter: LAN 1
Ld d.:- Ethernet adapter: LAN 2

Minimum links

Q Specifies the minimum number of links that must be active before asserting carrier.

802.3ad system priority

802.3ad system MAC address

B802.3ad aggregation select logic | Stable

802.3ad LACP rate | Slow M

Transmit hash policy | layer? M |

Minimum links:
Mg 28 OIHL|o[A FH2|0{0f CHell, 2Md2tE[0{0F St= =2|A AL XA B
X|ggtL Lt 7| 24f2 10|, 1 2 FX| |00 gL Ct,

802.3ad system priority:

802.3ad 2 X|0f A, 2| ATl M =& 48 = JUSLICEL 71 =2 24
=RE 1011, 7HY 22 24 &%= 65535 YLICL 7[2442 65535 YLICH

802.3ad system MAC address:
J|2™Moz 2& O 0|A9 7HA MAC FA7F AL EL|CEH O] ZEE AFESIY CHE
w2 dolg = A5

802.3ad aggregation select logic:

802.3ad aggregation 2|2 X| @ L Lt 7t ¢fd O 2= ChEa 25 LT
Stable 71 2 YA tHY =0 el g TetA 7 MEREL|CEH 2 EetA e

=

2= 220|827t L2 &AL 2 HegHZt £20|2 & 7HXA

[[H01||:||- §I-A-| Il'c‘sl-j(-" XHM EHO| %I-gi'c‘él- ||:_|-

Bandwidth 7t 2 TA CHYZF0|| e, 2 TehH| 7t MEE L Ct 517] Jd2 e o
xHME o| HEA EI |_|[:|._

ZistHof 0|27t Z=7b/MAHE

=
=o0/22o] E3 HEj BE

U

=

4

rn ox

=

O|E9o| 213 AEH/802.3ad 2t AEf7F HZAZ of
Slo| Za| MEf7L up' o2 HAE [

Mo m> H oot

Count 7tE B2 o ZE(EH0|E)0f o5 MEHEIL|CE RMELS Q{9
‘bandwidth’ ™A 2ot CHE 2HMeHL|Ct
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A= U ZE & Mef HHE, g023ad BT Y U Y2, HO4ZK failoven S
SITLICE 0|27 o1 B4 7HBNO| 71 £ BATHHYE == ZE 4 5 &2

802.3ad LACP rate:
802.3ad ZEO|AM, 213 TEH{0|A LACPDU IS M&E £ £ X[ Hol=
SN YLICH 7tsot 4f2 Ch2aF 25 Lot
- Slow : 23 OE 0|4 LACPDUs & 30 X0iCt M&st= 2 QML C}
- Fast : @3 LELH0|A LACPDUs & 1 0Lt MESHEE 2FoLC
Transmit hash policy:
Of DI7H S AL S, ZH mB SO Lo ZES MU [ ALSE Hatg Yoy

T = ;1 ) o 1= = " o =
& AS L

Layer2 OlO|E SE0| CtE AA MAC 4 £+ L2 4 MAC A9
mjzlez e 32 2= 24 ZEJF AFEE L

Layer2+3 C|O|E SE0| CtE AA MAC T E£ CHE 4 MAC T4, CHE &4
IP T4 = OHE Y IP T2 IZICE FHE 8% B 28 ZEV}
AR E LICt

Layer3+4 UO|O|E SE0| CtE MAC 24 FA EE OFE MAC T2 O OHE A4
IP FA = CHE OfA 1P T4, OFE A4 AL ZE Q|

i
mjZlc2 FHE 4% 2= 28 ZEJL AL E LT
Encap2+3 Layer 2+3 If S 25HX[2H IiZI0| HE Z2EZ(0f: GRE)Z Z=2tk( 0
UASS HXISHH, EE0M HO|HE F&=510] XNe[eL .

Encap3+4 Layer 3+4 2 55X I{Zl0| HHE T2 EZ(0: GRE)E =2tk[0]
UAS= dX|otH, HE0M HO|HE ==t XMe[ghL T,

Connect before break
St M AZZ ?e bond =, gEt¥ o2 M-/=2|X QHE 0|4 IO X|E Sl

M EILICE Global parameters/CIuster E_% ,:,F_T16M1|9_.

| General Setup || Filtering |
Bond description Roaming
(@) Friendly name for your bond
Bond Mode [ Acksys connect before break v
Staves #| @ \WiFi adapter: WiFi 1 - RadioTest (bond- Roaming)
L4 W WiFi adapter: WiFi 2 - RadioTest (bond: Roaming)

Link monitoring using Mil
23 2L HE @2, 29 AHE0|A0 S20lE ZE A F RLEESHY| f{ct
07 =8 Ho|5t= O AFEE LICE MIl 82 MEistH, QI mjo|Aol Z2|& Y37}

B~ E & LT}
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BONDING CONFIGURATION

| General Setup | | Link monitoring || Filtering |
Link monitoring |M||

v

@ Mil {Media Independent Interface) monitor or ARP (Address Resolution Protocol) monitor to determine
whether one of the slaves is usable.

MIl link monitoring frequency in milliseconds

100
Use carrier L @ sz linux-provided carrier presence detection.
Up delay
@ Specifies the time, in milliseconds, to wait before enabling a slave after a link recovery has been
detected.
Down delay

@ Specifies the time, in milliseconds, to wait before disabling a slave after a link failure has been
detested.

Mil link monitoring frequency in milliseconds:
Zt 2EO| F2|H YAV HAER = BIEE FoetL L 7[242 100ms & LT},
Up delay:

=2/ g3 57 44Xl 2, 28l0|2 ZES &dsi5ty| Hof| 72 AlZHEE[=)
x| gghL Ly,

o

Down delay:
=2 23 Foi Z4X| =, £2fo|2 ZEE H|2-d3ts5t7| Hof| Of7|5t=
AZHEEIZX)E XL o
Link monitoring using ARP (only in Round Robbin or Broadcast mode)
O] 42, &39 dxM4 MO, ARP ESiT S 7|HtO 2 BhLCt,

BONDING CONFIGURATION

| General Setup | | Link monitoring || Filtering |
Link monitoring |ARF‘

v]

@ Ml {Media Independent Interface) monitor or ARP (Address Resolution Protocol) maonitor to determine
whether one of the slaves is usable.

ARP link monitoring interval

@ Specifies the ARP link monitoring frequency in milliseconds.

ARP link monitoring target{s) Ij
@ Specifies the P addresses to use as ARP monitoring peers.

DRl et @ Conzider 3 slave is usable when all the ARP targeis are reachabla.

ARP validate

[None ¥

ARP link monitoring interval:
ARP 270| MEE|= AlZh A S, e|x ThelZ X Z gL T

ARP link monitoring target(s):
of7|0M, 22 E 2L EHESLY| f18H, ARP 28-S 2Ot 5t= IP FAE FolgL L}

ARP all targets:
O] MaEAE MEiot 4, BE X|FE IP FA7FARP 270 SEHOFEH AL
7ttt 28fol2= ZhE=E L)
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ARP validate:
O| X0 M= QIHm|o| AT} *fﬂ 7tsetk| 2dEste 7|28 do2 L MAC FAE
BU& &80/ AHYO|AE active interface 2, CtE £ 80| 2= backup
interfaces & £ &L|Ct. CtS2 CIE S MSYL|CH
None: (7| 27}): QEHO|AA %2 S0{21 L7H= ARP ESiTO| AE=X| EH2lst0,
AFR 7HSBER| BHOISLICH
Active: QIE{IHO| A0)| A %[Z20] 0|21 LI7H= ARP EBf{E 0| JU=X| =I5y,
ME|E QM O|A0 B S0 21 Li7h= ARP 2| & AAtg Lt
Backup: 2/ E{I|O[| A0 A Z[Z20f S0{21 Lt7t= ARP E2fH0| AU=X| =2QI5tL, 8
CIEI|0[A0] B2 S0{21 LI7t= ARP 2| L{E = AR LT},
All: 2= 24 QIEHO0[AL] ARP E EF ZEASHY, AL 7hs oA =HolghL| o,

Filter: QIE{T[0|A0] £|2 SO{Q= ARP E2{T{0| QI=X| EHolstol
oIt}

Filter active: Q| E{I{|0| A 0] %] 2 S0{Q= ARP EZ|TO| Y=X| 0I5l HE| =
O|E{m|0|AC| Z2 E0{Q1 L}7}= ARP 9| L ZASHL|C}

Filter backup: 2/ E{H 0| A0 X|Z S0{2+& ARP E2f{EO0| QE=X| &l S
QIHHO|AS| AR S0{21 LI7H= ARP 9| LHE = AALRHL|LCY.

Filtering tab

BONDING CONFIGURATION

| General Setup |

@ These fillers are used only if this interface is bridged

Input filters group |+| | No filtering M |

Output filters group |« [No filtering v

Input filter group/Output filter group:
routing/firewall/bridge ZE AM0| FH|E TE F StLHE MEHSL|CE O B2 FEE

H2{™ Bridge filter MM& & 15IAM| Q.
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VI.1.2.3 Wireless SSIDs
FM SSID MME, 0jg] SSID £ #45tn M QIHE0|Ao E2I0|HE ATo|AM O|E

g-dotsh=0 AHgELICt

Wireless SSID overview

SETUP TOOLS STATUS

PVSICALINTERFACES | \wIRELESS LANS OVERVIEW

VIRTUAL INTERFACES

802.1Q TAGS The Infrastructure Client can try several wireless LANS to asscciate with.

WIRELESS 5SIDS ) _ _ )

L2 TUNNELS Here you can manage a list of ESSIDs. After that, you can select a subset of these ESSIDs in the Physical Interface / Client setup.

Alternatively, if the client targets a single ESSID, you can define it directly in the Client setup instead.

NETWORK
BRIDGING CLIENT MODE TARGET ESSIDS
I NAME ESSID SECURITY ACTIONS
Qo3 ssid1 (preferrad) mySecureSsid WPAZ-PSK (Personal) 4 =]
SERVICES ssid2 myCpensSsid No encryption @ ﬂ

] AddESSID I

|

O s | e A2s10] ssip Ale EotetLct £ HES ArRS0] DA

Wireless SSID configuration

SETUP TOOLS STATUS

PHYSICAL INTERFACES
SSID1
VIRTUAL INTERFACES
802.1Q TAGS ESSID CONFIGURATION
L2 TUNNELS T
WIRELESS SSIDS WLAN description ssid1
NETWORK @ Friendly name for this wireless LAN. Mandastory field.
VPN ESSID myssid
BRIDGING @ Mandstory field.
ROUTING / FIREWALL Frionty group [0 (lowest priority) [+]
Q0s @ You can set several ESSIDs to the same pricrity.
BSSID
SERVICES
@ Optional. MAC sddress format as € psirs of column-separated hex digits.
BSSID (MAC address) of the AP if you want to restrict associstion to one AP only.
Security [No Encryption [+]
Deauthenti before r ing to next AP [V] @ optional. When ON, the previous AP stops ission i i saving up
‘When OFF, let more time for the AP controller to manager handover.

WLAN description (optional):
SSID Off CHet ZHO|L} O|E& 7| L Lt (M EfArE)

ESSID:
HER3A 0|E (EAIR/SSID ZEE £ 8)

Priority group:

AW ZEMAE R =270 7Y =2 SSID E 7T AP E e LT S 2ot 4
=72l SSID & Z= AP 7F O3] 7 Q= 8, =27t 7k 2 AP 7t = E LT

BSSID (optional):

Security:
HOot HMZ MENSHL|CE O XtASH LH-&2 Wireless Security tab M4 -& E115HN 2.
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VI.1.2.4 L2 Tunnels

O] M M0f M= GRE(Generic Routing Encapsulation' ot 2t 8 W=2hE A8 T Layer 2
HEYS 78 = JASLICL GRE WEstes A& 12 T80, L2, L3 X GRE SIHE
ZF7tetL|Ct O] LHY|E= HERA MTU (Maximum Transmit Unit; Z|CH ™ S EH))
2= UAELICH (8023 HEHIOA L2 T2 1524 SEISZ X|$HEIL|CH)

=0
=4

mjn

A &10:802.11 HERIE 8023 HERIEL H 2 =Z2|¥=2 X|&SHL|CH GRE
E'E0] 802.11 HEL AT S15t= 2%, & L2 =g o CHsl =[CH 802.3 MTU &
Atge = Y= E, GRE QI O|A 8l 802.11 22|& CIEHO|AZF EetEl HELA9

TU S s2l& A0l FSLIL,

<

mjn
02

O GR W|F| CIE{H|O|A MTU & 2000 2 2 M3 H, %[0 802.3 MTU 7HX|
37 I Zoro7|of 2

L2 TUNNELS Overview
O] H[O|X|OfM GRE HEZS e = A&LICH

[H 2

=

SETUP TOOLS  STATUS

PHYSICAL INTERFACES

L2 TUNNELS OVERVIEW

VIRTUAL INTERFACES

8021Q TAGS
BOND INTERFACES
L2 TUNNELS NAME LOCAL ENDPOINT NETWORK LOCAL IP REMOTE IP ACTIONS

WIRELESS SSIDS MyGRE WLAN1 10.125.4.210 )
NETWORK

— [ ]Add GRE tunnel I

BRIDGING

ROUTING / FIREWALL

Qos

SERVICES

i:]AddGREtunnel J tH%% I_ -c')-l_o;l GRE O|E.|J_|_|O|AE le-ol-k”_g_

Z] we2 AM2510] GRE E|Y Di7HE4Z HESIA Q.

%] HES AMRSI0] GRE EIZS AK|3HH 2.
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GRE TUNNEL configuration page

O] HIO|X|IM= GRE HE2 8 &= /JUSLICL
General Setup tab

GRETUNNEL

| General Setup | | Filtering |
GRE interface description mygre

@I Friendly name for your GRE

GRE protocol version | GRE IPv4 v
Remote IP V4 1235
@I This remote |P is used to find the remote GRE endpoint
MTU
MNetwork . = [ [=
lan: 2% 20 2
WLAMT: é"--
WLAM2: o2
WLAND:
@I Choose the network you want to attach this GRE interface to.
Qos Inherits encapsulated traffic priority
Local GRE endpoint [ Configure with Network v
Local endpoint Network |+] | lan v |

@ Choosze the network you want to bind with the local GRE endpoint

Static route to remote GRE endpoint L @ Enable static route to join remote GRE endpoint via the Local endpoint Metwork.

WARNING: This option is mandatory when Local endpoint Network has no |IP address configured and
that it will be affected later a virtual |P address by a network services ex: VRRP.

GRE interface description
GRE QIE{HO|A0f CfSt HHO|L} O|F S 7| ¥ LICE

GRE protocol version
&4 GRE IPV4 & AFEEHLICEH

GRE Remote IPV4

B 912 STl 1P S YL

MTU (Maximum transmit unit)
GRE H 20N Y=ot 12 =2l [t A27|& EF L

Network
MEISE HEQIT0| GRE H'E QIHI{|O|AE FIHetL|C,
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Local GRE endpoint

St7| L& S0i|M MEiStM Q.

» Configure with IPV4 address:

% Local IPV4: 0| 2Z |p £ 0|83}0{, 2Z GRE ZHHES &L CL
GRE QIHIO|AE Mde If RRHX 2 4% HE2 7|
ot 8 ELIC ojgfet 8%, &4 IHI|Oo|ALt GRE B2 Of
PIH M O| A 22 POl A0 SiHdt= IPE AMESHA| @84, Of2
HY5t= 2, 0T AHMo|Aeb 1P 7L ZotEl HESRAN 22

» Configure with Network:

% Local endpoint Network: 22 GRE ZEHE I} HIQIY & HEQIE MEHT!

% Static route to remote GRE endpoint: 2Z ZTH HEQIE Edl, ¥4 GRE
|

ZCiHO| i3t 18 A2 2 HASH & QlAL|C CF

Ef3o P

Tt 50 AKX @2 BLRU, 0|20 HERZ MH|2(ex.VRRP)O 2|3 7tet

P Fa0t EEE B9, 0l 82 B2 2d=ofjof gLt

Filtering tab

GRE TUNNEL

l General Setup | I Filtering |

@ Tne filter is used only if this interface is bridged

Input filters group «| | No filtering b ]

Output filters group «| | No filtering b I

Input filter group/Output filter group:

routing/firewall/bridge B H MM0| FH|E HE & StLHE MESL T O B2
2 2{™ Bridge filter M2 & 1054 2.
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VI.1.3 Network
O| HO|X|= &X| HERXT +d2 HEAISL|CE.

SETUP TOOLS STATUS

PHYSICAL INTERFACES

VIRTUAL INTERFACES N ETWORK OVERVIEW

NETWORK) NAME  ENABLED  IP ADDRESS NETMASK GATEWAY (METRIC) PERSISTENCE ACTIONS
LAN 1an 5 192.168.3.253 255.255.255.0 192.168.3.1 (10) Enabled 4=
ﬁ;ig lan2 & 192.168.6.253 255.255.255.0 Enabled a=
CELLULAR wifinet G DHCP DHCP (5) Default 3|

VPN Cellular v DHCP DHCP (0) Default WAN config.  «)

BRIDGING -

ROUTING / FIREWALL __J Add network I

Qos

SERVICES

=
=

Remove % H{ES Z2ist0] L EQ2 2 HAHBHL|C}
Edit £ HHES 2280 YEYT AHS HESH|C}
Add network HHES 22/810f HEIS M2 F7HtL|C}

VI.1.3.1 Network configuration
General setup:

COMMON CONFIGURATION

‘ General Setup H Interfaces Settings | | Advanced Settings | | IPvE Setup |
Enable interface

Network description |(}NBOARD |

@ Friendly name for your network

Protocol | static [

IPv6-Address | |

Default |Pv6 gateway | |

1Pv4-Address [010.1.123 |
1Py4-Netmask [255.255.192.0 v

Default IPy4 gateway I 101011 I
Default gateway metric I n I

@ Gatewsy priority when several default gatewsys are configured; lowest is chosen.

{Used only when a default gateway is defined on this interface)

4

@ You can specify multiple IPv4 DNS servers here, press enter to add a new entry. Servers entered here

DNS server(s) |

will override automatically assigned ones.

Enable interface
O §JABAE MEISIH LAN QHEO|AE LAHOZ HiZHdstgh = QLS LICT O]
FHe QRIE L,

Network description
HERIZ0 ciet 2HO|Lt 0|5 7| YULICh
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Protocol

HIES320 DHCP ME{Z7F 10, ZX|0f| 1P FAE 2T
HEISH K. O] B2 DNS MHE HMelstu, #|of #A
HES20l DHCP MH 7t GiALE, CHE Ol 7 2 s 2IH I 0]
2oHorsts ZR0E static'S MHSIM . 0] B2 Otz EA|E
gLt

rﬂ_(')_k
=

DHCP H|O| X|(SETUP > SERVICES > DHCP/DNS RELAY)O| Al 'DHCP Server' &2

2ot ot 42, 'DHCP'E MElg 4= Q& LICH AP = DHCP 220/  EQ DHCP

M 7L SAl0| 2 & 5T

ZX|7F DHCP MH 80| AtA| IP FAE WY &= ULF 52T SLAAC E MEISIH 2.
IPV6 address and Default IPV6 gateway:

ol2{gt WES S¢f IPv6 T4 U HO|ES 0| YR AH|20) X7t CIDR Y

o TEZ 88% £ ABLICH

_—

IExE-Address |2008:3:a:a::2 |

Default IPvE gateway I I

Delegated prefix length (for ULA Addresses)
1~128 ALO|2] IPv6 HIEYZ FA HFAL
IPv4-Address (only in static mode)
22| ST A= AP 2| IP FAYULICE LAN Off AFE 7tSTt IP =
HRAO M AHRSIX| s IP FAE EYELICH 0f: 192.168.0.1.
IPv4-Netmask
oA STl MEU OpAF LT
Default IPv4-Gateway
LAN Off U&= 2FREel IP FAQYLICH AO|EQ0|7) Folx[X] G2 4% 0.0.0.0
ArE5HA K.

Default Gateway Metric
XM AOIERIOIE AFESHA o2 HERXA7L +8E 8% 7|2 AO|ESO HEESS
ol O|2{2t A O|EQO] 7H0| &M =2 =Y = JUSLICL Metric O] 7t B2
AO|ERO|7} MESE LT,

DNS-Server:
A2 3l2{= DNS M| P FAQL|CEH DHCP Z2EZS MEISH A2 TOOLS/System
o0l olEl atE AFESt=E MEiSIALL Ol HERIA0 &8 M =2E 0|&2

dolg = ASLIL

o

IPV6 Global configuration:

IPV6 GLOBAL CONFIGURATION

IPv8 ULA Prefix | fdd5:5c84:2367::/48

l-J Unigue Local Adresses are not supposed to be routed upstream They are to be considered as private addresses - for intranet
communications only.
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AN FX|of HM2ooFsts B9 FELCL OIS
ot HIER

=0, H=0|

= =
39| A O|EQ0|Z &F5ts EFYULICE

IP ALIASES
NATed VRRF networks warning

The following applies to NATed networks which use the VRRP protocol:

« Public-side NAT MUST NOT define IP aliases; else the NAT might use the alias IP as public address instead of the VRRF [P
« Conversely, Private-side NAT SHOULD define a private IP alias to allow connection fracking replication

+
[Control i) [}Add |
IP 2HS F7t5t2{® mnemonic 2 28 ¥, F7t& 28 U5 Hote IP T2 ALE
{29 OpA3 S LA K.

IP ALIASES

NATed VRRP networks waming

CONTROL

General Setup

IPyv4-Address

-Netmaszk

CAMERAS

General Setup

-Address

1Pv4-Netmask

The following applies to NATed networks which use the VERP protocol:

s Public-side NAT MUST NOT define IP aliases; else the NAT might use the alias IF as public address instead of the VRRP IP
« Conversely, Private-side NAT SHOULD define a private IP alias to allow connection tracking replication

%] Delete

[192.168.1.250

[ 255.255 255 0

%] Delete

[192.168.2.8

[ 255.255.255.0

| W) Add
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Interfaces Settings:

COMMON CONFIGURATION

General Setup | Interfaces Settings ' Advanced Settings |
Bridge interfaces

@ creates a bridge over specified interface(s)
Enable STP/RSTP

D lJ Enables the Spanning Tree Protocol on this bridge
WARNING: Some cautions must be taken with wireless interfaces, please see user guide

Enable LLDP forwarding D @ Enables the LLDP frame forwarding.

bridge VLAN (] @ Enable VLAN management in bridge. You must configure the bridge VLANSs before enabling this
option (setup-=bridging)

Interface % WiFi adapter: WiFi 1 - acksys (lan)

2] #% WiFi adapter: WiFi 2 (currently disabled) - acksys (lan)
L Ethernet adapter: LAN 1 (lan)

¥ .+ Ethemet adapter: LAN 2 (lan)
MTU 1500

Bridge interfaces:
O] 7|52 MESH HEQ IS BE QAHLO|AE O|HU AKXt &3t
ADEQO 2 AZAE LTt

Enable STP/RSTP:
STP/RSTP (Spanning Tree Protocol) 7| 50| &d3tE Lt 0] 7|58 AMESHA|
U=CtH HEYI FLE T|St7| o) EXIE &Y H7FsHoF gLt

F4 QIH L o] At A AFE Al FIALSO| )} L, Spanning Tree Protocols (STP,

RSTP) & EZEIM Q.

Enable LLDP forwarding:
O] MaAE MEASIH, i EEIX|7} LLDP(Link Layer Discovery Protocol)
TEIFHAE Zof Qs MR LCL

Bridge VLAN:
E2|X|0fAM VLAN 22| & g-daltLtt o] 8= &d3tst/| 7‘*Oﬂ SETUP >
BRIDGING 0| A E2|X| VLAN 2 T8i0f fLICt XM[et &2 Vian Management
£ HXSHM 2.

Interface:
AR 753 HEQ/Y A QE oA SEQlL|C}. H|§I-M§|.E|(§|AHO§E|) O|E.|_|T|_|O|Ah
o|0| CHE HERIMM AHE SYLCE 28X HESIS B2, 718 S LANSE

2N BEEXg 2= QHHO|AE MESINR. Bt HERIS E2, :rlo%* StLtel
CIHEO|AS MEHSIA R,
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Advanced Settings:

| General Setup ‘ | Interfaces Settings | | Advanced Settings | ‘ IPv6 Setup |

Network persistence

[ Default

]
(L)) Aveid the network deletion after a link down

Default is 'enabled’ if protocol is 'static' or 'VRRP', else 'disabled
State at startup ‘ Default

() Default is 'up’ except for networks with protocol 'none’

Use 'down’ if this network should be brought up enly by event rulss

Network Persistence:

O 0| &dotx™ =2 QAL o[~ HAO| BOME IP 27 (EIRE,
AO|ERIO|, 7tet QEW[O|A &)0 X|EELICH O S0 AHHO|A0M ATt
BOIEE [ DHCP RS AIAHHOE I HS WX & YgLiCh

static ZEEZ

% o =
(18 1P| 7|22 &d3tE|H, CHE 2 & T2 EZ(DHCP, VRRP)2|
7|22t Hgd g Lt

Cellular (on some models)
o] Mo

42, 'Physical interfaces’ ot¢| M70| A Cellular 82 7t2|7|= €%
= LCL O] &=0f CisiM= 3

o MM Cellular &

EXSHM L.
State at startup

AZ Al HEYZR &EfE LIEFHLICH ZEEZ0| 'none'Ql

Ol ZLE H|elst 7|2
AEiE 'Up' @ LICE O] HERRV} OHIEY 2|5 &d3ta ZR0T 'Down'S
ARESLICL,

IPv6 Setup:

COMMON CONFIGURATION

General Setup | | Interfaces Settings ‘ | Advanced Settings | | IPv6 Setup
IPv6 Stateless Address Auto-configuration (SLAAC)

|
Privacy Extensions for SLAAC ]
Path MTU Discovery for IPvé =]

IPv6 Stateless Address Auto-configuration (SLAAC)
O] FMO| 2dot|H, HESRR AHI0|A= XtlE €
IPv6

ZAR VSHE LT (HEYIOIA 2t E 7} Bzt
Privacy Extensions for SLAAC:

OIE{TH| O] A MAC Z=A0| OFX| Tt 48 H|EOf 2AtQ| H|EZ AMSI0] 7Ol EFAH
stk ot

Path MTU Discovery for IPv6:
SAETJHICMPYGe £ 2 IZl@zlo| L2

= 322 &X|5HH, Path MTU Discovery
DT2EES 2991510, e S AEMAXE 22 el 224)0AH SHHE T2
A7|1& LeZ L
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VI.1.4 VPN
VPN 74 MMO0|= OPENVPN 2 IPSEC & 78T &= U= &K #Xf =XSt= VPN
QUAEHATE LA EIL|CH
VI.1.4.1 OPENVPN
O| I{|O| X|Of| A{= OPENVPN EE+= |IPSEC VPN QIH I O|A S OIS %= QU&L|LCL,

SETUP TOOLS STATUS

PHYSICAL INTERFACES

VIRTUAL PRIVATE NETWORK OVERVIEW

VIRTUAL INTERFACES

BRIDGING In this section, you can configure the VPNs integrated in your product.
NETWORK

Select the type of VPN in the left pane submenu to configure it.

VPN

OPENVPN
IPSEC

ROUTING / FIREWALL

SECURITY

Qos

SERVICES

M VPN QIAEAES MMH8t2{H Add instance & 2 &|8]0f OpenVPN 4 H|O|X| 7}
Lt

OPENVPN - VPN1

OpenVPN can work in server mode, waiting for a number of clients to call in, or in client mode, where it connects to a predefined OpenWVPN
server address.

ROLE SELECTION

Please choose the role for the OPENVPN tunnel

CURRENT ROLE SERVER (CALLED)
Client (calling) SET
ROLE SELECTION MMO|AM= SEI0|UEOM MHZE £ 1 HIHZE A2 HAY =
UAS L LY,

AUTHENTICATION METHOD SELECTION

Please choose the authentication method for the OPENVPN tunnel

CURRENT AUTHENTICATION METHOD PRE-SHARED KEY (ENTAILS PZP OPERATION) PKI CERTIFICATE

Mo key (entails P2P, cleartext, no auth) SET SET

>

= HgotH, 10| w2t g M40| YOOI EL|L 2| BHELICE.

ol

—

ol

HFEH CC
H

o;]
o = =

rir
n
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ONFIGURATION

| Basic settings | Advanced settings |
Enable virtual network

OpenVPN instance description I\-’pn‘1

@I Friendly name for this YPM instance

Remote OpenVPN server address | 110.25.250 16

]

@I Remote Open'VPM server address

VPN subnet local tunnel endpoint IP address

(10802 |

@ |P address of the local WPM tunnel endpoint, not used in TLS client mode since it is pulled from server

VPN subnet mask |255_255_255_:} |

@ Subnet mask of the VPN tunnel subnet, not usad in TLS client mode

VPN subnet remote tunnel endpoint IP address

[10.8.0.1 |

@ IP address of the remote WPN tunnel endpoint

This IF will be used as default gateway to route via the VPN tunnel.
Thiz is not the system default gateway, but default gateway to use in routes created by openvon and where

gateway is not flled.

OPENVPN - VPN1

OpenVPN can work in server mode, waiting for a number of clients to call in, or in client mede, where it connects to a predefined OpenVPN
server address.

CONFIGURATION

| Tunnel settings | | Auth/Crypto | | Client settings |
Enable virtual network "

State at startup | Default v

@ Default is "up' except for networks with protocol “none’.

Use 'down’' if this network should be brought up only by event rules.

OpenVPN instance description

vpnl

@I Friendly name for this VPN instance
Role [ Client (calling) v
Protocol [uDP v

@ Favor UDP, as TCP leads to potential conflicts in the TCP over TCP redundancy mechanisms

Listener port

1194

@ UDF or TCF pert that the server will listen to, and that the client will call

Data channel compression @ T I e

Tunnel type [L3 (IP) tunnel v
@I Only L2 tunnels are supported

VPN subnet local IP address 10801

@I IP address of the local VPN endpaint, not wsed in TLE client mode since it is pulled from server

VPN subnet mask 255 285 2550

@I Subnet mask of the VPN subnet, not used in TLS client mode

Tunnel MTU 1500

@ Encapsulated MTU, adjust to awoid fragmentation; the default of 1418 allows the default SHA1 digest

Keepalive period 10

@ Keepalve period (seconds). Every such time. a packet is sent to each peer to elict a response.

Keepalive timeout 30

@ Keepalve timeout (seconds). Connection terminates if no traffic is received from the peer for such time.
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State at startup
AlZtg I VPN HERIA 4EIE HSELLHL Z2EEZ0| 'none'® HESRZAE
HMelstn, 7|2 &Eil= "Up"YLICE O] HESZ 7t O|HIE FXI0f 2fs{ AT
242t 0{0f Sl= B2, 'Down's AHESHAM K.

OpenVPN instance description

VPN QB A0 CHol @YHO|Lt O| 5= 7|

Role

ofste M E& 22

SHO|AE= MHE §§OP

gL ct

E
FQ
[t
+

Protocol
TZEEZ2 UDP EE= TCP E MEiY = L|Ct. TCP = TCP over TCP &5
HALSMHAM HAHQ 552 0|0jE &= 2B =, UDP § M= L Ct SEI0|AEL}
MH AtO|o] 2t E 7, 1 EloH o 2 5257| 25l 2ast ZES HO{0f
Lt
Listener port

O| A2 MHEZI LH7[5tH, 22t0|YES| =FS 7|Ci2[= UDP & TCP ZELICE
7| 2242 1194 YLCt
Data channel compression
Of & MESIH HES &3l M= HOIHE Y=L T} Fast LZO &=0|
ArgE L T}
Tunnel Type
L3 E{ &2t X| & E LT

VPN subnet local IP address

O] VPN ZEtEO| 7tat 1P =AY L|CE

VPN subnet mask
O] VPN SELHH Ip A0 2ol ofA3 Lt
Tunnel MTU
Mot MTUE Z.E‘EPE BEXISH7| I 2 E[0foF hL|CE 7|22t 1419
HFO|EO|H, 7| & SHA1 CIO|M|AEZ} 5 & & LI
Keepalive period

Keepalive HIF{LIZ2 VPN 237} &4 |

7|2 Zt m|ojojM Z2ETF MEE
Keepalive timeout
O] {2 Keepalive M8t A|ZF ZH(=E

2 ZHE)QLITE O] AIZHECE 71 AlZH S0 Th210] 4AIE|X]

Uo™ AZAO| EIL|CE Keepalive timeout X3t A|Zt Zf2 Keepalive period
7|2t O HOF L Lt

0f 742 ol &l
%Eﬂﬂﬂuq

>

IS

_'T'_

~

D

D
©
L
z
(0]

-
N 1
rir
A -
m —
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LOCAL ROUTES

LOCAL ROUTES

This section is used in both Server and Client modes. It lists the routes to be installed in the local IP stack

« Inthe client, it lists the server subnets reachable using the server as gateway,
» In the server, it lists the client subnets reachable using the client as gateway.

If the gateway is not indicated, it defaults to the VPN remote address.

TARGET NET NETMASK GATEWAY METRIC SORT

192.168.23.0 255.255.255.0 10.8.0.2 Default: 0 + & £

) Add |

Of MMO|AlE 22 P AHO0| HXT F22 HolT 4 UFLCE

TARGET NET:
CH & MESYLC.

NETMASK:
Char A= S opAT QLT

GATEWAY:
Ch WE T S2ot7] SIoH ALBBHOF SHe A 0| £ LiCh H] 9l F B
AolEgol VPN 27 Faz 7|2 HFEFLIC

METRIC:
o ZZof cyet BlES MY

USERS VALIDATION

USERS VALIDATION

This section is used in Server mode only; it lists users allowed to connect to this VPN instance.
Optionally you can enable routing from the server to a client-side subnet.

USERNAME PASSWORD SUBNET NETMASK DESCRIPTION SORT
=) "
Acksys I,J rereeans AEw Client subnet Allowed user * & =3
Add I

O 4 M2 At DEO|ADH A ELICE 0] VPN QIAH
BAIZLCH MYHO2 MHO|A S2H0[ES ANEY
AAI:I L||:|-

CLIENTS ROUTES

CLIENTS ROUTES

This section is used in Server mode only. It lists the routes enforced by the server in the client at connection time.
I the gateway is not indicated, it defaults to the server's address.

TARGET NET NETMAGSK GATEWAY METRIC SORT

Thiz =ection coniains no values el

Of M2 AMH ZEOAMT ALEELICE HZ Al SctO[UES MHOIM HEL|=
B2E HEAELICHL AO|EQOI7t BAIEIX] @, 7| 2Ho2 MY =247t ALEE LT

| B BE=TLS VPN 252 A838t= MHO|MTH A 4= QUELCE Of2fof 2 E
\ '‘Auth/Crypto’ RO|A PKI QIZAME ME4SHOF SHL|C}.
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AUTH/CRYPTO

Ol Ho|X|OfM= VPN HEO|| Tt XtA Y, &=z 8 15 e Z ™Ho|gh = UGS L
Ol4et ZEOo| Folof CHat XtATH LHE 2 OpenVPN @ HME BTN 2.
https://community.openvpn.net/openvpn/wiki/SecurityOverview

CONFIGURATION

| Tunnel settings || Auth/Crypto | | Client settings |
Key type | PKI certificate v |

Root CA certificate Choisir un fichier | Aucun fichier choisi

@ Root A cerfificate (PEM file format). WARMING: Synchronize time between server and clents!

Local certificate Chaoisir un fichier | Aucun fichier choisi

@ Local certificate (PEM file format)

Local private key Chaoisir un fichier | Aucun fichier choisi

@ Local private key [PEM file format)

Revoked certificates list Chaoisir un fichier | Aucun fichier choisi

@ ChA-issued list of revoked cerfificates

TLS channel HMAC protection Chaoisir un fichier | Aucun fichier choisi

@ Optional additional TLS channel HMAC protection

Authenticate using username/password @ Check client usernamea/password against predefined server list

Data channel encryption algorithm | AES-256 v |
@ Data channel encryption algorithm. The choosen algorithm must be supported at both sides of the
WPM.

Data channel authentication digest | SHA1 (OpenVPN default) v |

@ Data channel authentication algorithm. Adds owerhead to frames size and processing time.

CONFIGURATION

| Tunnel settings | | Auth/Crypto | | Client settings |

Key type [ Pre-shared key (entails P2P operation) v

Data channel encryption algorithm |AES.255 v |
@I Data channel encryption algorithm. The choosen akgorithm must be supported at both sides of the
VPN,

Data channel authentication digest | SHAT (DpenVPN default]l v |

@I Data channel authentication algorithm. Adds owerhead to frames size and processing time.

Fre-shared key Choisir un fichier |Aucun fichier choisi

@I Pre-shared key (PEM file format)

CONFIGURATION

‘ Tunnel settings | ‘ Auth/Crypto ‘ ‘ Client settings ‘
Key type [No key (entails P2P, cleartext, no auth) v]

Data channel authentication digest | SHA1T (OpenVPN default) ¥

@ Diata channel authentication algorithm. Adds overhead to frames size and processing time.
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Client settings

CONFIGURATION

Tunnel settings | | Auth/Crypto | | Client settings |
Remote OpenVPN server address 110.25 250 16 lj

@l Remote OpanVPN sarver address

Remote OpenVPN server address:
&7 OpenVPN AH{ F=A LY,
Server settings

CONFIGURATION

Tunnel settings | | Auth/Crypto | | Server settings |
Maximum number of simultaneocus clients

@) Maximum number of simultaneous clients

Maximum number of simultaneous clients:
O] 482 AHESHH, MEHO| SA|0| HEY &= = SEI0|E
AUSLICH O|E EoH MEQ =E|A 2lAaAn AHE S X[ Hste =

VI.1.4.2 IPSEC
M IPSEC QIAHAES Mot ® "Fob QIAHAS SESHH IPsec HEO| SEILICL

SETUP TOOLS STATUS

IPSEC INSTANCES OVERVIEW

NAME ENABLED SECURITY ACTIONS

M2 dgE AAEA Fo A= "HE" HES SEYLICL

IPSEC INSTANCES OVERVIEW

NAME ENABLED SECURITY ACTIONS

ipseci Pre-shared key m‘_]
::1 Add instance I
IPV4 & IPV6 T4 2 QARAS T = Qs AAEHA 19 HOX| =
| T =t L Tt

2 28 M2 7= IPsec DI/ H+S Fgot= O ALEELICEH &8 8 328 273
U0 As 74 BEO Ot S=2= Ofe #5 H=ESHA R

IPSEC - IPSEC1

IPSEC mode tunnel, you can configure it as roadwarrior, gateway or host. Roadwarrior, with na local public address or no remote public address depending on role, initiator or responder. Gateway with local and remote IP address
and subnet. Host with no local subnet

GENERAL
Identification and general parameters
Identification | | Advanced parameters |

1@ Please set the identity and the authentication method

Enabled

Remote public address

[75.0.02 |

@ Remote I adaress, DNS name, CIDR subnet or IF adoress rangs

Remote identifier [192.168.26.201 ‘

Local public address

[192.168.26.0 |
(@ Loca! IP sserass, NS name, GIDR susnst or [P adaress rangs

Local identifier [ATTISOFT ]

Authentication method | psk -

Secret ‘ 1234 ‘

CONNECTION

Subnets connection parameters

subnets | | Advenced parameters |

@ Please set the connected subnets in CIDR notation

Remote subnet [192.168.26.0 ]

(e=entest [192.168.27.0 2
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&7
Authentication method | pubkey v
Certificate | Parcourir... | Aucun fichier sélectionné.
Key | Parcourir... | Aucun fichier sélectionné.
CA Certificate | Parcourir... | Aucun fichier sélectionné.
e 2t FE
Enable off | on; default: on IPsec QIAEAE HHLE SL|C}
Remote public host | ip; default: none LA |psec QIAEAS| |IP FEALEE SAE
address o|ZelL|ct.
Remote identifier ip | string; default: Ol= Z=0f 2HIE A IIAIE AlHSI= S
none BolgLict
e IP-QHUH Z2EE F&
FQDN - dt2tE =0 Ql 0|22 HOo|E
IDYL|CE @ AEO 2t =0 2l O|F LT}
Local public address ip | string; default: 0I5 F0| AFEAHRIZE ETHAHE AlYHSHE B S
none HolgtLct,
e IP-QHU Z2EE T4
FQDN - §&tE =HQl O] E2 2 Ho|E
IDYLICEH S AEQ| &M O 9l O] YL|CH
Local identifier
Authentication Pre-shared key | X.509; Ol= "I S X|MSHL|CH A 29 7|2 X509
method default: Pre-shared key OI= M ZOf| A MEHSHL|C}.
Pre-shared key: Pre string; default: psk HOF xfHo| MAE|7| MO|| IPsec I|O] Zte| Q1=
shared ke
Y AR ElE B8 S ALct
X.509: Key .pem file; default: none 274 7| ot
X.509: Local .pem file; default: none 2# o= M ntY
Certificate
X.509: CA Certificate .pem file; default: none ol 7|2 mel
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Advance settings
g B M2 ofeff H#E FXRSHY IPsec HAL g 7[& D7 HE=E F+-45t= O
A& LICE.

GENERAL

Identification and general parameters

dentiication | | Advanced parameters |

IKE version | ikevl v
(@ ike is iev1 or ikev2 es responder and ikev2 ss initistor

IKE v1 aggressive (m]

Death peer detection delay ‘EDS

Force UDP encapsulation (m]

Cryptography ike phase 1 [ike_default it}

(@) Name of the proposal defined below. Add and save to make the related IKE PHASE 1 section appear

CONNECTION
Subnets connection parameters

subnets | Advanced parameters |

Start action | Start v

Death peer action |tr’ap v

Update firewall (@ Added rules related to the subnets

Key life time

[1h

Cryptography ike phase 2 | esp_default ‘J

@ Name of the prapossl defined below. Add and save to make the related IKE FHASE 2 section appear

e o ek
IKE v1 aggressive off | on; 20 A0 Cisl aggressive EEE ALt & L|Ct.
default: off Aggressive ZE= LR Z22| HIO[HE A B whof

HNASIE 2 Main 2E(Z 671 HA|X)ECH ML 20|
n=HE 470 HAIX)E s>l CE 34X
DEOM= Eet xf'20o| 7| ™ol HETt
W3lE|o2 = gCHCF © OFMSIX|TF O W2 L|Ct,
aggressive ZE = IKEVIO| A 2F AFE o~ QUELICEH
IKEv27} el 32

Ol 2E= sATLILCE.

Force off | on; "NAT =" &20| X &|H2t= ESP I§ 20 CHsH UDP

encapsulation default; off a3tE ZHe Lo

Local firewall off | on; O] ZX|0| A Of IPsec AIAEHAQS| EfHl S 5| &=
default: on O Zeot WaotH F2|5 FItetL o}

Update firewall off | on; O] X0 A BtCHZ IPsec QIAEAOl ERfES
default: on 51 8%t= O East Watd fAlg FI7hehL .

Key live time integer, EdjHS BALE EX| @2 BF CHILD_SAZ}
default: T5|= A2t =0t 7HA S FogtL ot
none

Dead Peer off | on; IKE(Internet Key Exchange) 30f " dead " Z|{ &

Detection default: off dX|St= O A8 &= 7| YL L oo mof7t

MEE = BlE W HAIX| = Z|azlstn Foff =X
HALIZLZ EgfjHE E0/= Ol AHEE LIL

Dead Peer Start | Trap | IPsec I 0]2] &Y HENE =HQIst7| o L& HA|X|7}
Detection: DPD Clear | None; FI|M o2 ™EE|= Dead Peer Detection ZEEZ9]
action default: A& S HMojg Lt

Restart
Dead Peer integer; R_U_THERE M|A|X| EE= INFORMATIONAL 2+
Detection: DPD default: SEROA EW= Bl
Delay none
Dead Peer integer; Hl2td Al m|ofof CHEE 2E HZAO| X = Kot
Detection: DPD default: AlZE 2tAE "olghL ot

Timeout none
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VI.1.5 Bridging

Of HMOIAE SEE H2|H MH|lAS THT & YL,

H —

VI.1.5.1 STP/RSTP
O {0 M= HEXHR ZE & H2|X|0f CHet STP/RSTP & T+ 5 JUFLILEL 58
t

L E<| 30| CHs STP/RSTP £ 452 T, Bridge & -3 =5l OF 2L CF.
STP/RSTP overview
NETWORK BRIDGE STATUS STRIRSTP STATUS BRIDGED INTERFACE ACTIONS

WiFi adapter: WiFi 1 - Acksys
WiFi adapter: WiFi 2 - Service
lan Enabled Disabled Ethernet adapter: LAM 1 @
Ethernet adapter: LAM 2

He[X| HEL O Cist STP/RSTP 282 HEsteH, 25 £ HEY HEZ SN
STP/RSTP Bridge settings

BRIDGE SETTINGS

Max age 20

@ The range is 8 to 40s
Forward delay 15

@ The range is 4 to 30s and must have: 2 * (Forward Delay - 1 second) >= Max Age
Max hops 20

@ The range is 8 to 40
Hello time 2

{@ Therange is 1 to 10s

Hold count 6

@ The range is 1 to 10
Priority 8

[@ The range is 0 to 15 (802.1d values divided by 4096)
Max age

2E 22|X)0f o8) MAEE Mol Acf £YULICE (U2 Y= 6 ~ 405)
Forward delay
TE QXY TES, NEEHOIN SSAE E SENEOIM MY NEIE Ml

Mol X §=8 L

(Y3 H2I= 4 ~ 30s), 2 * (Forward Delay - 1 second) >= Max Age)
Max hops

BPDU(Bridge Protocol Data Unit)7t ME& &= U&= X0 5 = (Y Hel= 6 ~ 40)
Hello time

XNEE ZEYE g AIX[] F7|HQl ME 7HAYLICH (Y He[= 1 ~ 10s)
Hold count

1% 3¢ EE 4= = |0} BPDU =8 ZLICH

Priority
STP/RSTP EZEX|2| HE|X| &M &% Hel= 0~150|0, 00| 7tE =2
LUE=20]D 157t 71 A2 LU=2(Y UL RFE BE2[XE MEig &= JASLICH
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STP/RSTP Port settings

PORT SETTINGS

INTERFACE PATH COST EDGE PORT BPDU GUARD  P2P MAC PRIORITY
The rangs is O to 200000000, O is for auto Range: 0 to 15 (802.1d values divided by 18)
WiFi 2 (currently dissbled) - adsys [auto [+]|false [+|[auto [+] 8
WiFi 1 - adsys i |aut0 E|fa|se Elauto E 8
LAN 1 0 auto : false : auto : 8
LAN 2 0 auto : false : auto : 8
Path Cost
FE ZE QO RE Ee[X[0] =H5t= O EQ°t Z= HE YL
02= HA7ES5IH ZLE £ 0 [EPEP 10| Ats 2= ALHELICE
2E HE|X|0f 71 HE H| 82 MJZdt= ZTEJRE TEJI L, CIE RE &
BE2= AT BT E L

Edge Port
Edge ZE(CHE E2|X|7t HZAE|X| &2 LAN O HZE ZE)O| &=7| HEf LT

true 2 A H X=7| YE{= Edge ZEZ HFPE| D, false 2 HHSIH X£7| MEf=
o o
o

non-edge ZEZ AL, auto 2 2785IH MZEO0| X522 XE RAHS
ZHX| sk}
RSTP = Edge ZEE 29T HEH= A ™eatgiL|C},
BPDU Guard
BPDU =41 A| ZEE H|243l5l2{™, Edge ZE(CHE 22| X7} HZLX| %2

LAN O HZEl ZE IH true 2 275 OF LICE

P2P Mac
O] ¥ 2 &3l £7| point to point @3 AEfE HFY = USLICL
true 2 A-IH x=7| &3 MEf= point-to-point A (F E2|X| AFO|o] A I (F
C

o
HE[X] AO]0f| oiEet &2 S FH| §la)=E 2850, X 8e ZEI 2T JH=Z

W MBE| T2 £ oELIC
AHEoR MHSD KE0| YA 9HEeS (SO UKLt

Priority
Ea[X] LfF2| ZE 24 =2 LIC}
tIEI7<I01I/K1 o] ZEVI Yot 4= HE= MS35t= 8%, STP/RSTP & ZE 24
ALE5I0 RE ZEES MEStL|CL
t”%l 0~157tX|0|H, 0 O] 7} =2 @4 20|11 157} 74 &2 24 = /ULt
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VI.1.5.2 Vlan Management
O HO|X|of A& EE|X|El EZEQ| 802.1q EfIE 2| = UELICH

T Mg

s2|Xof ZetEl 2 B M| 0| A0 Lol X[ 5= VIAN & A[8e = ASLIT.

= o=
VLAN Interfaces overview

overview Ol M= FHE B E ZE VAN =22 2|AE HEHZ &olg = JASL|CH

SETUP TOOLS STATUS

PHYSICAL INTERFACES

BRIDGE 802.1Q VLAN INTERFACES OVERVIEW
VIRTUAL INTERFACES

NETWORK

802.1Q TAGGING

BRIDGING

NAME INTERFACE vID PRIORITY DEFAULT VID EGRESS UNTAGGED ACTIONS

S brelan1 Ethernet adapter: LAN 1 1 Best Effort (level 0} 7 7 A =

VLAN MANAGEMENT

ROUTING / FIREWALL ij I
Qos

SERVICES

Port configuration page

802.1Q TAGGING

VLAN description brvlani

@) Frendly name for your VLAMN

VLAN ID 1

@) vLAN 1D for your VLAN
Default VLAN ID E @ The ingress untagged traffic fram the interdface will be tagged with the VLAN 1D
| Best effort (level 0) -]
@ The priority that will be assigned to untagged ingress traffic from this port

Default priority

ed
Egress untagg = @ The egress traffic to the interace will be untagged for the VLAN 1D

Interface @ Ethernet adapter: LaN 1

o Ethernet adapter: LAN 2
- WiFi adapter: radio0 - acksys

0 waFi adapter: radiol - acksys

) Bridge interface: lan

VLAN description:

VLAN Of CHot @FO|Lt 0|55 YHTLIL.
VLAN ID:

VLAN ID & = ¢gL|Ct

Default VLAN ID:
o SN IS Bj 7} XIWE|K| %2 BE 4 E24T{0| VLAN Of X ELct
ZEY StLES| VIAN 2F 7|2 2(0] E == AFLIC.

Default priority:
M 29|12 MHSL|CH 0] 8M2 7|2 VIAN ID 7t HEEl H20| AR

— = T
A& L E,

Egress untagged:
Ol M2 N3AstH = 57| Mo VLAN Ef 7} =2f 0| A &| A&l L|Ct

Interface:

VIAN 832 M8 ZES Mect
BRAE VIAN & TE, H2|X|o| 2E QIE|H 0| A0 TAE 0fof BT
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Enable the Bridging VLAN
NETWORK/Interface Settings o} HF0IA E2|X| VLAN € 2435} & 4+ EL|LCt

COMMON CONFIGURATION

General Setup | Interfaces Settings |
Bridge interfaces

@ @ creates a bridge over specified interface(s)

Enable STPIRSTP ]
@ Enables the Spanning Tree Protocol on this bridge

WARMING: Some cautions must be taken with wireless interfaces, please see user guide

g oresas ] @ Enables the LLDP frame forwarding.

bridge N @ @ Enable vLAN management in bridge. You must configure the bridge viLANs before
enahling thiz option (setup->hridging)
Interface & @ WiFi adapter: WiFi 1- acksys (1an)
& 8 WiFi adapter: WiFi 2 (currently disabled) - acksys (lan)
& [ Ethernet adapter: LAN 1 (lan)
fr=
& [#| Ethernet adapter: LAN 2 (lan)
F=
MTU -

EZ|X] VLAN & &-d%otH, H0oteto| O|R 2 Ef 7t X|HE|X| 2 =2 /0|

AM ELICH Ef 0 X K| @2 2E =22, e ZEO|AM 7|2 VLAN & 7851
=7 VLAN Of BiX|5joF gtL|Ct,

VLAN Ef7t Ql= ZE % =%l M=o HM25t2= E20=, Bridge interface
XA(EEIX] 42 AF AEHO|A)0 VLAN 2 F7t5t = default VID & 20lstD, H4
HZEO|A egress untagged &M 2 M3 sf{OF 2 L|C},

HMEO| AM Lot s ZE 2AHH 0|20 52 VIAN & F7to5t1, default VID 2F
egress untagged M2 20I5HM Q.

O] VID gt2 CHE VLAN oM ALE FQl 2t0| OFL|OfOF BHLIL} (E= 3
VLAN O] BEE|0f UX| &= EcfHut 2otk|= 40| OfL[OfOF LT

Of2ff 122 VLAN 80| LAN1T EE= LAN2 O M X ZF0f| BN ASH= ZHEHSE S

=~

HOoE L Ch

802.1Q TAGGING
NAME INTERFACE VD PRIORITY DEFAULT VID EGRESS UNTAGGED ACTIONS
brvlan2 Ethernet adapter: LAN 1 1 Best Effort {level 0) = = EY
brvlan3 Ethernet adapter: LAN 2 1 Best Effort (level 0) = = (4 =]
brvlanl network: lan 1 Best Effort (level 0) & & (4 =]

"] Addtag

DTUSO70 rev K.13



Page 209 / 336

VI.1.5.3 Bridge filter

Of MMM = layer2(R 2 +=F) EH &2 &2l = AsUHCHL 2 EH 2E2 0
TS T & 9o, Brop QIE B 0|AT} Ha|X|o| ZEE ZP ShLt 0]42] O|E Y
L= 79 AHmo|A0 Hebs 0" = AL EHe 50 A StLte| #A0]
LA5tH Z2| )= drop Al LIEE
Add group
BRIDGE FILTER OVERVIEW

FILTER GROUP NHAME ACTIONS

filtre group 1 @ ﬂ
I__] Add group I

Edit group

FILTER INFORMATION

description

filtre group 1

FILTERS RULES

This section allow to add filter rule on this group filter rule

MAC FRAME HETVWORK TRANSPORT FIRST LAST

CHECK MAC IF ADDR MHETMASK CHECK IF CHECK PORT
TWFE PROTO PROTO PORT PORT

127.0.01 265265256 255 |[Src [[<] ®]
[Na filte: [~ ] 127.0.0.1 255 255 255 255 |[Dest [¥] =3

)| Add ]
Description:

= = = o -
d&50 tiet 20|t o|F = YT LICL

Mac frame type:
layer2 Z2f| 2 &2 MEigtL|C}
e Nofilter: 2EF X &35}X| & LIC
e Unicast: Z2{| 0| FLIFHAEQIX| =tOlgtL|Ct,
e Broadcast: Z2f 0| H2EIfA
e Multicast : T 2| 0| HE|FHAEQIX| =OlIsHL|LC},
Check MAC:
O] @E= Mac Z Q) 9HO| 'No filter'?t CHE Z 202t EA|E L|CL.
e SrcAddr: A MAC F4 ZEOAM =3 RS ol
e DestAddr: el MAC FA0| gl ZFE &QlgfL(Ch
Network Proto:
layer3 ZEEZ 2 MEHSHL|C}
e Nofilter: #EHE X&otX| oL L,
e ARP:ARP(Address Resolution Protocol) =2 & QI X| =QIstL|C}.
o IP:IP Y QAKX| ZHOIgtL|Ct,
e Custom: ZEEZ HZE YHTLICL O|E S0, IP = 2| E<2 0x800 Y L|C}.
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IP addr & Netmask

O] 2E= Layer3 Z2EE0| IP EE= ARP 2 H7HE AR0TF EA|EL|CH O] 2EE

A8 1P 20| RS WEiY - QSLICE

IP address Netmask Result
192.168.1.3 | 255.255.255.255 | IP =27} 192.168.1.3 @ =20
CHSH A BF L XS =2f &
10.10.0.0 255.255.0.0 10.10xx HEQ IS 2E IP
XA9|. OIXI"'l.h EE."OI

127.0.0.1 255.255.255.255 | O] QIEH|O|A0A X|ZF0 =
IP =40 CHsl EX[ot= =g

|

Check IP:
O| HE = Layer3 ZEEE0| IP = ARP 2 HFE Z0I0 BA|ELICH
o Dest IP: Z2|YO| CHet IP (He AMRh) HEE ZQIStM 2. ARP Z2EZO
B2 e 1P FA HEJL ALBE|JASLICH
o SrcIP: P US| AA |p (EH AlZh ZLEZ SI0I8IM 2. ARP Z2EZ02| 2R
A& P T2 BEIE A EASLIL

Transport proto:
ol e #ojof 3 ZREZE0| P2 MHE H20T EAIE LT
e UDP: & ZEEZ0| UDP QK| QO_IZ*LI Ct.

o TCP:TE ZZEZ0| TCP IX| ZHQIBHL

oL T
e ICMP:M& ZZEZ0| ICMP QIX| =HQIEtHL|CT,
First port & Last port
Of ZE& & ZZEZ(layer4)0| UDP EE TCP 2 H7E

|
= O
Zof O] W R LEQ OFX|E} LE AO[Q] ZES AFSH =X

O A

Check Port
0| HEE M& T2 EB(layerd)0| UDP E= TCP 2 HHE

— O

4o
2
g2
kol
>
il
-
il
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VI.1.6 Routing / Firewall

VI.1.6.1 Network zones
2t 8 FE2 HEYI zone off HEELICL zone 2 5L MY A5 S SRStE
HEXI O EEtLICE zone & HOISID zone 7F HEQAE EAMAIZ &= JEL|CH Z}
HEXZ zone O M CtE S =&Y = ASLCH

- CIE zoneo2 ™E 74 MH

- NAT/PAT EHEY & 43

- NAT 11 3t 72 473
ot & 48

Zones Overview

SETUP TOOLS STATUS

PHYSICAL INTERFACES

NETWORK ZONES OVERVIEW

VIRTUAL INTERFACES

NETWORK

NAME COVERED NETWORK FORWARD TO DESTINATION ZONE NAT ENABLE LOCAL SERVICES ACTIONS
ROUTING / FIREVWALL
zone_lan lan - All enable @ ﬂ
HETWORK ZONES
STATIC ROUTES zone_wan wan zone_lan All enable @ ﬂ

DOS PROTECTION

2 P Add zone I

SERVICES

Add zone HHES 285t M zone= THELICH
Edit Z) HHES 22/3}0] zone ¥ H|0|X|E EL|C}
Remove % |HES 235t0f zone S M AHEL|CH.

General Zones settings

ZONE "ZONE_WAN"

This section defines common properties of "Zone_wan".
Covered nefworks specifies which available networks are members of this zone.
| General Settings | | Advanced Settings |
Name |
Zone_Wwan
Enable IP Masquerading @ Only on public zones. Use for MAT/PAT routing
Waming: if using VRRP, the MATed network must be set fo protocol NONE
M55 clamping |
Default acceptance policy for local services | All enabled ~
@ *fou can restrict or open the local services in the firewall section below
Covered networks O [lan = G
i =y
wan: Y&
Name:

zone Of CHot EHO[LL O| S |ZHTLILCL.

Enable IP Masquerading:
O| zone O M NAT/PAT & &dotetLC} O] 282 S& QAHM 0| A7t ZathEl
zone Of| A2t MEHSIN 2.

;

MSS clamping:
CIHMO|ATF O 22 MTU E A3tz 8% MSS(EICH MAHE A7)E SR LICH
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Default acceptance policy for local services:
O| zone OM 2Z MH|AE 2da/H g datetL|Ch Yoty MEM 22 MH|AE

= o —
HetstALE @ & AL

Covered networks:
O| zone O] Z&tE|= HEQAE MESHL|C,

—

Advanced Settings

This section defines common properties of "wang".
Covered nefworks specifies which available networks are members of this zone

General Settings | Advanced Settings |
Force connection tracking

O
Block incoming IPvé ULA addresses D
O

Block forwarding IPv6 ULA addresses

Force connection tracking:
712X o2 disl#H 2 NAT/PAT(IP Masquerading)?t 24 3tE|X| 2 4
FAof ciot HZE =X S g gdstetLtt 928 =83 H|2delstH 2t
40| &L of YoM HE FHES 2dolote M 0| 82

O

T2 =2 O =
HEHSHUAI2. 0|5 ER 2 ot= AFEAL o TS| HYHoMT O] X A=

-|0 Ho

Block incoming IPv6 ULA addresses:
7|28 22 NAT/PAT(IP Masquerading)7t - 3tE|X| %2 H2 B2
FHof i3t IPve ULA FAE H[gHd3tetL| ot

Block forwarding IPv6 ULA addresses:
7| 2HOoZ B2 NAT/PAT(IP Masquerading)?t 2-43tE|X| 242 4
AAO| ChSH IPV6 ULA & M-S H|Z Y 3ehL(Ct,

Inter-zone forwarding

INTER-ZONE FORWARDING

Use this section only if IP Masquerading is disabled on this zone.
The options below control the forwarding policies between this zone (%s) and other zones. Destinafion zones cover forwarded traffic originating from)|
%q. The forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a permission to forward from wan to lan as well.

Allow forwarding to destination zones: |:| - Ls] Le
zone_lan lan: 5°
‘! . R

O MM2 NAT/PAT(IP Masquerading)O| H| 24 otEl Z20 2t AHEE LICH
MEREL zone 2| 2E EZiHO| Kot 8i0| MEE|= zone & MEATILICH EzfE O

:
URDE MR D Y MM AL 8.

DTUSO70 rev K.13



Page 213 /336

Traffic forwarding

TRAFFIC FORWARD

Use this section only if IP Masquerading is enabled on this zone.
This section allow to redirect the input traffic on this zone to a device on other zone
SOURCE FRAME
NAME SOURCE IP PUBLIC PORT PRIVATE PORT DESTINATION IF SORT
ZONE PROTOCOL
Blank any ip source Blank, all ports Blank, all ports

zens_wan |VOIP | [any | [udp  ~] 5060 | [1500 | [192.188.1.10 * % ]

) Add |

NAT/PAT(IP Masquerading)E &datet [, Atd FYo 2 EgfEZ MESIHH O MMZ
INE=X]PN k=8
O| zone Of| Al =4IBH A4 |P
CHol, =gy el CHM ZE Sl Ciah 1P =471 XZ =l 2 CHA| 2 &l LY,
Name:
734 O|E2 YHSMA. & 7|z 0|2 X8 = USL|CH
Source IP:
s 9z ol o4 2 P S MFFUCL 0 BEJ} Hlo] YSB BE Ip I}
AKX ghL|C,
Frame Protocol:
OAMEe Z2ZEE SHS MHETLCL (UDP, TCP, TCP & UDP E& all)

Public port:
O zone Ol M U = Yol of & CHef ZEE H7FSL|CH T ZE = ZE HYYE
REe 4 UELICH (XE M XY A| AR ZEQH & ZE ALO|0f CHA| " ALR) Of
TSIl |0 QoW BE EEJF YKL

Private Port:
NAT/PAT AP F SO MEoHY
-

= 2!
He)= HELX gLt 58
=

Destination IP:
NAT/PAT &= AtAE Y0 MESHZ| Hof, e i 1P FAE 2ol Of AtM
FAZ2 AL CH o] HE= HIY & = RASLICTH
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NAT1:1

NAT 1:1

Use this section only if IP Masquerading is disabled on this zone.
This section allow fo redirect the input trafiic on a viriual address to a device on other zone

SOURCE DESTINATION
SOURCE IPV4 NETWORK DESTINATION IPV4 NETWORK NETWORK MASK
ZONE ZONE |+ |
Source |P starting address for the 1:1 o o
. Destination Zone Destination IPv4 Metwork Commaon Network Mazk
magpping.-

zone_wan  [10.10.1.0 | [zone_lan v] [192.168.1.0 | |255.255.255 128 | =
Add I

Ml

O] MM

AFEOHO], &4 YA FE FelE td 89 HESRIZ EjHs HES
SIE]

Mo =
= —
O AMEE, 7te IPv4 HERIZE oL L NAT1:1 & AMEStE{™ IP Masquerading &

Source IPV4 Network:
1:1 OjZOf| AFRE|= AA JHA FEAE Ho|BHL| O},
Destination Zone:
CH& zone & O 7|Of| A M EHTEL|CY,
Destination IPV4 Network:
S2|™ A IPV4 HESQIFE Ho|
AO{OF TFLLCH,
Network Mask:
Network Mask = B2tE HERF o 37|E FolgrL|C}:

ot

FLICE O] MEUZ Y G0 HM2 g =

o =2 T

255.255.255.255 [—»> 1 translated IP addresses
255.255.255.192 I:> 64 translated IP addresses
255.255.255.128 [C—> 128 translated IP addresses
255.255.255.0 —> 256 translated IP addresses
255.255.0.0 [—> 65536 translated IP addresses
255.0.0.0 —> 16777 216 translated IP addresses

HM2otEH, 2RHE 7=

H= HESRZOM Oy dFel H=Hghel MEUlo oA
Ciot 1 d=2 & 2H=0{0fF gL|Ct.

AOIERO|Z Fel5tALL, 2t E0f

et HIERR0AM B= HE/IZS| et 2= Z2 WHoz Folgjot gLt ol

o 1P 2 490l Y &+ ASLIL
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Firewall

FIREWALL

This secfion allows to configure the integrated firewall on "zone_wan". the firewall blocks or forwards the input traffic
Rules are processed in the listed order.
SOURCE ZONE SOURCE IP DESTINATION IP FRAME PORT ACTION DESTINATION ZONE SORT
PROTOCOL
Ip'maek chdr i Ip/mask cidr If mullipis Blank, all
mufllple Ips Ips poris
) Device
) Device (® tamd
® |Enuam (19216839 | e Tv]|eo [forw]~] lan: # 2* e s X
neti: # oy
netl: &
) Device
) Device @ e
® [10.90.5.4 [ude T¥][61 [reied ] fan gt o + s
neti: @ (i)
. ZOME_Wan:
neti: #
) T R—
o a CC = i [ i=3 rol Yol
Of M2 =2Z FA E& CHE YoM MIEH= MB|A2] AMES HMotStAHLE
Loy
o{ &= LICt.

Source IP:
LE Y A A2 P FAYLCE

Destination IP:
o 2lst o zlo| CHA P =AQL|CY,

Frame protocol:
ZTZEZE 3¢ (TCP, UDP, TCP & UDP, ICMP, GRE, all)

Port:

Eefoo| o ZEQYLICE ZEE MHIAE AHEHL T
Action:

One of:

Forward : CH4r &
Reject: IfZIZ AA|StD Ecf® AA0 ICMP HA|X|E £ LICE
Drop : ICMP O A|X] 10| THZIS AbX|StL|Ct,

Destination zone:
Egjgo| MYEE[= SE9YL|CH
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VI.1.6.2 Static routes
O MMM = &Ko 18 ZEE FIHY 5= YSLICH

STATIC IPV4 ROUTES

NETWORK «| TARGET IPVANETMASK IPVA-GATEWAY METRIC MTU ‘ON LINK SPECIFIC
set gateway even if she's not
Host-IP or Network iftarget is a network
reachable
[lan v [10.10.4.0 | |255.255.2550 | |10.10.4.254 | |2 | 1500 ]
0 dd
STATIC IPVE ROUTES
NETWORK | TARGET IPV6-GATEWAY METRIC MTU ON LINK SPECIFIC
|Py6-Address or Network (CIDR) set gateway even if she’s not reachable
| lan v |feB()::aabb:cch:fedd:e| |f980::aabb:ccff:fedd:e| |[) |150{) x]
D) dd
Target:

A SAE E= HERQA IP T4,

IPv4-netmask:
CHaHO| HERKZRQ H2, O] ZEE ZHIE Netmask = A8 OF 2tLICE,
{0 2AEQI 420|= O] EEE SWo = = 5= JSL|LCE

Metric:
Ol ZZOof st HEEZ AHETLICt 7|24t0 64 E AFESI2{H H|QFAM L.

MTU:
Ol d22| MTU & EEELICL ALtE 2fE ALE5IE{H HIRFAM L.
Specific:

= 13 425 LtEF-LICH

Of Z82 HES3A ME[A0M As22 485

B1: SPECIFIC2 2 BA|E F2E +E/MHNSHY, sll'D ME[27t HCH2 %S5
%

T ASLICL
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VI.1.6.3 Multicast routing

O H|O|X[O A PIM-SM ZE|FHAE 2REHE gL Lt

PHYSICAL INTERFACES

VIRTUAL INTERFACES

NETWORK

BRIDGING

ROUTING ! FIREWALL

NETWORK ZONES
STATIC ROUTES
MULTICAST ROUTING
DOS PROTECTION

Qos

SERVICES

SETUP TOOLS STATUS

PIM-SM MULTICAST ROUTER SETTINGS

RP: Rendez\ous point, the server where outgoing flows are sent, and where receivers join requests ultimately armive.
DR: Designated router. the elected router among the potentially several cnes on a given subnetwork.

Group: Multicast community identified by a multicast address

Group prefix: the high-crder bits of a multicast address, identified by an IP address and a number of relevant bits

GENERAL SETTINGS

| Basic Setup | | RendezVous Points | | Shortest Path | | IGMP Settings | | Advanced Settings |

Enable Multicast routing 7

Log level | Error v

Enable RendezVous point Bootstrap Service ¥ (@ if cisabled, you rmust set some static RP's below.

Rendetni=jpcun Hizan ditate Ld @ Advertize to the bootstrap servers as a candidate RP for the groups detailed below.

LOCAL RENDEZVOUS POINT CONFIGURATION

Multicast groups manageable by the local RP

MULTICAST GROUP PREFIX
CIDR format: |PAddress/MaskLength

230.0.0.0/8 3

¥l Akl

REMOTE RENDEZVOUS POINTS CONFIGURATION

Multicast groups manageable by well-known remote RP's

MULTICAST GROUP PREFIX RENDEZVOU S POINT

CIDR format: |PAddress/MaskLength |F Address

239.0.0.0/3 10.10.150.48 #l

) — !

LOCAL NETWORKS CONFIGURATION

NETWORK HANDLE MULTICAST TTL THRESHOLD DR PRIORITY PREFERENCE METRIC IGMP
) ) ) HELLO priority, higher
Min TTL allowing forwarding, 1-255 ; _

is better,
4. 0

ASSERT preference, 1-256

onboard td 2 v2 v
trackside v3 v
GRE-tunnel rd v3 ¥

Reset I @ Save I Save & Apply I

General settings & CHYS 2t EH SM2 AL Ch

Local rendezvous points configuration & O HX|7} 208 ZOIEZ Xz|&
HEIHAE 08 =552 AL

Remote rendezvous points configuration 2 1= ¥4 0§ Z9E FA0]
HEste = o] AZAEZ NSdt7| sl O &X|0f BSR O] HRSHX| b=L|LCt,

Local networks configuration 2 HE|ZHAE 2t 0| A2
OIEH|O| A7} LIFEIL|C} setup/network overview O Y= SE2| O
I O|AE H|ZH3l5t AL CHYet ds ME dEE HEY
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General settings Basic setup tab

Enable multicast routing:
HE[FHAE 2tRH X 2E TL 7|58 &85t HEISHM Q.

Log level:
A2E 200 FE5E HAIXS] e XEELICHL HAIXIE Me[st2{H A28 205
oot Y gz 27-50F 2L L.

Enable Bootstrap Service:
O] ¥X[E BSR ZEZ 5| 85t2{H N AT L|Ct

RendezVous Point candidate:
O| &X|7t local rendezvous point configuration M0 LIEEl AF9| RP 2 &
St XA gL Cf

Rendezvous Points tab

GENERAL SETTINGS

Basic Setup | RendezVous Points | Shortest Path | IGMP Settings | Advanced Settings |
Bootstrap Server Candidate priority 5

(& oto2s5.
Bootstrap Server Candidate advertized local address

(&) Optional. If empty, defaults to highest local IP address.
Bootstrap Server messages periodicity 60

@ Number of seconds between Bootstrap messages.
RendezVous point Candidate priority 20

@ 0to255.
RendezVous point Candidate advertized local address

1&3 Optional. If empty, defaults to highest local IP address.
RendezVous point Candidate messages periodicity 60

@ Number of seconds between Candidate messages.

BSR(BootStrap Server) candidate priority:
SEIOY Y F ME IHE0 M =& FOELCL

BSR(BootStrap Server) local address:
2t2H= ZEl Z0/H of2f IP =45 7HELLE O| A2 BSR Z2EZ2| XS ¢/l
ArEE IP FAYLCH 7|22 (&det I HE|0[A9| 7HY =2 IP FA)S Aot H
sHo=z FLC}

BSR(BootStrap Server) message periodicity:
‘BS_Period’ 2t & StL|CE HE[FHAE F0F ST RP 24| AZA2 2R EHOf| 7HA|
EILICE O] ZHAIS] X[ A|ZH2 YHEM o2 Rp HIA|X| 7|49 2.5 HHQILICE (3 3
St 2 70S| BA[X|7t £HE 5= UAF) A2fLt O] 7[ZH0] 'BS_Period =Lt 22 H
RFC5059 M|2f Z=HE E53517| 2I6H 2.5 x [BS_Period] = &7 & L|Ct.

RP(RendezVous Point) candidate priority:
SH7I o2 HY E2 M 80 M =25 FogL L (RM=R7t =25
=97t =Ct)

RP(RendezVous Point) local address:
2tRE= ZE| Z0|0 of2f Ip FAE 7HEL|CE O] A2 BSR Z2EZ0A RP MEH0
AEE 1P FAYLICE 7|27 A QEH0|A0| IR £2 Ip FA)S ALRSR T

O IT -
SO 2 FLCL.
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RP(RendezVous Point) candidate messages periodicity:
£ 7he| AL X QI RP-Cand H PIM T A|X] ALO|2] X|& 7|7t

Shortest path tab

GENERAL SETTINGS

| Basic Setup | | Rendez\ous Points | | Shortest Path | | IGMP Settings | | Advanced Settings |
Condition for switching to Shortest Path Tree |W|"|E-r'| datarate reaches threshold (pps) v |

Condition threshold 1
@ Kilobits/second (kbps) or packets/second (pps).
Condition check periodicity 10
@ Mumber of seconds between two checks.

Condition for switching:
Me|Zo| FdE US =1otH Z=2EF RP EciHENAM =[E

8
UELICE E2|H RS HEHSHH "Never" (T2t 813), =2 T2 = E=

T2 Bog & UASLIL

r

Condition threshold:
M| 2o w2t SPT 22| Meto| E2|AHE LI EHel= fle &= MEo w2t CHE LT

Condition check periodicity:
EZ|7H Z=HO| FO| &l&= A|ZtdE SPT AQIX|7F A|ZE|lE= AlZE AMO[o] %[O XA

CER=INIE

IGMP settings tab

GENERAL SETTINGS

| Basic Setup | | RendezVous Points | | Shortest Path | | IGMP Settings | | Advanced Settings |
Query interval 12

@ Murnber of seconds between two |GMP General Query messages.

Other querier present timout 42
@ Murnber of seconds before taking over the querier role. SHould be 2.5 or 3.5 times the query interval.

Condition threshold:
SPT 29| M=tZ E2|AHTL|Ct HHRl= 9o MEH| et CHE LT

Query interval:

= Jjo] etz ol

IGMP 2| Ato]e] X[ = &LILC.

Other querier present timeout:
Ol 2|7} Ch2EUCk= 718 5tof, WIESR I 0| A0 A DrX[2} IGMP F 2|7}
LtEtH =, O] 2t EH 7t O] QIHI|O|A0M IGMP FHE| &S Ql=5t7| TIHX[e| XA

JEYLCh
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Advanced settings tab

GENERAL SETTINGS

| Basic Setup | | Rendez\ous Points | | Shortest Path | | IGMP Settings | | Advanced Settings |
Hello messages periodicity

@ Murnber of seconds betwesn PIM HELLD messages.
Default route metric

@ For PIM ASSERT messages. 1 to 1024

Default route preference

@ For PIM ASSERT messages. 1 to 265,

Debug classes mirt

@ Clazses of messages used st the debug loglevel. Resarved for advanced support.

Hello periodicity:

= il A0l "HELLO" PIM HA|X|(PIM 2t EQ| EXf & @M &2 &2l Ato|e

—

X% AlZHQLCt
Default route metric:
ASSERT 7} H& k= HERA IHI|O|A0 Cfot B EE|0] BEE[X] G2 &
ASSERT BIAIX[OM HEEl= 22 HEE ZHALC
Default route preference:
ASSERT 7} H& k= HESRA o]0 CHsl 7| 20| X[EE|X| g2
ASSERT BIAIX[OM & E= 7|2 2 HES gL T
Debug classes:
21 #F0| "Debug"Z Y= A2,

0
HAIX|2] S &S LIEFELICE Ol EE& Ag 7= A[HS flo M=o AL

Local rendezvous point configuration
O7|0f O] 2tREH7t HHFE ZQE A2 o= 18 552 YL O

LOCAL RENDEZVOUS POINT CONFIGURATION

Multicast groups manageable by the local RP

MULTICAST GROUP PREFIX
CIDR format: IPAddress/MaskLength
230.0.0.0/8

i) Add |

® &

ADD button:
M 52 715t H S5 K.
Red cross buttons:
E2 MAStHE 2E5HM K.
Multicast group prefix:
2t 20| AE IP F20 HEA(BE AT £2)0 /", HEAL 95 HE 2
7| gkt

Of 2t HE SF2| FA & OtLIZ AlAStE 2ZE O&5S MelR LI
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Remote rendezvous points configuration
4 RP £ XN2|E|X|TF BSR 2 AFEEY &= 9= OE0| LIEEL|CH BSR2 ™5| CHE
50| At E LI

REMOTE RENDEZVOUS POINTS CONFIGURATION

Multicast groups manageable by well-known remote RP's

MULTICAST GROUP PREFIX RENDEZVOUS POINT
CIDR format: IPAddress/MaskLength IP Address

239.10.0.0/16 192.168.10.1] 2

{4 Add |

ADD button:
M O&2 F7t5te{™ S5 2.

Red cross buttons:
=2 MAotHE SE5HM 1.

Multicast group prefix:
18 P 740 B8 A,/ U HEAC Q3 HIE 47t S0 LT,

Rendezvous point:
OI :I_E I=N—K= J_'—l'

5 === 42

O BHREIE ARt Al B2 T g
Tt 212 RP S SH&LICH RP MBS I3} Ol2{3t 17 QiZo| &
£8)YLt.

Local networks configuration

Ol7|0|A 2t HIERIZ QlE{H|o|Aef 2tHE Dj7fH=F M-S THLIC.

—
LOCAL NETWORKS CONFIGURATION
NETWORK HANDLE MULTICAST TTL THRESHOLD DR PRIORITY PREFERENCE METRIC IGMP
HELLO priority, higher is better,
Min TTL allowing forwarding, 1-255 ASSERT preference, 1-255 ASSERT metric, 1-1024
1-4,000,000,000
onboard 4 2 v2 v
trackside v3 v
GRE-tunnel i v3 v

Network: I ER 3 CIHEHO|A O|F

Handle multicast:
PIM 2t E7} O] HERITE FAIEX| &,

TTL threshold:
TTLO| &2 Y4l HE[FHAE H|O|EHE AKX gL T
DR priority:

Of HIERAOAM X[ 2t E MEHS 2let O] 2tREHS 24 =2

Preference:
ASSERT A X2 M= 7|2 4 HEg ZrL|Ct advanced settings B0 A
A8t 40| 7|24t L Ct.
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Metric:

ASSERT AKX 2 &= = HEE 10| 22Kt CHaF RP ALO|2] HE|E

LIEFHL|CEH advanced settings B0|A A™ot gt 2 7|2 A E LI

IGMP: IGMPv2 2242 M E52{H 2 2 AESHUAIL.

PROTECTION
Enable S¥YN-flood protection
Drop invalid packets

Enable SYN-flood protection:
The synflood 342 B @EE HZAZ BO| 51N, TlsiXtel 2|AAE ot
http://en.wikipedia.org/wiki/SYN flood Ol XtM|S| AHE|O UELICE

Drop invalid packets:
720t B2 =g = Zdate HZE0| fle TS MM LICH

LS 1= —
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VI.1.7 Security
O] H|O|X|0f A= Rogue AP Detector 7HH|E M d& &= UELILCL.

SETUP TOOLS STATUS

PRYSICALINTERFACES | TRUSTED AP INSTANCES OVERVIEW

VIRTUAL INTERFACES

BRIDGING NAME SSID SECURITY CHANNEL SIGNAL LEVEL ACTIONS
NETWORK DaB DaB Open 6 -50 (e

VPN
- D Add instance
ROUTING / FIREWALL

SECURITY

M Rogue AP ZX| 74N E 4d35t2{™ Add instance & 22/5tM 2. O|Z A 3tH Rogue
AP ZX| 7 H[O|X|7} SE LICE.

ROGUE AP DETECTION

detector instance | Dab |

S5ID |DE|B |

Security | Open bl

Channel |6 |

Expected signal level |_50 |

Valid BSSID's [00:09:90:01:4F:DC )
[00:09:90:01:14:FF E3)
[06:F0:21:1B:77:79 €]
[04:F0:21:1B:12:14 el

Detector Instance
Rogue AP Detector 7HX| O| & 7| & LILCE.

SSID
DLHE & SSIDE 7| YLt

Security
SSIDO| M= Hot REE MEASHL|CY,

Channel
DUHE g MES 7| YLy,

Expected signal level
2LHE F4M 727t SE0f 5l= 2|4 M2 =72 7| L

Valid BSSID’s
0| SSID £ WEHLEZ 58E, ZE AP 9| BSSIDMAC F2) SEQL|CH

O] 7|50 CHek XpMet Li82 Rogue AP detector M35 &ZSHA Q.
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VI.1.8 QOS

VI.1.8.1 Frame tagging
SJIA TOOLS  STATUS

PHYSICAL INTERFACES FRAME TAGGING

VIRTUAL INTERFACES

HETWORK Frame tagging allows you to modify the DSCP field.
Only routed frames (forwarded from one IP network to another) can be tagged.

VPH
BRIDGING DSCP TAGGING

ROUTING § FIREWALL Frames matching all the conditions below will be tagged.
Qos PROTOCOL SOURCE IP ADDRESS DESTINATION IP ADDRESS SOURCE PORT DESTINATION PORT DSCP VALUE
FRAME TAGGING {eptional) {optional) {optional) {optional) {optional)
TRAFFIC CLASS PRIO
WhM Thiz zection containz no values yet
SERVICES
CAMERA (ta) Add
@ Enter 8 memecnic name for this rule. Only letters, digits and underscores

PROTOCOL S0OURCE IP ADDRESS DESTINATION IP ADDRESS S0OURCE PORT DESTINATION PORT DSCP VALUE
{optional) {optional) {optional) {optionaly {optionaly
cAMERA | UDP [10.125.8.237 [=| [192.168.1.120 [+]  soo0o0-s030 8000-8030 32 ]

DSCP Bl = Ct= 7[&1 €Xot= 4 =4 Z (2= AHH 0|20 )0 HEE L Lt

PROTOCOL
P Z2EZ SHEQIL|C} TCP, UDP EE= ICMP £ MEfSHL|CF

SOURCE IP ADDRESS
A T AS| AA |p FAYULICE Wildcard = 25| X| ZEL|Ct

DESTINATION IP ADDRESS
=4 Z Y| XA Ip FAYLILE Wildcard = S 85X &L

SOURCE PORT

FA ZE el A& mE O] Of7f M= TCP & UDP Z2EZ 0T Rt tHe
ZE L= ZE HRE XNEE &= USLILE (AME 8L & ZE ALO[Of THA| "-" ALE)

A I QS| EHMX| ZE. O] Of7fjHH== TCP ¥ UDP ZZEZ0|Tt K5 TFL|CE
CtY ZE = ZE HE XY = USLICEH (AME A & ZE ALO|0Of CHA| "
AHE)

DSCP VALUE

IP =22l DSCP EE(G HIE)O| 7|5 2 LICE.
St7| #E AF8SI WM &2 EiOE 238Y & ASUCH

WMM valid tags

DSCP field value WMM Queue
8orl6 Background (BK)
Oor24 Best effort (BE)
32 or40 Video (VI)

48 or 56 Voice (VO)
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VI.1.8.2 Trdffic Class Priorities
O] K0 M= QoS(Quality of Service: &4 MH[A FF) Efd Salia 22| FHS

28% + ASLL

SETUP TOOLS  STATUS

PHYSICAL WTERFACES | TRAFFIC CLASSES' PRIORITIES PER INTERFACE

VIRTUAL INTERFACES

NETWORK In this section, you can configure the traffic classes’ priorities:
S The IEEE 802.1Q priorities 1—7 are mapped to traffic class0—T.
BRIDGING The IEEE 802.1Q priority 0 is considered as no priority set.

e arall If no IEEE 802.1Q priority is set. then the DSCP classes 0—7 are mapped to traffic class 0—T.

Qos TC = Traffic Class
FRAME TAGGING Queue = In case of traffic congestion, the packets that can not be sent are stored in a buffer named queue.
TRAFFIC CLASS PRIO —+ Interfaces that manage N Queues, have the Queue 0 with the highest priority, and Queue N-1 with the lowest one.
MM s% — Packets in a Queue with a better priority will be sent first.

EEUAEE Queue Management = How to deal with traffic in the same queue:
— FIFO Queue: The First packet which enter the queue, is the first which exit it, without worrying about bandwith sharing.
— FAIR Queue: Algorithm that divides the traffic inside a queue in multiple flows, then assures that all flows are fairly served.

Traffic Class to queue mapping

ETHERNET INTERFACES

For Ethernet interfaces, the traffic classes 0—7 can be mapped to 8 levels of priorities / Queues 0 7.

INTERFACE ENABLE TC O TC1 TC2 TC 3 T4 TC 5 TC B T

L 7 s =5 [+ = =z = =[5
Lanz 7 :6 :5 :4 :3 :2 :1 :u :

WI-FI INTERFACES

For Wi-Fi interfaces, QO3S is always active (in regards to YWRKIM).
The WMM standard also imposes the traffic class to priority mapping, with 4 levels of priorities | Queues 0 3.

INTERFACE o TCA TC2 TC3 TC 4 TCH TCH T
WiFi - E-Test 2 3 3 2 1 1 L] L]
WiFi - ovtest 3 3 2 1 1 L] L]

Ecfy LS X E queue(™iZ| E)/priority(P4 =2))0fl 0 &SI, Zf TCx Ecf
20 CHSE queue & MEHSILICEH Wi-Fi QB O|A2] H2 WMM O] &tet &

=
A EfO|H, queue O EHO| MEE|H HZAT = ASLICt

0x H

Queue management

QUEUE MANAGEMENT: ETHERNET INTERFACE

Management of Ethernet queues

INTERFACE QUEUE D QUEUE 1 QUEUE 2 QUEUE 3 QUEUE 4 QUEUE & QUEUE & QUEUET
LANT [FarR  [+][FAR [Far  [+][Far  [#][FarR  [+]|FAR  [+][Far  [+][FAR  [+]
LANZ FAIR -] | FIFO FAIR [Frar  [«][rar  [+][rar  [+]|FarR  [+][Far  [+]

QUEUE MANAGEMENT: WI-FI INTERFACE

|I

Management of Wi-Fi queues
INTERFACE QUEUE 0 QUELE 1 QUEUE 2 QUEUE 2

WiFi - E-Test FAIR FAIR FAIR FAIR

queue 22| FE(FIFO or FAIR)= HEiSHEH, Zf QUEUE x Of LS 7| € RES
HENSHA 8.
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VI1.1.8.3 WMM

SETUP TOOLS STATUS

PHYSICAL INTERFACES
WMM PARAMETERS
VIRTUAL INTERFACES
NETWORK WIMM parameters for proﬁle:| Default {read only) El
ROUTING / FIREWALL
— AP PARAMETERS
FRAME TAGGING MAX LENGTH FOR
T AC CWMIN CWMAX AIFS BURSTING
SERVICES Background (BK) 15 1023 7 0
Best effort (BE) 15 63 X 0
Video (V1) 7 15 1 X
Voice (VO) 3 7 1 15
CLIENT PARAMETERS
TRANSMISSION
AC CWIMIN CWMAX AIFS OPORTUNITY LIMIT ACM
Background (BK) 4 10 7 0 0
Best effort (BE) 4 10 X 0 0
Video (V1) X 4 2 94 1]
Voice (VO) 2 X 2 47 0

O] I|O|X|0f= MEiSH T 2T CiSt WMM Oj7 =7t EA|E LT WMM(a.k.a. WME)2

— 1
S AFBY + ABLIC

—_

WMM parameters for profile
0| 2|AE0|M User B Default QoS Of7HEH 4=

7|2 QoS D7+ #8802 NIEH - = &L

rE

AP PARAMETERS:
O| HIO|E0|M= 4 7HQ| AP Tx queue(BK, BE, VI, VO)Oi| Ci$t WMM Of7f -5 HAE

%+ Uk

-

CWMIN
Za =R 37| (M ERQ =2 EA|).
51242 1,3, 7, 15, 31, 63, 127, 255, 511, 1023

CWMAX
ZIO A= 37| (Mt ERQ =2 BA|)
5242 1,3, 7,15, 31, 63, 127, 255, 511, 1023.

AIFS
I queue A7|(AlZt &R =2 EANO| Cfpt = = 2t

N
N
of
op
N
rlo
(@)
14
N
U
(O]

MAX LENGTH FOR BURSTING
A|T) B{AE Z00](0.1 L2| & CH9|2 HA|)

5{&4f2 0~100000ms

DTUSO70 rev K.13



Page 227 / 336

CLIENT Parameters:

l_

Of HO|=S Ar8otH 2| Zof |Io|A CLIENT 7t 2 WMM O§7 &#H =

ol L|C},

A H

CWMIN
Ea AR A7|AH &S =2 HA|)
58442 0~12

CWMAX

ZCH A= 37| Mt &R =2 HA)
58442 0~12

AIFS:

SAM queue 37| (A2t

5|84 1~255

>

TXOP_LIMIT:
tx 7|2|H|$H7| 2HS FOIBLITE (AT &2 $2 HA|)
5822 0~65535

ACM:
ST queue O 3182t FolBtLich 823t 03t 1.

2 42 BANO| e ZF T3 2+ 3

7t
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VI.1.9 Services

VI.1.9.1 Alarms / events

oH 282 g =
= UAGLILCE ot 4O OfME HO|=0 Tiet =5% 20| EA[E LD

SETUP TOOLS STATUS

PHY SICAL INTERFACES

EVENTS
VIRTUAL INTERFACES

BRIDGING In this section you can manage the product events. Any event can be attached to any action. The action is taken when the event fires (happens). A disappearing
e event causes the action fo be reverted.

VPN EVENTS SETTINGS

ROUTING / FIREWALL The keywords appearing in the parameters are not case sensitive.
SECURITY

Events frigger syntax
Qos

Ethernet link | | Wireless link ‘ | Cellular lin Wireless client assoc. | Digital input | | Input power ‘ | Temperature limit ‘ | VRRP state change | | DFS state change |

k
EERCES Coid start | [ Ping faiure | [ GNSs state | ’JSI_‘{I-.IWPtrigger | | Security alert

LA VEVERES Wireless client association
CONN. TRACKING

DHCP | DNS RELAY Syntas:

DISCOVER AGENT =connect= or <disconnect=

SNMP AGENT Example:

PASSPOINT connect

GNSS AGENT

SSH Action parameters syntax
STATISTICS

WEB SERVER Alarm output | [[SNMPtrap | | Wian shutdown | [ L3 network toggte | [ Atter vRRP

RIS SNMP trap

WAC

Send a SNMP TRAP describing the event which occurred. Atrap is sent every time the event activates.

Exira parameters syntax:
=agent= =community=
<agentport= <community=
Examples:
192.168.1.20,public
192.168.1.20:162,public
Mote:
This action can react to trigger-type events (l.e. DFS or SNMP adminEventTrigger).

NAMES EVENTS EVENTS TRIGGER ON DELAY OFF DELAY ACTIONS PARAM.#1 PARAM.#2 EXTRA PARAM S
TEST1 [Wireless client assoc. | |connect | ‘0 | |0 | [SNMP trap v] |1‘32.163 3.48 public ‘ E3)
TEST2 [Wireless clientassoc. v | [disconnect | [0 | [o | [SNMP trap v] [192.168.3.48 public | b
atarm [ Ping failure v][192.168.3.60,15] [0 | [o | [Alarm V][] &)
| | ) Add

(B Enter 2 symbalic name for your event (alphanumeric string, no spaces allowed)
OHIES| 4FXMQI 0|2 YUHSL FIF HES 2E5IA M &52 F7I5HM 2.
Events:

Ethernet link : O] O] HZAL|H 2dst EL|CH

Wireless link (in Access Point mode): Clinet 7} AccessPoint O HZZ|H =5}
=lL|C}
= .

Wireless link (in Client mode): E2|X|7} StLIS| HM[A ZQIE A
2 d et L o}

X

=

=

Cellular link (LTE X| € X|Z): Cellular 237} AZL|H =Hd5} E L O

Wireless client assoc: Sid O|HIE= 2% SNMP trap 7| ST X[ & & L|Ct. Client 7}
AccessPoint Off HAAE|ALL i E If S EHL|C

Digital input (digital input X|& X|Z): 20| 10| & Z<2 CIX|E Y=o| =43}
=L Airbox 2F 22 Y2 ME o= o2 7He| CIX|E 0| A&L T
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Input Power (1 A0] 2 742! M| F): HR0| Q7| H E-d3t & LICt,

DFS state change: DFS “EH7P HEE| M O|HET} 2d 3t g L L

Cold start: H|Z0| HE|0| A2 &M O|#IE7} A} EL|C},

Pinger: ICMP ECHO (ping)282 H7|Mo=Z 2 SAER MSEL|CL da¥oz
o 2] A[ZE S2FICMP ECHO 2| 0| @l &% O|HETL &gt & LICt.

GNSS state (LTE A& H|&F): GNSS ?{X|7t -8zt &[H O[MET} EZ|A E|0 2|
et &4 E2 Hl2dst gL

SNMP trigger: O|Hl E= C}2 SNMP OIDs Of 2|3l 23| &l L|Ct:
adminEventEnable = X|EE dEE &z} LTt
adminEventDisable = X|&E ZEE H|2-dz}t LTt
adminEventTrigger A& ZEE g3t otLCt

X gE L2 O|F2 event & A9 I X|get O|FYLICE (“NAMES” €).

=
Security alert: 20t 20| BIX|E ZR AFEXHOA MEBLICE siY 7|52 Rogue
AP detection Tt X|RIELICt ST O|HIEE= H|ZMH3l E|X| ol Tt Of OfCt
Atso 2 =3t EL L

T

HNE 2o et L7 OHIE AAE ALY = QISR BAIE = JASLHCL
MBS = S O|HE Az MHE O|HIE/LEZ2 EC|HE|X| RELICH
Actions:
Alarm output: Airbox 2t Z2 &2 ME0= ez 22U = U= o
CIXE =20 USLLCE ESAHLH ME WE HX| 710[=0]| XHE CHE L

0| 2dstE L .

SNMP: SNMP E3l 20| E2|AHEH X|HE= HFRLUEZE AHESIH X|d =l 22| X}
FAR AH EYMZ HHL|CH

Wlan shutdown: Wlan shutdown O|HIEZ} =Mzl E|H FEM OIEHO|AZ}
S = ELCH

L3 network toggle: X| d =l HEXIE M3t £= H g3} gL Lt

Alter VRRP: VRRP &2 &Xf &M =20 =AM 8HZ ME5}0 VRRP &2
M =25 HEY = Ao OAHNA HEC = MatE = QUSL|CH |JEFo=Z
SNMP E2|AH0j| o|sff E2|H &l L|LCt
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VI.1.9.2 Connection tracking
siE HO|X|E &3l ¢Z =8 A =X 7|s8 &dzt & += USLCL
VRRP 278 HO|X|0|M HZ F=X0| Bt 82 sl HO|X|0f| M &73HOF g LIC.

SETUP TOOLS STATUS

PHYSICAL INTERFACES CONNECTION TRACKING

VIRTUAL INTERFACES

NETWORK The main use of connection tracking is to support VRRP in a NAT/PAT router.
VPN
CONNECTION TRACKING SERVER CONFIGURATION
BRIDGING
ROUTING / FIREWALL | Basic | | Advanced |
QOS Enable connection tracking w

SERVICES Metwork for messages exchange

®  On-Board: *
ALARMS/EVENT S n-Board: J*

CONN. TRACKING Trackside: | R

DHCP | DNS RELAY

DISCOVER AGENT Debughiet: ,°

SHMP AGENT

STATISTICS @ Communication link used to exchange connection tracking information

VRRP Log to system log |

VIEB SERVER

Reset I @ Save I Save & Apply J

Basic tab

Enable connection tracking:
MAs A g Al 22 =X Jl5S gAY L

= O
Network for messages exchange:
M 2RHO AZ HEE EE QAHLO|ALCH VRRP M AtEE[= MEU =
Mg UEYAS AR 4 YSLCh i YA SN YAamc M F37)
Mz Lo
Log to system log:
Ol E MAIX|= A|&HE 202 MSE LD

Advanced tab

Multicast IPv4 address:
& EX HAIXIE Elf= O AHEEl= EHEIFHAE Y FAQULICH CHE AFEXLZE
Z4SH

L==N©) Ib.: EHElgHAE _DIQ_AE Al__g_-é-l_l_ 740 tﬂ

o
S 8 & UASLILH

Conntrack group:
SX MH|A= conntrack O|2t= BFE ZEEZS AFEELICH a8 HEU0 o2
CIAEHATE QU2 B "group number” & X|3I0] 8 HA[X|Of Ef1E X|FL ==

= LICE

§9F

Process priority:

P =27t 225 M =271 B2XX|T SH B8 HESR Fot= HOrE LG
ot B2 gE0] e =2 4 =%l 29 XY 4F= 0[E + UASLICL
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VI.1.9.3 DHCP/DNS RELAY

DHCP M| Sl DHCP E2i|0[E 242t 3t2{H Ignore Interface 2| M2 2t S HjZF3}
S{lOF gfL|Ct:

J

SETUP TOOLS STATUS

PHYSICAL INTERFACES

DHCP / DNS RELAY

VIRTUAL INTERFACES

NETWORK Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are alse required for nen-dynamic
wen interface configurations where only hosts with a corresponding lease are served.
BRIDGING INTERFACE SETTINGS : LAN

ROUTING / FIREWALL

Qos
SERVICES lgnore interface @ Disable DHCP for this interface.

General Setup |

ALARMS/EVENTS
CONN. TRACKING

DHCP | DNS RELAY STATIC LEASES

DISCOVER AGENT = z z

SHMP AGENT Use the Adpf Eluttqn to add a new Igase entry. The Mc-gddress identifies the host, the /Pv4-Address specifies the fixed address to use and the
STATISTICS Hostname is assigned as symbolic name to the requesting host.

AL SRR S MAG-ADDRESS IPV4-ADDRESS

WEB SERVER

Thiz zection contains no values yet

) Add

Interface settings: DHCP A{H| General Setup:

INTERFACE SETTINGS : LAN

| General Setup | | Advanced Settings |

Ignore interface (@) Diszsle GHOP for this interface.

Select DHCP service | DHCP sarver v

DHCP pool first address

100

@ Lowest leased address as offset from the network address.

DHCP pool size 150

@ Mazirum number of leasad addressss.

Leasge time

12h

@ Expiry time of leased addresses, minimum is 2 Minutes {2n).

Select DHCP service:
DHCP AH| EE= DHCP Eg|0|E MEHS = UELICL (7|=2k : DHCP server)

DHCP pool first address:
DHCP MH7Zt & 7ts%t IP A0 HIE FolgLth o] #els HEXZR

ELR HOHHQl 9K LIEILD, R HRY IP 2= O XML KR

olojgLCt.
DHCP pool size:

P Z2x0] Hof .
Lease time:

Client o X8 &l IP 27t FX|El= AlZE 8lE AlZt O|= 2| Client = A4l E L T

—

DTUSO70 rev K.13



Page 232 /336

Interface settings: DHCP Server Advanced Settings:

INTERFACE SETTINGS : LAN

| General setup | | Advanced Settings |

Dynamic: DHCP 1 (E) Dynamically allocate DHCP addresses for clients. If disabled, anly clients having static leases will ba
sanved.

Baxe = @FmDHCFthsmu'kevanifarmrstmisde‘bmmd.

IPv4-Netmask I
@ ‘Overmide the netmask sent to clients. Nommally it is calculated from the subnet that is served.

DHCP-Options |

() Define additional DHCP options, for example ¢

DNS sarvers to clients.

Dynamic DHCP:

iy S S MENSIK] Y-S E2 static leases TF S QI & LT
Force:

7128 ez HESRZO CHE DHCP MH7ZE A= AS HX[SHH DHCP A{H[A7}
ANZE| X EELICEH siY M2 MEISIH DHCP AH{= A|ZSH7| Hof CHE AMH Q|
EME =I5HK| &L o

Ipv4-Netmask:
sig S42 Sof DHCP 22f0|IER MEE 7|2 U0AD 2He 89S & UFLICL

DHCP-Options:

sie EE0M= 7t DHCP &S 288 + ASLID (sxr " 2 /73). 0=
=4 XbH|of w2t St L CH DHCP M 0f CHSE XhM|et L &2 DHCP RFC &
EXIU[=8
STATIC LEASES:

STATIC LEASES

Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed address to use and the
Hostname is assigned as symbolic name to the requesting host.

HOSTNAME MAC-ADDRESS IPV4-ADDRESS

|test | 5c:d9:98:44:a3:3a (192.168.1.188) v ] [192.168.1.188 v ]

e 8= AESHE X8 E 220|AES| MAC 25 Y80S0 bl IP & X8
T AS UL £t siE ZE= DHCP MH O M2 SXE LT

DNS RELAY

ST RS @ Enable DMS rebinding attack protection. Ignore DME responses records from upstream servers if they offer a

private |P address (according fo RFC19818). Do not uncheck unless you did knowingly set your upsiream DMS to distribute
private addresses, since removing the protection allow some forms of DMS rebinding attacks.

Rebind localhost @ Despite Rebind protection, allow DMS responses in the 127.0.0.0/8 range. Some upstream DMS need this.
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DHCP RELAY

INTERFACE SETTINGS : LAN

General Setup

lgnore interface (@) Disable DHCE for this interface.
Select DHCP service [ DHCP relay v
Add/Remowve DHCP relay Please see DHCP relay section

DHCP RELAY

Use the Add Button to add a new DHCP relay entry.
The Relayed interface must have a static IP address. The DHCF Server/Relay must be able to reach back the network where the initial client's

request originated from.

RELAYED INTERFACE || DHCP SERVER IPV4-ADDRESS TRUSTED INTERFACE |+ | SORT
Where DHCP request are received (from clients) Where DHCP reguests are sent {to server) Where DHCP rephes are received (from server)
[lan v] [192.16.1.1 [all v] e+

[} Add |

Add HHEZS 22/5t0] {22 DHCP RELAY & 4’ dgfL|ct.
RELAYED INTERFACE
DHCP Client 7t ¢1Z&|&= QIE{HO|A (SETUP-NETWORK). 8iE CIE{HO|AS S
DHCP 20| =4l EL|Ct.
DHCP SERVER IPV4-ADDRESS
DHCP server 2| IP A QI L|C} Client 2| DHCP 2K0| &gt FA 2 FMEHEL|C}
TRUSTED INTERFACE
DHCP 20| Cfst SE A4S SQl8tHs QIEHO|A (SETUP-NETWORK) @ LIC.
St

Yt ol F2 val g M
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VI.1.9.4 DHCPv6
DHCPv6 S RA AH{= LAN S2I0|YE A HdZ 5{EX|2 O] HHEO|AM= RA AMH

DHCPV6 / RA

WaveOS embeds a DHCPv6 and RA server which allows to configure its LAN clients
For the time being, only the RA server is activated.
The advertised ULA prefix is definable in the network page.

INTERFACE SETTINGS : LAN

Select DHCPVE service | Disabled v
Select RA service | RA server Y
oNs server(s) |2001:4860:4860::8888 2

@ You can specify multiple IPv6 DNS servers here, press enter to add a new entry.In case of RA server activated, those will be
advertised as RDNSS entries.

Announce as default route | set default route 2

Select DHCPv6 service
MH|A DHCP MHE ZM3t = Hi2Hdateh = UX|TE O] Ee|A0Me O] 7|50]
H|ZtMd2te[of LSt

Select RA service
MH|A RA(Router Advertisement) A{HHE &4 3} £ H|EE3E 4+ USLICH

DNS server(s)
RA MH 7t YE[= DNS M H

Announce as default route

712 BIREH M 32 7|2 ZE AF |GUA "HEAL QloT ZA|E
SNIR2= 712 FE)

VI.1.9.5 Discover Agent

i HO|X|E &Sdll WaveOS O Z2H=l Discover Agent & H-E = USLICH Acksys

Network Device Manager O|A ACKSYS HE= Ats2z= 7| s AHEE= Oo|HE
O||__| |:|.
H .

DISCOVER AGENT

In this section you will be able to configure the acksys discover agent. This agent it use by the Acksys network management tools

password S eremsanane Y=g

Password
oie Ij A== ACKSYS WaveManager 2F 22 NMS 2T EQO{0A 482 HEY
[ A& L C
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VI.1.9.6 Passpoint

A
i
5\’57?{ :
COMMUNICATIONS & =
TOOLS STATUS
PHYSICAL
INTEREACES PASSPOINT CONFIG OVERVIEW
VIRTUAL Passpoint config and passpoint config profiles
INTERFACES > = Al
NETWORK PASSPOINT CONFIG
oL NAME ACTIONS
BRIDGING Validation 4 =
ROUTING / FIREWALL -
Qos ] Add config I
SERVICES
ALARMS/EVENTS PASSPOINT CONFIG PROFILES, TYPE FILTER: [N v
CONN. TRACKING
DHCP / DNS RELAY NAME PROFILE TYPE ACTIONS
DISCOVER AGENT o .
oA SSPOINT Validation HS20 05U Provider Profile F =l
SNMP AGENT Validation ANQP Domain Name Profile 4 &)
SIR;E;STICS Validation Passpoint Icon Profile @ ﬂ
WEB SERVER Validation ANQP Network Authentication Type Profile F =l
e Validation ANQP IP Address Availability Profile A=
Validation ANQP NAI Realm Profile F =l
Validation ANQP 3GPP Cell Net Profile F =l
Validation ANQP Venue Profile F =l
- ~] 1] Add profile I

Figure 2: If| O| X| Passpoint 74 72

Passpoint T+°d& F71517| Hof| At Z2EH S Holglof gLt Eest 2E HEE
NS X7t K| S8 OF ghL|LCt,

Passpoint Config Profiles

Passpoint 8% ZZL2 HS20 =2 9 ANQP Z2Z=2 H¥YE £ JUFHLICH HS20
T2 Hotspto2.0 7|52 25, ANQP ZE2EH2 ANQP 802.11u 7|&

ujo
X
oz
_Ql-
-
n

HS20 Operator Friendly Name

HS520 OPERATOR FRIENDLY NAME PROFILE: VALIDATION

Type of profile HS20 Operator Friendly Mame Profile
Description | Validation |
Operator Friendly Name ; |eng ||Operator |£
2|fr ||Opérateur il
Operator friendly name: g 28& AF&SIY StLt O| &9 2HXI0A Ol XEY

=
= AU 4 g=0= & 70 £ M 71 A 0] 2E(1S0-639) 2f Od).\_fxf =
=AE0[ Rl LCf.
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HS20 connection capability

HS20 CONNECTION CAPABILITY PROFILE: HS20_CONFIG_PROFILE10

Type of profile HS20 Connection Capability Profile
Description

| Validation |

hs20_conn_capab IP protocol Port number Port status

1[TCP_+] |80 |[Open  ~]&]
2[UDP_v] |21 |[Closed ~] L]

]

QuS Y + AL

Hs20_conn_capab: Hotspot O Al E'& &= Q= IP E2f
(firewall allowing/blocking protocols/ports).

HS20 WAN metrics

HS20 WAN METRICS PROFILE: H520_CONFIG_PROFILE1T

Type of profile
Description
WAN link status
Symmetric

Link at capacity

HS20 WAN Metrics Profile

| Validation |

[Up v

[J i@ wWaN Link has same speed in both the uplink and downlink directions

[l @ Select this checkbox to indicate that the WAN Link has reached its maximum

capacity. If this parameter is enabled, no additional mobile devices will be permitted to
aszociate to the hotspot AR

Download Speed | |

@ In Kbps

Upload Speed | |
@ In Kbps

Down link load | |
@ In %

Up link load | |
@ In %

WAN Metrics load measurement duration | |

@ In milliseconds

Symmetric: WAN &39| ¢&3 Sl L} g {27t BF € 82 e A2

- = O =

Link at capacity: WAN 237} %[0 220 WSS HEAISIHH o HI A E
2ot oL CH o M7E0| 2 MatE|M =7 DHHY HX|7F Hotspot AP O HZE|X|
RS LT

Download/Upload speed: 1 X WAN down/up link 2] &= (Et2| : kbps).
Down/Up link load: down/up Link WAN 91 Z2| M & H3|

WAN metrics load measurement duration: downlink/next load F& A|Zt (THY] : ms).

EES U = Bl 89 022 mAUCL
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Operating class

H520 OPERATING CLASS PROFILE: H520_CONFIG_PROFILE12

Type of profile

Description

Operating Class

HS20 Operating Class Profile

| Validation |
|81 23]
[115 ]

@ The Global operating classes in Table E-4 of IEEE Std 802 11-2012 Annex E

Operating class: Y SSE O|AM BSS 7t AFESH=

o of

o

Aol ==EQL|LC} IEEE

802.11-2012 2| R £ E-4 =2Y S50| EFYLICI (https:/ftinyurl.com/yxsactde)
O E S0 81 It 115 = X2 1~13 It 36, 40, 44, 48 S A8St= AP & HAIFLIL.
Otefol S BZoHM R
Table E-4—Global operating classes
. Channel .
(perating h"“f""'.hal starting {.hnn_nel Channel e
class operating frequency spacing set Behavior limits set
: class(es) ‘?,HI} : (MHz)
L]
180 Reserved Reserved Reserved Reserved
]| E-1-12, 2407 25 1,2,3,4,5,
E-2-4, 6,789,
E-3-30 10,11, 12,
13
82 E-3-31 2414 25 14
Table E-4—Global operating classes (continued)
. Channel .
(perating hnngln_hal starting {.hnn_nel Channel PR
lass operating frequency spacing set Behavior limits set
class classies) ‘?,HI}~ {MHz)
¥
111 E-3- 40025 5 182, 183,
252627282 184, 185,
9 186, 187,
158, 189
112 E-3-2345.6 5 20 B 12,16
113 E-3- 5 10 7,89 10,
12,13,14,15 11
114 E-3- 5.0025 5 6,7, 89,
21,22.23.24 10,11
115 E-1-1, 5 20 36, 40, 44,
E-2-1, 48
E-3-1
11a E-1-22 5 40 ih, 44 PrimaryChannel LowerBehavior
E-2-
E-3-36
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HS20 OSU PROVIDER
HS520 OSU PROVIDER PROFILE: VALIDATION
Type of profile HS20 OSU Provider Profile
Description

| Validation |

OSU_Server_uri

| https:h‘osu—server.hancheng—VinualBox—hsEU—vaIidation.acksys.com:dd:l

osu_friendly_name

1 |eng | |Acksys ]
osu_nai | osen@acksys.com |
Support OMA DM
Support SOAP XML
05U icon profile select Validation
osu_service_desc t
1 |eng | |Acksys validation il

OSU server URI: 22}0| A E 7} H OSU (Online Signup Server) Provider & M Ei !
8% 3" URI & S50 Ar8e &+ AL

OSU friendly name: OSU Provider 2| Al & X},

OSU NAI: Client 7} Passpoint &°30f 2|3l OSEN AP O 12 sl=0| At &= A EX}

— T
OMA DM: OSU A{H|{-= OMA DM (Open Mobile Alliance Device Management)

Z2EEZ X[ AT LICL (Hotspot_2.0_Specification_v2.0: 8.3 Provisioning using OMA
DM)

SOAP XML: OSU AlH = SOAP XML (Simple Object Access Protocol XML) ZEEZS
X|IBtL|C}, (Hotspot_2.0_Specification_v2.0: 8.4 Provisioning using SOAP XML)

OSU icon: OSU O|&2 7| Mgt .

OSU service desc: A{H| A0 Cliiot 4FS YL L

—

Passpoint 48 0|= 02 OSU MSXte] Z=EHO| zahE 4= JUEL L

ANQP Venue
Type of profile ANQP Venue Profile
Description [Validation |
venue_group |U |
@) IEEE Std 802.11u-2011, 7.3.1.34
venue_type

[0 |
(@) |EEE Std 802.11u-2011, 7.3.1.34

venue_name

1 |eng ||Acksys ||ﬂ

venue group It venue type = AP 2| ZEE X|F¥
std 802.11u-2011 MM9| 7.3.1.34 O A =Qlgt 4= QUG LILCE

=
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Roaming Consortium

ANGQP ROAMING CONSORTIUM PROFILE: HS20_CONFIG_PROFILE13

Type of profile AMQP Foaming Consortium Profile
Lol [Validation |
Roaming consortium | ||-‘_']
(@ 3-15 octets hex string, for example: "AABECC" is 3 octets hex string(0xAA, 0xBE,
0xCC)

Roaming consortium: roaming consortium = Ol (Organlzatlon Identifier)2| =& ¥ LIC}.
AHX= |EEE 7 SHEtSt 24 H|E BB QILICEH ST HE = MAC TAO0|M MEYAN E=
ZEZ N8 A AlWSHLCH HEYA QIE{I 0| ALl MAC =A9| A 3 HIO|E= OUI

2 LICF.

N EEE= hexdump A2 =AGHOF SfLICEH O] 2 =0 10 T2 1000, 16 TI+=
Ox3E8, 16 &= B == 03E8 & L|LC},

Acksys 2| Ol = 000990XXXXXXXXXXXXXXXXXXXXXXXX 24 L|Cf.
ANQP Network Authentication Type

ANQP NETWORK AUTHENTICATION TYPE PROFILE: VALIDATION

Type of profile AMQP Network Authentication Type Profile
SIEELILLL | Validation
Authentication type | On-line enrollment supported V|

Authentication type: IfA X QI E 7} ASRA (Additional Step Required for Access) 2
A™HE 42 oie 40| HE5I2{H ANQP HERA 015 3@ Z2H0| E+=E
Zagt ot

ANQP IP Address Availability

ANQGP IP ADDRESS AVAILABILITY PROFILE: VALIDATION

Type of profile ANQP IP Address Availability Profile

Description [Validation |
IPV4 address availability [Public IPv4 address available v]

IPV6 address availability [ Address type not available v]

rir
3
N
%g
o
S
-
B>

ST T2 TS ARSI AccessPoint HIEY IO AIRE 4= 9
FEs ddgL Lt

ANQP Domain name

ANGP DOMAIN NAME PROFILE: VALIDATION

Type of profile ANQP Domain Mame Profile
Description [Validation |
ANQP domain name | hancheng-VirtualBox-hs20-validation acksys.com ||ﬂ

@ If a client's NAI matches one of ANQP domain name, client might fry to connect.

=OQlo] 0|2 T2 2 IEEE 802.11 HEYIE 2Ysl= QME|E|Q| BlLt 0|42 =rjQl
0|§ SE& MSYLICE Client 2| NAI = ANQP =0 ¢l 0| & StLtofl 8|0 Client
= S AccessPoint Of HZEZ A|E=gL|CE
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ANQP 3GPP Cell Net
Type of profile ANQP 3GPP Cell Net Profile
Lot [Validation |
3GPP Cellular network info MCC MNC
1[232 |01 | ]
2555 |[44 |8

3GPP cellular network info = MMC 2t MNC 2 18 E 52 S50z HMALE
ARSI =0 AR E LI

MMC: MMC(2HIY =7t I E)= I XNM7|SAASH(ITU) O] HIOALE E.212 Of| A
HEZE3I63 X2 2 7IREZ, E3| GSM If UMTS 7|20 A AFEEL|C} (Of: =2kA 9
MMC = 208 2IL|C}.)

MNC: MNC(Z2HIY HEQ3 ZE)= GSM, CDMA, TETRA, UMTS, LTE & EH 2 HIY
e HEXHIE AHESs 2HY HERR 2EXS| HEYIE oA M|
QI8 MCC 2F A AFRE LT} (0f:Orange 2| 3gpp EE+= MCC = 208, MNC = 01)

ANQP NAI Realm
Type of profile ANQP MAI Realm Profile
Description [Validation |
Realm formatted in accordance with IETF RFC 4282 |y95 w
MNAI Realm

1 |hancheng-VirtualBox-hsEO-v | i

EAMethodElect EAP-TLS with certificate as credential

EAP-SIM
EAP-AKA
EAP-AKA'
EAP-TTLS/MSCHAPv2 with usemame/password as credential

ZF NAl Realm 2 MEIX o = EAP o HZAE = USL|CE 2122 EAP A2
MEEMO = Q15 Zto| MEQt 82E &= JASLCH NAI =0Q HE = STA 7} IEEE
802.1x RSN 2tZ 0| HZ S d8ot=0 ALEE LICH STA 7} NAI =0 Q12 QIA/5HH
EAP HAIO| CHEA AHE|O L ASS A=Y = UAELILCE Passpoint A7H 0| A O 2

7He] ANQP NAI @9 =2 H 2 2d3t & 5= JSL|CH
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ANQP Override Element
Type of profile ANQP Override Element Profile
Lot [Validation |
ANQP override ANGP ID Hexdump of payload
1[265 |[0000 | ]
2265 |[0o0000 [l

Hexdump HACZ &S X|Hst0] Ao S 7t =TIt ANQP 24AF HFY =+
o

7
=
UG LICL o k2 &2 A5 ANQP 240| &S YL

Passpoint icon
PASSPOINT ICON PROFILE: VALIDATION
Type of profile Passpoint Icon Profile
Description [Validation |
Language
guag | eng |
@ In which language this icon will be shown
Size G464
(@ [width]:[height]
Type image/png
@ MIME type
lcon file Uploaded File (2.52 KB) &
Preview:
ACKSYS
=2 1T i S A 1lol= o S
CHE =2 Eo|AM Fxg O10|2 Mt S Ch22E gL}

Passpoint &H2 Ol2{ 7§9| “passpoint config profiles” Z TAEL|CE [[H2tA]

Passpoint 28 TIAlst7| ®o| == EHS H7HH{OF LT}

PASSPOINT CONFIG OVERVIEW

Passpoint config and passpoint config profiles

PASSPOINT CONFIG

NAME ACTIONS

D Add config kl
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PASSPOINT CONFIG

| ANQP settings | | HS20 settings |

Access network type [Test or experimental v]
Provide internet connectivity | Mo vl
Additional Step Required for Access | Yas A4 |

@ Issue the asra (Additional Steps Required for Access) subcommand if any addiional steps are required for
network access. If this parameter is enabled, the AP will send the following Information Elements {IEs) in response to

the client's ANQP query.

Wenue Mame

Domain Mame List

Metwork Authentication Type
Roaming Consortium List
MAI Realm List

MOTE: If asra is enabled, this passpoint config must reference an enabled network authentication type profile.

Emergency services reachable | Ignore w |
Unauthenticated emergency service accessible | Ignore vl
hessid

[00:09:90:01:10:ce

@ If set, this shall be identifical to one of the BSS5I0s in the homogeneous ESS and this shall be sat to the same

value across all BSSs in homogenesous ESS.

GAS Address 3 behavior [P2P specification (Address3 = AP BSSID) workz v |
Venue Info Profile | Validation hd |
Roaming consortium Profile | Validation bl |
Network Authentication Type Profile | Validation il |
IP Address Type Availability Profile | Validation hd |
Domain Name Profile |‘u"a|idati{m Vl
3GPP Cellular Network Info Profile | Validation ~ |
NAI Realm Profile Validation

ANQP Override Element Profile [Ignore v]

o

Access network type: S S8 2 924 = G4E HEQIO FES LIEtHLICEH AtE

7tset 2 L2 25Ut
e Private network
e Private network with guest access
e Chargeable public network (paying public network)
e Free public network
e Personal device network
e Emergency services only network
e Test or experimental

e Wildcard (general network)
Provide internet connectivity: H{0{ 2 = QEHU S AIEE = Y=X| &,
Additional Step Required for Access (ASRA): HIESQ/3 AZO| st =7+ =X|7t Z Q3
B2 Y 40| 243t =l 42 SHIE "Network authentication type” Z2E X
M L[0fOF gL,
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Unauthenticated emergency service accessible: 2|5 E|X|
A 4 QX HOIFLICE

HESSID: Homogeneous ESS A/ HESS 2| BSSID & otLtQt 5 USHA A H T 0{OF st
HSSE = 2= SSE Ol M S ot 2t2 2838 OoF gLt

GAS Address 3 behavior: "Address 3"0| ot GAS 2| I 0f| CHsH FSHOoF & Z=X|. Address
3280211 = g0 MU= M R MAC FAULICH MAC =8| A0 U
Mol =4 HETJE JASUELE SHE HE= 7|2 MH[A ME AEX[BSSID), &2 F4(SA),
CH&r =4 (DA), 4 STATA)L| =4 A =41 STARA)S| FAE EA|SH= O AFRELICL
AR 2 dF T4 HEE ZBSHK| Y2 = JASLCH

M2 O3t 25 L

H - -

o P2P At(Address3 = AP BSSID) sl 2 412 GAS 2% Address3 0f 2t
712Mo2 ZSIEILICH SE ZB Y2l Address 3 2 WMA EQIEQ| BSSID &
9t E J}+E (FF:FF:FF:FF:FF:FF:FF)2 XH %X Of B L|C}.

o GAS Z£7| 80| BSSID 7t EEEI|AEL[= ZF IEEE 802.11 std &
et
o X A2 AL, SE F2 32 AP 2| BSSID 2 SUSHA gtLCt.

e GAS 2H Address 3 0f 27Q10| IEEE802.11 EE &4 : GAS 2| 7| =79
Address 3 0| 20| &4t 802.11 EES TS L CH

» Force non-compliant behavior: 24 GAS X0 Ci$t =7 SE2| Address 3 Of
AccessPoint 2| BSSID QIX| =tQlgtL|Ct,

Venue info profile: Sl M= FA|SI2{H “Venue info” Z2EHZ {1 EHSI AL} “ignore” &

MEASHLICE,

Roaming consortium Profile: 5]l d &M FA|5}2{H "Roaming consortium” Z2 &S
MEHSIZ{LL “ignore” & MEHSILILCE,

Network Authentication Type Profile: Sl & &M 2 FA|S}21H “Network Authentication
Type” ZE2EHZ MESIALY “ignore” & MEASHL|CH

IP Address Type Availability Profile: Sl 2 &2 FAISt2{® “IP Address Type Availability”

1=
HuU
=]
mjo
rx
iz
e,
N
-
6‘.
-}
o
CD:
i
mx
o
o
-

Domain Name Profile: SHE &8 2 FA|5I2{H "Domain Name Profile" & A1 EiSHAH L}
"ignore" & ME4SHLILCE,

3GPP Cellular Network Info Profile: SHE &M 2 FA|5l2{H “3GPP Cellular Network Info”
= MENSZLE “ignore" & MEATHL|CH

NAI Realm Profile: StL} O|AF9| “NAI Realm” Z2E & MEHSI L} ST SMHE ZA|E
L2 G745 X| OM 2.

<

ANQP Override Element Profile: Sl &2 FA[S}2{ ™ "ANQP Override Element" =
MERSEALE "ignore" & M EHTIL|C},
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PASSPOINT CONFIG

| ANQP settings || HS20 settings |
Disable DGAF | Yes w |

@ DGAF: Downstream Group Addressed Forwarding
ANGP domain 1D | |

@ Sat to 0 for AF does not belong to any domain. (Default)

Deauth timeout I I

@ Time for unauthorized devices to download the notification page. (In seconds, default 60)

Osu SsID |\ralidation_osu |
Operator Friendly Name Profile | Validation bl |

Connection capability Profile | Validation v |

WAN metrics Profile [ Validation ]

Operating Class Profile | Validation il |

05U Provider Profile Validation

Disable DGAF: DGAF(Disable Downstream Group-Addressed Forwarding) S A& 3}X|
REE APESLLCH A0 X|8E Fa0 = 0| SE8E|X| g HEHIAE
A= O AH8E LICE AccessPoint & & F4 Z2f| 82 AHO|H2E HESHA|

omy, 23 AHO|MO0| BSS 2| CHE AHO|Mez Z|YE Y =dt= A2 XS]

o=
S 2t AH|O|M0f CHS GTK 7+ 23 &l LT},
ANQP domain ID: 53t 35 ANMQP HEE S R3I= SSE 9| AccessPonit & &t0f

CHoF AT X} (0 — 65535). 7| 2442 0 0|, Y& ANMQP HE7} SIS AccessPoint O
ZotEE ololgtL |t (7]&24))

Deauth timeout: RADIUS A{E{7} AH|O[40| BSS/ESS Off A& = Q= HBHO| QS22
HA|ISt= B2, AccessPoint &= 2H|0|MH0| €&l I O| X|(H|A|X|0ff Z3HEl URL) &
CIREE SIS 58S = USL|CH s A™o| XS & T2 TIME L T,

7| 2%k2 60 YLCh.

— HA'—
OSU SSID: EA|E 2= OSU S&4t2| OSU HZ0| Ar8k[= SSID /LT
Operator Friendly Name Profile: SiiE &2 FA|5t2{® “Operator Friendly Name”
ZZLE A2 EL7 LY, “ignore” & MEHSHA FAISHM| L.

EH
Connection capability Profile: Si& &M=

= FAI5H2{H “Connection capability” =
MEHSIZLE "ignore" & MERSHA] FA|SHA| L.

WAN metrics Profile: Siie M2 FA|SI2{ ™ “WAN metrics” & M EiSIAHL "ignore” &
MEHSHA FA[SEN 2.

Operating Class Profile: sHY &M 2 FA|5t2{™ "Operating Class" & A E{StAHL}
"ignore" & MEESHA FA|SHA K.

OSU Provider Profile: StLt O] 42| “OSU Provider’ Z2 2 2 Q5L ofiT M S
EAE LHES EAHFX OM K.
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VI.1.9.7 SNMP Agent
SNMP Agent = 7|28 22 2Hd3E|H public community £ AFESH MIB-II & ACKSYS
MIB Of CHat 97|/ 7| HotS 5{8g Lo

ACKSYS MIB Lt XM M2t JASLICH OID HHAM
HEJ| E= MIB EE2IR M E AN K.

i
no
[
A
r2
J
| >
|m
_F_l
ne

SNMP AtEX} 5! dMA HSHES #£/45E7] HO| SNMP HOF &2

security

mo

O MR: V.6.1 SNMP

AGENT PROTOCOL CONFIGURATION

AGENT PROTOCOL CONFIGURATION

Protocal |UDF’ v |
Port number 161

Snmp version | vifvZeiv3 M |
SNMP V3 Engine ID [ default M

@ Warning: if you change this walue and you already have set some SNMP V'3 user, you should revalidate

value to 'Motherboard 1D you cant export this SNMP configurstion to another device

Protocol:

O O|HE AHZA &4l (UDP/TCP)
Port number:

OO|ME XE H3
SNMP version:

% v1/v2c: security model v1, v2c, usm = AM2 = QUSL|CH

R

% v3:usm security model 2t &{-& & L|C},
SNMP V3 Engine ID

0

» Default: 2=

HX|e| 7|2 Engine ID £ sYSLICE ST HES Sl oig] &AK
70| SNMP A ™

2 37 = USLCL SNMP V3 ALALZE O|0] U= SEHOIM
e ats Badd 42 24 XM ALEXL 25 CHA| =HQlsfor 2 L Ct.

% MotherboardID: Motherboard ID & EnginelD Z AFEELICE SHY ID
1Rt 2 sfE dFS JHEl 2+ HX|Q| Engine ID 7t CHHELICE siet MY 1
oz ME 7o SNMP 2-2 3/€ = SlsUCh & EXoM AREAE &
CEA| =HOIsOF gL T,

rulm r|r rir
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COMMUNITY CONFIGURATION

offd MA0M= HRLEl 55, HrLE HMH2 dot & AHARLE] ALEXAO| Ciet KM

— = Ty

A
At S golgh 4= QUELICH SNMP vi/v2c community based security model 7|2tQ| E Ot
2o elESL L.

FO|: 38 ZRLIE| £82 HEY Z SNMP S20|HET MAESHH MHPYEYU=X]
golsiof THL|Ct O & 501, Acksys WaveManager 2ZE Q00 = &HX| HZ HFL|E|IS
HEY = Ue w7t ASHLL
COMMUNITY CONFIGURATION
Map a SNMPv1 or SNMPv2c community string to a security name from a particular range of source addresses
COMMUNITY SECURITY NAME ACCESS IP BASE ACCESS IP RANGE
public | public [[rw | [0.0.00 ~] =]
private | private [[rw |[Iocalnost v [255.255.255.255 v =
| o
MM A Aot 42 F715t2{H #2429 HY S st £ Add HES SE LT
Hy e A A 2 2E=2 A%FE0oF gLt Hulde HRUEl O0[F0| Ot
access rights specification 0| & Y L|C}.

J|2EMOZ private AL El= 1t7H9| F2t
712 ARUEIE ¥ot= 2 ME™E & = AL

L

Community:
SNMP Client 7} O|O|HEO| Chsl A &ot7| 2lof MSdHof ot= A EA BRoH 8%
Ul ar S LSHA AtE Y = USLICH
Security Name:
VACM A MO A HN A HotES 2785t= O A Y 2Ot 0] &.
Access IP base:
S FAS AFSE & Qe IP FAYLICE DNS ME{7F SETUP-Network T O] X| 0f| Af
= El AL DHCP MHOIM 712 42 ZAE O|F (FQDN)E E3HE + ASL L
Access IP range:

S 2= Client IP A MA| HQE ANSIY| Q3 Ip OtAR QL|Ct,
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SNMP V3 USM user administration

USM EOot mEo| M2 SNMP v3 AKXt EOoF M™E MM, AtH =

=
= O o o, 1 —
LTt

s
T8

+

SNMP V3 USERS LIST

Create snmp v3 users
SECURITY NAME AUTHENTICATION TYPE PRIVACY PROTOCOL ACTIONS
User_1 MD5 DES E)
User 2 SHA AES 4 =
L Refresh | ¥ Add user | Apply config |

Refresh button:

Refresh HHES 22510 SNMP Agent 2| AtEXAL H|O|EHHO[ALQL &7t ghL|Ct
(SNMP v3 OjM= HHEE ot ez AMEXAE Hdde = ASLLH. Eot HEYE
A X

=
HA LT SNMP -0 M2E L|CT
Add user button:
Add HES 22510 M| SNMP v3 AL XIS ML LY
I3 TOOLS STATUS

SNMP V3 USER

In this page you will be able to configure the security settings of the SNMP w3 user .

COMMON CONFIGURATION

Security name | User_3 |
Authentication type [sHA M
Authentication passphrase | 12345678 AZ'e
Authentication passphrase confirmation | JR— ﬁ“:—: .
Privacy protocol |AES ll
Privacy passphrase | I Af e
Privacy passphrase confirmation | P A

] Backto Overview I

@  Reset I (] Save I Save & Apply

Authentication type:

X Q5= 915 982 SHA-512, SHA-384, SHA-256 3 SHA-224 L C}.

X|QE|= TEIO|HA| T2 EZ 2 AES-256, AES-192 3! AES QI L|Ct.

SHA1, MD5 % DES &= 222 s X[ E|X|PH QHHSHX| b2 A= ®A|EL|C]

o= HHEN M= 225 MAHE AO|E= ALESHA| E= A0

O T
o>

L|Ct.
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Apply config button:
S HES SE5IH HE AfZ0| HEE LT OFE SNMP v3 AFEAL &0 HE ||
Qe W Al m7to 2 EAELICH

SNMP V3 USERS LIST

Create snmp v3 users
SECURITY NAME AUTHENTICATION TYPE PRIVACY PROTOCOL ACTIONS
User_1 SHA-256 AES-256 (4 =]
User 2 SHA512 AES-256 (4 =]
admin_acksys_user SHA AES 4=l
%‘ Refresh I D Add user | Apply config

Access control administration (VACM)

oS A

ofm

S SNMP v3 AREAL EE= SNMP vijv2ce HRLIE[Q HMA HotS

o
—=
seElg = AS LI

1) Eot BEES AMESHO] Group Off AFE X} 7t

COMMUNITY CONFIGURATION

Map a SNMPv1 or SNMPv2c community string to a security name from a parficular range of source addresses

COMMUNITY SECURITY NAME ACCESS IP BASE ACCESS IP RANGE

PUBLIC |pub|ic | |n.v | [0.0.0.0 ] ]

PRIVATE |private | fw | [localhost v| [255.255255255  v] ]
it Add

SNMP V3 USERS LIST

Create snmp v3 users

SECURITY NAME AUTHENTICATION TYPE PRIVACY PROTOCOL ACTIONS
User_1 SHA-256 AES-256 (£ =1
User_2 SHA-512 AES-192 A=
admin_acksys_user SHA AES lﬂ @
%‘ Refresh I D Add user I Apply config I

GROUP CONFIGURATION

Map a Security Model and a Security Name into a named Group

GROUP SECURITY MODEL SECURITY NAME
public [w1 v] e ]
public [v2c v] e 3
public [usm v] e 3
private | v v ] w | ]
private | [vec v ] w | ]
private | [usm v ] w | ]
ladmin_acksys_group | [usm v | ladmin_acksys_user | ]
[Group_v3 | [usm v ] User_1 | ]
[Group_v3 | [usm v] User_2 | ]
it Add
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2) OID Of deto] Eeot 27| 4

VIEW CONFIGURATION

Define view with included/excluded QIDs

VIEW TYPE oID

all 1
all 1.3.6.1.4.128097.10.7
admin_acksys_view N

all 1.36.1.41.28097.7.2.1.19
For_auth_no_privacy N

For_auth_no_privacy 136163

) Add I

BB EEBE B

3) AFEA 2oF B& Bl =0t =30 et D50 tiet 2719 HMA 2ot 278

ACCESS CONFIGURATION

Map group of users to a view depending on security level and type of access readiwrite
GROUP SECURITY MODEL SECURITY LEVEL READ WRITE
public [any v | [noauth v] |al none 3
private [any v | [noauth v] |al all 3
admin_acksys_group | any v | | priv v | admin_acksys_view admin_acksys_view ]
Group_V3 [usm v | [priv v] |al all 3
Group_V3 | usm v | | auth v | For_auth_no_privacy For_auth_no_privacy ]
) Add I
VI.1.9.8 SSH Server
SHEF 11 = el T N O SIS S A Ol
s WO|X|E Sl ME0| LHEE SSH Server 7|52 83 & &= JUSLICH.
74 - ol EF o =13 20 It EUN HEAHSGE A Ol A
4181 7|2 VNLAEBLE NE0| =40 glgh = Q&L|Ct
SETUP TOOLS STATUS
PHYSICAL INTERFACES
SSH SERVER
VIRTUAL INTERFACES
BRIDGING In this page you will be able to configure the S5H server.
NETWORK
55H SERVER CONFIGURATION
VPN
ROUTING / FIREWALL Enable SSH server
SECURITY i i
Disable password login @ At least one public key should be uploaded in order to login via ssh if password login is disabled
Qos . ;
Authorized keys list Index Type Comment Fingerprint
SERVICES
1 ssh-rsa factory.waveosi@acksys.fr psHdtBMak+U8B/EP25a111dD8aDdlVRRilIng 1Boj8 ﬂ ﬂ
ALARMS/EVENTS
CONN. TRACKING Add public key Choisir un fichier | Aucun fichi... sélectionné
DHCP / DNS RELAY (@ Only supports SSH-RSA
DISCOVER AGENT
SNMP AGENT
PASSPOINT
55H
STATISTICS
WEE SERVER Reset I @ save I () Save &Apply I
VRRP
WAC
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Enable SSH server

N 7lse &3t SHX| 2™ SSH M7t S= & Lt
Disable password login

i sds HE/HE FA oY H2 o2 = 2 = AS

Fo|: ¢z 20I0| HjZdzt El B2 RSA 7|8 SSH MHO| AZAY = ASL|CH
Authorized keys list

M0l Weel 2= 215 7171 HA[EL[C

Index ;0 FE| A|XSt= KMEHE 7|2 QIEA ULt

Type : MEE 7|2 R YLICL 2AXH= RSA 7|2t X| & & L|Ct,

Comment : M E 7|2 4HYL|CE

Fo|: s8¢t 7 7= M2 CHE MEAS 7HE = /L ME O E 7 7| 5€¢

_

= A
MEXE 7HE = ALE =2 7|9| AlH HEE ZHF0HA| OHM K.
At

Fingerprint : MEEl 7|2| B2 AME, K| 22 HWsIY F 74| 7|7} SYetX| Hl g 5
U LIL.

715 MASHEE 2 ol RER AX HES YL

Index Type Comment Fingerprint

1 ssh-rsa factory. waveosi@acksys.fr psKdtENak+UDB/EZF25a11dD2aDd0VRRI/Ing 1608 }‘_]

ssh-rsa rsa-key-20211011

bOsiR snsRXOWwWIMKwD uiCA+xiL T Sbx0oQzIMymelAw X_]

Add public key

dgE 718 et "MAE I o F dMe 2 20 F0{oF LT

ssh-rsa[space][AAAA....(key content)][space][key comment]
O Al:

ssh-rsa

AAAB3NzaClyc2EAAAADAQABAAABAQCWOMRA3qIcY7IWjSgdpslaULpB7Usl6obkRveOxj8TCzcK9UsNzknGiSOIG2R
COuZ2J5QR7B/ijLNLySkOpt/oVvM/30jWtpDNIX9n14AVMnNwwwT1xzNXzMt1gahg3TBpl6qGoEEUTZF24qu8Q8NL5y
fON+tQS2HyYfSslitf93PaRTH8hxYwmi41qCTVHXeqrI554YYzIkArYT7zXbUWsiQzrtz9QO0k7s2lavF6gk+ZT1j1dbTqBjTfP

EfwknGpWdFTn257hJ6pEsK+Fx0KJhkzXlyMflnLaTjRbtaZDmWD542r0eK7pHUGKfOpUem9dpFRIqrHuUpt9P1p2NBap
F rsa-key-20211011

ot E20f| stLto| 7|7t Tt E DS Y2 E B0 o Jjo| 7|E o B FItE &
o =

— =
UASLICEH FA D SKX|SHK| Gi= ohe
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VI.1.9.9 Statistics
FI| Mo 2 HOIHE =830 NE ds2 AeHEE HA|SHL|CE,

SETUP TOOLS STATUS

PHYSICAL INTERFACES

STATISTICS
VIRTUAL INTERFACES
NETWORK In this page you can configure the statistics related semvices.
VPN
BRIDGING

OVERALL SETTINGS

ROUTING § FIREWALL

Qos Enable statistics system %@ e enatle any it sice. lesse enable fris ontion
SERVICES

ALARMS/EVENTS

COMNN. TRACKING WEB GRAPH

DHCP 1DHS RELAY Allow to show the graph from status web pages

DISCOVER AGENT

SHMP AGENT Enable statiztics graph |:|

STATISTICS

VRRP

WEB SERVER

ACKSYS TELEMETRY

Allow to send information to WaveManager

Enable telemetry |:|

GPS STATISTIC

Allow to send GPS information to WaveManager

Enable GPS statistics =

WIRELESS ROAMING STATISTICS

Allow to send roaming information to WaveManager

Enable wireless roaming statistics D @ If enabled, wireless roaming status will be recorded. This data is asynchronous to overall

sample rate.

WIRELESS INFO STATISTICS

Allow to send Wireless information to WaveManager

Enable wireless info statistics 1 @ i enabled, wireless information (associstion list, connected AP ...} will be recorded.

Statistic 2tH 7|2 Z|28Mo =z H|Zd3t E[{USL|CH OVERALL SETTINGS OfAf

O - %
Statistic 7| s= &8st & = JUSL|CH

OVERALL SETTINGS

Enable statistics system @l Tz enable any statistics service, please enable this option.

Sample int I
mple interva 30

@ Crverall interval for a1l the statistics service. (In seconds)

Statistic 7|50| 29zt & 8% HOH =8 45 238% + UL (7124 30=

2t29)
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WEB GRAPH

Allow to show the graph from status web pages

Enable statistics graph

A=t 285} £|H MBS M Client 7F AccessPoint 2R E =215t 24 A 2|t
HEYA QIEEO0|AS Tx/Rx EZ|T HO|HE AlA|ZIOZ £ BHL|CE STATUS 4O A]
e OO|HE Chaet BA| 7|7td) ) e HAe=z HA L

V1.3.2 Network, VI.3.6.1 Associated & 11)

ACKSYS TELEMETRY

Allow to send information to WaveManager

!
4

o
Iy
I

Enable telemetry
Acksys telemetry server port 8528
Output interval 5

@ Acesys telemetry will ched if there is any new statistics data svailable at this frequency. To avoid

data accumulation, this value should less than owerall sample interval. {In seconds)

Max buffer size 102400

@ This value will determine the size of buffer and also how much data will be stored in case

connection with server is lost. {In bytes)

GPS STATISTIC

Allow to send GPS information to WaveManager
Enable GPS statistics

GPS server ip address 127.0.0.1

@ The ip address of a GPS server. If this product provides GPS service, please enter "127.0.0.1%.

GPS server port 2047

WIRELESS ROAMING STATISTICS
Allow to send roaming information to WaveManager

Enable wireless roaming statistics @ If enabled, wireless reaming status will be recorded. This data is asynchronous to overall

sample rate.

WIRELESS INFO STATISTICS

Allow to send Wireless information to WaveManager

Enable wireless info statistics [E) 1f enabled, wireless infoermation (sssociation list, connected AP ) will be recorded.

% GPS E7 %2 WaveManager 2 EQ|0{7}
_l

2
7
2HEAL o d ME[A7F 28t E I X522 dFELULCE Sig MElA= 2ZH0|A
5t
=
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VI.1.9.10 VRRP

O ¥2 & VRRP QAAHA Bl 2t 744 |p o] FAE FI7HE == 2D VRRP 1ES
MMSHD ST QIAEARL BE QIAHAN ZEE= £42 BAIZLCH

IAEAE MMET| QA= SETUP — NETWORK ®iO|A MEUD M-S HEo0f
LTt EESH NAT EE= PAT 2FREE AF8dt= 4% connecting tracking service 7| s2
2hg 3} 8ljoF BHLICE. (Connection tracking A4 & 1)

PHY SICAL INTERFACES

VIRTUAL INTERFACES

NETWORK

VPN

ERIDGING

ROUTING / FIREWALL

Qo5

SERVICES

ALARMS/EVENTS
CONN. TRACKING
DHCP | DN5 RELAY
DISCOVER AGENT
PASSPOINT

SNMP AGENT
STATISTICS

VRRP

WEB SERVER
WAC

SETUP TOOLS STAT

VIRTUAL ROUTING REDUNDANCY PROTOCOL SETTINGS

VRRP instances are entities that send and receive VRRP advertisement frames through ane network interface.
VRRP groups enforce a commaon state (alive or dormant) for alf instances in the group.

VRRP GLOBAL SETTINGS

multicast group

2220018 |

@ 1P4 multicast group used for VRRP advertisement

VRRP INSTANCES CONFIGURATION

VIRTUAL
EMAELE NETWORK | VIRTUAL IPV4 ADDRESS NETMASK UMNICAST PEER IP
ROUTER ID
Usze this Aszsociated real  Must bz diffzrent from any other IP Mumber of net bits, CIDR S=t peer unicast IP where WVRRP will send the advertisement.
entry? subnet assigned to this device format Leave blank to used 3 Multicast advertisement
101 [On-Board v] [192.168.200.1 | [z4 ] [192.168.200.2 | ]
201 [Trackside v] [192.168.4.252 | [24 | [192.168.4.1 | ]

| | ¥ A

@ Enter the virtual reuter ID for the new instance, as a number between 0 and 255

VRRP SUPPLEMENTARY INTERFACES

Interfaces attached fo an instance for state checking or viriual address but not for VRRF profocol exchanges

VIRTUAL ROUTER

- METWORK |+ | ENAELE TRACK VIRTUAL IPV4 ADDRES S NETMASK ADVERTIZE
Attached extra Use this Apply link status to the Address to set when instance is Mumber of net bits, CIDR Advertize address in VRRP
Attached-to VRID!
subnet entry? nswEnce master format messages

Thizs saction containg no values yet

it Add

SYNCHRONIZED SUBNETS GROUPS CONFIGURATION

VRRP_GROUP i) Delete
Enable
Initial state (Backup (dormant) ~]

@ Masters directly try to overtake the virtual IP at startup; backups first check for mastars.

Advertizements period | 1000 |

@ 100-15000 millisecands

AT |defau|t |

@ 1-254, default is 200 for backups and 230 for masters

Virtual router IDs 101
201

@ Remember fo [save] the newly added instances to allow choosing them here

Support connection tracking |« D @ handle MAT/PAT connection recovery.

Warning: MATed YRAP networks must not define IP aliases

Senuicesidependantonithelztatelafitis=lnroun) D Allow Multicast roufing only when this group is in Master state

| | k) Add

@ Enter a nickname for the new group; allowed characters are 0-8, a-z, A-Z, underscore:
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Subsection: VRRP global settings

Multicast group:
VRRP QIAEHATL U2 HAIXE 2UE EPIAE 15S PELLL 7|2 182
ArgSte{H et 2 FA|7| BHE LT}

Subsection: VRRP INSTANCES CONFIGURATION

2t 7S IP A= 1 0A 255 ALO|Q| ==Xt2 A-HEILICE QAEHAE MEHSHY| 28 A
HE St Mol T ofefo] YH AKX FRot <AE YTt = Add HES
SESL|CH QIAHAT MMM of2fo] 7|52 dde = JASLICH

Enable:
QAAEAE ALESHY| Qo 23t SHLICH ESE ALESHK| s QIARAE H|Zdat &
= US L

Networks:
7tk ip ot AZT HERXT AHEO|AE MEHSLICE QIHEO|AE HERKT EA
e AZEQ0 BEE|X|Y = UX|TH &24E A= AZEQ0 H2[X[0|AM ZX[Z|X]
o4& L| L.

Virtual IPV4 address:
e MEUlof CHet 2t E 2| 7tet Ip A8 ATt Y,

Netmask:
b 40| HiotA3 E HETHL|C} (24 = 255.255.255.0 SlOpA 39t S AstL|C})

Unicast peer IP:
VRRP £ HEIF|AE CiAl SLIFIAE S2S ABE 5 YULICh DIAET 43
Bz 3¢ RUNLE IP FAE AMESIEE AE010F LT ZEFHAE L E

AM-ESIEEH SHOZ FHAL.

Red cross:

WM X OFO|2S 280t QAEAS MY - ASLICH ]

Subsection: SYNCHRONIZED SUBNETS GROUPS CONFIGURATION
ZF OIAEA :l_Eo-”_ x|. =2 __rLA-IEI O|EO| )(|X—|EI |_||:|. -5|_[:} HE A oﬂ

= 21, S
HOIS2 Y T Add HHES 2SR 180| YYEN S48 4T

C}.

$0 Jo U
i) t0+
r r0+

Red cross:
HZtM X Ol0| 22 2Elt0 152 AAE = USLICE &l
Enable:
g2 2843t HL HIAEEC 2 H|gdst & 4= EL|CH
Initial state:
t e OE0 CHet ME2| =&l detE BtYsloF oL C.
Advertisements period:
Holo2 el & OAIX| 20| 2t XL Ze oF AXIE 153t x|t
HERIAS| £dt= 7L
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Priority:
o] 7Ho| MRS AL M 0| AEELCH 7242 7] g0 mat HES
ws gLt

Virtual router IDs:
JAE0M QAAEHAE MEHSH o= QU= CHE MEH A QIL|LCE

Support connection tracking:
2 EtRHOIM HZ2Y 2R EHE ¢ HEE WSS H MEigL ]

Subsection: SYNCHRONIZED SUBNETS GROUPS CONFIGURATION

O MU0 M= B =&l £= 7hy 25 flof ALEA0 FZEE F7t QIHEO|AE

= QI S =l
golg + UXNT ZREE L= MEEAX EELULL o2 £ EF
SIHHO|A0M E1RE EUWs As HAHH HE =9 7|M= On-Board
QIEHO| A0t A0S 2L Trackside QAHIO|A= [ O]d Of SHS =2 AR E|X]
S LICE

VRRP INSTANCES CONFIGURATION

VIRTUAL
ENAELE MNETWORK +| VIRTUAL IPV4 ADDRESS HNETMASK UNICAST PEER IP
ROUTER ID
Use this Ascpciated real  Must be different from any other [P Mumber of net bits, CIDR.~ Set peer unicast IP where VRRP will send the sdvertisement.
=ntry? subnet sssigned to this device format Leave blank to used a Multicast advertisement
101 [On-Board v] [ 192.168.200.1 I EE | [192.168.200.2 | ]
201 () [Trackside v| [192.168.4.252 | [24 | [192.168.4.1 | =]

| [JFiz———

@ Enter the virtual router ID for the new instance, as a number between 0 and 255

VRRP SUPPLEMENTARY INTERFACES

Interfaces attached to an instance for state checking or virtual address but not for VRRP protocol exchanges

VIRTUAL
METWORK +| ENABLE TRACK VIRTUAL IPV4 ADDRESS NETMASK ADVERTIZE
ROUTER ID
Attached extra Use this Apply link status to the  Address to set when instance is Advertize address in VRRP
Attached-to VRID Number of net bits, CIDR format
subnet entry? instance master MESS3ges

[201 ~|[Trackside v| |192.168.4.252 | [24 O 3

[t Add |

ID 201 20| &1 §l= 7t AHHO|AS dd% = 714 MUNM HAZ =
AU 2L HO{E HAE BHAMME thes| HiZdetEdst 2helghsts A0

=
Q8% 4 o0 0 Z2 182 JHY B2 ID(S7ISHE MEU 18 T4 Ha)0A

ID 101 2t MEHSHL|CY,
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VI.1.9.11 GNSS Agent (on some models)
GNSS agent 0 Cliot @S WAL = ASL|CL

GLOBAL NAVIGATION SATELLITE SYSTEM

Activate the embedded GNSS receiver and configure the gpsd server

GPSD

Enable L4 @ Allows internal services to usa the GNSS
Serve external clients L @ Allows esdernal users to connect to this gpsd senver
Listen port 2047

@ Port on which gpsd will listen

Position logging period 0

@ Mumber of seconds betwesn positioning records in the system log (at info' level): O or empty to dissble

URI for map link {Device Info page) | OpenStreetMap@ link v
@ 21" and "%2" in the URI are replaced by |atitude and longitude in signed dotted-decimal notation, e.g.
'-45. 000000

LRI must not contain doublequotes

Any string missing a column " will disable the link

Enable
location service 2| AtHE2 &{-&%fLLCt,

Serve external clients
QF X7t GPSD ZR2EZS A0} fIX|E el & = UA=F LTt 2 gt
B0 = SNMP & AESHO fXIE 2| SHAHLE STATUS-Device Inforamtaion
HO[X|of #A| £= 28 23 MHO| 7|52 + A LT

Listen port
Q& Client 2| TCP MH| ZEE HARL|C}.

Position logging period

AAE Log o 2 }IXIE HEAISH=E 52 F7|H2=2 FItetL Lt
URI for map link

STATUS-Device Information H[O|X|0f HA|Zl= X f(X|= & FA0 =ZgE|Of
AL O)RAF MBIAE AFESH0] X|= HA| Eot 35 MHI %WIM d—”ﬂﬂ'—r
dzst= & Mo tiet @38 A8Y &+ UASLICL 23 dat o
ANEXRHE MESID CHA|(-) E= SHA| O 2 E LT %1 E %IE %2 = B2

HA[E LILF.
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VI.1.9.12 Web Server
O| HFE Sl HTTP L HTTP MHE Y £ QUELICH (7123 : HTTP):

SETUP TOOLS  STATUS

PHY SICAL INTERFACES WEB SERVERS

VIRTUAL INTERFACES

BRIDGING In this page you will be able to enable, disable and configure HTTP & HTTPS servers
When you apply after switching between HTTP/HTTPS, remember to change http/hitps in the browser address bar

NETWORK

VPN WEB SERVER SECURITY LEVEL

ROUTING / FIREWALL

SECURITY CURRENT LEVEL HTTPS (ENCRYFTED) ALL DISAELED {NO WEE SERVER) BOTH HTTP AND HTTPS {DISCOURAGED)
Qos HTTP {clear text) SET SET SET
SERVICES

ALARMS/EVENTS HTTP & HTTPS CONFIGURATION

CONN. TRACKING
DHCP / DN5 RELAY HTTP TCP port number |30 |
DISCOVER AGENT

SNMP AGENT indi :
PASSPOINT DN rebinding protection @ Enable DNS rebind protection: reply with error 402 to HTTP requests from private IP addresses

SSH {according to RFC1818) when recaived on an interface having 3 public address. Do not uncheck unless
STATISTICS you know what you are doing, since removing the protection allow some forms of DMS rebinding attacks.
WEE SERVER
VRRP

WAC

Resat I @ Save I @ Save & Apply I

HTTP TCP port number
ZE Ho B HAY = USLICL (71241 : 80)

DNS rebinding protection

DNS rebinding protection option 2 X|35t™H WEB AHO| CHBE private FA2|
AZES SXISt= RFC 1918 7|52 AMBY = USULCH O|E S0 HMEO| public F&
82.128.030 22 ML US AL, priate TA 192.168.1.40 O|M O] HZ2| WEB
HO|X|E =olgh &= Qo 403 {7t Lt Ct.

o o

SET HES 285510 [tE S48 W8T + ASLICH

WEB SERVER SECURITY LEVEL

CURRENT LEVEL HTTPS (ENCRYPTED) ALL DISAELED (NO WEE SERVER) BOTH HTTP AND HTTPS (DISCOURAGED)

HTTF (clear text) SET, SET SET

All disabled (NO WEB SERVER)

WEB SERVER SECURITY LEVEL

CURRENT LEVEL HTTP {CLEAR TEXT) HTTPS [ENCRYPTED) BOTH HTTP AND HTTP § (DISCOURAGED)

All dizzbled (NO WES SERVER) SET SET SET

HTTP & HTTPS CONFIGURATION

DN S rebinding protection

@I Enable DMS rebind protection: reply with ermor 403 to HTTP requests from private IP addresses
{according to RFC1818) when received on an interface having a public address. Do not uncheck unless

wou know what you are doing, since removing the protection allow some forms of DMNS rebinding attacks.
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HTTPS (=23}
HTTPS TCP port number |4‘513 |

Upload a new HTTFS certificate Choisir un fichier | Aucun fichi... sélactionné

@ Must b= a PEM file containing both the cerlificate and its unencrypted private key

A default low s=curity s=lf-signed certficate is used if you do not provide one

DNS rebinding protection @ Enable DNS rebind protection: reply with eror 402 to HTTP requests from private IP addresses
{acconding to RFC1818) when received on an interface having a public address. Do not uncheck unlass
wou know what you are doing, since removing the protection allow some forms of DMS rebinding attacks.

HTTPS TCP port number
HTTP QISAME G2 & = UL LHE ZEE MEY &= JUSLICL (7I124) : 443)

Upload a new HTTPS certificate

HTTPS MES| Z? PEM F4{2| & Q1SN Iids BEE & & USHCL save £&
Save & Apply HHES S [5tH 21SAM Mol 48 X P=E FLICH

Both HTTP and HTTPS (discouraged)

HTTP & HTTPS CONFIGURATION

HTTP TCP pert number |EU I

HTTPS TCP port number |443 |

Upload a new HTTPS cerfificate Choisir un fichier | Aucun fichi...sélectionng

@ Must b= a PEM file containing both the certificate and its unencrypted private key

A default low s=curity ==if-signed certficate is used if you do not provide one

NS b im| psEchan @ Enable DNS rebind protection: reply with emor 402 to HTTP requests from private IP addresses
{according to RFC1818) when received on an interface having a public address. Do not uncheck unlass
wou know wihat you are doing, since removing the protection allow some forms of DMNS rebinding attacks.

HTTP TCP port number
712 Z2E A COHE 2EE 48 &= ASLHCH (71244 : 80)

HTTPS TCP port number
72 ZE W COHE ZEE HEY £ A2D HTTPS AUSME Y2E & &= UFLCL
(712 2k : 443)

Upload a new HTTPS certificate
HTTPS MHQ| A< PEM Ao gl QIEA miY2 PEE

Save & Apply HHE= 280t ASAM 20| HE S H=2E

£ JUESL|CH Save £

oin M9
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= = o old Tl A =
SERVICES/INIT SCRIPTS O+ & ArEotEH Ct=1F 20| X2l €5 T+ A3EHES
- - = A AL
#elotn RUEHFY = AL
o A O
o A‘|H|ﬁ M T'_'Tl E7|
o AMHAH H|
— — —t —
o AH|A 2Y3l/H|Eds}
A X /=
o MH|A AIZ/IHAIZ/SK
SETUP TOOLS STATUS
PHYSICAL INTERFACES INITSCRIPTS
VIRTUAL INTERFACES
BRIDGING You can enable or disable installed init scripts here. Changes will applied after a device reboot
NETWORK
T START PRIORITY INITSCRIPT ENABLE/DISABLE START RESTART sTOP
ROUTING / FIREWALL i “ &  Enabled l @ st l e Restart I @ st l
SECURITY
9o 18 qos_gqueues @ Enabled I @ Start l éﬁl Restart I @ Stop I
SERVICES
2;‘:‘:”:&5':‘;2 10 dnsmasg @ Enabled I Start I @ Restart I @ Stop I
DHCP / DNS RELAY
DHCPVE 10 Frewsll @ Enabled I @ Start ] |§l Restart I @ Stop I
DISCOVER AGENT
GNSS AGENT —~
SNMP AGENT 2 acksys_event_handler &  Enabled ' @ st I & Restat | @ stop I
WEB SERVER
PASSPOINT
sgu : 50 cron @ Enabled I @ Start I § Restart I @ Stop I
STATISTICS
::T::cmprs 50 dropbear @ Enabled | @ Start I EE Restart | @ Stop I
WLB
50 gsd €  Enabled J Start ] 2 Restant I @ swp ]
50 uhtiod €  Enabled l @  stat l £ Restat I @ sop ]
a5 authenticator &  Enabled I @ st l = Restart I @ stop I
65 oimd @ Enabled I Start I |§ Restart I @ Stop I
70 keepalived @ Enabled I @ Start I |§ Restart I @ Stop l
80 caliectd @  Enabled l @ st I = Restart I @ stop l
20 openvpn @ Enabled I @ Start l l§] Restart I @ Stop I
) sompd &  Enabled | @O st I & Restart | @ s I
2 srec2d @ Enabled I Start I |§' Restart I @ Stop I
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VI.1.9.14 WLB
SERVICES/WAC H|FE S35l WLAN 2| ¢ 8l HOof A|AHES MY

uot

4 QgL

T TOOLS  STATUS

PHYSICAL INTERFACES

WIRELESS LOAD BALANCING

VIRTUAL INTERFACES

BRIDGING In this page you can configure wireless association control semvices.
NETWORK ASSOCIATION CONTROL CONFIGURATION
VPN
Eniable control feature (@) To enable associstion control, please enable this option.
ROUTING ! FIREWALL
o Enable load balancing @ Enabe oad balancing
Qos Enable band steering [ @ Ensble bang steering
SERVICES Mulicast group IP address

[239.001 |
() Multicast group IP sddress used for inter-AP communicaticn

ALARMS/EVENTS
CONN. TRACKING

DHCP i DNS RELAY multicast_tt [1 |
) () The time to live for multicast communications.
DISCOVER AGENT
Network for multicast exchange .
GHSS AGENT g @ [en @
SHMP AGENT
WEB SERVER O celukr (Pi6):
PASSPOINT @ Jink used to exchange load-balancing infarmation
ssH
STATISTICS Enable roaming control (@) Enstle roaming conrel
= Min RSSI for association
INTSCRIPTS [75

WLB

Strict roaming control [0 @ witn stict mode, AP can be inaccessible for devices whose signals are belaw "Min RS for association

ASSOCIATION CONTROL PER SSID

Association control configuration per SSID

sSID LOAD BALANCING BAND STEERING ROAMING CONTROL

ATTISOFT

Save & Apply J @ Save J Reset I

ASSOCIATION CONTROL CONFIGURATION

Enable association control feature
ST M3 EHAE MASHH WAC 2782 2ot 278 2tHO| EA|E LICE

—

Enable load balancing

i M3 2tAE HASHH load balancing 7|52 &8st & 4+ JAESLICH

Multicast group IP address
AP = & 23t Multicast 1 &0 £ CHE AP O Z2E H0|HE ST LICH AFE A=
Multicast 21& IP FAE 278 = J}SHLCH (7122 : 239.0.0.1)

Multicast_TTL
Jl28og T2H = HE|FIAEN A LAN 22 ™SELCH (7|24 : TTL=1) Eot
probe announcements traverse 2t E, CHE LAN O &5t= AP & 4 HSI=E TTL

S [AASH 2 QlAL|C}

AN H

Network for multicast exchange
probe announcements 7| advertised E HEIE MEiSIH Q.

/3\ load balancing 7|5& At&% &?, General Setup, Access Point Mode | 0| X| 2|
L= Maximum simultaneous associations 2 & 8|0F SL|C},

Enable band-steering
e MIA YHAE MHIASHH BE AE[OE

= =
AMESHE 7 HES X|&;5H= STA 7t 2| &2 Y2 = O[S E LIL,.

_—=

o
for
%

for
91-

>
$0
>

r

_lTl_

2t
n

N

or

jo

Enable roaming control

ST M2 SAS HASHH 2Y MG B MY

ig_r
r2
o
a
=
]
C
ini
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Min RSSI for association
roaming control O] 243} £|0] U2 4
AEo o gLt HZE 282 BEE R
Strict roaming control
Strict 2E= 24 S0 S & = USULCE
Association with Strict mode enabled:
2M ZHX[7F Min RSSI for association ECt YO M AZAL|X| QF&LICH
Association with Strict mode disabled:
AP = Min RSSI for association 2Lt &2 RSSI 242 7% Client 2] X £ A
ANEE HRSLCH Eot X7 SYo AP O & HMHZ HdY E% AP = ¢HE
ANEE FxU gL L} O|2{gt HX[E insited FX|2t2 fEL|CL

De-association with Strict mode enabled:

e
X

Min RSSI for associaation ELCt 22 571o| HE M3 It ALXHo Z B
AP = FA| X[l HZZ oliA gL LCt.

De-association with Strict mode disabled:

» AP & g5 5o ME J,K_I§ % SfLt2tE Min RSSI for association 2Lt

o] M= *._|§7f Min RSSI for association ECt 8 42
=

non-insited ZX| (Y4F =X|) o] AL, 5712 ME

| -
association 2L} o™ AAZ S| x|gfL|Ct.

r=

<7} B5% Min RSSI for

ME Mok 3%9| 7|2 EAELCE

ASSOCIATION CONTROL PER SSID
Load balancing, band-steering, roaming control 2 SSID ¥ HMEEL|Ct. [O2tAM 2
752 SSID €& 23t O Highdal o = ASL|CL

A H

DTUSO70 rev K.13



Page 262 / 336

VI.2 Tools Menu

TOOLS ¥S E5| MES 22| & 5= USLICH

VI.2.1 Firmware upgrade

HQof €8 0|20 Cist XtM|st M HE Firmware Upgrade A =Q10| 7t &L Ct,

VI.2.1.1 Cellular upgrade (on some models)
S TOOLS

STATUS

FIRMWARE UPGRADE

CELLULAR RADIO UPGRADE

SYSTEM UPGRADE
CELLULAR UPGRADE

PASSWORD SETTINGS

The Cellular Upgrade section can be used to update to the |atest firmware code the cellular radio component Please select the firmware file,
and click on upgrade button.

SYSTEM

NETWORK

Please do not turn off the product's power supply nor push the reset button before the upgrade completes.

SAVE CONFIG /| RESET

The current Cellular radio firmware identification is: EC25EFAR08AQ03M4G-V03

LOG SETTINGS

Cellular radio firmware image:
Choose File | No file chosen

Cellular 2=0]| LZt =l HZo| H

A ZH[O[X| & AX[L|0fe] X|&S

Lok §E0| = Cellular H

Upgrade
19l 2 0|EE & &= UASLICL

HEX] &1 Cellular HYOHE

{101 ID & =QI5HA|7] BEEFLIC.

BICIOIE oA OFA 8.

VI.2.2 Password Settings

o Hiws Sl ME2 =5 28 =+ ASLICL USER =

UEL|CE ROOT =

FIRMWARE UPGRADE

PASSWORD SETTINGS

STATUS H|O|X|2t H&gh 4=

H= =2 T

ROOT PASSWORD
USER PASSWORD

SYSTEM

NETWORK

SAVE CONFIG | RESET

LOG SETTINGS

2E 47 HO|X| (SETUP, TOOLS, STATUS) O &3 &= /A& LILCL.
SETUP TOOLS STATUS
ROOT PASSWORD SETTING3
The password settings section can be used to change the product roct password
password |/ | A@.
confirmation |/ | A@.

Reset
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VI.2.3 System

VI.2.3.1 Device Local settings

DEVICE LOCAL SETTINGS

Host name Al:ksys

@ This device's name.

‘Waming: This value can be changed by dhcp settings from dhcp serser

SEEDTTE 08/16/2018 08:14
(@ format MM/DDVYY hh:mm
Time zone | uTc v
Host Name:

KXo O|E2 Y = USLICL Y 0|2 STATUS H|O|X|Of| M HEA|EL|Ct EBE
DHCP Client X|7} 2MHE|™H DHCP A S BiAg 4= Q&L|CH

System time and Time Zone:

S} AIZHS AHELD Time Zone BE AlZtS Meig 4 gLt
xo|: MBS MLUY ujoict 2 AlZ HHO| £UHLICH WY B EFAMHE

*f%ﬁﬂ-ﬁ‘-*lﬂ HEEFLICL.

VI.2.3.2 MIB-2 System Settings

Device location

User-definable

@ this will appear in the MIB-2 'sysLocation' OID

Device Location:
O] BlAE = WaveManager 2 E2||0{2| Location &, SNMP sysLocation &,

Browser caption Of EA|& LILCE,

VI.2.3.3 Network Timer Server

NETWORK TIMER SERVER

server name 0.europe.pool.ntp.org
server port 123

Us 82, 0l HxE s 22 Aeg A8 +

= = T
9,1@4 CH 1P A2 E0Ql 0|52 A8 Y 5= ASLICH =02l 0|2 AMESHE{ B Network
configuration T 0j|A{ StLt O] 42| DNS M FAE 2 2sljOF 2L Ct,
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VI.2.4 Network Utilities

SETUP TOOLS STATUS

FIRMWARE UPGRADE

PASSWORD SETTINGS

NETWORK UTILITIES

NETWORK

SAVE CONFIG | RESET www.example.com www.example.com

LOG SETTINGS Ping Traceroute I

MODE PROTOCOL DELAY (5) DISPLAY (8)
[Server v|[TCP v| 1
Run Test
LINK DIAGNOSTIC:

HZFE UNIX =2l Ping 2 Traceroute £ ot & HEZS SEI5tH S{{T &Ef 440
orzfel =i Yol EA|E LI IP T2t =02 O|F& AEE = JUASLICE =0 ¢
0|2 & AF23}2{ ™ Network configuration THO|A| StLt O| A9 DNS M FAE

RIS} OF SFLICf.

BANDWIDTH TEST:

TCP = UDP Z2EZS ME0HN MH L= S20|UE ZEO|A iPERF HIAES
g o+ ASLICH DELAY "2 HAE ZHAS = HR2 238% £+ A20 DISPLAY
2 JE BA| 2HH S = TR(2 28 + USHLE

VI.2.5 Save Config / Reset

FIRMWARE UPGRADE

PASSWORD SETTINGS
SYSTEM

NETWORK

SAVE CONFIG | RESET

LOG SETTINGS

SETUP TOOLS STATUS

CONFIGURATION MANAGEMENT

SAVE AND RESTORE CONFIGURATION

Configuration file Choisir un fichier | Aucun fichier choisi
Restore configuration from file Restore
Backup settings to file Backup

C-KEY MANAGEMENT

Erase C-KEY Erase

Copy configuration to C-KEY Copy

Ignore C-KEY settings

Disable C-KEY led

@ Save option I

RESET AND REBOOT

Reset to factory settings Reset

Reboot your device Reboot

Save And Restore Configuration:

backup settings to file H

EOS =gz

== SE5I0 HEZe 47 mS 4E5to ChREE &S
£ QU&L|CL L3 Restore configuration from file HHES £&ls10] 0|0 XMqZEst

238 odE Y2E o5t HEY & AL
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C-KEY Management:
Erase C-KEY:
Of 8= AHE5IHH

NE22 Mg ot7] Hof o] A

|

Copy configuration to C-KEY:
o ENS ABSIE x|

S ME2| C-KEY 2| Lf&0| M&E XA L CH d-™4

M7
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S C-KEY Of

AFAH S

2 TAGoF 2Lt

27840| C-KEY Of MZEL|CE OofFo MEEOo AUH
OIH= HWYo 2 HatE|D] Af d7820| =48 4% 8ol tidl == Lo
A WARNING: WPA 7|9} CFFSH Q1Z A (802.1x, HTTPS)E ZALEILICH BHa| Y57}
| HOEIX] %2 FR, -T2 20T A2 £3LL O] YEE FET £ ASLL
Ignore C-KEY setting:
O| SN2 AF8SHH ME £8 Al C-KEY o AFUS AKX L Eot HE
2 Al C-kEY 9| L2 28 US BoHLICHZ|=L)
Disable C-KEY led:
Ol SMg MEHSIH C-KEY 9| Status LED 7} @M 22 JHZEIL|Ct, O] 7|52 C-KEY 7}
%S M #AZ[= LED & BEAISHK| S I R85l 2H|l MHS o7t S0|=HE
Arge = UAS L

Reset And Reboot:

Reset to factory settings:

ol 2 S MEF0l 7= &

Reboot your device:
X 32 2 M=ol xf £

Y goz =S

2 Lt
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VI1.2.6 Log Settings
O] HO|X|Of| M Log 7+ & 28 &= ASLICH

GENERAL SETTINGS

System Log Output Level | Infa v |
System Log Buffer Size -
@ wie
External System Log Server 0000
External System Log Server Port 514

WIRELESS ACCESS POINT LOG SETTINGS (WIFI)

Wireless Log Level [Info v]

VRRP SERVICE LOG SETTINGS

VRRP log level | Error v |

OPENVPN SERVERS LOG SETTINGS

NAME MODE VERBOSITY LEVEL

VPN1 vpni server [Errors v

General settings:

o HoilM= A" 220 Cist B8E & =+ ASHC

System Log Output Level:
system log Off CHEH 27 MA|X| o] Z|4 HAEE BEHY = AS LT

External System Log Server and Port:
H4 23 MH0| et 885 & 5+ ASUL syslog Z2EES A
HAIXIE B IP A2 UDP ZE QL|CtH O >
=M.

Log settings:
of HOIME CHst 21 MKl BRE P 4 YSLIC HUET} MHE 45
O|& 42 HAIX|Zt system log 2 & & LICE
etAd 23 HA[X|= 442 SZMHA

. . Errors
Verbosity Level: Only fatal errors
OpenVPN

system log 00 Of &g =

Mejet  ZHEE HAX|S] A

rir

Log TLS channels management

AlZtE 2 Log configuration actions
= = Log general info

. Log packets exchanges
AE-l XC-:ui %l- Ll l:l-- Debug packets
Verbose debug

[
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VI.3 STATUS Menu

VI.3.1 Device Info
O| I|O|X|E E8|| H =0 it CIASH HE E sHolsh &~ Q& L|LC},

—

SETUP TOOLS STATUS

DEVICE INFO
DEVICE INFORMATION

NETWORK
ailHELESS FIRMWARE INFORMATION
CELLULAR

WaveD5 version: 3.18.01
SERVICES

Boot loader version: 2201
LOGS

Firmware ID: E2148.AC1

DEVICE INFORMATION

Host name: MyHostMame
Model: RailBox2440
Product version: V1

Motherboard I1D: 0000177d21ds
Product serial number : 17234371

C-KEY boot status: Factory state
GMN355 info: GNSS is disabled

VI.3.2 Network

1 [ .”Eo_la o .I_-" |AO| __I.Lkl I OF |O-| ol o -” | .I _H5’|2 (=1 YoJ lr=] JE
O| “-'Ilolxln_ HE% PIE{I| 0| A2 30| 2%k M — L0l Thal= —|I_|E o
ol A | |-
AN H LIC .
INTERFACES
IP CONFIGURATION
IPv4 Stack
1Pv4: 192.168.1.68 Netmask: 24 MTU: 1500
IPv6 Stack
1PvE: fed0:: 20d 64 Scope: link
DNS server: 192.168.1.2 4.4.4.4
GRAPH PHYSICAL INTERFACE MAC ADDRESS TX COUNT {IN BYTES) RX COUNT (IN BYTES) INTERFACE MODE MTU
Role: Access Point (infrastructure)
i WiFi 1 06:10:21:22:90:28 79794560 8447650 SSID: acksys-RD 1500
Channel: 36
Role: Access Point (infrastructure)
il WiFi 1 04:0:21:22:95:28 48478367 4749326 SSID: R&D_Anthony 1500
Channel: 36
Role: Access Point (infrastructure)
il WiFi 2 04:10:21:22:90:26 34791755 851687 SSID: acksys-RD 1500
Channel: §
iiili LAN 2 00:09:90:00:62:0d 1724125002 3693129099 Negotiated 1000 baseTX FD, link ok 1500
__________|
1P CONFIGURATION
IPv4 Stack
1Pv4: 10.96.7.88 Netmask: 24 MTU: 1500
IPv6 Stack
DNS server: 192.168.1.2 4.4.4.4
GRAPH PHYSICAL INTERFACE MAC ADDRESS TX COUNT {IN BYTES) RX COUNT (IN BYTES) INTERFACE MODE MTU
il LAN 1 00:09:90:00:62:0c 0 0 no link 1500

OpenVPN status is not available

CONNECTED PEERS
LOCAL REMOTE STATE

Graph:
: SETUP H|% (SERVICES/COUNTER GRAPHS) O|A d2jZ 7| 50| H|2d3} &0
NS R S|2EE J=ZE A8 £ glsLCh
i ; QI I O| A9 S|AER| A= E ALY 5= USLICH
22X 2 HEYI s|AER =S M = USLICH

= T MH-d
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STATISTIC GRAPH : LAN 1 (LAN)

| Thour

v | | Display timespan » |

Acksys: Metwork - Tracing Bytes on LAN 1 (lan)

4IHILI0 T301  To0Lddd

2.0 H s
oty f | 5
= 0.0 = I i -
u i 1 5 fLen i
& L5 | L = |
& -z.om !
L|
-4,0 M
1910 19120 19: 30 19140 19:50

O Bytes (tx) Avg:
W EBytes (rx) Avg:

405385, 2 (Ca, 1,40 Total)
1028161.2  (ca. 375 Totall

Graph Last Updated: 02A17/2016 20:00: 44

Acksys: Network - Packets on LAN 1 (lan)

W ORI 1 o
2 | J | o, N .
b ' -l II nin II II'|J'_H.|"|-. 5
= | SR ' 1 AL - [
2 —1.0k t
= L
-2.0 k L
e
19010 19120 19! 30 19: 40 1950
M Processed (tx)  Avg: 479,39 (ca. 1, 7M Total)
B Frocessed (rx)  Avg: E79.7  (ca. 2.4M Total)
B Cropped (tx)  Avg: 0.0 (ca. 0.0 Total)
B Cropped (Pl Avg: 0.0 (ca. 0.0 Total)
M Errors (tx)  Avg: 0.0 [ca. 0.0 Total)
W Errors (r=] A 0,0 (ca. 0.0 Total)
Graph Last Updated: 02/M7/2016 200 00: 34
Acksys: Metwork - Broadcast/Multicast on LAN 1 (lan) g
400 m o
w  300m P %
v m
L zo0om g
% L e
= 100 m l
| n l_ A
g [ X F i h [ oy N Wih L -
16100 16:10 16120 16 30 16: 40
W Packets  Awg: 0.0 (ca, 740 Totalld

Graph Last Updated: 02/22/2016 16! 50: 51

O HO|X|= QAHMO|A LAN 12| 7|5 A= & HA|LICH

Tracing bytes graph: Cl|O|Ef &==41 T{Zl HEA|
Packets graph: G|O|E &==41 H2|, &K, 27| IjZl HA|

Broadcast/Multicast graph: broadcast/multicast 2| T2l HEA|

sk TA| 7|2t

o

10w, 1AIZH 1 €

13 1708 BHelz 248

S A

T

U LICE.
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VI1.3.3 Routes

STATIC IPV4 ROUTES

NETWORK | TARGET IPV4-NETMASK IPVA-GATEWAY METRIC MTU ON LINK SPECIFIC
§ set gateway even if she's not
HostP or Metwork iftarget is a network
reachable
[lan v/ [10.10.4.0 | [255.255.2550 | |10.10.4.254 | |2 | 1500 O %]
i) Add

STATIC IPV6 ROUTES

NETWORK | TARGET IPV6-GATEWAY METRIC MTU ON LINK SPECIFIC
|Pyi-Address or Network (CIDR) set gateway even if she's not reachable
‘ lan v |feBO::aabb:cch:fedd:e\ \feSO::aabb:ccﬁ:fedd:e| \ 0 \ \ 1500 O x]

i) Add

O] I|O|X| = MZENA &3t 24 Ipv4 E2 8l IPV6e Z2E HA|BHL LY,

1. Network loopback AEE HERR AHHO|A
2. Target 0:0:0:0:0:0:0:0/0 S8 IP FAF 7T TCP/IP T{Zl0| THE[0]OF St=

XS LIEFHLICE.

IPv6-Gateway  0:0:0:0:0:0:0:0/0  TCP/IP T{Zl0| M E|0{OF 5}

= HO|ESO|F LtEFH LT,
4 Metric FFFFFFFF A2 9| QIETO|A M £29|2 LIEHYE HEE HS

VI.3.4 Bridges
STP/RSTP 7} 243} &l Bridge 7t A= 8% STP/RSTP 2| ZE HE{7F EA| EL|CH

STP/RSTP
STP/RSTP STATUS
Bridge Id: 3.000.02:00:17.7D.01:0C Designated Root: 8 000.02:00:17.70:01:0C Root Port. none
POINT
PHYSICAL PORT PORT DESIGNATED DESIGNATED EDGE
INTERFACE 1D ROLE STATE COST DESIGNATED ROOT COST DESIGNATED BRIDGE PORT PORT p;{:,rr
LAN 1 8.001 Disabled discarding 2e+& 8.000.02:0017.70:01.0C Oe+0 8.000.02:00:17.7D:01.0C 0.000 no no
LAN 2 8.002 Designated forwarding 2e+4 8.000.02:0017.70:01.0C Oe+0 8.000.02:00:17.7D:01.0C 8.002 no yes
wlan0 8.003 Disabled discarding 2e+8 8.000.02:0017.7D:01.0C Oe+0 8.000.02:00:17.7D:01.0C 0.000 no no

Physical interface: Bridge 2| L E
Portid: X| Y=l ZEO[ 42 ID 2 ZE 24 =%|2 AHEO|A M2 & LT

Role: Rapid Spanning Tree 7| 5= 2} Bridge Z£E 0 Root 22 E | Designated 2 E, Alternate
EZE Backup ZE, Disabled ZE & o}LIE 2Tt L|C}. Disabled ZE = ZE7 &L K|
RALE 22| XHof o8 M| 2|l B0 2 Lot

=

State: port forwarding & EH:

For RSTP: discarding, learning or forwarding 2 & =+ JU&L|

[

t.

For STP: disabled, blocking, listening, learning or forwarding 2 & & U&LICH
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Port Cost: 7| 2EM Q2 ZE £ 0f (2t STP/RSTP Of| Al M3 &= QU&LICE

Designated Root: Spanning tree 2| Root E2[X| ¥ L|C}. root E2[X[2] &M =2 & 7[&
MAC F=AE A5 A7dgtL| ot

Designated Bridge: X|d LEZ Zotot= E2|X| YL L O] FaAs Y EE2|X[e] &M

=% (Priority) ¥ 7|2 MAC =22 /& L|C}
Designated port: LAN Off ¥Z4%= 2= =2|X| &
2 oIF EZ2X] ZE ZehiLLCh ZE 24
T & L Ct.
Designated Cost: X|d ZEZE &3l FE H2Z|X|Q| Path cost (X|’d ZE 8 FE EZ[X]
Ztol Z+ B 2|X|0j Chst 2E ZEO| port cost &)
Edge port: ZEJ} EZEZX|Q AUEAHOIM X FF0 M2t true U false =2
28t
Point to Point: ZE 7} X[ 7t O|C|Of (A O|&5&2 ALE5t= CHE A%(X[0f 2E HZ =)
AAE|O U2 BF true B BPE|D DX RS E2 false 2 dF &L CL
VI.3.5 Multicast routes
O| HO|X|E Sl M| 4 S0 PIM HE| FHAE 2tREH QAAEHAQ AL JHSTH EE
BRI HAE L L

SETUP TOOLS STATUS

MULTICAST ROUTING

DEVICE INFO
NE TWORK

== - The "network interfaces" table displays network interface states related to multicasting.
T ) Tt [ 1 Gt £ (L CIE A 3 T ) G
— The "rendezvous points" table displays candidate and slected rendezvous points.

WIRELESS

NETWNRK INTERFACES
SERVICES

IGMP REPORTS

INNERFACE LOCAL ADDRESS THRESHOLD EN UP DR NEIGHBOR MC ROUTERS MULTICAST GROUPS
1010150 1 1010 150/28 1 v

10.10.101.1 10.10.101/24 ¥
10101001 10.10 100/24
17216

LOG SUBNET

¥ 230.0.0.1, 239.255.255 250

v
<

172161602

MULTICAST SOURCE

any
10.10.150.60
any

MULTICAST GROUP
230.0.0.1
230001
239,256 256 250

RP ADDRESS
172161502
172,16 1601

MULTICAST GROUP PRIORITY HOLD TIME
230/8 20 80
224/4 20 120

160.254.0.1 232/8 1 65535

a. Network interfaces section
Interface: ingress/egress OAM EZXE|= HEHA Hz YL|CL
Local address: Setup/Network H|O| X[ 0| A W E IO =l Unicast IP 2.
(Unicast: §7& F=4X0[ A S41)
Subnet: 3l g QIEIO| A0 HAAE= MEU S8 MEY HIE == register_vif0

MEUE SMX7L =3t El O|O|EE rendezvous point 2 B&SH= S
OIE{ I O] A R L.
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Threshold: 2/HI{|O| A 0f H|O|HE TESt= O Eash &[4 TTL

EN: S QIEHO| A0 HEIFHAE S ALRE 5= USLICE

UP: i S QIHIO|AE A Y 4= ASLICH(O : RI45 HHEE 7t HAE)

DR: 81 2t EH= diY HES IO o/si 24

Neighbor MC routers: 22| PIM 2} E7} ST HESX A0 2E HZE = USLICH
Multicast groups: {2 2IE{ | O] A 0| A X 2|El PIM-SSM 1&.

IGMP reports: =2XH7FSHE 24 HEYIANM 71 @2 El= 1829 =5

b. Multicast routes section

Route type: *, G: A&t & &~A, S, G AR & EH &4

Multicast source: =2 X7t QFoE A4 YJo| L= E7F IP FA
Muticast group: 22 2t 2tAHE OF

Inuse: SHE =2 H|O[H MEHO HIH2= AHEE L L
Rendezvous point: 1= 0f CHS| A 4AHE 1P FAQIL|CH

Ingress I/F: HE|FHAE HO|H 7} R&fe AO 2 O &&= QIELo|A
Egress I/F: ZHE[FHAE O|O|E{7} TEHE|O{OF St= QIHI|O|A 55

c. Rendezvous points section

RP address: silE 15 =50 LSt Rendezvous point 2| IP 4 ILICt
Ingress I/F: CI|O| E{ 7} =41&|= RP Of CH2F QI O|A

Multicast group: S RP 2 1A=l 05 =5

Priority: RP 2| M =2 24 = & 1

Hold time: 27 A[Zt SO AAEX| QoW oY &=0| Fa3} &= XA A7t

> SSM EtREE #2[5H7] fs HEMCZ AR K= IP 24 169.254.0.1

DTUSO70 rev K.13



Page 272 / 336

VI.3.6 Wireless
VI.3.6.1 Associated Stations
APREQI AL x| HZAE|0 QL= Client 2t RF Az U MEE 3018k 4= Ql&L|C

Client 2E0QI AL, AP ot HZAZ|H s{|E RF ME HEZ} LIS LICH E£3 Signal level 2
Egj=of et Bo| HEE 5= ASL o

BALZE M= o
A

ZY oA & |2 =i YO Tt S SH= ARO[ E
ZALO| LEEILEE 2fat HII'L%* T Siﬁl—l Er.
ot Mz =F2 EZido| el 3ol Eatd = JASLICE =2 MCS 42 E H|o[H 7t
AR LEHEOlL S47|7F DKoM B ZESH| [[H%Oﬂ M§7f 2= = UELCH
IO 7 = A E[X] o™ X% H[E0M 7t 7] {20 M=z gl = QS
DEVICEIND ASSOCIATED STATIONS
NETWORK
WIRELESS WIFI 1: NUMBER OF ASSOCIATIONS: 1
ASSOC STATIONS
T GRAPH NAME/ SSID MODE MAC CHANNEL  SIGNALLEVEL  NOISELEVEL SIGNAL/NOISE
g‘:i::;f:f:ms ilili essidd Infrastructure  96:A4.DE-AA3FAF 149 -491;Bm -107 dBm 58 dB
SFRVICFS

Client 2 E0{| M 2| AccessPoint 2F ¢1Z Of| A

DEVICE INFO
ASSOCIATED STATIONS
NETWORK
WIRELESS WIFI 1: NUMBER OF ASSOCIATIONS: 1
ASS0C STATIONS
TG GRAPH  NAME/ $SID MODE MAC CHANNEL  SIGNALLEVEL  NOISELEVEL SIGNAL/NOISE
MESH SURVEY . U d
CHANNEL STATUS essidA Infrastructure 92:A4:DEAAGFAF 144 e 0dBm J0dB
SFRVICFS

AccessPoint 2 E 0| A{2Q| Client 2t HZ O A|

DEVICE INFO

ASSOCIATED STATIONS
NETWORK

WIRELESS

WIF1 1: NUMBER OF ASSOCIATIONS: 0

ASS0C STATIONS

SITE SURVEY GRAPH  NAME / $SID MODE MAC CHANNEL SIGNAL LEVEL NOISE LEVEL  SIGNALI/NOISE
MESH SURVEY
CHANNEL STATUS Na information available

AEALX| s I =tH
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E Oz Of0|E i & SESI0 Mz Z =0 Chigt E4 A= E BAIY = USLICE
Lot E4 AT = Client REO|MTE AFE S = JUESLICE AccessPoint ZEZ2 H™H &[0
Uo ™ EA D= O0| 20| H|g-d3} i & L|LCt

STATISTIC GRAPH : WIFI 1 - ESSIDA (LAN)

| Thour v | Display timespan » |

Acksys: WiFi 1 - essida (lan) - Signal Level

1
)
(=]
A3IAILI0 T30l /M T00lddy

:
¢
:

181 40 12:50 19: 00 13910 19:20

M Signal Strength Awg: -62.4 Last: -7&8.5
Graph Last Updated: 02/22/2016 19:28: 49

of 2gj=& Saff #4 AHL 0|22 Lz M7| gts HAIZt2 2 =g =

Signal Level graph: &4 CQIE{HO[A0 CHor Az HES HAZI2E dBm 2=

HAIZLICE

o mA| 7|2t

o

10, 1AZL 1 15, 1718 Belz2 288 = ASLIL

IR
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VI.3.6.2 Channel Status

Mg Ztset M2 R Fob7F #AELL

DEVICE INFO

CHANNEL STATUS
NETWORK

WIRELESS WIEI

’;STSED:LI;L';'D" s CHANNEL FREQUENCY STATUS DFS STATE DFS CAC TIME
R —— 1 2412 MHz enabled NA N.A
CHANNEL STATUS 2 2417 MHz enabled N.A N.A
SEIEES 3 2422 MHz enabled N.A N.A
TE 4 2427 MHz enabled N.A N.A
5 2432 MHz enabled N.A N.A
] 2437 MHz enabled N.A N.A
T 2442 MHz enabled N.A N.A
8 2447 MHz enabled N.A N.A
9 2452 MHz enabled N.A N.A
10 2457 MHz enabled N.A N.A
1 2462 MHz enabled N.A N.A
12 2467 MHz disabled N.A N.A
13 2472 MHz disabled N.A N.A
14 2484 MHz disabled N.A N.A
36 5180 MHz enabled N.A N.A
40 5200 MHz enabled N.A N.A
44 5220 MHz enabled N.A N.A
48 5240 MHz enabled N.A N.A
52 5260 MHz radar detection usable (for 0d 00:01:24) G000D ms
56 5280 MHz radar detection usable (for 0d 00:01:24) G000D ms
60 5300 MHz radar detection usable (for 0d 00:01:24) G000D ms
64 5320 MHz radar detection usable (for 0d 00:01:24) G000D ms
100 5500 MHz radar detection usable (for 0d 00:01:24) G000D ms
104 5520 MHz radar detection usable (for 0d 00:01:24) G000D ms
108 5540 MHz radar detection usable (for 0d 00:01:24) G000D ms
112 5560 MHz radar detection usable (for 0d 00:01:24) G000D ms
116 5580 MHz radar detection usable (for 0d 00:01:24) G000D ms
120 5600 MHz radar detection usable (for 0d 00:01:24) G000D ms
124 5620 MHz radar detection usable (for 0d 00:01:24) G000D ms
128 5640 MHz radar detection usable (for 0d 00:01:24) G000D ms
132 5660 MHz radar detection unavailable (for 0d 00:01:16) G000D ms
136 5680 MHz radar detection usable (for 0d 00:01:24) G000D ms
140 5700 MHz radar detection usable (for 0d 00:01:24) G000D ms
149 5745 MHz enabled N.A N.A
153 5765 MHz enabled N.A N.A
157 5785 MHz enabled N.A N.A
161 5805 MHz enabled N.A N.A
165 5825 MHz enabled N.A N.A

Status: 47 2A T8 RO Chek AY'D F o £

> Enabled: siS AE2 FM X FH0 Qs ArHES = J}SLICE
> Disabled: SiE X222 F4 A G0 Q5 ALY &= gl& LT
> Radar detection: ST ME2 X X 92| LEZMN 0|5 MEfE

DU gL,
DFS state: X 22| &% Fhfs M SHE)
> Usable: A2 2 AtEE &= UX|EH X E 718 HHCAQS AHE HO| =&ls|iof
erLC}.
> Unavailable: X{ 20{A] &O|C7} Z XU A Ho| Hl B3 7|2t
(NOP)Oll= AtET &= Q& LILCt
> Available: X 20| CAC £ &QIiol ST ME2 ArHESY = JYSLICH
DFS CAC time:
MEE ALE 7tso 2 Z2tFsH7| Mof| go|EHe| &M E 2Qlst= 7| Y L Ct.

|
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VI.3.6.3 MESH Survey

e 22 Sl A AL 7ttt 2& 802.11s M4 ZRIEQ JEHE =l &
OIA|_||:|.

DEVICE INFO

MESH SURVEY

NETWORK

WIRELESS

AS50C STATIONS

SITE SURVEY DST ADDRESS NEXT HOP METRIC D-:-f:g:.f-? DISCOVERY RETRIES STATUS
MESH SURVEY
Active
SERVICES o
92:a4:de:aa:3f:b2 92:a4:de:aa:3f:b2 1366 100 0 DSN Valid
Resolved
DST Address:

x| E & MAC &

Next Hop:

“DST Address” 0 =&35}7] @[St CrZ Mesh .= =2 MAC T4

Metric:

S el B2 & cost 8 HAIRZLLE (40| X225 RElE)

Discovery Timeout:

SHE ol B2 Z=ut AM AZtE HEA[LICE (EH] : ms)

Discovery retries:

N AM sI=F HA|ZL|C

Status:

S| MESH Z22| &EiE HEA|ITLICE,
- Active: i D] G2E =/ &
- Resolving: Sl{E Ol A2 ZAM =
- Resolved : ZA0O| MEXoz =g &

- DSNValid: M| 20| SF3 Al

—

4
30
ojo

i

A ¢

fot

7} LSt

]

VI1.3.6.4 Service status

STATUS

DEVICE INFO
SERVICES STATUS
NETWORK
2§iﬁi ESL-I—‘:-‘FF[S'TJSS SERVICE SSID MAC STATUS CHANNEL FREQUENCY CHANNEL WIDTH HT MODE
MESH SURVEY Access Point RadioTest 00:09:90:01:59:72 ENABLED 36 5180 MHz 20 MHz (no HT) NO HT
SERVICES STATUS
SITE SURVEY
SRCC STATUS Lol
SERVICES SERVICE SSID MAC STATUS CHANNEL FREQUENCY CHANNEL WIDTH HT MODE
LOGS Access Point Acksys 00:09:90:01:59:13 ENABLED 44 5220 MHz 40 MHz HT40+

Service status BO|Al= SX| M QAT O| A0 CHot HEE HEA|SHL|C E3F DFS A{ 20|
EfE

SYE0 AS R S SEE EAIRLICE
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VI.3.6.5 Site Survey
M 7Iss S F4 20| fIX[e Hel el fIK|e 2= AP & &7 & = AL
AM Ant= 24 250| 28E ZEo mat CtEA #AlE = ASLICH

- Client 2E9| Roaming 7|62 At23st1 UAZ Z2 Roaming BOA MEHSH XH& ot
A7 =L,

- AccessPonit ZEZ A0 UAS B 27 7F AAX A0 A= Client 2f S410]
S A & L CF

- 802.11s Oij¢| RE= HEEY UAS B A7 EtYO| BV M0 m[oj7t HLH=
HAZX| %S 7t5d0] J}ELICE

A H

. T o SE O — o S A A
Dual Radio 7F EM & MEZ2l 4% 2 & FM BE2 MEiE = QJFL|CL Scan Radio
ES =2 A k=2 RS Sl RfAHO & H X A E| A
HMES Zalsto] AMS ARBLICH ST YL A mEt B £ HE L09 %
Ol A
SETUP TOOLS STATUS
DEVICE INFO
SITE SURVEY
NETWORK
WIRELESS Wireless Environment Survey
ASS0C STATIONS Radio under test |WiFi 2 v | Scan Radio
CHANNEL STATUS . I}
MESH SURVEY » When the radio card is in client mode, and a list of channels is selected, the survey includes these channels only.
SERVICES STATUS + When the radio card is in access point mode, the scan will disconnect associated clients. On DFS channels, CAC will be re-performed
SITE SURVEY if required.
SRCC STATUS » When the radio card is in §02. 715 mesh mode, peers seldom appear because their beacon interval is large per the protocol definition.
SERVICES
LOGS
—
SITE SURVEY 7} & &|&= S52H0= 278

AccessPoint REEZ MNE Z
oMo| HZHS £ Q)

Fo|, MUE BHS S AMA EOIE XIS YojE + U082 £ Hof A%l
AOIE ZA AO[O] S| CHE 27} LIEFLES 2 B4 O 20| OfLict
A BT T20ls ZRIE UNA ZOIEQ| HO|C] BY|7 BAIED SYE HAY| =0|x
47 ool UBLICH 2 2 BUBH0| 24GHz THY £ 5GHz (HAYS EAE 4
AAI:I L'|E|-
Of2H OOl A X2 7 T4 FRIO| HAPY| =0 =7} USS & 4 UFLITE 0] 0= O

=0 HMA =ZIETZ 7| Ii=0f Wi-Fi 7} OF g L&t
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24 GHz || 5 GHz |

Access Point Scan Result

Signal Strength (dBmd

UNIT-1

UNII-2

UNII-Ze

UNII-3

I5M

no WiFi

- oo (=]

L=

—

WiFi Channels
YREP_master

Spectral Scan Result

— [t}
— —

13
14

Jptinfrazz-z2

Signal Strength (dBmX

UNII-1

UNII-2

UNII-Ze

UNII-3

I5M

no WiFi

- oo (=]

L=3
—
WiFi Channels

max

average

11
1z
13

14

Otz ®ef 0| FX|

SF A

ol
= T

A

= 2= AccessPonit & A&

SF A

7 T

WVIFI 1 : SCAN RESULTS DETAILS

24 GHz -5 GHz |
NAME < CHANMEL:: BANDWIDTH: ROLE BSSID ENCRYPTION SIGHAL <
MDY 4 20 MHz Access Point 00:1C:FO:08:CF10 WPAZ PSK - Jdoin
-34 dBm
VRRP_master 48 20 MHz Access Poaint 04:F0:21:2C:6CE3 MNone - Jain
-62 dBm
jptinfra22-2 il 20 MHz Access Point 04:F0:21:19:EB:95 WPAZ PSK il Join
-75 dBm
RADIOTEST 43 20 MHz Access Point 00:09:90:00:C9:DA Maone - Join
-74 dBm
RADIOTEST 48 20 MHz Access Point 00:09:90:01:5417 MNone - Join
-80 dBm
[ o A = T o A S o
SITE SURVEY = 7t ®2 £Eo| H|E =S HELLCH et EX SIGNAL 42
- — — [ —_— ke
siE BEO| EAIZ|O] U= SIGNAL gtECH o Yz etL|Ct,
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WIF1 1 : SCAN RESULTS DETAILS

2.4 GHz -5 GHz |
NAME = CHANMEL:=: BANDWIDTH: ROLE BSSID ENCRYPTION SIGNAL ©
RADIOTEST 48 20 MHz Access Point  00:09:90:00:C9:DA None ﬂ il
-34 dBm
RADIOTEST 43 20 MHz Access Point 00:09:90:01:5417 Mone 62.:Elm Jain

SSID 7t 2714 s 8% e 22 2E

=
—
2|5t 42 oI AccessPoint 2F HZE 5= ASLILCH

mju

WIFI 1 : SCAN RESULTS DETAILS

24GHz—5GHz|

ME = CHANNEL: BANDWIDTH: BSSID ENCRYPTION SISIMLG

Jaoin with simplified configuration, if you want complete setup, please refer setup page

Wireless interface

| WiFi 1 - RADIOTEST [~]
SSID |RADIOTEST
Encryption |None
@ Save & fpply |
RADIOTEST 43 20 MHz Access Point 00:09:90:01:5A17 Mone -SZI:EIm Join

Wireless interface & AMEStH 7|& dd2 HWESHAL B4 EE0 M=z 282
b K| MEfgh &= QIEL|CH o|0] Client 2 27 |0 U2 ZR0= ol SHE AHEY
- I:IAI:I I—l EI' (‘:q'q Oﬂ}\‘] % ]}\]_9] Client gﬁa]"% 7]'%:']. '{l: %}]\%)
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VI.3.6.6 SRCC Status
sie M O|X|E &dll SRCC QIHHO|AL| MEHE
CE2 SRCC =7(2te] 0| THAIE €3B5t= R 7HXA| of &L Ct.

Coach topology discovery

SRCC STATUS

STATE: COACH TOPOLOGY DISCOVERY

SRCC DISCOVER RESULT

COACH SWITCH NODE LIST
MAC ADDRESS SRCC TYPE

Wi-Fi neighbor discovery

SRCC STATUS

STATE: WIFI NEIGHBOR DISCOVERY

SRCC DISCOVER RESULT

COACH SWITCH NODE LIST
MAC ADDRESS SRCC TYPE

WIFI NEIGHBOR LIST
MAC ADDRESS SIGNAL

Configuration complete

SRCC STATUS
STATE: LINK CONFIGURED
COACH CONFIGURATION
POSITION IN COACH MAC ADDRESS SRCC TYPE
Local switch node 00:09:90:00:5a:f7 a
LINK CONFIGURATION
MAC ADDRESS ROLE
00:08:90:00:5a:do AP
00:08:90:00:5a:f7 CLIENT
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VI.3.7 Cellular

SHCF 1 = EJ O M E=XF o HE $lO|st A Ol
si= H[O|X[E &5l Cellular &4 %0 CHet §EE 2ole = JUSLICE
SETUP TOOLS STATUS
DEVICE INFO
CELLULAR STATUS
NETWORK
WIRELESS Warning: scanning will break established connections which use that radio.
ELLULAR | — Cellular interfaces
SERVICES
SR INFRASTRUCTURE
LOGS
RADIO LLED ATTACHED ORERATOR feasESIaloN ACCESS TECHNOLOGY BAND RSSI BER SCAN
IMEI MCC/MNC LACICID CHANNELS
MODEL
Fassword accepted LTE
208150113902483 Free Free gsm
Cellular ¢ o 056108 home onars | 7806/ 104064082 == ;;Ec?rﬂgfs 73 0
EC25 rev AB.3 EMEA \ :

CELLULAR: SCAN RESULTS DETAILS

OPERATOR NICKNAME CURRENT? - ALLOWED? - MCC/MNC RAMSMISSION MODE
| Free Fres rue true 20815 | LTE
/lﬂ Eree false frue 20815 uTms
Avimilalnls C dawnotade Qrange F Qrange false true 20801 UTMS
R R clace Orangs F Orange true 20801 GSM
F SFR false 20810 LTE
F SEJ SFR false false 20810 utms
Available for roaming ‘Bouygues Telecom BYTEL false false 20820 LTE
F-Bouygues Telecom BYTEL falze false 20820 GSM
F-Bouygues Telecom BYTEL false false 20820 UTMS
QOrange F QOrange falze frue 20801 LTE
F SFR SFR false false 20810 GSM
Cellular interfaces
Radio HE®A 2AHEO|A O] &
SIM state PIN .= AFEf
IMSI SIM77777 O] 12 Al x}
IMEI Radio Client 2] 1.5 A& X}
Model &M 7tE 2E HE™, X|H
Attached "home"2 SIM U|O|E|E ZtZ AESIA, "Roaming'2 S{&E U3
Attt
Operator &%X} 0|5, MCC/MNC
LAC/CID 7|X|= ?{X| X ID (SLIAHE)
Access technology — GSM or CDMA
RSS! Mz 22 5F
BER HE 2F=& 573, 10000 bit & 04 2F == (see 3GPP TS 45.008)
Scan LS Sl FHO| ALE 7tst QIH T O|AE BR[| gL CE
Scan results details
Current? 2Xj 40| HAEO U= 2EA A EE
Allowed? F40| 2E £ = 2IAt
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SIM PIN not configured or invalid

CELLULAR STATUS

Warning: scanning will break established connections which use that radio.

— Cellular interfaces

INFRASTRUCTURE
RADIO MODEM INFORMATION S ATTACHED ORERAIOR (A2 IEALL ACCESS TECHNOLOGY BAND R85l BER SCAN
MCC/MNC LAC/CID CHANNELS

SiM PIN not configured or invalid

IMEI: 866758042866758
model: EC25 rev AB.3 EMEA
band:
Cellular = 1erpp: B1/B3BSETEEE20 L
LTETDD: B33/840/B41
WCDMA: B1/BS/BS
GSM: B3/B8

|AIX|Z7F HAE B2 PIN ZE7F YHE|X| LUAL HREU

= LS AN = A

ot
== 0=
n oo
> =

0
0

o
H =
oM S A EE 38 O|dd & B2 SIM 7LE7F 2 = ASL L
Unlocking the SIM card with the PUK code
LTE QIHEHO|ATYI PUK ZEE R8T 4

A2 (0]: SIM O] &2 Z2) pUK ZES Qs
ol2 X0| EA|EL|C} PUK ZES HASH I pIN 222 X|H&|0F ste 2 siM 7}

—
—
20| MHE pIN ZEES Q3| 0OF S| L}

4

CELLULAR STATUS

Warning: scanning will break established connections which use that radio.

r—Cellular interfaces

INFRASTRUCTURE
RADIO MODEM INFORMATIONS ATTACHED OREHAIoR [EGIE SILIOL] ACCESS TECHNOLOGY BAND RSSI BER SCAN
MCC/MNC LACI/CID CHANNELS

Waiting for SIM PUK
puk code ;| O eeeees 'cD &,

IMEI: 866758042866758
model: EC25 rev AG.3 EMEA
Cellular pand:
LTEFDD: B1/B3/B5/BT/BS/B20
LTETDD: B38/B40/B41
WCDMA: B1/B5/B8
GSM: B3/B8

NIA
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VI1.3.8 Security

offd IHES SaH 22

o wl e
O A7 222 30|E A 9

o=

STATUS

DEVICE INFO

ROGUEAP

NETWORK

WIRELESS

SECURITY

DATE EVENT CHANNEL MAC

SERVICES

Sat Sep 117:16:44 UTC 2018 Passible Rogue Access Point! [Type] Evil Twin, unauthorized bssid. 1 aabbce:dd:eeff
e Sat Sep 117:17:44 UTC 2018 Possible Rogue Access Point! [Type] Evil Twin, different encryption 8 aabbccidd:eerft
Sat Sep 117:18:44 UTC 2018 Possible Rogue Access Point! [Type] Multichannel AP. 1 aabbccidd:eerfi

o Wi-Fi 2E{H|O|A wlan xx Ol A RogueAP detector service 7t 2} &
e Evil Twin, different encryption.
T4 2o AF0| o afat CHE.
e Multichannel AP.
SSID 7t slfd IAEAOf s 28 & MEnt CHE MENM R E
e Evil Twin, unauthorized BSSID.
BSSID 7t 5| & &l BSSID 2|AE0 HEE|0 AKX &5
e Strange RSSI.
RSSI 20| di'd SSID Off Ehi3ll Of & =l= RSSI 2| M?IE HOlH
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VI.3.9.1 DHCP Lease

DHCP Lease 2| &E{7t 29[ ASLICE.

DEVICE INFO

NETWORK

WIRELESS

SERVICES

DHCP LEASE

VI.3.9.2 PORT
O] =HOME,
ME A 2X g2 e ZES BAIZLICL

SETUP TOOLS STATUS

DHCP LEASES

HOSTNAME IPV4-ADDRESS MAC-ADDRESS LEASETIME REMAINING

There are no active leases.

=N Z2I0|YMEQ CfsH TCP ZE QIAHAEZ LS| Q||
%) A

SETUP
DEVICE INFO
PORTS
NETWORK
SECURITY
WIRELES S
USER
CELLULAR
root
SERVICES root
DHCP LEASE e
VRRP T
PORTS
SERVICES root
LOGS root
root
dnsmasg
dnsmasq

TCP /IPV4 SYSTEM SOCKET INFORMATION

COMMAND PID FD NAME

dropbear 7847 4u *22 (LISTEN)
uhttpd 8010 4u =80 (LISTEN)
uhtipd 8010 9u 192.168.47.253:80->192.168.47.2:60490 (ESTABLISHED)
uhttpd 8010 My 192 16847 253:80->192 168 47 2:60492 (ESTABLISHED)
uhtipd 8010 12u 192.168.47.253:80->192.168.47.2:60493 (ESTABLISHED)
uhttpd 8010 14y 192 16847 253:80->192 168 47 2:60494 (ESTABLISHED)
uhttpd 8010 15U 192.168.47.253:80->192.168.47.2:60495 (ESTABLISHED)

dnsmasg 9054 Tu 192,168 47.253:53 (LISTEN)

dnsmasg 9954 9u 127.0.0.1:53 (LISTEN)

UDP [ IPV4 SYSTEM SOCKET INFORMATION

USER COMMAND PID FD NAME
root snmpd 8808 Bu *161
dnsmasqg dnsmasg 9954 4u =67
dnsmasq dnsmasqg 9954 Bu 192.168.47.253:53
dnsmasqg dnsmasg 9954 8u 127.0.0.1:53

USER
root
root

dnsmasqg
dnsmasg
dnsmasq
dnsmasqg

TCP/IPVG SYSTEM SOCKET INFORMATION

COMMAND PID FD NAME
dropbear 7847 3u *:22 (LISTEN)
uhttpd 8010 3u *:80 (LISTEN)
dnsmasq 9954 11u [fe80::209:90f7.fe01:cfc9]:53 (LISTEN)
dnsmasq 9954 13u [1]:53 (LISTEN)
dnsmasq 9954 23u [fe80::209:90f7.fe01:cfc8]:53 (LISTEN)
dnsmasg Q954 25u [fe80::9:90f fed1:cfc8]:53 (LISTEN)

USER
root
dnsmasg
dnsmasq
dnsmasg
dnsmasq

UDP / IPV6 SYSTEM SOCKET INFORMATION

COMMAND PID FD NAME
odhcpd 7633 16u *547
dnsmasqg 9954 10u [feB80::209:90f-fe01:cfc9]:53
dnsmasq 9954 12u [=1]:563
dnsmasqg 9954 22u [feB80::209:90f-fe01:cfc8]:53
dnsmasq 9954 24u [fe80::9:90ff:-fe01:cic8]:53

ACTIVE RAW SOCKETS

COMMAND PID TYPE USER DEVICE SIZEOFF FD NAME NODE
mstpd 7394 pack roof 5795 0 5u type=SOCK_RAW 802
odhcpd 7633 raw6 root undefined 0 10u 000:00000000000000000000000000000:003A-=00000000000000000000:000000000000-0000 st=07 5895
odhcpd 7633 raw6é root undefined 0 12u 0000000000:0000000000000000000000:003A->00000000000000000000000000000000:0000 sit=07 5898
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DEVICE INFO

HETWORK

SECURITY

WIRELESS

CELLULAR

SERVICES

DHCP LEASE
VRRP.
PORTS.
SERVICES

LOBS

SETUP

OLS

PORTS

STATUS
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TCP/ IPV4 SYSTEM SOCKET INFORMATION

USER
root
root
root
root
root
root
root

dnsmasq

dnsmasq

COMMAND PID
uhtipd 2945
uhttpd 2945
uhttpd 2945
uhttpd 2945
uhtipd 2845
uhttpd 2945
uhttpd 2945

dnsmasq 5841
dnsmasq 5841

NAME
80 (LISTEN)
182.168.1.181:80-»192.168.1.17:2238 (ESTABLISHED)
192.168.1.181:80->192.168.1.17:2240 (ESTABLISHED)
192.168.1.181:80->192.168.1.17:2241 (ESTABLISHED)
192.168.1.181:80->192.168.1.17:2242 (ESTABLISHED)
192.168.1.181:80->192.168.1.17:2243 (ESTABLISHED)
192.168.1.181:80->192.168.1.17:2244 (ESTABLISHED)
192.188.1.181:53 (LISTEN)
127.0.0.1:53 (LISTEN)

UDP { IPV4 SYSTEM SOCKET INFORMATION

USER
root
dnsmasg
dnsmasq

COMMAND
snmpd
dnsmasq
dnsmasq

PID
5479
5841
5841

FD HAME

Bu =181

4u 192.168.1.181:53
6u 127.0.0.1:53

TCP/IPV6 SYSTEM SOCKET INFORMATION

USER
root
dnsmasq
dnsmasq
dnsmasq
dnsmasq

COMMAND
uhttpd
dnsmasq
dnsmasq
dnsmasq
dnsmasq

PID FD
2945 4u
5841 Su
5841 18u
5841 21u
5841 23u

HAME
60 (LISTEN)

[1E53 (LISTEN)
[feB0::208:901F:fe01:1dce]:53 (LISTEN)
[fd94:3314:1129::11:53 (LISTEN)
[fe80::209:901F:1e01:1dce]:53 (LISTEN)

USER
root
dnsmasq
dnsmasq
dnsmasq
dnsmasq

COMMAND
odhcpd
dnsmasq
dnsmasq
dnsmasq
dnsmasq

UDP / IPVG SYSTEM SOCKET INFORMATION

NAME
*547
(1153
[feB0::209:80fT:fel:1dee]:53
[#494:3310:7129::1]:53
[1e80::209:901F:feH 1dee]:53

ACTIVE RAW SOCKETS

COMMAND PID TYPE USER DEVICE SIZE OFF FD NAME NODE
odhepd 2730 raw6 root undefined oto 10u 0000 st=07 3154
odhepd 2730 rawé root undefined oto 12u 0000 st=07 3158
mstpd 5047 pack root 19956 oto Su type=SOCK_RAW 8022
VI.3.9.3 SERVICES
I =| L AlSH = = O o o = St A [
Ol jdoj= IT Elo] &l FO MHAE &1 2Ot 80| X2l 42 IXE = U=

ME|A 20| BA|

& LIC.

SETUP TOO STATUS
DEVICE INFO
SERVICES
NETWORK
SECURITY RUNNING SERVICE
WIRELESS
SERVICE
CELLULAR
log
SERVICES udapd
DHCP LEASE acksys_eveni_handler
VRRP
PORTS g
SERVICES dropbear
oes cron
uhtipd
ubus
snmpd
sysntpd
network
rped

DESCRIPTION
Logging
Products Discovery
Event Handler
Inter-process communication
Secure Shell
Chrono table
Web Server
Inter-process communication
Simple Network Management Protocol
Network Time Protocol
Networking
Remote procedure call

PID
8784
10974
7540
7633
7847
7764
8010
2399
8808
11886
7443
6852
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VI.3.9.4 VRRP
M=o 28€ VRRP SEf & D52 X JEf7F EA[EL|C

SETUP TOOLS STATUS

DEVICE INFO

VRRP
NETWORK
clElESs ACTIVE INSTANCES AND GROUPS
SERVICES
GROUP NAME GROUP STATE VRRP INSTANCE VRRP STATE
DHCP LEASE 101 Batran
VRRP routeA backup
oo 201 backup
102 master
routeB master
202 master

GA) & BEE Edll ME2 & 702 AHO|EQO0|7I A™E|0 e AS =olg = J&L
N B/ = “routeA” 2 BEAIELH 7Y QIHEO[A 101 1 201 2

T COIHHO|ANAM 25 AZH E[RA7| IHE0]| HAY b= AMEf L|CH,
7t HIO|ERIO] “routeB” 7t ®A| Zt&F QIE{HO|A 102 2F 202 AO|OA] E{ZIS 2t E

ot A LICE.
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VI.3.

10

Logs

e #S Sl ME2l Log E

Config log =

kernel log 0=
HAIX= EHE EX|

system log —

The diE 29| HA|X|= SETUP/TOOLS/LOG MM I O|X|0jA M=

A|ehE LT

Client ZEOM= 2Y Z2 M AL BHEHE HA|X|E system log Off MEIXE
USLICE SsiY HAIX|O EA|Z|= BSSID (MAC address) & s 7|=2

#E &1

280 X7t &

Linux kernel 21 OA
ASL|Ct
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X2t HEA|EL|CE ESE kernel O|M EH B E

kernel log 2F o1Xf A SO MH|A0| 21 HA|IXE 25 H#AIGLICH

SHM| 2

[B1:B2:B3:B4:B5:B6]

*B1:B2:B3:B4:B5:B6*

/B1:B2:B3:B4:B5:B6/

tB1:B2:B3:B4:B5:B6t

mB1:B2:B3:B4:B5:B6m

MB1:B2:B3:B4:B5:B6M

317 AP ©/ BSSID

M =22

CHS 280 Lfgy AEfSH AP S/ BSSID

‘matching SSID’ &

E0) ofaf 4HE AP

‘no return’ E|AE0) 9/3) AtAEl AP

‘minimumsignal level’ 2 22 5 AP

‘maximumsignallevel’ /A EE &

& B & AP

i CHE MEio] oX|7t Ble 82, 'H7ISA AP & AS A8 =+ AU

SYSTEM LOG
Save logs to file |

Fri Nov 10 14:23:06 2017 daemon.notice wpa_supplicant[14834]: param low_ack = 50
Fri Nov 10 14:23:06 2017 daemon.notice wpa_ supplicant[14834]: wlan0O: acksys_roaming: oldstate DISCONNECTED -
Fri Nov 10 14:23:06 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan dualscan_init: reinited(scanon
Fri Nov 10 14:23:06 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan_acksys_init: scansassociate
Fri Nov 10 14:23:06 2017 daemon.notice wpa_ supplicant[14834]: wlan0O: acksys_roaming: oldstate SCANONLY -> ne
Fri Nov 10 14:23:06 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan_acksys_init: Init scan interva
Fri Nov 10 14:23:06 2017 daemon.notice netifd: radio0 (14087): adding wlan0 to wpa_supplicant: OK
Fri Nov 10 14:23:07 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan acksys: scan result notificati
Fri Nov 10 14:23:07 2017 daemon.notice wpa_supplicant[14834]: FG /04:£0:21:1b:5c:ed/ -71 -95 128 |
Fri Nov 10 14:23:07 2017 daemon.notice netifd: #######bridge_hotplug _add called
Fri Nov 10 14:23:07 2017 daemon.notice netifd: ##### bridge_create_member: create member wlan0
Fri Nov 10 14:23:07 2017 kern.warn kernel: [ 3042.616000] br_add if: Add if wlan0 c4:93:00:07:78:7e
Fri Nov 10 14:23:07 2017 kern.info kernel: [ 3042.620000] device wlan0 entered promiscuous mode
Fri Nov 10 14:23:07 2017 daemon.notice netifd: radiol (14088): uci: Invalid argument
Fri Nov 10 14:23:07 2017 daemon.notice netifd: Network device 'wlanl' link is up
Fri Nov 10 14:23:07 2017 daemon.notice netifd: #######bridge_ hotplug_add called
Fri Nov 10 14:23:07 2017 daemon.notice netifd: ##### bridge_create member: create member wlanl
Fri Nov 10 14:23:08 2017 daemon.info Acksys discover: Daemon start
Fri Nov 10 14:23:08 2017 kern.info kernel: [ 3044.188000] br-lan: port 2(wlanl) entered forwarding state
Fri Nov 10 14:23:17 2017 daemon.notice wpa_supplicant[14834]: wlanO: autoscan acksys: scan result notificati
Fri Nov 10 14:23:17 2017 daemon.notice wpa_ supplicant[14834]: FG /04:f0:21:1b:5c:ed/ -73 -95 128 |
< | 1 »
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KERNEL LOG

[ Save logs to file ]

.000000] Linux version 3.18.9 (cv@devRD) (gcc version 4.8.3 (OpenWrt/Linaro GCC 4.8-2014.04 r43290) )
.000000] bootconsole [early0] enabled

.000000] CPUO revision is: 00019750 (MIPS 74Kc)

.000000] soC: Qualcomm Atheros QCAS9558 ver 1 rev 0

.000000] Determined physical RAM map:

.000000] memory: 08000000 @ 00000000 (usable)

.000000] User-defined physical RAM map:

.000000] memory: 08000000 @ 00000000 (usable)

.000000] Initrd not found or empty - disabling initrd

.000000] Zone ranges:

.000000] Normal [mem 0x00000000-0x07f££f£fff]

.000000] Movable zone start for each node

.000000] Early memory node ranges

.000000] node 0: [mem 0x00000000-0x07ff£ffff]

.000000] Initmem setup node O [mem 0x00000000-0x07ffffff]

.000000] On node 0 totalpages: 32768

.000000] free_area_init_node: node 0, pgdat 803%e250, node mem map 81000000
.000000] Normal zone: 256 pages used for memmap

.000000] Normal zone: 0 pages reserved

.000000] Normal zone: 32768 pages, LIFO batch:7

.000000] Primary instruction cache 64kB, VIPT, 4-way, linesize 32 bytes.
.000000] Primary data cache 32kB, 4-way, VIPT, cache aliases, linesize 32 bytes
.000000] pcpu-alloc: s0 r0 d32768 u32768 alloc=1*32768

.000000] pcpu-alloc: [0] O

.000000] Built 1 zonelists in Zone order, mobility grouping on. Total pages: 32512
.000000] Kernel command line: board=42 console=ttyS0,115200 mtdparts=ar934x-nfc:3M(uboot),2M(uboot-en
.000000] ack_ethaddr_ setup: ethaddr 00:09:90:00:8b:5£,c4:93:00:07:78:80
.000000] eth0 => mac 00:09:90:00:8b:5f

.000000] ethl => mac c4:93:00:07:78:80

.000000] eth2 => mac 00:00:00:00:00:00

.000000] eth3 => mac 00:00:00:00:00:00

.000000] eth4 => mac 00:00:00:00:00:00

.000000] PID hash table entries: 512 (order: -1, 2048 bytes)

.000000] Dentry cache hash table entries: 16384 (order: 4, 65536 bytes)

.000000] Inode-cache hash table entries: 8192 (order: 3, 32768 bytes)

.000000] Writing ErrCtl register=00000000

.000000] Readback ErrCtl register=00000000

.000000] Memory: 125748K/131072K available (2870K kernel code, 127K rwdata, 412K rodata, 164K init, 18
.000000] SLUB: HWalign=32, Order=0-3, MinObjects=0, CPUs=1, Nodes=1

.000000] NR_IRQS:51

.000000] Clocks: CPU:720.000MHz, DDR:600.000MHz, AHB:200.000MHz, Ref:40.000MHz
.000000] Calibrating delay loop... 359.42 BogoMIPS (1lpj=718848)

.028000] pid max: default: 32768 minimum: 301

.028000] Mount-cache hash table entries: 1024 (order: 0, 4096 bytes)

.028000] Mountpoint-cache hash table entries: 1024 (order: 0, 4096 bytes)
.028000] NET: Registered protocol family 16

.028000] MIPS: machine is Acksys EmbedRir1000

.032000] registering PCI controller with io_map base unset

.032000] ar724x-pci ar724x-pci.l: PCIe link is down

.032000] registering PCI controller with io_map base unset

.032000] ath79_device_reset_set: SGMII dbg register is good (07560710)=> skip reset
.136000] ath79_device_reset_clear: SGMII_DEBUG value 0756070f

.240000] usbcore: registered new interface driver usbfs

e R e e e ) e (e e ) ) e (e e (e e e e ) ) e e e e e e e e e e e
OO0 0000000000000 00D00000D0D00D0000D0D0D00D00D000D0D0D0D000D0DO0D0D0O0O0O0O0O0O
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CONFIG LOG

[ Save logs to file ]

s s s s s L E L LS DEVICE LIST s s s s s L E L LS
Device label Device name Interface name

LAN 1 ethd ethd

LRN 2 ethl ethl

WiFi 1 phy0 radiod

WiFi 2 phyl radiol

BEEEERE R EEE SRR EEE AR RS WIFI LIST BEEEERE R EEE SRR EEE AR RS
Interface label Interface name Network_included in

WiFi 1.RADICTEST radicOwd bondl

WiFi 2.RADICTEST radiclwd bondl

s s s s s L E L LS Check VLAN LIST s s s s s L E L LS
Nothing to report

s s s s s L E L LS VLAN LIST s s s s s L E L LS
vlan description vlan name Interface attached to wid Network included in interface name

FERREELEFRRSS4H RS S 4SS 4444844444 Check GRE/NETWORE LIST #3334 83388848 5808884880884 08 844488

Hothing to report

B e E s L E L LS GRE LIST B e E s L E L LS
gre_description gre_name gre_network local endpoint_ type tunlink

B T NETWORE LIST B T
network description network name network proto network type network ifname

loopkback loopkback static 1o

lan lan static bEridge ethd ethl

bondl bondl bond AR T S
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VIl WIRELESS TOPOLOGIES EXAMPLES

ol MEwols tEe 4 ESZXZ #4 7ts¢ X7t AU g JU0M= 7HE

[ 1= o
0| AHEE|l= 250 Cish AFeLICE

DE EE2X/0) tfof Of EBRX|O S DjZfHE W7 2ME DL

VII.1 Simple “Wireless cable”

et ZEE AccessPoint 2 Infrastructure Client & f4M2 CHMSIY REMo=Z
AdgrLCf.
Simple Wireless Cable
2.4G’!-izor 5GHz .
— A'.*:" B' =
Remote PC

Role : Access Point Role : Transparent Client

Internal LAN

Configuration summary:

CHS OAl= 20MHz HT 2E, x4 36, =7} = FR U ACKSYS £ ESSID 2 AIE5=
802.11a & At&otLl UELCH

Product A Product B
Device Configuration Device Configuration
Parameter Value Parameter Value
Enable device on Enable device on
802.11 mode 802.11a 802.11 mode same as product A
HT mode 20MHz HT mode same as product A
Channel 36 Channel same as product A
Country code FR Country code any
Interface Configuration 1 Interface Configuration 1
Parameter Value Parameter Value
Role Access Point Role Client
ESSID ACKSYS Bridging mode 4 addresses format (WDS)
ESSID same as product A
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VIl.2 Multiple SSID

ST ZEOA EHY AccessPoint =, ZF SSID O CH8H M2 CHE HEQA & Eot HAS

51835t7| fIsl, 02| 7§12 SSID & SAI0| MEE = USLICH
Mulitiple SSID

A Remote PC
Role : Role : Transparent

Access Point Client

PuhIEArea

Internal LAN

Configuration summary:

CIE O|A|= HT EEELCE 40MHz =2 802.11na, XY 36, =7} ZE FR, 7§91 ESSID 2
ACKSYS, 28 ESSID 2 SYSKCA £ A3t & LT},

Product A Product B
Device Configuration Device Configuration
Parameter Value Parameter Value
Enable device on Enable device on
802.11 mode 802.11na 802.11 mode same as product A
HT mode 40 MHz above HT mode same as product A
Channel 36 Channel same as product A
Country code FR Country code any
Interface Configuration 1 (Public) Interface Configuration 1
Parameter Value Parameter Value
Role Access point Role Client
ESSID SYSKCA Bridging mode 4 addresses format (WDS)
Interface Configuration 2 (Private) ESSID same as product A private
Parameter Value ESSID
Role Access point
ESSID ACKSYS
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VII.3 Multiple SSID with VLAN
]

ok 7H2| AccessPoint & &3 MZ CHE 0l2] 7H2| SSID & SA0| 2785t HAY =
UAEL|Ct £t ZE SSID EZfEH2 st LAN QIEHO|AE Z/SH VLAN S
AHE30] LAN O A SSID E2fTS M2 22|83 4= YSLICH
e RPEE LAN 2 MEE= =0 802.1q EHIE F7I5t A LAN =g o
A& EIAE ALESHH HZE SSID 2 HO0|HE MERLCE ESH Bl XM= Wi-Fi
A E S HSEIX| FSLIC
- Mulitiple SSID with VLAN _ N
../ -_N/ SSID : Production - m" \."'
BEE VLAN ID :5 ! " s i
| AN %.= o AN - -..E" - ;‘
AV W\ ':_ * ‘ r‘ '
R oy
_\ A -/ - : ._/ /
Public Area S
VLAN ID 3 rReeEEs WLAM ID 5
‘ X \
___‘/"'_ "x\}_ﬂ__ B /- —
A B 3 =}
\ N s
= i
-
Office netrvork producton network
Ol ™2 XAt ME "A"Q| L FEYL|CE

— WaveOS product
Configuration services
And TCP/IP
IP address,from DHCP No IP address
“office” “production”
bridge bridge
SSID 1 SSID 2 VLAN1 VLAN2
“OFFICE” “PRODUCTION” ID3 ID5

Wi-Fi Ethernet

Radio A LAN1
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Configuration summary:

Product A Virtual interface (VLAN 3)
Device Configuration Parameter Value
Parameter Value VLAN ID 3
Enable device on Interface LAN
802.11 mode 802.11na Virtual interface (VLAN 5)
HT mode 40 MHz above VLAN ID >
Channel 36 Interface LAN
Country code FR Network (office)
Interface Configuration 1 (Office) Protocol DHCP
Parameter Value Bridge interfaces Checked
Role Access point Interfaces LAN.3 and “office” Wi-Fi
adapter
ESSID OFFICE
Network (Production)
Interface Configuration 2 (Production)
Protocol None
Parameter Value
Bridge interface Checked
Role Access point
Interfaces LAN.5 and “production”
ESSID PRODUCTION Wi-Fi adapter
& QIEEO|AE Sl s 28 E WEY = USLT
- ‘“virtual interfaces” |70l A{ O|C{4l LAN 2|0l VLAN QIE{ 0| AE M|t
- “physical interfaces” H|w0A F4 HEZ 2A=T T ZRSH SSID T StLte
“access point” QIE{I{|O| A S ML C}
- “network” MFOIM 7ty HESRR & otLte| HESAE ddet & Ethernet 2
VLAN 1} Wireless Radio 2| SSID & ¢ ZAgtL|LCL.
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VIl.4 Multiple separate SSID

offd ZEOAM F 7o 74 2= 71T NME

UELITH (Of: 38 AMAE 1L srLrszr SCADA € %i'd stLh

Mulitiple separate SSID

‘-u

E E S$SID : Public i: L:Qilq SSID : Private % = 'ﬁ_ﬁ'ﬁg

E Role : Role : Transparent

Access Point

Client
Public Area

Internal LAN

Configuration summary:

et REE F UIKE FEY 5 USLICH (R FtEY L)

For Radio A (Public side):

AESHOl SA7] 7IsE A8
(5]
=

(=13

=

Mode: 802.11na, HT mode: 40MHz above, channel: 36, country code: FR, ESSID: ACKSYS.

For Radio B (Private side):

Mode: 802.11na, HT mode: 40MHz above, channel: 44, country code: FR, ESSID: SYSKCA.
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Product A
Device Configuration 1 (Radio A)

Parameter Value
Enable device on
802.11 mode 802.11na
HT mode 40 MHz above
Channel 36
Country code FR

Interface Configuration 1 (Radio A)
Parameter Value
Role Access point
ESSID Private
Device Configuration 2(Radio B)

Parameter Value
Enable device on
802.11 mode 802.11na
HT mode 40 MHz above
Channel 44
Country code FR

Interface Configuration 2 (Radio B)
Parameter Value
Role Access point

ESSID Public

Product B
Device Configuration
Parameter Value

Enable device on
802.11 mode 802.11na
HT mode 40 MHz above
Channel 44
Country code FR

Interface Configuration 1

Parameter Value
Role Client
Bridging mode 4 addresses format (WDS)
ESSID same as product A private
ESSID
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VIL.5 Infrastructure bridge + Roaming

e ZEE E3)| Client = Infrastructure biridge 2| ®ZS SHASIX| &1 CHS Access
Point 2 Mg 5= JASLICH
Infrastructure Bridge Mode + Roaming
%____“_a ol - o L ] 3
L = : . - Role :
D LA Cﬁent_+ i_"_. :""'._,-. Client + g—— C'ﬁ)ent+
Roaming =3 Roaming Roaming
D D
_“ Zn ) l=_,_-.=;-§u=’ ) .l-lﬂl‘-_"ﬂ » Role -
e Role: % ", oo Role: 1? == Access Poinl
A Access Point B e ®  Access Point o HE
| "
Ethernet Backbone
Configuration summary:
CHS OAIOM =, 2 QAIZLS -60dBm 22 HFsta AW F7| 7|25

&
52 2oty o]l st

075 ArEst AL Lt
Products A, B, C Product D
Device Configuration Device Configuration
Parameter Value Parameter Value

Enable device on Enable device on
802.11 mode 802.11na 802.11 mode same as product A
HT mode 40MHz above HT mode same as product A
Channel 36 Channel same as product A
Country code FR Country code any

Interface Configuration 1

Parameter
Role

ESSID

Value
Access point

ACKSYS

Interface Configuration 1

Parameter
Role

ESSID

Value
Client

same as product A

Roaming

Parameter
Enable proactive roaming
Channel
Current AP minimum level

Delay between 2
successive scan cycle

Value
on
same as product A
-60
5000
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VII.6 Point-to-point redundancy with dual band

&9l Dual Radio & ER/%t 24 B2 M2 OHE ME= 2510 0[5
(=13 (@) !
X

=
AE LT otof| SiLte] F3 0 MoK E HEE =+ el + 83
M7t 42 = ¢ 232 N ELC

2.4GHz/5GHz Redundancy

S
l

Radio A : 2.4GHz
~\ —~

Role :

Critical Subnet A Critical Subnet B

Configuration summary:

CtE OA0M = & 7HX] CHE Fd(FH 7H=d9 otbho| A LI

EICI2 A9 AE2

B E:802.11ng, HT 2 E: 20MHz, M'E: 11, =7} 2 E: FR, ESSID: ACKSYST.

2iC|2 Bo| AL

B E:802.11na, HT 2 =: 20MHz, ®{ 2: 36, =7} . =: FR, ESSID: ACKSYS2.

FO. 0| EEEX|= HERA F=E HdTL|C} STP EE= RSTP & ARSI F Wi-Fi
23 & StLHE B0{0F F= 20| E[X| RigLCt STP 7|52 HRI0] 1.4.0 £

|.
(=T
NEZH, AAE 2= MBI 22 2-d2tE|00F ghL|Ct AbM|TH LHE2 "AIfd Eg|
ZZEZ(STP, RSTP)" MM Z XN L.
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Product A
Device Configuration (Radio A)
Parameter Value
Enable device on
802.11 mode 802.11ng
HT mode 20MHz
Channel 11
Country code FR

Interface Configuration 1(Radio A)
Parameter Value
Role Access point
ESSID ACKSYS1

Device Configuration (Radio B)

Parameter Value
Enable device on
802.11 mode 802.11na
HT mode 20MHz
Channel 36
Country code FR

Interface Configuration 1(Radio B)
Parameter Value
Role Access point

ESSID ACKSYS2

Product B
Device Configuration (Radio A)
Parameter Value

Enable device on

802.11 mode same as product A
HT mode same as product A
Channel same as product A
Country code any

Interface Configuration 1 (Radio A)
Parameter Value
Role Client
Bridging mode 4 addresses format (WDS)
ESSID same as product A

Device Configuration (Radio B)

Parameter Value
Enable device on
802.11 mode same as product A
HT mode same as product A
Channel same as product A
Country code any

Interface Configuration 1 (Radio B)
Parameter Value

Role Client
Bridging mode 4 addresses format (WDS)

ESSID same as product A
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VIl.7 Fixed Mesh

Y 7IsS S L E =SEoAMe MESH HIERR TS g4 = UASLCL

Fixed Mesh
B C
Role:
Role:
Client +
Client + chent

Access Point

Role:
(— Acocess Point
’

Role:
Client +
D Client

Client +
Access Point

Configuration summary:.

Mode (Product A and Radio A for Products B, C, D, E,): 802.11na, HT mode: 20MHz ,
channel: 36, country code: FR, ESSID: ACKSYS.

Mode (Radio B for Products B, C): 802.11na, HT mode: 20MHz, channel: 40, country code:
FR, ESSID: ACKSYS2.

Mode (Radio B for Products D, E): 802.11na, HT mode: 20MHz, channel: 60, country code:
FR, ESSID: ACKSYS3.

FoloiE 7ls2 HEMA RFEE 4dY 715d0| ASLICH WM XMEF2 sTP &
= HeI0l 1.40 2H STP & MS5HH, 2 MZ oA

§S
o
STP & 24 2ts{OF gHL|Ct XpM|ISH LHE-2 VI.1.4.1 Network configuration M4 Z

o

L
r
n
O
_l
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Product A

Device Configuration

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
36
FR

Interface Configuration

Parameter
Role

ESSID

Value
Access point

ACKSYS

Product C

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as product A
Same as product A
Same as product A

any

Interface Configuration (Radio A)

Parameter
Role
Bridging mode
ESSID

Value
Client
4 address format

ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value

on

Same as product B (Radio B)
Same as product B (Radio B)
Same as product B (Radio B)

any

Interface Configuration (Radio B)

Parameter
Role
Bridging mode
ESSID

Value
Client

4 address format

Same as product B (Radio B)
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Product B

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as product A
Same as product A
Same as product A

any

Interface Configuration (Radio A)

Parameter
Role
Bridging mode
ESSID

Value
Client
4 address format

ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
40
FR

Interface Configuration (Radio B )

Parameter
Role

ESSID

Value
Access Point

ACKSYS2
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Product D

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as product A
Same as product A
Same as product A

any

Interface Configuration (Radio A)

Parameter
Role

Bridging mode

ESSID

Value
Client

4 addresses format
(WDS)

ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
60
FR

Interface Configuration (Radio B)

Parameter
Role

ESSID

Value
Access Point

ACKSYS3
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Product E

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as product A
Same as product A
Same as product A

any

Interface Configuration (Radio A)

Parameter
Role
Bridging mode
ESSID

Value
Client
4 addresses format (WDS)
ACKSYS

Device Configuration (Radio B)

Parameter
Enable device

802.11 mode

HT mode

Channel

Country code

Value
on

Same as product D (Radio
B)

Same as product D (Radio
B)

Same as product D (Radio
B)

any

Interface Configuration (Radio B)

Parameter
Role
Bridging mode
ESSID

Value
Client
4 addresses format (WDS)

Same as product D (Radio
B)

DTUSO70 rev K.13



Page 301 /336

VII.8 802.11s Mesh

ST 7|2 IEEE 802.11s EES ALESIH, MESH HE®3 ¥2 dde = JASL|CH
(V.2.1.3 Mesh (802.11s) Mode AIM 1)

Mesh network (802.11s) ("g

)
Nl QJ
\ \ /_/ Role1: -MESH

Role 2 : Access Point__ g

A WIFI \J\
{ NETWORK ¢
\_.\H_P ,&.«J
= TN
B ," MESH |
__-‘Role: MESH \ T~NEFW0RK)
" - L )
WL E ’ Role 1: MESH
‘— ""‘ ‘j Role2 Access Point
| s . o
| chaiaialaly c H E e ]
. = T
@t T .- - . [] <
( D - et T € = []
p ~, Role1:MESH ", e \
[ g ) Role 2 : Access Point 3 ‘.\\ }
) - 2 \__//_,
N ;
b 2
£ T

Configuration summary:

Mode (Products A, B, E, D, G and Radio A for Products C, F, H): 802.11na, HT mode: 20MHz,
channel: 36, country code: FR, MESHID: ACKSYS.

Mode (Radio B for Products C): 802.11na, HT mode: 20MHz, channel: 40, country code: FR,
ESSID: ACKSYS1.

Mode (Radio B for Products F): 802.11na, HT mode: 20MHz, channel: 44, country code: FR,
ESSID: ACKSYS2.

Mode (Radio B for Products H): 802.11na, HT mode: 20MHz, channel: 48, country code: FR,
ESSID: ACKSYS3.
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Product A,B,E,D, G

Device Configuration

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
36
FR

Interface Configuration

Parameter
Role

MESHID

Value
Mesh (802.11s)
ACKSYS

Product F

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value

on
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Same as Product A

Same as Product A

Same as Product A

any

Interface Configuration (Radio A)

Parameter
Role

MESHID

Value
Mesh (802.11s)
ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
44
FR

Product C

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as Product A
Same as Product A
Same as Product A

any

Interface Configuration (Radio A)

Parameter
Role

MESHID

Value
Mesh (802.11s)
ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
40
FR

Interface Configuration (Radio B)

Parameter
Role

ESSID

Value
Access Point

ACKSYS1

Product H

Device Configuration (Radio A)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
Same as Product A
Same as Product A
Same as Product A

any

Interface Configuration (Radio A)

Parameter
Role

MESHID

Value
Mesh (802.11s)
ACKSYS

Device Configuration (Radio B)

Parameter
Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
20MHz
48
FR
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Interface Configuration (Radio B)
Parameter Value
Role

ESSID

Access Point

ACKSYS2

Role

ESSID

Parameter

Interface Configuration (Radio B)
Value
Access Point

ACKSYS3

VII.9 High performance repeater

S 2M BES Sof D45 2TE 752 A8Y + UBLILE

Hi-performance repeater mode

A L B C e e
Role : % SSRES Channel A % | e Channel B %-= e | Channel A /J; ; A
Access Point -, e 3 o I\ g I/
\
Role : Client Public Area

Radio B
Role : Access Pomt

Role : (ili&%' ’-
T

Internal Switch

Internal LAN

Configuration summary:

Mode (Product A to Product B): 802.11na, HT mode: 20MHz, channel: 36, country code: FR,
ESSID: ACKSYS1.

Mode (Product B to Product C): 802.11na, HT mode: 20MHz, channel: 44, country code: FR,
ESSID: ACKSYS2.

ST MRS ABSIE WiFi (i2S SR 4 SASLICH S ClAIM HE B o 2tr|e
A HE A QAT EASE BHE, HE B Ol 2t B £ HE C 940 EAISL|CE
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Product A

Device Configuration (Radio A)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
40MHz above
36
FR

Interface Configuration 1(Radio A)

Parameter

Role

ESSID

Value
Access point

ACKSYS1

Product B

Device Configuration (Radio A)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
40MHz above
36
FR

Interface Configuration 1(Radio A)

Parameter

Role
Bridging mode
ESSID

Value

Client

4 addresses format (WDS)

ACKSYS1

Device Configuration (Radio B)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11ng
40MHz above
44
FR

Interface Configuration 1(Radio B)

Parameter

Role

ESSID

Value
Access point

ACKSYS2

Product C

Device Configuration (Radio A)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11na
40MHz above
44
FR

Interface Configuration 1(Radio A)

Parameter

Role
Bridging mode
ESSID

Value

Client

4 addresses format (WDS)

ACKSYS2

Device Configuration (Radio B)

Parameter

Enable device
802.11 mode
HT mode
Channel

Country code

Value
on
802.11ng
40MHz above
36
FR

Interface Configuration 1(Radio B)

Parameter

Role

ESSID

Value
Access point

ACKSYS1
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VII.10Line topology repeater (single radio card)
SiE mEZ StLt 0|4 o 2|I|EE 7} o610, A9 HZ|E T &= A& T

(0 for supporting products A4 Xt10)

Repeater Mode

;g PO L
W - —— W
s 2 s 8
- - e =
A C Role :
'E‘z:;:is Point Transparent Client Remote PC
Internal LAN Long distanc Long distance

possible link with only 2 products

Radio A Radio A
Role : Client Role : Access Point

o
T |

Internal Switch

Configuration summary:

Mode: 802.11na, HT mode: 20MHz, channel: 36, country code: FR, ESSID: ACKSYS.

Repeater ZE0| A= otLto| B4 FtEZ, = 74O| QIEHH|O|AE Hd35t0 SEfgL L]
(Gl Al: A2t AH 0N B = A Q| Client, C 2| AccessPoint 2 SA|0f| S&tgtL|Ct)
o], A2tB 25 S5t SSID 2 H7GHOF & L|CH H=3F repeater = S EA|F{OF SH=
MM A ZQIE(O] 0|0 M= ME A2l BSSID & &0Of LT,

HECe 4-F2 BE|d REZ AFELUCL OHE ZE(0: ARPNAT)E 2-SSHX|EF 9

ALEHO| RUESL|CH XEA|SH LIE2 Vv.2.6 Wired to wireless bridging in infrastructure mode

oM RM-F H2|E S HF=0HM 2.
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Product A
Device Configuration (Radio A)
Value Parameter

Enable device on

802.11 mode 802.11na

HT mode 20MHz

Channel 36

Country code FR

Interface Configuration 1(Radio A)

Value Parameter
Role Access point
ESSID ACKSYS

Product C
Device Configuration (Radio A)

Value Parameter
Enable device on
802.11 mode 802.11na
HT mode 20MHz
Channel 36
Country code FR

Interface Configuration 1 (Radio A)
Parameter Value

Role Client
Bridging mode
ESSID same as product A

4 addresses format (WDS)

Product B
Device Configuration (Radio A)
Parameter Value

Enable device on

802.11 mode same as product A
HT mode same as product A
Channel same as product A
Country code any

Interface Configuration 1 (Radio A)
Parameter Value
Role Client
Bridging mode 4 addresses format (WDS)
Multiple ESSIDs on

Wireless Network
Nicknames

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)

Parameter Value
WLAN description SSID_ACKSYS
ESSID same as product A
Priority group 7
BSSID Product A radio card MAC
address

Interface Configuration 2 (Radio A)

Parameter Value
Role Access point
ESSID same as product A
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VIl.11 Multihop tree repeater

StL} O] &2l 2lh|H REF F7t5t0], 4 HHEZIX| SHS 0 S22 25D HA
2

st ¥Z2= 7AE = AU

Role: el i ”‘;"’E Role
Multihop Tree Repeater Repeater 1§ . 5‘2 g Repeater
D™ |
Role Role: Role: V
o R Repeater Repeater Danagter Role
B! L el L Acoess Point
8 s B VI m|
S ) b S o
iy A - " B 3 Remote PC
Local Network N £ 5 v
C
k-

Role : Client

Configuration summary:

Mode: 802.11na, HT mode: 20MHz, channel: 36, country code: FR, ESSID: ACKSYS.

i 92 Repeater 7+2| 1 H|$HO| Q& LILCE,

SAHZ| = HAAR2 Eg| 22 HetEL|CE 2L Ol Eg|o & X 7hof e
A= HOlH Wz XM etstX| &Lt

FEEZIS 0K 2t2EH)=
ElOlH REOAM FdE =
oM O Eg aH|BLC

ot
T
n
Lo
f
1
|0
u

OiMA ZOIE BEZ HTGHO0
o

F
U, Z|O[EHe| F20|UE FE2 HZSHL AL}
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Product A
Device Configuration
Parameter Value

Enable device on

802.11 mode 802.11na

HT mode 20MHz

Channel 36

Country code FR

Interface Configuration 1 (Radio A)

Parameter

Role
Bridging mode
Mutiple ESSIDs

Wireless Network
Nicknames

Value
Client
4 addresses format (WDS)
on

SSID_ACKSYS

Product B
Device Configuration
Parameter Value

Enable device  on

802.11 mode 802.11na

HT mode 20MHz

Channel 36

Country code FR

Interface Configuration 1 (Radio A)

Parameter

Role
Bridging mode
Mutiple ESSIDs

Wireless Network

Nicknames

Value
Client
4 addresses format (WDS)
on

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)

ESSID Configuration (SSID_ACKSYS)

Parameter

WLAN description

Value

SSID_ACKSYS

Parameter Value
WLAN description SSID_ACKSYS
ESSID ACKSYS
Priority group 7
BSSID Product B radio card MAC

address

Interface Configuration 2 (Radio A)

Parameter Value
Role Access point
ESSID ACKSYS
Product C
Device Configuration
Parameter Value
Enable device on
802.11 mode 802.11na
HT mode 20MHz
Channel 36
Country code FR

Interface Configuration 1 (Radio A)

Parameter

Role
Bridging mode
Mutiple ESSIDs

Wireless Network
Nicknames

Value
Client
4 addresses format (WDS)
on

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)

ESSID
Priority group
BSSID

same as product A
7

Product C radio card MAC
address

Interface Configuration 2 (Radio A)

Parameter Value
Role Access point
ESSID same as product A
Product D
Device Configuration
Parameter Value
Enable device  on
802.11 mode 802.11na
HT mode 20MHz
Channel 36
Country code FR

Interface Configuration 1 (Radio A)

Parameter

Role
Bridging mode
Mutiple ESSIDs

Wireless Network

Nicknames

Value
Client
4 addresses format (WDS)
on

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)
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Parameter Value

WLAN description SSID_ACKSYS

ESSID same as product A
Priority group 7
BSSID Product F radio card MAC
Interface Configuration 2 (Radio A)

Parameter Value
Role Access point
ESSID same as product A

Product E
Device Configuration
Parameter Value

Enable device on
802.11 mode 802.11na
HT mode 20MHz
Channel 36

Country code FR
Interface Configuration 1 (Radio A)
Parameter Value
Role Client
Bridging mode 4 addresses format (WDS)
Mutiple ESSIDs on

Wireless Network
Nicknames

SSID_ACKSYS

ESSID Configuration (SSID_ACKSYS)
Parameter Value

WLAN description SSID_ACKSYS

ESSID same as product A
Priority group 7
BSSID Product F radio card MAC
Interface Configuration 2 (Radio A)
Parameter Value
Role Access point
ESSID same as product A
Product G
Device Configuration
Parameter Value
Enable device on
802.11 mode 802.11na
HT mode 20MHz
Channel 36
Country code FR

Parameter Value

WLAN description SSID_ACKSYS

ESSID same as product A
Priority group 7
BSSID Product C radio card MAC
Interface Configuration 2 (Radio A)
Parameter Value
Role Access point
ESSID same as product A
Product F
Device Configuration
Parameter Value

Enable device on

802.11 mode 802.11na
HT mode 20MHz
Channel 36

Country code FR

Interface Configuration

Parameter Value
Role Access Point
ESSID same as product A
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Interface Configuration

Parameter Value
Role Client
Bridging mode 4 addresses format (WDS)
ESSID same as product A
Roaming
Parameter Value

Enable proactive roaming on

Channel same as product A
Current AP minimum -60

level

Delay between 2 5000

successive scan cycle
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VIl.12Cellular communication

VII.12.1.1 Simple connection from product to Internet

of 280ME MZF AMZH AEHU MHO| HM2T = AU HMF LAN E

WLAN o FXl= HZ= A8 =+ Bl ¥4 ARHAM HMES0 et AA|

g &+ gLth
oE =0 MZFO0| S/HH2E dMaE = A= 21 MH = GRE HE 280=
Sk A A
Ade &= As Lo
Roles :
- Access Point
- GRE tunnel
\ - Mobile cell clie
“...__— o
- A opsgation server
= Corporate
Mobile data center
phone network
operator
B MNAT gateway
is" Roles : GRE endpoint
S - WFI client

- Ethernet/Wifi bridge

Ol YN HME AEHUE HO|EY 0N YTt K|
ST P HP(192.168.0.0/24) 0| M 7t& LAN S 3
192.168.0.100~192.168.0.249 H2|0| A DHCP & S TAE
MHE 192.168.0.1 It 22 FAE 7H40F gL C},

'B' ME0l= MEZ AZH 7|2 AOCIERO|Z X F=X|T Ctg F 7HK]| 0|72 ArEE
Bla Lt
AW, 79 OF2iofl zone HEO| EF &0 UX| &7| W2 LC

UL & B 28 MH =

=M, phone LIER AL NAT = 718 'B' HE2= CHA| 2t Ee LS €X| X517

X

OO A GRE HEZQIE = NAT HO|EL0|0 HX|Z|0f /X|DE NAT 7t sl &KX 2
Me FAIS 2t QICHH CHE AX|of dXg &= &L C}
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Product A
Device Configuration (WiFi)
Parameter Value

Enable device on

802.11 mode 802.11ac+n

HT mode 20 MHz
Channel 36

Country code FR

Interface Configuration (WiFi)
Parameter Value
Role Access point
ESSID MySsid

Network Configuration (Cellular)

Parameter Value
Enable interface on
Replace default route on
Use peer DNS on

SIM1 (or SIM2) pin code  Operator provided value
Country code FR

Product A (continued)

Network Configuration (LAN)

Parameter Value
Enable interface on
IPv4 address 192.168.0.1
IPv4 Netmask 255.255.255.0
DHCP Service
Parameter Value
Ignore interface off

Virtual interfaces/L2 tunnels
Remote IP v4 Public address of data
center NAT gateway
Network LAN
Local Endpoint network Cellular
Static route to remote on
Corporate NAT gateway/GRE endpoint

NAT Redirect GRE to private GRE endpoint
Important note: configuration of the data center
gateway cannot be shown here since it

depends on its manufacturer and model.

VIl.12.2 NAT/PAT gateway between LAN and Internet

of 280 LAN o 2= HX|= MES ZOIEROIZ AtEdtE 8% 2B

HM AT 5+ ASLICH

Roles :

- Access Point

- DHCP server for 'B'
- NAT gateway

'1-:---5_4‘ - Mobile cell client
A Corporate
== - data center
g Ml-?blle network
phone
operator
ig—‘ Roles :
* = WiFi client

- Ethernet/Wifi bridge
- uses 'A' as its gateway

Other public server
{e.g. meteo, search engines)
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Product A
Device Configuration (WiFi)
Parameter Value
Enable device on
802.11 mode 802.11ac+n
HT mode 20 MHz
Channel 36
Country code FR
Interface Configuration (WiFi)
Parameter Value
Role Access point
ESSID MySsid
Network Configuration (LAN)
Parameter Value
Enable interface on
IPv4 address 192.168.0.1

IPv4 Netmask 255.255.255.0

Network Configuration (Cellular)

Parameter Value
Enable interface on
Replace default route on
Use peer DNS on
SIM1 (or SIM2) pin code  Operator provided value
Country code FR

DHCP Service

Parameter Value

Ignore interface off

Firewall — public zone
Name Public
Enable NAT/PAT on
Default acceptance policy All disabled
Covered networks Cellular
Traffic forward As required by application

Firewall — private zone

Name Private
Enable NAT/PAT off

Default acceptance policy All enabled
Covered networks lan

Inter-zone forwarding Allow to “public”

Products B
Device Configuration (WiFi)
Parameter Value

Enable device on

802.11 mode 802.11ac+n

HT mode 20 MHz
Channel 36

Country code FR

Interface Configuration (WiFi)

Parameter Value
Role Client
ESSID MySsid
Network Configuration (LAN)
Parameter Value
Enable interface on
Protocol DHCP
Interfaces settings tab:
Bridge interfaces on

Interface Wifi, LAN 1, LAN 2

Corporate NAT gateway

Important note: the data center gateway may
require extra configuration, e.g. NAT/PAT
forwarding rules. It cannot be shown here
since it depends on the gateway’s
manufacturer and application specifics.
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VIl.12.3 Secure gateway LAN-to-private data center through Internet

Of 430IM HME LAN o 2& FX|= 2AHUH
AE O HM2Z o ASLICH

o

¢ VPN & Sofl &4 =2|At HIolH

Internet NAT/gateway
Plant
network : -
192.168.0.0/24 Mobile
B phone
operator operation server \

‘g Roles :
< - WiFi client VPN
bridge 10.8.0.0/24

- uses 'A' as ifs gateway

Corporate data
center network
10.99.0.0/24

‘B HXl= AOIELOl ‘ARt HlO|E MEHS VPN MH HFO|AM 2tRE HO|ZO0
= IP FA00 AMAT = JUSLCH AHOIEYO| ME As YUtHoZ BE
5= VPN MHZ JEste 5 AP ELCE 2L VPN 222l Ed Qe 2/X[0f
BMAE S 83t= o7 Zetd &+ ASLICE VPN ME{(HOIH HMEH A=)=
MEE 28 MY 522 MES Mootd, |4 X7t 52X @2
ARHO| KM= AS gAlota, O gitje] Zf = OrEH7hX| LTt
Authentication mode
d2 2ol otz FHH M= PSK 2152 AF8ELCH 24X 28X= SME ALEHO}
CBME O QHHStH MHO|M o2 22I0[AUES SAI0| 3 &+
A A MHOM %EPOIOJEE F7t eteE FE2 FAE = US

AHE3HY Linux AREHO|A PSK & dde &= A& LCh

oL it
0 ox
rﬂ‘r

0F IR % oF

o
o

openvpn --genkey --secret static.key

Corporate OpenVPN server configuration

M 82 =2Ar =etof mh2t BHELE. 07| AP Mg = ASLIC
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BAZ2 72 Ol OfA|F S gLt

Parameter
Enable device
802.11 mode
HT mode

Channel

Product A Product A (continued)
Device Configuration (WiFi) Firewall — vpn2corp zone
Value Parameter Value

on Name vpn2corp

802.11ac+n Enable NAT on

20 MHz Default acceptance policy All enabled

36 Covered networks vpnl

FR Traffic forward / Firewall  As required by application

Country code

Interface Configuration (WiFi)

Parameter
Role
ESSID

Network Configuration (LAN)

Value
Access point

MySsid

VPN (vpnl)
Parameter Value
Enable virtual network on
Listener port 1194

Set to port redirected by
corporate NAT to the VPN

Parameter Value server
Enable interface on VPN local address 10.8.0.2
IPv4 address 192.168.0.1 VPN server’s local address
IPv4 Netmask 255.255.255.0 plus 1
Local t
Network Configuration (Cellular) ocalroutes
Target net 10.99.0.0
Parameter Value
. Netmask 255.255.255.0
Enable interface on
Gateway 10.8.0.1
Replace default route on v
Auth/Crypto key type Pre-shared ke
Use peer DNS on /Cryp yiyp ¥

SIM1 (SIM2) pin code
SIM1 (SIM2) APN

Operator provided value
Operator provided value

DHCP Service (LAN)
Parameter Value
Ignore interface off

Firewall — public zone

Name Public
Enable NAT/PAT on

Default acceptance policy All disabled
Covered networks Cellular

Traffic forward / Firewall  As required by application

Firewall — private zone

Name Private
Enable NAT/PAT off

Default acceptance policy All enabled
Covered networks lan

Inter-zone forwarding Allow to “vpn2corp”

Firewall As required by application

Auth/Crypto key Upload a PEM key

Client settings/Remote

IP of t t
OpenVPN server address Ot corporate gateway

Corporate NAT gateway / VPN server

Important note: the data center gateway may
require extra configuration, e.g. NAT
forwarding rules. It cannot be shown here
since it depends on the gateway’s
manufacturer and application specifics.

Sample OpenVPN server configuration file
secret /etc/openvpn/certificates/vpnl/secret
mode p2p
auth SHA1
cipher AES-256-CBC
comp-lzo no
dev tun
ifconfig 10.8.0.1 255.255.255.0
keepalive 10 30
port 1194
proto udp
route-gateway 10.8.0.2
route 192.168.0.0 255.255.255.0
topology subnet
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VIl FIRMWARE UPGRADE
VIIl.1 Standard upgrade

VIiL.1.1 Firmware file upload
@ QEMHO|AE So MZ22 HAN HTE = &4 8§25 & &+ ASLICL

TOOLS-> FIMWARE UPGRADE->SYSTEM UPGRADE

SETUP TOOLS STATUS

FIRMWARE UPGRADE

SYSTEM FIRMWARE UPGRADE
PASSWORD SETTINGS

SYSTEM The Firmware Upgrade section can be used to update to the latest firmware code to improve functionality and performance.Please select the
=rane firmware file, and click on Upload button.If the image is comrect, you will be redirected to next steps where you can do further configuration.
SAVE CONFIG / RESET Firmware image:

LOG SETTINGS Choisir un fichier | PID40-1D40-ku-E2148 AC.1-v4.16.0.1.bin

"

N\ Uploading...

AZCIt AZ M A4 0|E o557t EA|EL|CH,

VIIIL.1.2 Firmware immediate upgrade

Upgrade now HE= 25510] B E FA| 20|= & = AgLICH 2 0[=7}

= T
AWE 7 L8

UPLOADED FIRMWARE INFORMATION

WaveD 5 4.16.0.1

sha256sum 500ececD1181e1b07cTbe185c0bdbsedbee 177 72i04c5hed288c7470e5ac09s

Delete firmware I

FIRMWARE UPGRADE

Schedule the upgrade:

[Now v ]

Later @ Upgrade now |
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VIII.1.3 Firmware scheduled upgrade
Yol YA OIEE AFY Gt AZHE O =& JUSLICL 7| 2H2 = 2t IRt
X A|Zt2 agenda Off HA|ELICE ot BtAHO| Rtz MEH o A 'SIXf ERet 2Lt
O|=0fOF StCt= B HA|X|Z7F BA|E LICE.
Schedule the upgrade: [Cater v]
Upgrade at (local time, UTC) |21f92!2@22 1555 |

VWwaming: if the product reboots before the programmed datelime, the upgrade will be aborted

and the uploaded firmware will be erased.
ApplY |

B0 Ya0|= et HTHGlo| OHS| BE MY WHE K %1 KA LIC,

VIIl.2 Upgrade in WaveManager

WaveManager &=ZEQ|0E Sz HYOE YHOE & =+ UA2H, o2 Lo
HMEZS sA0f 3 0|= AlZ = UASLIL

HME SE0M Z220lE & HES HH5I Firmware HHES S &L,

WawveManager V2.10.0.1 = [EBEOER
"= [ -9
= [
= i 2 B
@ @ = 3 S VR v = =
Discowver Discover . . % . Grid Display
Refresh Pemote Products Validate Setup Firmware | Archives Web Server
& Drag a column here to group by this column.,
Model Serial number |dentification Firmware Version IP Address Description
4 '\i F,a‘ AirLink 13045159 000019305050 E2148.AC1 3.18.1.1 192.168.1.253 User-definable
4 \i ia" AjrLink 000019BEBEBE E2148.AC, 31814 192.168.1.69 User-definable
[ \i ia" AjrLink 19193939 00001B3EEE6S E2143.4C1 4301 192.168.1.95 User-definable
W

Upgrade &0| EA|Z/H A3 0|E & HY O
(2Rt Z2), Apply HES
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Upgrade £3
Model |dentification |IF Address Description
Firmware
AirLink 000019805001 192.168.1.253 User-definable @
select a firmware file [.bin) @

|

[PID40-1D40-ku-E2148.AC. 1-v4.10.0.1.bin

[ schedule upgrade at : Friday, January2, 2021 1: ~

Password [Optional)

[ @l

| Show report... | App'Vl:

ool 2 AENAM OF MF (522 2E)E S dHSIY SA0 o2 ool MEFS

= WavelManager V2.10.0.1 o B R
~ @

© E & 2@ @ B ®

Discover Discover ] ) Grid Display
Refresh remote Products Validate Setup Firmware| Archives Web Server
Actualization Product Management
& Drag a colummn here to group by this column,
Model Serial number Identification Firmware Version IP Address Description
[ w AirLink 18045198 000019805001 E2148.AC1 3.18.1.1 192.168.1.253 User-definable
[ w AirLink 000019B6BEDO E2148.AC1 3.18.1.1 192.168.1.69 User-definable
b W AirLink 19193943 00001B3EESTF E2148.ACA 43,01 192.168.1.95 User-definable
]

e 2T EQ0{o| AN XtZEE= WaveManager user’s guide & & 11610 FA|7| HFEFL|CH,
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VIIl.3 Bootloader upgrade

o
- YLERIECE =80 M-S MENSHA K.
f2 2HE Al=st7] Mo ME0| 2tHs| MESE WIHX| 7|CHE| M K.

A
- ZERO0| Yo i FXSIX| L1, @20|E2|(tech@witree.co.kr)0ll 22| BFEfL|CE.

HMEO sidste FEZL I7|X|E F22{™ Acksys 7|= X[R0| Zo|5tA L. LiFE &
OIE{I{| O] A 2| TOOLS/FIRMWARE UPGRADE I{f|O|X| & AtE3l0] HEZH 20|EE

M8 4+ AUSLICH B U8t B0l YO O|E9 SUB Y 0|E ZRNAS

29
A&t

- Yaefol= ntYS MEiSIZ{H HOtETY| HES SLICH
- YO O|EE st Ml HES SESAMR
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VIIl.4 Fallback after an interrupted upgrade operation

o2 S0 ZefA| EPROM Z224W F0f, 07| k| YL MY 22 X @E=R
k=]

LS 1T

A O|E7t AIEIRE 87, A2 o 5+ RE2

CHS0 X 28 A, HYo{7t E&HE0] 2QIL|H Ao 2 718 g 0|lE BEE
A|ZtStL|CE DIAG LED 7+ W2 A ZEH0|H Zof S5 ZE MEfE SSTFLCH (A 2HE

f =
ZEO|M= O] LED 7t = O|ALE 7HA A& L TH. 2 £ ACKSYS WaveManager
AZEQIOOM HAYO PEED S BE|A T MetE Lo

St IA™OIo 2= EHEK| A2, Wavemanage 0| A| IO E G O|Ed|oF
Ct 7212 ¢380|E 2=9| HE2 WaveManager O Al HEHSFH AlWE o~ Q& LICEH
I ° =
I

|_

(o]
rlo

F

ra

O

-

=22 T Md
2ot ?[2 Vi1 ol BAIE 2 XS

=

B @ Jio mo N
L
2

WaveManager v2.10.0.1 o B2

o @

T
5]
3
]

Discover Discover ] ) o ]
Refresh Remote Products Validate Setup Firmware| Archives Web Server

Tools Grid Disploy

Drag a column here to group by this column.

Made| Serial number Identification Firmware Version IP Address

4 WaveOSs Emergency Upgrade 000019305001 E2158.AC.0 30.7.1 192.168.1.253 WaveOS Emergency Upgrade

ME0l Zlg 0= REL M Z)M HES 2= Old F2E8 &8 =7|=t7t

o
JhsetL|ct
Aoz 713 YIS BEZ S0jZ £ ULLITH HE A% F0| Diag LED 7}
Zuro|7| AR TR HAE HES ZA| F2UCH
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IX TROUBLESHOOTING

ST MMZ Soff HIZO| 014 B B Z20| e iZ WS HoIT & YLC

HEYI ALHE HEYS AL CHA 0 02 S8 & AXLICH
A 2

Windows & Linux Ol A 2ts5t= B =
IX.1 Basic checks

Check power supply LED(s)
Power LED 7 OFF &[0 = &%, TRO| SHEA AHAEL|Y U=X| =olstn, S5
HFet Tl 38 7t | X =

O
siLto] MRUBORE S 4 YLITh

Check Diag LED
Diag LED = £ & = 2f 30~50 = 20
o2 BA 23S 2
Upgrade ZEZ2 SZHE L|CE,

=2
rir
k1
al
no
N
or
0z A
o
30
o>
I~
)
=
rot
I
-l
é
2
m
3
D
Q
D
>
(@)
<

Check State LEDs
BM OIE 0| A7} H|ZE3t 2 ZL State LED 7} HZEILCH HEO| HAAS A|=H7HLL
A2 7|2 f ZEAHRLCH ME0| HAE ZP State LED = AlE AN USLICH

=

HZ0| Client 2 A™HE|0 AS AL AccessPoint 0 HZA2 A|Z8tH WLAN LED 7}
HAMo=z ZtHrIL|Ct,

> AccessPoint 7} #2| LHO| RJL=X| =hQlghL| T,

> AccessPoint 2] A™Zt0| Client 2F 5 oHX| =HQlgkL|C},

Check WLAN LEDs

>

b
Ot
Al
I
1
r=

9_"
2
=]
n
03
ﬁ
n
Ll
2
n
2

o

> WLAN LED & =S M3

=
AR = 820 = & He LED & ZH=0|A & = A& L Ef.

'}
1=
e}
0o
o
O}
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IX.2 Network configuration checks
Check IP address

IP A 20l CHE2 RE UEQI A7 5L LANHAEN AIBEE HFE, ME,
A7 FK)O ATk FPEEL|C

> BE HEYA X[ IP MEHUZ SLsoF SFL|CHRFC 950 & 1)
OlE =0{, 192.168.1.253/24 2} 192.168.1.10/24 £ S Lt ME=Ulof AX| D
192.168.1.253/24 2 128.1.1.10/24 & S YUS}IX| AU&L|Ct.
> BE HESA FAX[Q HotAA 7L S siof gL(Ct.

> oHERIO| P RAS WAY W, CH2 FAE ARP HAIIN B 2 SOt O|F FaZ

FAIZLCE CMD 0| “arp —d” (RI=2 OS) BHOIE ALESHALE 7HY FX|Q|
HEs %EE P AP E LT
> OS2l A=to| S0 s & + USLIL

QIE{I|O| A (TOOLS / NETWORK 0|7)E &34l ping Fd2 & Ij|O| X|O| M HEAIS

Check security parameters

=7 74 &3 *I Hots Moot gL ME0| SHEA SE5s AS =lst
0|2 HOots 273 ot= As 1 =L

Check Wi-Fi parameters
2E Wi-Fi Mg 74 28 @2 M2 SZoliof & LCh SSID, X &, 802.11 2, 4
2 E(Infrastructure, Mesh, Repeater, AD-hoc )& & QIgtL|Ct SHMSIX| U2 F 0=
DE EA X0 S 1™ 142 ™SI ddresses bridging ZEE AtESHX|

o = = 4 a
OpM 2. O] HAS UL AP otE T3ta|X| %S 5 USLICH
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IX.3 Cellular configuration checks
Check Status LED
W AS ™ K| E &M3stX| b2 AYLCHLAE/HER /M ER)
ZHEI0|™ SIM 7tE = QHH|LEO| 2X7F e A LCH
Check SIM
2HE PIN ZEE LU =X =I5t a. MEist SIM O] SIM 0] &Y= =&t
UK|SH=X| =olghL| ot
AAE 27 9 M8 MHAZ "HE" £F02 MYSID A|AH” 2Z0|AM "PIN ZE
O|HIE" BA|X| & =2I5IM K.
Check antenna(s)
O o QHH|LEZF HAZAE[0] 1 B2t0] U= ZE SMA HUE 7} E
2HOISEM| 2. RPSMA 7} Ot SMA HUYEHE A SH U=X| ZHOISHA|
OHEILIE ARSI UEX| SOISHM 2. Wi-Fi QHH|LH= ZHESHX| b& L Ct,

m
of

Check Operator subscription
AH8Y FH[7L E|RULR? REQI7tR? it &
offet s X[Fge| FM = EX| ofFE =I5 K.

)
>
ot
2
%)
<
mjo
I
oo
Ot
2
d
e
N
or

IX.4 Multicast router checks

O MMO|M& CHS A= 70| AFSE L CH

y— P P R T TE—
B gy ) cRpsp )
e :: by o Wi-Fi .:: £ o H’

i Ethernet | Ethernet I-

Sender SDR-RP RDR Receiver

Sender HE|F|AE EZ|E S HWMHL|CEH,

SDRRP ZE|FHAE 2t2F, 2LEZF O|F U X F & (th=

(Er=)
=2 YO R ZAERLUX F XE 22y 3 Y
RDR  ZE|FHAE 2I2HZ 2% o|FUlo| X E(7Eeh 22 (Receive side
Designated Router) & L|Ct.

ReceiverZ X171 2 HE[FHAE Egj

JE

= S 2ZEQVE gLt

Check unicast configuration

- Receiver O | RDR, SDRRP, Sender ZfZt0f| CHsl| ping 2 &< = USL|It?
- Sender 0| ] SDRRP, RDR, Receiver ZtZf0f| CHSH ping 2 ™2 = JASLIIt?
- RDR Of|A{ Receiver, SDRRP, Sender ZtZt0f CH3H ping & =T &= JA&LIIt?
- SDRRP 0| A Receiver, RDR, Sender Zt2H0f| CHSH ping 2 ™2 = JASLIIt?
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Run software
LA} =X AT EQOE X5 2ASHA L.

Check multicast configuration in SDRRP
"Enable multicast”, "Enable bootstrap” 5! "Rendezvous point Candidate" X3 8fA7}
T M= ALtR?
- HEE’E-I doR 2 E #4"0f HAESH A8 §FH{7} Z&(0f ULIK?
- F e HERZA °|E1E|O|A7f Ol ullofl =5t Wi-Fi 7t REIFHAEE XNe|gd &=
O'EE BEEY ULtR? X532 CHE D70 Tt 7| 242 A2 s L Lt
O|X| SDRRP O M HE[FHAE 21 +=FO0| CIHI1=2 E7FE % 10 0Lt OHF

HAIXIE & = ASLICE

| daemon.debug pimd[nnn]: move_kernel_cache: SG |

w3 ME/EYT/REHAE F2E YIS PEPHAE Z2 HMO| BAR FAS
2otz EAIZ & USLICE Ol £417]9] 7Y} 20| OF%| SDRRP o £ 51X
USS LErYLCY,

UAIRp FA7t PHEO|D HEPHAE F2 MMOUIN "ALS F70|B, WAIX} 20l of24S
SECE!

- SDRRP O M "Status/network/multicast route"S EAM 2.

> "network interfaces” 430 A O] & 2}212| “Neighbor MC routers” &0
RDRO| IP FA7F BEA|E|LIR? OHX| oM™ Wi-Fi 2 30| C{3H RDR O]
Aot X| (U_AL AT Y EX] RRUSLICH

[ES V=]

> "Rendezvous points” AM0A F{5t2| J1FE0| EO[LtR? SDRRP 2| FA2f
HZAZ|O] ALIR? BSR 27} RDR EE= SDRRP & SfLIQIZHR?

Check multicast configuration in RDR
- RDRO|M "HEf/HIERI/HEIHNLE Z2"S 2ol Tt

> “network interfaces” MMO|Al =417| & 0|4l QIE{H|O|A0f CHBH “DR”
2HOI2t0] HEA|E[O QILIR? OHX| Ao ™ O HERZO CHE PIM 2H2E 7t
UL LICL,

> “network interfaces” 40| Af O] &f 2212] “Neighbor MC routers” on the
0|l SDRRP Q| IP FA7} HEA|E|LIR?

> “network interfaces” M0 A Of&f 2tQ12| “IGMP reports” S0| HE[FHAE
AF0| EA|E|LIR? OEX| o™ =AM7|0f EX7t }SLICH HE[FHAE
Al FUIHAE FAE AMESIHLE 224.0.0.X/24 #2|C] HE|FWAEE
AFE3SE7LE IGMPV3 & A3 IGMPV2 & 7 E3HE = USLICL

> "multicast routes” MMO0| D50 Cist A27F HEA|Z|LIR? “RP address” &
SDRRP 2| =AQ17kR7 =4 QIHHO|AT} =47|7F AZAE QIHHO|AQI7tR?

> "“Rendezvous points” A8 0| A F3t2| 1F0[ EO|Lt2? SDRRP FA-2QF
AZE|0f QALER? BSR 27t RDR L= SDRRP & otLtCI7t2? K| o
BSRO| S, &O|F ZIEJ X &0 AEL|C
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Check IP options in Sender
Olg{ot =12 ALEdt= AZEQ0f0f et CHE L.

- Sender 7t AH28H= TTL 2 CHA| &QISHMR. 7+SSHH "tcpdump”(Linux) EE&
"Wireshark"(Windows & Linux)Z O|EH4Yl EgfjEE St L7t =2 Q9
TTL 2 EA|gL|CH

- Iy el 37| E CHA| &QISHM| K. 7tssHH A HR A=A Z0|M 1.

1000 HIO| E= OFFO|Lt Sotaljof 2 LICE "iperf" £ "jperf"E A0} Y2{ %l

= —
TRy 37|2 BEHAE EHTS YT & YHLCE

- YT UDP ZEE AIEE LI STt HIOJH @AQlvte?

o
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X FREQUENTLY ASKED QUESTIONS

O MMOIAE HE BEo| Chet S0 fet DRI B Holy & AL

7oz 28 + A2l B0 wek stE ool 2

AN
ALLCH A HES| K= ME YBNE RSN,

my 02 op

|0

DIAG LED 7| &7t o = HHE Mi7kX| 2[4 HES 3 X Ol A& =210 ULt
HEOAM &8 BL|C DIAG LED 7t CHA| 5O 2 HHE [{7HX| 7|Ch2l CHS
WaveManager £ A0 ZX|Q] IP FATF S& 7|22k 192.168.1.253 2 2
HEHE| A=K RlsHM .

X.2 Transparent Client mode & &2 = QI&LICt

Transparent Client 2 == Client (infrastructure) 2t Ct20 Interface — Advanced
settings E 0l Al Bridging 2= £ 4-address format(WDS) 2 #HZsl{0Of fL|Ct.

X.3 Wi-Fi bit HE&2 o2 M EHL| N

Za o H&0| ALBEE BlE MSES I JHN D2 ARRO| et Zatx|n], £ &K 7kl
| 2 =

s o8 A
Ha|ot CHE Ao SAHT HUE 250 2 IS 0j& £ AZLCH
% X

et WEE|0oF ZLC O] HE HEE2 HE = AH

= AHEE LB O3 CHZ MINSTREL O|2tE 88 S EA2[S0| AF8E HHE
SE0M O L2 NMelgs F7| 522 2Q5tEN 2[Ho £ 2 wEA +FHE LT

MINSTREL € 12|52 Ct20| €& AsLICH
http://linuxwireless.org/en/developers/Documentation/mac80211/RateControl/minstrel/

TME|l AKX HE MESE20H22 SHAF A
(@)

ZF
HA

X.4 WMM, WME, IEEE802.11e 2| X}0|H?
QoS 7|59 CtYst 0| & L|LCt. IEEE802.11e = WME QoS 2| SO Z, APSD(AtE HH
Meh Y EEA AEElE Z2ZEEQ HCCA & FIHEILICH(QoS Wi-Fi & YEtXo=z
EDCA € AtE%) O] ME2 IEEE802.11e 2| B 7|52 2 & WME £ X[ gL C,
WMM 2 WME 9| CtZ 0| & Y L|LC}.

WME 7|52 4712 24 =2 SeiAE&EIM, #Oe2E, H|L 2, 4)2 +dELICt
7
=

1

O -
T 220 m2f OjM =28 E 5+ ASLICH

DTUSO70 rev K.13


http://linuxwireless.org/en/developers/Documentation/mac80211/RateControl/minstrel/

Page 327 /336

X.5 Multicast

X.5.1 ¥ QUE{mo| 20| BE[FHAE PRI} S LICL

—_— [ =y = |
HEFNAE OFS Fdot1 old BEFHAE TS A& & & QHI 0|2, HO[X]
SE/HERIZ/ZEENAE 42 SE0M B27F 01 Li7t= AS HAEY =

UL

7t A= %%3% o2, 2R H7t BEINAE S &S 40K 2 Li7t= QBT O0[ ATt

A™/eRLE/HEIFHAE 2128 10| X| 2| "local networks configuration” Al 0f| A 2+

CIE{H| 0|~ =HRISHN K.

=

£=A719] IGMP 210 MOf| O &&= HE|IFHAE OE0| XL JEeX| 22t 2.
(Of2h ol Ct2 FAQ EX).

X.5.2 Receiver device 7} IGMP B A 0|A HE|FHAE A5 S BLX| LS5L|LC}.

Linux ZX|O|A IGMP HA[X|= Ctgur 22 2t HO|ZHEe 28 &= Z&|{ot
St=)ofl 2fsh ZelEl AE M 0| A0 &S E L L.

$ route -n

Destination Gateway  Genmask Flags Metric Ref Use Iface

(..)

224.0.0.0 0.0.0.0 240.0.0.0 u 0 0 0 etho
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X.6 CISCO ¥MA =ZQIETL Lf E2}0|HE He| x|
HAZo| QHEIL|LCY,

SSID, XM S! EOQt0| SHIEA| 2™t gL T LAN 2 CISCO AP Of
HZASIE{H TEA| ARP MEH{ 7} H|ZHESIE|EE CISCO AP {AM "5 RE"E AFRG|OF
LTt MM v.2.6.2a Masquerading (ARPNAT) & & Z5HM| 8.

X.7 Fast roaming 7|&

ot2ff MS& +Xl= BN HH 22,00 Chsll =5tH 0] EM2| &2 2|20 20
(et Ao 0| EE LT,

X.7.1 AE 20| =g 3tE

7C>:’_<ID_ - [y w— [=] =
SCH0[QIEVH AL 538 20| 2dstE xHES LT 24 ME2 2f 56ms
S0 A7ME|H, 0] 7|2t S BlEjE "T ME 2 ZHFE(0] H0|E7F S & 4 YSLICH
h

II

13 02 Mol M&S 5857 ¢ = AZH ALO[Of 200ms LAl BX| 7 x|
CPU A8 E N @Z M E AZtE 20 N2 FHAZ|7] fI8 7| Atolof =7t X|¢2
Tdg = AL L
200ms LA| X = A7ig K 20| oA AFE T2 20l 4% LUSHA| &L Tt

Ol =0, X|A0] 3000ms 2 T+ d=l 4 XD A0 AR A7 7|ZE2 56ms + Oms +
56ms + 200ms + 56ms + 200ms + 56ms + 3000ms = 3464ms QL|C}. 2}C|= 2T
MY M sS4 = ST Of BR0= (3x56)/3464 = A|7H2| 4,8% R LTt 110j| rh2f
X 2| Zol Zo{ L}

Of &X|= A2 #O|H Fo17t 2 55 E70= HatE = AgLH L

X.7.2 SX ML ZRAETE ZXE7| Af2tE mf 2Y X|H2 FALUL N2
OE =0 HZ2 2S0[E = Il 2 FOo=0| &Xp7| HutE o 2!

UG L Ol AP 2] 0| 7AM ALY, OfH O|R=2E 2I{iots E70| 2 =

Ag Lt 220U E HF0l= o2 7HX| &0l ASLICH

- 220|¢ETL AP 2 HIO|HE ELf1 AP 7L O] 0|F 5¢

SOUEX H2 50 22 ® 20 FES EELICH 24 Ze e 2

=) S == w1y )
HMESHTA 7Hs) XY S22 AMRBIO) KA E LIt
- 20| ETt E1|0|E1% HLHX] o™ AP Of| A 22 H| 20| /=S L|Ct S20|HAEE=

ol2f 7§o| ALE HIEO| +EE H2E XU 38 kg F 7He| =7t MO
=2 (22 10 2| A E)E TS0 AP & F7t= ZAFLICH AP 7F O TS| SEOHA|
Bo® S2H0|UEE AEE BEUCLL £ E HEQ & 748 7tsg LI

of ZXtof & 7|72 F+d& = AP 780 28 HE 2t4 7|2t 8 7t ®RA 8 &

—

72 SRR = Yot HHE Z2H0[ F)0f maf ChHELIC
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rulm
_I.
L
of
o
Ral
02
o>
L
r
il

X.8 GRE tunnel 7} H|0|E]

E{2o] &F E0|AM GRE 23 IP 271 F=hota, 2 ZHOM M2 ping & & A= 87

o= 34 HO|ACM CHE I 20| LASE 2= U&L|CE

-GREHE 2Z2 AEZQEE 24 AN ZQIE QIHIO|AE ARSELICE

rO
el
I
-l

Bt
i
ﬁ&
>
£
rr
0
1=
|0
HU
-4
0x
il
-
o

- AP 7} ACS EE&= DFS X|gio 2z
O] Z2 A& A| GRE HE2 {4 EF-CE LJt= 42 E ZHMSHX|TH Ot & =EXSHA| & 7|
7

M=o #= =+ SlagUth ZX2& g2 7t217|= 7| 422 E[SO0rL L.

12 WS AP HHES HHSALL AP LIEYT QIE{H 0| AS HE|X|0f Edtots
HQULICH AZEY 0] Ha|R|olE A% X|$0| GIOD2, GRE HES B4 HalXE &2
+ Lot

X.9 RA AHOA IPve TAE 71 27| §6
SLAAC 0| A] LAN & FAdd}= tHiH

4.18.0.1 {1 2] WaveOS = DHCPv6 7t Ofl RA MHHE K|35t QlZ2t BEQA TAE
FAE X|™StL|CE O] &2 |pve S RA AH AMIMo| 7§ QIL|LC},
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X.10 NAT router & £°%t FTP

FTP 7('_-|_/.>0-||h OII:||-I-| OE C 7HO| TCP O:|7=|o| E'é‘I-EI |_||:|- Hl_-luH X—”O-I O:|7E=IS FTP

SCIO|AEN M FTP MH 2| ZE 21 2 O[S gLt 0| AE2 220 AHEE[0
ANEZQIE ZHof B 8l SEHE USELICE HIOIH E&('s" & "dir G- =9

Zehol= + HA HolH HZ0| gL

FTP 22I0|UE= 2 7tX| REZ E3g = QUSL|LCH

Passive Mode: 220 E 7 PASY EE 2 LHEILICE O] HHE AIStH M= SHO 2
SHEHEl LEO|A =4 EH7|°+ Cts E2to | E0| PASY SEH= EHL|Ct PASV SE2
MEZt =2 7] B9 |p FTA ZE MagtLCct O3 S 2et0|¢HE= Si™ IP

FTA YU EE HSO I:H‘?_—r " AA
Active Mode: 2210|QUEE= SEOZ Totel I
HML|CH PORT HH 2 E2t0|A
a3 2 M= s P £ Y ZE Hoof st HA
ClO|E| 50| NAT 2t HE Suts{of st 42, 31 4 Al
FTP S 29| 2|C|HME HXEL7| Q8l, NAT @90 Hutsk Ef Xl Ho|l=2 Q2s|{of
et

TRAFFIC FORWARD

Use this section only if IP Masquerading is enabled on this zone.
This section allow to redirect the input traffic on this zone to a device on other zone
SOURCE FRAME
NAME SOURCE IP PUBLIC PORT PRIVATE PORT DESTINATION IP SORT
ZOMNE PROTOCOL
Blsnk any ip source Blank, all poris Blank, all ports
wisn  [FTP | [any | [tep ~] |21 | [21 | [192.188.0.100 + 5
i) Add I

FTP A7 28 g0 /= E2 FTP 220|YEL &5 D2 AL 0 FTP DATA
AZAO| AAT} ELICE (FileZilla Q] 7|2 2E)

MHZLHI S 90 Y= 4 FTP E20|HEI =2 B EZ FHE|0 FTP DATA
HZAQ| AATVL E|O{OF BHL|CH &M R EO|A FileZilla FTP 22I0|HEE T HSIE BB
CtS ot Z&L Lt

- 22H0|HE 278 Mol FTP HO[X|O|M 28 RES MEfgtL|Ct

- 2 2= HO|X|0 M FileZilla O M AtE0t= 22 ZE Kot &AE ME{gLCh 220
A% 71 HelE AUz FAL it HelE g = ASHO.
-LHE P F2 AE A 2 SR7IC S 1P FAE YHELIO
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Settings

Select page: Transfer Mode

v Connection () Passive (recommended)

¥ FTP @® Active

Active mode
Passive mode
FTP Proxy

SFTP

Generic proxy

¥ Transfers
File Types A proper server does not require this. Contact the server administrator if you need this.

[] Allow Fall back to other transfer mode on failure

IFyou have problems to retrieve directory listings or to transfer Files, try to change the
default transfer mode.

FTP Keep-alive

["1|/5end FTP keep-alive commands

File exists action
¥ Interface

Themes

Date/time format

Filesize format

File lists
Language
¥ File editing
Filetype associations
Logging
Debug
l oK J
Cancel
Settings
Select page: Limit local ports
¥ Connection Limit local ports used by FileZilla
v FTP By default uses any available local port to establish transfers in active mode. If you want
Active mode to limit FileZilla to use only a small range of ports, please enter the port range below.
Passive mode Lowest available port: |6000 |
FTP Proxy —
SETP Highest available port: {7000 |
Generic proxy Active mode IP
¥ Transfers In order to use active mode, FileZilla needs to know your external IP address.
File Types () Ask your operating system for the external IP address
File exists action @® Use the Following IP address:

¥ Interface
Themes 192./168.20.4

Date/time Format Use this if you're behind a router and have a static external IP address.
Filesize Format () Getexternal IP address from the following URL:
File lists
Language
¥ File editing
Filetype associations
Logging
Debug

Default: http://ip.filezilla-project.orgfip.php
["] Don'tuse external IP address on local connections.

OK

Cancel
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XI 5 -80% X F=%}0{

802.11 FH AN HERA AT 1 H 22 o HES 2HSI= IEEE #E

802.11s FM oA HESIE HAUSH= IEEE 802.11 EES| €7

AP WM A ZOE

A-MPDU Aggregated MAC Z2EZ H|O[H B &2 7§12 MAC Z2f| /40| Lol 2
= Yo AZE[O] St AR HESH| RIS 22| AZ2=E WHELCH

BSR FEAEH 2IRE= RP 2 BEFIAE OF 2t 0jEe 58 ME A HIZE
SHEots HEIFHAE 2R EH LT

BSS StLEC| AP 2F SEI0|HER T E HESAQ 7|2 MH[A ME

Bridge Fd ol S2[AH 0] 92| MM EZ|X|= LAN(O|H S =2 S WLAN(Wi-Fi)
OCI02 = 1 B2 S5t HEYT 78 24 L CE WLAN O
olZet HEof A2 I "EE[X|"2t= 0= AP 2| 2E2I0|AE0| AL E|X| Tt
Mo R e AP EHE|X|YLCL O HE WESYZ WM Ha|X|= 2fH
3 2t 20| | ESHX| @b StLte] =2 2|H QAHI|0[ A0 CHE E2[H
CIEHO|AE 20[0] 2 =¥ 2 TELLICH O E S0 O|HUl A%(X|=
SIEQIO EE[X|0|H HZ0|= O|E4, 02 WLAN SEI0|HE = AP, HA|
S #2 LYt QIH I 0| A 7to| AZEQIO He|X| 7t ZahE L

BSSID BSS AlEHXt, YHMO 2 AP O] MAC & E= 1 IHHQ

GNSS GPS(O| =), GLONASS(2{A|0L0), Galileo(F & 0]) £ BeiDou(E=0{) &
StLtel =29 LHH|AO|M 21 A|AH

IPv4 CIEHUY =5 BT 4 SHE o AFHES 2l ME S HH5t=

TCP/IP TEEE AEO| L EQA AZ. IPv4 = "192.168.1.1"1F 242 32 H|E
37|9] F=AE ALETL|CL

IPv6 QIHUl T2 EZE HH 6(IPv6)2 2 ML HERZ AZ =2EZQL|C
IETF(Internet Engineering Task Force)Ol Al A2t IPve 2 QIHUl ZEEE
H™ 4(1Pv4)e| 20| E B ™ Y L|LC}.

LAN 22| S22 (Local Area Network) ZX|7F M2 SAISH7| 28l MAC(OSI
A 2) FAE XY M8 &= Uz HERIAL g7

MCC AEY HESHAS 17 =71 A EXAQ 2HE =27 A E

MCS Modulation and Coding Scheme, HI{E7} 802.11n O A MItZ QAL &=
b Al
o

MNC 2HY HESA AL, XEE 7te] 2E2 HESRA AFEA A EXAt

oSl HESRZ A2EE S5 AS22 71d%t= 1SO & X 222 Open
Systems Interconnection

PSK 20| AF EO0M ST 7|7t AFEE|= OE 2ot AL AN S/
7]. Ol= ZI7F AP0 ot E0M CHE & 22 S A2
HEE|0f0F 2h= 2|0[gL|CL(O] A2 34 0| 2 & AELIL)
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RP

RTS/CTS

SSID

SSM

USM

VLAN

Wi-Fi™
WLAN

RA
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S2ZEQN E2[X|0ofM eH HZE St 2tE|22] At El E2H0|AE+AP.
AP = O[F{ Yl LAN 0| A =412t HIO|EH = S2t0|AES ol #4 AP 2
HEEO Hels 48 & UASLIL

Rendezvous Point & X|d =l HE[ZHAE O E9| H{ZE HEHSI= HE[FHAE
2t E L C}

CHS OIo|E =22 EUW7|0f S8 A2t 2 37| OME of|fsts =2

RTS =3 Y2 ELYOF Sl= MEHN MAC ZE2EE, $AXE SYUSH oA

6% CTS TS BEHOZMN °E*°*LIEr [atA SA7|F =479 24
MR e ZE M AHOIM2 LS HojH M0 CHalf & 2L|ct,

AN - | Iy — EOE

Service Set Identifier = AP 151 sl|E S20|HER FHE 2M
HESIAE AE5t= SRS YLICL

= 12
aaE HEPHAEE AR SAXS FAE L ooz Rp & A
LTt gle HEIFHAE 2tRE 9| HEHYL|CH

HA'- =2

AFEX} 7|8 BOF DEIC ALEXIEE SNMP WA A HBHS Ho|st=
BERHQALICE.

7FAF LAN, VLAN 2| ZF =2{|2l0f VLAN Ej 12 Z=7}810f CFE LAND Of
B2 LAN
"Wireless Fidelity”. O] 2 EA0|A{ O] &0{= 802.11 2| 2|0{ = At E L|CH.

SM AN S M2 MEE 13817 TIoH & Y E{3 O|E(SSID EE= Mesh
D)1t &€ 215 &S 3FSt= Wi-Fi & IOIEI aAE L

2R E 22o= SAETV} 2HREQ 5 2 EL(QE'EL)OH U=X| 22lst=
O AFEEl= MEY HEAI FE0| ZoE|0f JASLCL
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Xll = -802.11 RADIO CHANNELS
XIl.1 11b/g (2.4GHz)

Y HEXI = [2.3995-2.4965] FLt=0{| A ISM (Industrial Scientific and Medical) £
S AtEgL

Channel Central frequenc

(25 MH2) (GHzC)I ¥ Allowed by
1 2,412 Asia MKK, Europe ETSI, US FCC
2 2,417 Asia MKK, Europe ETSI, US FCC
3 2,422 Asia MKK, Europe ETSI, US FCC
4 2,427 Asia MKK, Europe ETSI, US FCC
5 2,432 Asia MKK, Europe ETSI, US FCC
6 2,437 Asia MKK, Europe ETSI, US FCC
7 2,442 Asia MKK, Europe ETSI, US FCC
8 2,447 Asia MKK, Europe ETSI, US FCC
9 2,452 Asia MKK, Europe ETSI, US FCC
10 2,457 Asia MKK, Europe ETSI, US FCC
11 2,462 Asia MKK, Europe ETSI, US FCC
12 2,467 Asia MKK, Europe ETSI
13 2,472 Asia MKK, Europe ETSI
14 2,484 Asia MKK

Zt X2 %’.5' FOtE X Hsle A 0= 802112 2 MEoM S8 M2 2HIE

Eg OpA3(17 B)E X|™HSL|CE OpAT = ME0| X O E 22MHz Z0

CE2 AT A FOEOAM +£11MHz 9 I3 o X0l %A 30dB ZH2|E|0fof

| GXIX| @0 of 5 HHwf ME(YEHE 2 oth2[7to M= 1, 6, 11,

FENME 1-13 S)EF AHEE 5= USLICL OE S0 22 =29 ZL 2400-2483.5,
O|=9| 42 2402-2483.5 & 2 L|C}.

>
[m
o

OAIE= A FOE0A X C| +22MHz 7HK|BF 50dB 4| Ele M3 =

rL‘ll
HMets golstez, MEe| oHX|7t ol2igh Met=Erh o =HYE[X] =0t 7Hgst=
A7t BEUH ME 1, 6 11 AMO|o] E2|E #otd I 2E xE M= &I
2= BE MES SiT|et ZHES Zasfefor ottt Zoh= A0l O FeetL|Ct.
=72 EMz 28 SVl "SHEX et 2ol s4V0f deEs 0E = AR,
oA =210 7PEALKOIE O[L) HE& HE =& O0[d2z2 XHSsts 40T

7tsgtHct
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Xll.2 802.11a/h (5 GHz)
e HERIE 5GHz 4 O UN-Il & AME &L
UN-Il £ 4 742| 7§ St CHE S AFESHLICH UN-II-1, 2, 2e and 3

Channel Central
Band (20 MHz) frequency Allowed by
(GHz)
34 5,170 Japan TELEC
36 5,180 Europe ETSI, US FCC
] 38 5,190 Japan TELEC
N 40 5,200 Europe ETSI, US FCC
Il 42 5,210 Japan TELEC
1 44 5,220 Europe ETSI, US FCC
46 5,230 Japan TELEC
48 5,240 Europe ETSI, US FCC
U 52 5,260 Europe ETSI, US FCC
N 56 5,280 Europe ETSI, US FCC
Il 60 5,300 Europe ETSI, US FCC
2 64 5,320 Europe ETSI, US FCC
100 5,500 Europe ETSI, US FCC
104 5,520 Europe ETSI, US FCC
108 5,540 Europe ETSI, US FCC
112 5,560 Europe ETSI, US FCC
§ 116 5,580 Europe ETSI, US FCC
N 120 5,600 Europe ETSI, US FCC
Il 124 5,620 Europe ETSI, US FCC
2e 128 5,640 Europe ETSI, US FCC
132 5,660 Europe ETSI, US FCC
136 5,680 Europe ETSI, US FCC
140 5,700 Europe ETSI, US FCC
144 5,720 Europe ETSI, US FCC
U 149 5,745 USFCC
N 153 5,765 USFCC
Il 157 5,785 USFCC
3 161 5,805 USFCC
165 5,825 USFCC
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o2

Europe (ETSI): 19 channels

> UN-IlI 1:4 channels 36, 40, 44, 48
» UN-II-2 : 4 channels 52, 56, 60, 64
> UN-II-2e : 11 channels : 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140

US and Canada (FCC): 23 channels
» UN-Il 1:4 channels 36, 40, 44, 48
» UN-II-2 : 4 channels 52, 56, 60, 64

» UN-II-2e : 11 channels : 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140
» UN-II-3 : 4 channels : 149, 153, 157, 161, 165

Japan (TELEC): 4 channels

» UN-II-1: 4 channels : 34, 38, 42, 46
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