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Abstract 
 
This white paper describes some differences between traditional enterprise networks and 
industrial networks and provides examples of some of the more popular wireless 
industrial networking technologies being deployed today. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.l-com.com/�


 
 

 
 

© L-com, Inc. All Rights Reserved. L-com Connectivity Products and the L-com Logo are registered marks.           
Toll Free Ordering and Technical Support: 1-800-343-1455     Visit our website at www.L-com.com 

Introduction 
 
Wireless communication eliminates the need for expensive cabling which has been 
traditionally used in commercial and industrial manufacturing and process networks.  
Today many small office, home office (SOHO) and enterprise networks employ wireless 
access either wholly or partially.  
 
Commercial, Enterprise and SOHO networks differ from industrial networks in that a 
service interruption can be tolerated in most commercial networks but not in an industrial 
communications network. Many devices in an industrial network are communicating real 
time between themselves, controllers, or PLC’s. Should communication be lost to any of 
these devices a whole manufacturing line can stop or a entire batch in a processing 
network can be made unusable wasting both time and money.  
 
In order for wireless networking to bridge over to industrial applications it must be self 
healing, have  high device MTBF, have high levels of redundancy, provide real time 
access and control and be scalable to add new devices as the network grows. 
 
The next section of this white paper will highlight some of the more popular wireless 
industrial networking technologies being deployed today. 
 
MESH  
 
A wireless mesh network provides both redundancy and self healing as each node in the 
mesh network is connected to at least one other node and uses intelligent routing to find 
other nodes in the network should its primary connection be disabled.  
 
Mesh networks are ad-hoc networks in that nodes in the network forward data from other 
nodes. The determination of which nodes forward the data at a given time is made 
dynamically. This scheme provides link redundancy and ensures the data will reach its 
destination. 
 
There are two basic types of mesh networks, partial mesh and full mesh. In a partial mesh 
network nodes are only connected to certain nodes and not all the nodes in the mesh. In a  
full mesh network every node is connected to all the other nodes making a 100% mesh 
topology. Your specific application will determine whether a partial or full mesh network 
is required. See figure 1. 
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Fig.1 
 

 
                                                                                                        
 
 
 
Many mesh networking products available today utilize IEEE 802.11a/b/g/n protocols in 
the 2.4 GHz and 5 GHz frequency bands. These mesh devices can utilize both proprietary 
and standards based dynamic routing protocols such as Open Shortest Path First (OSPF).  
 
The IEEE is currently working on 802.11s which is a draft 802.11 amendment for mesh 
networking. 
 
ZigBee 
 
ZigBee wireless networks are based on the IEEE 802.15.4 standard for wireless personal 
area networks (WPAN). First developed for home automation, ZigBee networks are now 
being used in building automation, process control, and industrial automation. ZigBee 
chips can be found on temperature, moisture, and vibration sensors, switches and 
controllers.  
 
Characteristics of ZigBee devices include relatively low power consumption (sleep mode 
is enabled when the device is not in use), relatively short range communication, self 
healing and redundancy capabilities, small data packet transfer (max 128 Bytes), and low 
cost.  ZigBee networks utilize a mesh routing scheme where each ZigBee router relays 
data to adjoining routers in the network. This decentralized control provides great levels 
of redundancy. Should a device fail, the ZigBee router will find an alternative route to 
relay data keeping the network up. ZigBee networks are very scalable and support a 
network of up to 64,000 devices.  
 
There are two classes of devices in a ZigBee network, a Full Function Device (FFD) and 
a Reduced Function Device (RFD).   
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A FFD can function in any network topology (star, mesh, cluster, peer to peer) and can 
communicate to any other device in the network. A ZigBee coordinator and router are 
FFD’s.   
 
The RFD can only be used in a star topology and talks only to the network coordinator 
(see Figure 2). A ZigBee wireless network requires at least one full function device to act 
as a network coordinator, but endpoint devices may be RFD’s (which typically cost less 
than FFD’s).   
 
Fig. 2   ZigBee Star Network Topology 
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A ZigBee network is made up of network coordinator, network router, and the network 
nodes. The network coordinator set ups up the network, manages the network nodes, 
stores network node information, and routes messages between nodes. The ZigBee router 
provides data routing between the other routers and the coordinator. The nodes are the 
end points of the ZigBee network; these are devices such as sensors, actuators, meters, 
and controllers. See figure 3. 
 
Fig. 3   ZigBee Cluster Network Architecture 
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WirelessHART 
 
Developed by the HART Communication Foundation, WirelessHART is an open 
standard wireless networking technology. Like ZigBee, WirelessHART is a self-
organizing, self-healing mesh network that offers high levels of redundancy and 
availability. 
 
WirelessHART was initially developed for the process industry as an alternative or add-
on to existing wired HART technologies. Again by using wireless technology the time 
and expense of designing, installing and maintaining a cable plant are avoided. 
 
A WirelessHART network consists of WirelessHART field devices, at least one 
WirelessHART gateway, and a WirelessHART network manager. These components are 
connected into a wireless mesh network supporting bi-directional communication from 
HART host to field device and back.1 
 
The network manager manages the network devices and the mesh architecture. There is 
one network manager per WirelessHART mesh network. As the network manager is an 
application it can reside on any device on the network such as a gateway. The network 
manager forms the redundant mesh, monitors the network, and allows new devices to join 
the network. 
 
A gateway device can be used to connect the WirelessHART mesh network to a plant 
network (mostly wired networks), allowing data communications between the two.  
 
The field device or end node is the actual sensor, meter, valve etc. that is wirelessly 
connected to the network and sends and receives data. 
 
WirelessHART supports several different network topologies including mesh, star, and 
hybrid (mesh/star) see figure 4  
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Fig. 4 
 
 
 

 
 
 
 
Currently WirelessHART products operate in the 2.4 GHz ISM frequency band and like 
ZigBee is based on the IEEE 802.15.4 WPAN standard.  
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SP100.11a 
 
The International Society of Automation (ISA) a non-profit organization dedicated to 
helping automation professional solve difficult technical problems developed SP100.11a 
to support multiple protocols (HART, Modbus, Foundation Fieldbus, ProfiBus) via a 
single wireless network and to be used for both process and industrial automation/factory 
applications.  
 
SP100.11a is based on 802-15.4 WPAN technology and utilizes the same self healing, 
self organizing mesh architecture as ZigBee and WirelessHART. Additionally like 
ZigBee, SP100.11a devices will offer low power consumption and scalability to address 
network growth requirements. The difference between SP100.11a and ZigBee and 
WirelessHART is that SP100.11a works with many different protocols. This functionality 
allows SP100.11a to be implemented into existing networks that use disparate protocols 
to communicate.  

SP100.11a was developed to address both process and factory automation networks 
where the networking of simple data acquisition applications such as monitoring, logging 
and alerting as well as more complex process control applications are addressed. 

The current implementation of SP100-11a uses 2.4 GHz 802.15.4-2006 radios and a 
single application layer for native and tunneling of other protocols.  SP100.11a is 
currently slated to be ratified in June of 2009. 
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Conclusion 
 
Deploying a wireless mesh network for process and automation networks can save time 
and money as there is no need to hardwire devices together. New developments offer 
redundancy, security and scalability which are crucial to process and factory automation 
networks. Choosing the right technology/architecture depends on your specific 
application and environment. The different mesh architectures covered in this paper all 
have similarities which make them excellent candidates for use in industrial networks, 
redundancy, self healing capabilities, scalability, low power consumption and high 
MTBF. 
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L-com, a global leader in the manufacture of wired and wireless connectivity products, 
offers a wide range of solutions and unmatched customer service for the electronics and 
data communications industries. The company’s product portfolio includes cable 
assemblies, connectors, adapters, computer networking components, and custom 
products, as well as their HyperLink line of wireless products which include Antennas, 
RF Amplifiers, Coaxial lightning and surge protectors, and NEMA rated enclosures. 
L-com’s HyperLink wireless products are designed for WiFi, WiMAX, SCADA, 
802.11a/b/g/n, RFID and Bluetooth applications. Trusted for over 30 years, L-com, which 
is headquartered in North Andover, MA, is ISO 9001:2008 certified and many of its 
products are UL® recognized. www.l-com.com 
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