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Enabling the NAT in the ACKSYS products
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PHY SICAL INTERFACES

WIFI
LAN

VIRTUAL INTERFACES

NETWORK

VPN

BRIDGING

ROUTING / FIREWALL

Q05

SERVICES

SETUP TOOLS STATUS

WIRELESS SETTINGS : WIFI

The Device Configuration section covers physical settings of the radio hardware which is shared among all defined wireless networks. Per network settings
like encryption or operation mode are in the Inferface Configuration.

If SRCC role is selected, most of the Device Configuration is irrelevant (please refer to the product user guide).

DEVICE CONFIGURATION

| General Setup | | alblg Data Rates | | 802.11n Mcs | |

Adyanced Setfings |

802.11 mode '\/ [802 11g+n (2.4 GHz) ]
@ Changing the mode may affect the list in the 'a/big data rates' tab
HT mode |20N1Hz v |

B Automatic 40MHz HT mode is not compatible with AP Ad-hoc, Mesh and multi-interfaces
Automatic channel select

Channel V

@ Automatic channel select is not compatible with Ad-hoc, Mesh and multi-interfaces

3(2.422 GHz) - Max Tx power 20 dBm -
4 (2.427 GHz) - Max Tx power 20 dBm
5 (2.432 GHz) - Max Tx power 20 dBm
6 (2.437 GHz) - Max Tx power 20 dBm
7
8(

2.442 GHz)) - Max Tx power 20 dBm
2.447 GHz) - Max Tx power 20 dBm -

@ This field is ignored in client proactive roaming mode; see "Roaming’ tab instead

INTERFACE CONFIGURATION

| General Setup | | Wireless Security |
Role

Advanced Settings | | Roaming ‘ | Frame filters |

[ Client (infrastructure) "]

V acksys

®  |Wireless: @

Multiple ESSIDs

private: 3‘_

[E) Choose the netwerk you want to attach this wireless interface to

@ Back to Overview I Reset

I @ Save I @ Save & Apply I
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CtA| 2 : Network A ™ 2 2t 2 SFL|C}. (WAN(Wireless), LAN(private))

e

SETUP TOOLS STATUS

PHY SICAL INTERFACES
NETWORK OVERVIEW
VIRTUAL INTERFACES
NETWORK NAME ENABLED IP ADDRESS NETMASK GATEWAY (METRIC) PERSISTENCE ACTIONS
WIRELESS Wireless s 192.165.1.248 255 255 2550 Enabled 4] =]
PRIVATE .
private ’ 10.0.0.2 255 255 2550 Default Ef3)
VPN
BRIDGING ] Add network I
ROUTING ! FIREWALL

(Network A& 2t =2 3}H)

Network — Wireless — General Setup Tab
SETUP TOOLS STATUS

PHYSICAL INTERFACES
NETWORK - WIRELESS
VIRTUAL INTERFACES
NETWORK On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and tick the names of
several network interfaces.
WIRELESS
PRIVATE
COMMON CONFIGURATION
VPN
BRIDGING | General Setup | | Interfaces Settings | | Advanced Settings |
ROUTING / FIREWALL Enable interface 4
Q05 Network description Wireless
SERVICES (@) Friendly name for your natwork
Protocol [ static v]
IPva-Address 192.168.1.248
IPv4-Netmask [255.255.285.0 v]

Default gateway metric 0
@ Gateway priority when several default gateways are configured; lowest is chosen.
{Used only when a default gatewsy is defined on this interface)
DN server(s) i
@ ‘You can specify multiple OMNS servers here, press enter to add & new entry. Servers entered here will overide

automaticslly sssigned ones.

WAN | E9|30] Zash 0| S4HI APt SAI7H53 P TS @Bt C

Network — Wireless — Interfaces Settings Tab
SETUP TOOLS STATUS

PHYSICAL INTERFACES
NETWORK - WIRELESS
VIRTUAL INTERFACES
NETWORK On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and tick the names of
several network interfaces.
WIRELESS
PRIVATE
COMMON CONFIGURATION
VPN
BRIDGING | General Setup | | Interfaces Settings | | Advanced Settings |
ROUTING / FIREWALL I Bridpelinteriaces td @ creates a bridge over specified interface(s) I
]
¥ @ Enables the Spanning Tree Protocol on this bridge
SERVICES WARMNING: Some cautions must be taken with wireless interfaces, please see user guide
EnabielETIRgTonwarsing @ Enables the LLDP frame forwarding.
E il @ Enable VLAN management in bridge. You must configure the bridge VLANs before enabling this option
setup->bridging)
Interface & Ethemet adapier: LAM (private)

L4 8 WiFi adapter. WiFi - acksys (Wireless)

MTU 1500

HEIX| 2E O] A APRL S4IE WiFiE BdStA|Z L T

=WIT
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Network — Private — General Setup Tab

PHYSICAL INTERFACES

VIRTUAL INTERFACES

NETWORK

WIRELESS
PRIVATE

VPN

SETUP TOOLS STATUS

NETWORK - PRIVATE

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and tick the
names of several network interfaces.

COMMON CONFIGURATION

BRIDGING

ROUTING / FIREWALL

Qos

SERVICES

General SetuE; || Interfaces Settings | | Advanced Settings |

Enable interface 7

Network description pri\.fale

@ Friendly neme for your network

Protocol | static v |
I iddiess 10002

IPy4-Netmask [255.255.255.0 ]
Default IPv4 gateway

Default gateway metric 0

@ Gatewsy priority when several default gateways are configured; lowest is chosen.

(Used only when a default gateway is defined on this interface)
DNS server(s) 1]

@ “fou can specify multiple DNS servers here, prass enter to add a new entry. Servers enterad here will

owerride automatically assigned ones.

LAN HEQ{R0| 2Qoto|FEF 1 S4l7tseHIPLi S YL

— —

Network — Private — Interfaces Settings Tab

PHYSICAL INTERFACES

VIRTUAL INTERFACES

SETUP TOOLS STATUS

NETWORK - PRIVATE

NETWORK

WIRELESS
PRIVATE

VPN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and tick the
names of several network interfaces.

COMMON CONFIGURATION

ERIDGING

ROUTING / FIREWALL

Q05

SERVICES

| General Setup || Interfaces Settings | | Advanced Settings |

Bridge interfaces (B crestes a bridge over specified interfaca(s)

Interface e E.- Ethernet adapter: LAN (private)
W WiFi adapter: WiFi - acksys (Wireless)
MTU 1500

L= AN W E Y2 E AL 3}7| 98] LANS A8l A ZI LI
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CIA| 3 : Network ZONES

PHYSICAL INTERFACES

VIRTUAL INTERFACES

1%{ S
a8s 2
B30 TOOLS  STATUS

NETWORK ZONES OVERVIEW

= SFL|C}. (WAN(Wireless), LAN(private))

NETWORK

VPN

BRIDGING

ROUTING / FIREWALL

DOS PROTECTION
MULTICAST ROUTING

NAME
zone_lan

Zone_private

COVERED NETWORK S
"Wireless"

"private”

FORWARD TO DESTINATION ZONE

zone_lan

NAT ENABLE

o

LOCAL SERVICES
All enabled
All enabled

ACTIONS
B
a3

D Add zone I

(Network ZONES A 2t &2 T} H)

ROUTING/FIREWALL - NETWORK ZONES(Wireless) - General Setup Tab

PHYSICAL INTERFACES

VIRTUAL INTERFACES

NETWORK

VPN

BRIDGING

ROUTING / FIREWALL

DOS PROTECTION

MULTICAST ROUTING

NETWORK ZONES

STATIC ROUTES
Qos

SERVICES

NAT 7|0 £ 0]

HECEECES

SETUP TOOLS STATUS

NETWORK ZONES - ZONE SETTINGS

ZONE

"ZONE_LAN"

This section defines commaon properties of "zone_lan”.
Covered networks specifies which available networks are members of this zone.

Mﬂnus || Advanced Seftings |

Name

zone_lan

Enable NAT

L4 @ Only on public zones. Waming: if using VRRF, the NATed netfork must be set to profocol HNONE

MSS clamping

Default acceptance policy for local services v

[ Al enabled

@ “fou can restrict or open the local services in the firewsll section bell

=

Covered networks Ld Wireless:

private i_

INTER-ZONE FORWARDING

Use this section only if NAT is disabled on this zone.

The options below contral the forwarding policies between this zone (zone_lan) and other zones. Destination zones cover forwarded traffic
originating from "zone_lan". The forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a permission to forward from wan to
lan as well.

Allow forwarding to dastination zonas: zone_private private: E-—

TRAFFIC FORWARD

Use this section only if NAT is enabled on this zone
This section allow to redirect the input traffic on this zone to a device on other zone

SOURCE NAME SOURCE IP FRAME PUBLIC FORT PRIVATE PORT DESTINATION IP SORT
ZOMNE PROTOCOL
Blank any ip source Blank, all ports Blank, all ports
zone_lan |\webserver any 80 localhost x
zone_ten [3l any 10.0.0.2 K]
zone_lan (300 any 300 10.0.0.2 2 x]
) Add
- = o = = o . = o = P =
20| €0t 0|51 g3t M3 = WirelessE MEIgtL|CE 2|0 S410| 2Rt ZEHSE
ol E Lt
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ROUTING/FIREWALL - NETWORK ZONES(private) - General Setup Tab

SETUP TOOLS STATUS

PHY SICAL INTERFACES
NETWORK ZONES - ZONE SETTINGS
VIRTUAL INTERFACES
NETWORK ZONE "ZONE_PRIVATE™
VPN This section defines common properties of "zone_private".
BRIDGING Covered networks specifies which available networks are members of this zone.
ROUTING / FIREWALL | General Settings | | Advanced Settings |
D05 PROTECTION Name zone_private
MULTICAST ROUTING =
NETWORK ZONES Enable NAT @ Only on public zones. Waming: if using WRRF, the NATed netwrk must be set to protocol MOME
STATIC ROUTES .
M55 clamping
QoS
Default acceptance policy for local services v
pe— [All enabled
@ “fou can restrict or open the loeal services in the firewsll section beldy
Covered networks o
Wireless o
Ld private: El--

INTER-ZONE FORWARDING

Use this section only if NAT is disabled on this zone.

The options below control the forwarding policies between this zone (zone_private) and other zones. Destinalion zones cover forwarded traffic
originating from “zone_private". The forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply 2 permission to forward from
wan fo lan as well.

Allow forwarding to destination zones: v lan Wireless: @

TRAFFIC FORWARD

Use this section only if NAT is enabled on this zone
This section allow to redirect the input traffic on this zone to a device on other zone

SOURCE ZONE NAME SOURCE IP FRAME PROTOCOL PUBELIC PORT PRIVATE FORT DESTINATION IP SORT

Blank any ip source Blank, all ports Blank, all ports

Thiz section contsing no values yet

(L) Add

Li £ private0f] 223t 0| 52 X|’d3t & HEtE Y ESAQ| private LAN {2 E =fQlgtL|Ct Q2|0 ZEZ QT &
WirelessOf| |2 etL|C}.
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